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Executive Summary

The Institute for Defense Analyses and the Joint Artificial
Intelligence Center (JAIC) are developing a framework to
support testers as they evaluate Human Systems Interaction
(HSI) with Al-enabled systems. We are creating this framework
because HSI expertise in the Department of Defense Test and
Evaluation workforce is rare but increasingly important with
more automation in systems. Many test teams do not have an
HSI expert but they will still have to test and evaluate a system’s
HSI characteristics. Part 1 of the framework is a practical tool
to empower testers when writing and assessing Test and
Evaluation Master Plans (TEMPs) for Al-enabled systems.

This short briefing overviews the core areas of Part 1 and
conveys a sense of what the fuller framework looks like. More
specifically, this briefing focuses on core HSI concerns relevant
in a TEMP, covering the following subset of HSI topics in the
framework:

o A warfighter’s mental model is their knowledge about
how the system functions. Mental models allow users

to predict how the system will function under various
conditions.

e A warfighter’s trust of the system is how much they
feel they can depend on it in a vulnerable or uncertain
situation.

o A warfighter’s workload is how many resources they
have available compared with what the task requires.
Systems must have an appropriate level of workload in
the context of accomplishing the mission during
operations.

e Function allocation is the assignment of taskwork
between the warfighter and system. We must make
sure this allocation is reasonable and achievable.

This briefing ends with an example of how increased
autonomy in aviation contributed to the loss of Air France
Flight 447, costing 228 people their lives. Clearly, HSI will
continue to be vital in the creation and adoption of effective,
suitable, and trustworthy Al-enabled systems.
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Offloading warfighter work to Al
doesn’t make HSI less important.

It makes it more important than ever.
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What are we talking about today?




HSI is about preserving and enhancing performance

/

AN

\

Orient

/

“I need to understand and predict
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know, when | need to know it, in @
way that | understand.”

“I need to be able to make good
decisions about where and how to
use this system.”
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“I need to be able to get the
system to do what | need and
intend it to do.”
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Quality HSI drives both effective and ethical employment
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Building Mental Models
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System’s underlying model Warfighter's mental model of system behavior




Calibrating Trust
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Calibrating Trust
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Warfighter’s trust and subsequent reliance on the system

Environments







Assessing Usability

Give Initial Orders

Must assess whether the
system achieved the
warfighter’'s intent
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Assessing Usability

Finish

Give Initial Orders

Must assess whether the
system achieved the
warfighter’'s intent

Extract Information

Must confirm warfighter has
information needed to be
situationally aware
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Assessing Usability

Give Initial Orders

Must assess whether the
system achieved the
warfighter’'s intent

Extract Information

Must confirm warfighter has
information needed to be
situationally aware

Intervene & Take Over

Must evaluate off-nominal
sifuations where tasks are
handed off to warfighter
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e> Assigning Function Allocation

Autonomy Authority Responsibility
Which agent is Which agent is Which agent is
capable of assigned to a taske accountable for the
completing the task? outcome?
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Assigning Function Allocation

Confirm that all agents Confirm that taskwork is
are capable of completing intentionally assigned, and
their assigned tasks that the warfighter is not
given the

“leftover allocation”
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Confirm that all
“invisible work" is
accounted forin the
CONOPS and test
scenarios.
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Airspeed Unexpected Under- Pilots uncertain
sensors high workload developed of function
blocked spike mental model allocation
@ @ @ @ @ @ @ @
Autopilot, stall Over-trust has The automation Pilots fail to
protections led to does not display diagnosis
terminated complacency the error problem

On June 1, 2009, a completely functional
Airbus A330 crashed into the Atflantic Ocean,
killing all 228 people on board.
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Questions?

Connect with us:

Al.mil

Twitter: @DoDJAIC s
LinkedIn: DoD Joint Artificial Intelligence Center
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