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Major Goals: The goals of the PFA project are to explore automated techniques for failure avoidance at runtime.
The novel approach is to use sophisticated program analyses to: (1) predict when and where failures may happen,
(2) synthesize failure avoidance logic that modifies the state of the program to avoid potential failures, and (3) inject
monitoring to detect when failures happen at runtime and when they do execute the failure avoidance logic.

The project involves a close interplay between static analysis and verification, program synthesis methods, and
runtime monitoring. Advances in each of these areas is required to realize the PFA vision and major goals of the
project in these areas are:

Goal 1: Develop scalable and accurate modular analysis techniques that can detect and characterize when failures
may occur at runtime.

Goal 2: Develop techniques for characterizing the space of failure avoiding program executions.

Goal 3: Develop synthesis techniques that can generate program fragments that are able to perturb program
execution onto failure avoiding executions.

Goal 4: Incorporating optimizations techniques into synthesis to minimize the state modifications that are generated
by synthesized actions.

Goal 5: Develop monitoring and instrumentation to enact synthesized actions.
Goal 6: Evaluate the cost and effectiveness of PFA in the context of C programs.
Accomplishments: Over the course of the project the team made substantial progress towards these goals. A

variety of solutions for the goals outlined above were developed, implemented, evaluated and were reported on
through published works.
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The original conception of the PFA project required that a software system have, either, system-level or
component-level correctness specifications that would guide the static analysis and dynamic repair approaches.
Unfortunately it is rare to find such specifications even for well-developed safety critical systems.

Consequently, the project added an additional technical goal to develop improved state-of-the-art specification
inference techniques. The development of the Syminfer approach, as reported in the published TSE paper and
disseminated through the DIG web-site, is the realization of this goal. The use of these approaches will be
essential in automating the PFA vision.

The original conception of the PFA project sought to combine static analysis with dynamic repair techniques, but it
did not anticipate the potential benefits of using multiple analysis algorithms in a synergistic fashion to improve the
accuracy and performance of the approach.

The most recent work on this project has developed a novel approach to predicting which, from a family of, static
analysis techniques are most cost-effective for a given instance of an analysis problem. While this advance came
late in the project it is a completely novel approach that offers significant potential and the initial research findings
are under submission at present (they give appropriate credit to this project).

Training Opportunities: The project has supported three graduate students over the past year. Will Leeson at the
University of Virginia, Guolong Zhang at the University of Nebraska, and Didier Ishimwe at the University of
Nebraska. Will is a full-time PhD student and Guolong and Didier are Phd and MS students working part time on
this project.

Didier Ishimwe completed his Masters degree and has gone on to a PhD program. Will Leeson is continuing his
PhD studies. Guolong Zhang completed his PhD degree shortly after the conclusion of this project (in April 2022).
The training of these students is credited to the project.

Results Dissemination: The project disseminated its findings through two open-source software repositories with
associated web-sites and through 15 fully-refereed publications (with another in submission).

Honors and Awards: During the course of the project the Pl was: elevated to ACM Fellow, received
two ACM SIGSOFT Impact Paper Awards, won the ACM SIGSOFT Distinguished Service Award, and was named
the IEEE Computer Society's Harlan Mills award recipient.

Protocol Activity Status:
Technology Transfer: Nothing to Report

PARTICIPANTS:

Participant Type: PD/PI

Participant: Matthew Dwyer

Person Months Worked: 1.00 Funding Support:
Proiect Contribution:

National Academy Member: N

Participant Type: Co PD/PI

Participant: ThanhVu Nguyen

Person Months Worked: 1.00 Funding Support:
Project Contribution:

National Academy Member: N

Participant Type: Graduate Student (research assistant)
Participant: William Leeson



RPPR Final Report
as of 09-Aug-2022

Person Months Worked: 12.00 Funding Support:
Proiect Contribution:
National Academy Member: N

Participant Type: Graduate Student (research assistant)

Participant: Didier Ishimwe

Person Months Worked: 6.00 Funding Support:
Project Contribution:

National Academy Member: N

Participant Type: Graduate Student (research assistant)

Participant: Guolong Zhang

Person Months Worked: 12.00 Funding Support:
Project Contribution:

National Academy Member: N

ARTICLES:

Publication Type: Journal Article Peer Reviewed: Y Publication Status: 2-Awaiting Publica
Journal: |IEEE Transactions on Software Engineering

Publication Identifier Type: DOI Publication Identifier: 10.1109/TSE.2020.3016778

Volume: Issue: First Page #: 1

Date Submitted: 8/26/20 12:00AM Date Published:

Publication Location:

Article Title: Conditional Quantitative Program Analysis

Authors: Mitchell Gerrard, Mateus Borges, Matthew Dwyer, Antonio Fillieri

Keywords: program analysis, model counting, symbolic execution, conditional analysis, software reliability,
software certification

Abstract: Standards for certifying safety-critical systems have evolved to permit the inclusion of evidence
generated by program analysis and verification techniques. The past decade has witnessed the development of
several program analyses that are capable of computing guarantees on bounds for the probability of failure. This
paper develops a novel program analysis framework, CQA, that combines evidence from different underlying
analyses to compute bounds on failure probability. It reports on an evaluation of different CQA-enabled analyses
and implementations of state-of-the-art quantitative analyses to evaluate their relative strengths and weaknesses.
To conduct this evaluation, we filter an existing verification benchmark to reflect certification evidence generation
challenges. Our evaluation across the resulting set of 136 C programs, totaling more than 385k SLOC, each with
a probability of failure below 10e-4, demonstrates how CQA extends the state-of-the-art.
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Abstract: Automatically inferring invariant specifications has proven valuable in enabling a wide range of
software verification and validation approaches over the past two decades. Recent approaches have shifted from
using observation of concrete program states to exploiting symbolic encodings of sets of concrete program states
in order to improve the quality of inferred invariants. In this paper, we demonstrate that working directly with
symbolic states generated by symbolic execution approaches can improve invariant inference further. Our
technique uses a counterexample-based algorithm that iteratively creates concrete states from symbolic states,
infers candidate invariants from both concrete and symbolic states, and then validates or refutes candidate
invariants using symbolic states. The refutation process serves both to eliminate spurious invariants and to drive
the inference process to produce more precise invariants. This framework can be employed to infer complex
invariants that captur
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Abstract: The field of software verification has produced a wide array of algorithmic techniques that can prove a
variety of properties of a given program. It has been demonstrated that the performance of these techniques can
vary up to 4 orders of magnitude on the same verification problem. Even for verification experts, it is difficult to
decide which tool will perform best on a given problem. For general users, deciding the best tool for their
verification problem is effectively impossible. In this work, we present \textsc{Graves}, a selection strategy based
on graph neural networks (GNNs). \textsc{Graves} generates a graph representation of a program from which a
GNN predicts a score for a verifier that indicates its performance on the program. We evaluate \textsc{Graves} on
a set of 10 verification tools and over 8000 verification problems and find that it improves the state-of-the-art in
verification algorithm selection by 11\%. We conjecture this is in part due to \textsc{Graves}' use o
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The ExtraNet web-site does not permit entry of the total number of months supported on the project. We include
that information here. PI Dwyer and co-PI Nguyen were each supported for 3 months of effort across the project.
Graduate Student Leeson was supported for 36 months. Graduate Student Zhang was supported for 18 months.
Graduate Student Ishimwe was supported for 6 months.





