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Introduction

The Department of Defense (DoD) produced version 1.0 of the Zero Trust Reference Architecture
(ZTRA) in February 2021 which directed next generation cybersecurity architectures to become data
centric and based upon zero trust (ZT) principles. Version 2.0 of the ZTRA was released in July 2022.
This paper provides a little background on the original document, then identifies the changes that were
made in the new version.

Version 1.0 February 2021 Highlights

ZTRA identified five major tenets of ZT:

Assume a hostile environment.
Presume breach.

Never trust, always verify.
Scrutinize explicitly.
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Apply unified analytics.

ZTRA has seven ZT pillars:

1. user

2. device

3. network or environment
4. application & workload
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5. data
6. visibility & analytics (considered cross-cutting capability in CISA ZT Maturity Model (ZTMM))
7. automation & orchestration (considered cross-cutting capability in CISA ZTMM)

A governance cross-cutting capability is overarching across the seven pillars.

The ZTRA maturity model identified three protection levels (baseline, intermediate, advanced); each
with a set of descriptions that define the protection level. The maturity model defined two processes
(discovery and assessment) for organizations to use to prepare for transitioning to ZT strategy.

ZTRA used the DoD Architecture Framework (DoDAF) to visualize and discuss applying a ZT strat-
egy for DOD enterprise architectures. The following DoDAF viewpoints were used:

1

2.

3.

9.

OV-1High Level Operational Concept Graphic
CV-1Vision

CV-2Capability Taxonomy

StdV-1Standards Profile

StdV-2Standards Forecast

CV-4 Capability Dependencies

CV-6 Capability to Operational Activities Mapping
CV-7 Capability to Services Mapping

OV-20perational Resource Flow Description

10. OV-5b Operational Activity Model

a. Eightof theseviewpoints were usedtodescribe ZT operational activities, work-
flows, requirements, task analysis, operational planning, and analysis of infor-
mation workflows.

11. AV-2Integrated Dictionary

These viewpoints provided a starting point for applying ZT for DoD enterprise networks. The view-
points identified capabilities, functions, activities, and information exchange which networks design-
ers and maintainers need to consider when moving to ZT.

Version 2.0 July 2022
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ZTRA expanded upon the existing DoDAF viewpoints by providing additional operational and ser-
vices views, as well as adding OV-6a Operational Rules Model viewpoints were added which identi-
fied seven guiding principles for the reference architecture. These views provide context to what needs
to be considered when applying ZT. ZTRA provided architecture patterns in the form of DoDAF SV-
1, SvcV-1, and SvcV-2 viewpoints, as well as transition architecture planning guidance, which starts
with as-is and moves through a transition to a target architecture.

Assume no implicit or explicit trusted zones in networks.

2. ldentity-based authentication and authorization are strictly enforced for all connections and ac-
cess to infrastructure, data, and services.

3. Machine-to-machine (M2M) authentication and authorization are strictly enforced for communi-
cation between servers and the applications.

4. Risk profiles that are generated in near-real-time from monitoring and assessing both user and
devices behaviors are used in authorizing users and devices to resources.

All sensitive data is encrypted both in transit and at rest.

All events are to be continuously monitored, collected, stored, and analyzed to assess compliance
with security policies.

7. Policy management and distribution is centralized.

ZTRA identified 11 use cases, which provides more specific guidance concerning ZT strategies.

data-centric security protections

data encryption protections

coordinating policy for data-centric security protections
data analytics & Al

centralized orchestration & policy management
dynamic, adaptive policy feedback loop

VPN-less implementation

east-west segmentation
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global uniform device hygiene
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dynamic, continuous authentication
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conditional authorization

This additional information provides the next level down information to what is needed to define what
ZT means to DoD network over the previous version. ZTRA discussed the application and assessment
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of data and security governance policies to support ZT implementation in systems. This starts the
discussion concerning mature ZT implementations.
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