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Motivation and Approach

Airworthiness qualification costs continue to rise, because with increased use of software, 

there is a corresponding increase in software integration failures.

• To counter this trend, the Army has embraced the DoD Digital Engineering Strategy 

and created the Architecture-Centric Virtual Integration Process (ACVIP) to detect 

integration defects early.

Airworthiness authorities rely on Verification by Analysis (VbA) to detect defects prior to 

testing.

ACVIP enhances VbA with:

• Predictive analysis using standardized meaning

• Continuous assessment against an 

authoritative source of truth (model)

• Complementary analyses that validate 

target analysis assumptions

Target Analysis

Complementary 

Analyses

Assumptions

Validate

Model
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Description: Architecture-Centric Vertical Integration 
Process (ACVIP)

ACVIP is an approach used to model and analyze architectures for complex, software-

intensive, embedded computing systems to reduce integration risks

ACVIP provides methods and tools to address system development where run-time 

sensitivity, safety, and cybersecurity are critical

ACVIP provides a virtual integration environment for early detection of defects not 

typically found until physical integration. This is accomplished using:

• continuous verification throughout the development lifecycle 

• a consistent representation of the system by coordinating multiple models, languages, 

domains, and design entities

• the Architecture Analysis & Design Language (AADL) which is domain specific to 

embedded systems

ACVIP significantly reduces risk in embedded software / hardware integration, 

and increase likelihood of delivering full capabilities on schedule,within budget
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ACVIP Resources

ACVIP is supported by the following resources

• The ACVIP Overview Handbook provides overall motivation, modeling strategies, and 

workflow guidance [ACVIP Overview 2019]

• The ACVIP Acquisition Management Handbook discusses existing acquisition 

strategies (including the Modular Open Systems Approach (MOSA), Future Airborne 

Capability Environment (FACE™) , and Comprehensive Architecture Strategy (CAS)), 

stakeholders, and development milestones and provides a sample workflow [ACVIP 

Acquisition 2020]

• The ACVIP Modeling and Analysis (M&A) Handbook discusses modeling goals and 

strategies to support ACVIP and recommends analyses for common development 

milestones [ACVIP M&A 2021]
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Characteristic of the Army Military Airworthiness 
Certification Criteria (AMACC)

The AMACC establishes the airworthiness certification requirements stated in terms of 

criteria, standards and methods of compliance used in the determination of airworthiness 

of all manned & unmanned aircraft.

Airworthiness qualification (or certification) is a progressive assessment process 

performed at the component, subsystem, and system levels to ensure that a system 

meets airworthiness requirements.

The substantiation data delivered against the requirements will be used to perform an 

airworthiness assessment and determine if any potential hazard exists.
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ACVIP in the context of the AMACC

Verification Methods cited in AMACC

• Similarity

• Analysis (VbA)

• Testing

• Demonstration

• Simulation

• Inspection
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ACVIP Addresses Deeper Risks

Design violates performance envelope

Design cannot be realized

Models fail to meet 

standards

Models 

refuse to 
integrate

Addressed by 
Modeling Tools

Addressed by 
Requirements Tracing
and Model Templates

Predicted by ACVIP

ACVIP extends the reach of conventional checks.

Start here

Virtual Integration Risk Space
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Applying ACVIP to an Example from AMACC

Section 9 – Human Systems Integration

AMACC Requirement 9.4.2.1: The total system latency for the presentation of primary 

flight information used for real-time control of an aircraft should not exceed 100 ms.

AMACC 9.4.2.1 calls for three methods of compliance:

• Verification by demonstration: “The display shall not exhibit flicker that is discernible to 

the eye.”

• Verification by analysis: “Document timing allocations and expected system response 

times” and “as the system design evolves or is modified, again analyze … based on 

the updated and refined timing allocations and expected system response times.”

• Verification by test: “Test that the latency budgets … are valid for all critical and safety 

critical tasks and functions.”
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ACVIP Guidance for Latency Analysis – From M&A Handbook 
At System Requirements Review (SRR)

• The SRR model should declare requirements that are allocated to the architecture and its 

components and are to be verified by analysis of the architecture model…. 

• A simple form of latency analysis is to check consistency between end-to-end flow 

requirements and subflow requirements derived from them. Analysis that verifies 

consistency between system latency requirements and derived/allocated subsystem 

latency requirements may be desired at SRR.

At Preliminary Design Review (PDR)

• The PDR model will be an elaboration of the SRR model that fully identifies software and 

hardware configuration items and their interfaces. … A PDR model may contain process, 

subprogram group, and data declarations (software objects); and virtual processor, 

processor, virtual bus, bus, device, and memory declarations (hardware objects). 

• Repeat the SRR analysis on the more detailed model.

Repeat for later milestones (e.g., CDR, TRR) with higher fidelity models of the design. 

Resolve issues in next phase.
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Latency Result Assumptions

During latency analysis, the contractor may assume that delays will not occur due to

• resource contention 

• scheduling constraints

• component deadlock

• safety faults 

• cybersecurity attacks

If these conditions do exist, will the result still hold?

The airworthiness authority cannot validate analysis assumptions using the latency result 

itself, and the latency analysis is incomplete without that validation. 
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ACVIP Guidance for Complementary Analysis

Source: ACVIP Modeling and Analysis Handbook

At the SRR milestone, consider these analyses:

• Interface Behavior Consistency Analysis will detect components that could deadlock.

• Resource Loading Analysis for key performance parameters will detect components 

that could fail to operate within assigned performance envelope.

• Reliability, Availability, and Failure Analysis will detect components that could fail in 

particular states.

• Functional Hazard Analysis (FHA), Fault Tree Analysis (FTA), Failure Modes and 

Effects Analysis (FMEA), and System Theoretic Process Analysis (STPA) will detect 

hazards that could block or slow data flows.

• Cross-Domain Analysis will detect the need for cross-domain solutions (e.g., guards), 

which could increase latency for data flows that must traverse those guards.

• Risk Management Analysis will detect data flows that could interfere with each other.
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Complementary Analysis (con’t)

At the PDR milestone, add these analyses:

• Functional Hazard Assessment (FHA) to identify hazards and set criticalities and levels 

of rigor

• System Theoretic Process Analysis (STPA) to define control loops, identify unsafe 

control actions and identify mitigations/constraints

• Failure Modes and Effects Analysis (FMEA) will detect components with insufficient 

fault handling.

• Fault Tree Analysis (FTA) will detect components whose failures are not independent. 

• Reliability Block Diagram (RBD) Analysis will detect components with unanticipated 

interdependencies.

• Markov Analysis will detect components that lack sufficient ability to recover from 

failures.

Iterate on these analyses at subsequent milestones (e.g., CDR, TRR)
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ACVIP and Safety

The ACVIP M&A handbook specifies that the contractor shall use MIL-STD 882E and SAE 

ARP 4761A 

• Defines a system of safety process that enables identification and management of 

hazards and their associated risks during system development and sustaining engine

• Planned ACVIP modeling and analysis activities should still align with program safety 

processes in order to reduce project risk and rework due to problems found during 

certification
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Analysis Techniques Summary

The AMACC and the ACVIP M&A Handbook Identify these analysis:

– Functional Hazard Assessment (FHA) to identify hazards and set criticalities and levels of 
rigor

– System Theoretic Process Analysis (STPA) to define control loops, identify unsafe control 
actions (UCAs) and identify mitigations/constraints to those UCAs

– Failure Modes and Effects Analysis (FMEA)  to specify error-handling capabilities that are 
required to mitigate risks identified by hazard assessment 

– Fault Tree Analysis (FTA) will detect components whose failures are not independent 

– Reliability Block Diagram (RBD) Analysis determines reliability for a capability based on the 
reliabilities of the other capabilities that it depends on and information about redundancy 
among those other capabilities.

– Markov Analysis applied to systems that have degraded modes of operation, suffer transient errors, 
or can reconfigure and recover
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ACVIP Guidance for Safety and Project Milestones

System Requirements Review (SRR)

• Architecture Artifacts: Preliminary identification of all hw & sw components is completed

• Safety: Hazards have been reviewed and mitigating courses of action have been allocated 

• Analysis methods:  Aircraft, System FHA, STPA - Hazards associated with model components

Preliminary Design Review (PDR)

– Architecture Artifacts: Preliminary identification of all hw & sw components is completed, detail added

– Safety: Hazards have been reviewed and mitigating courses of action have been allocated 

– Analysis methods: Aircraft,System FHA, STPA , FMEA, FTA, STPA - Hazards associated with model components

Critical Design Review (CDR)

• Architecture: Detailed design (hw, sw), including interface descriptions are complete and satisfy all requirements in the system 

functional baseline – Failure types associated with components

• Safety: Risk items/Criticality for hardware, software identified, mitigation approaches described

• Analysis: Failure Mode, Effects, and Criticality Analysis (FMECA) is complete 

• At this stage FHA, STPA charts, FMEA (FMECA), FTA have been produced, refined

Test Readiness Review (TRR)

• At this stage FHA, STPA charts, FMEA (FMECA), FTA and models have been updated since CDR

• Verification of the safety related requirements is conducted and the models can be validated and updated as needed
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Targeted Analysis for Different Stages of Model Maturity

Targeted Analysis 
Examples

Black Box 
(environment, flows)

Refine to Functional 
(subcomponents, 
connections)

Refine to Software 
(processes, threads, 
messages)

Add Hardware 
(processors, buses, 
memory)

Static Consistency Interface Interface Interface Interface

Behavior Consistency Interface Interface Component Component

Resource Loading Power, Mass + Utilization X + Schedulability

Latency X X X X

Safety (FHA, FMEA, FTA, 
RBD, Markov, STPA)

FHA, STPA + FMEA, FTA, STPA, RBD, 
Markov

+ FMEA, FTA, STPA, RBD, 
Markov

+ FMEA, FTA, STPA, RBD, 
Markov

Cybersecurity (MILS, 
RMF, Attack Trees)

X X + RMF Mixed Criticality + RMF Step 4

Model Checking (AGREE, 
Resolute)

X X X X

Custom Analyses* X X X X

Stages of Model Maturity

Continuous, virtual integration

Defects Defects Defects Defects

Source: ACVIP Modeling 

& Analysis Handbook

X = apply here

* Integrate with User Properties

or as plug-ins
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Mapping AMACC Methods of Compliance with ACVIP Methods -1

X – supported in modeling language and automated analysis
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Mapping AMACC Methods of Compliance with ACVIP Methods -2

X – supported in modeling language and automated analysis
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Summary

Next Steps

• Identify a larger set of AMACC requirements that would benefit from ACVIP

• Define levels of model maturity that align with program reviews

• Adapt Verification by Test

- Generate test cases based on models

- Verify model properties at runtime

• Train airworthiness authorities to evaluate ACVIP analysis results

Recommendation

We recommend that PMs require ACVIP for VbA evidence for embedded systems.
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For More Information

Contact:

John J. Hudak, PE

Principal Engineer

Software Engineering Institute

4500 Fifth Avenue

Pittsburgh, PA 15213-2612

Phone: 412/268.5219 | 

Web: www.sei.cmu.edu

Email: jhudak@sei.cmu.edu

http://www.sei.cmu.edu/
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End of Presentation
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