DevSecOps Pipeline & Demo

JUNE 02, 2023

DevSecOps Innovations Team
Software Solutions Division

© 2023 Carnegie Mellon University

Carnegie
Mellon
University

Software
Engineering
Institute




Copyright 2023 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with
Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded research and development center.
The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official
Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS
FURNISHED ON AN "AS-1S" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER
EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR
PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE
MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KINDWITH RESPECT TO FREEDOM FROM PATENT,
TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see Copyright
notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without requesting
formal permission. Permission is required for any other use. Requests for permission should be directed to the Software Engineering
Institute at permission@sei.cmu.edu.

DM23-0561

DSO Pipe”ne & Den‘]o [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
© 2023 Carnegie Mellon University



Carnegie
Mellon
University

Software
Engineering
Institute

DevSecOps Foundations



DevOps is a set of principles and practices emphasizing collaboration and communication between software development
teams and IT operations staff along with acquirers, suppliers, and other stakeholders in the lifecycle of a software system

DevSecOps is a model on integrating the software development and operational process considering security activities:
requirements, design, coding, testing, delivery , deployment and incident response.

Mature DevOps practices are constantly testing, deploying and validating that software meets every requirement and allows forfast
recovery in the event of a problem. As a result we can easily say,

“DevSecOps is DevOps done right”
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DevSecOps has four Fundamental Principles

Collaboration: between project team roles

Infrastructure as Code: all assets are versioned, scripted, and shared where possible
«Automation: deployment, testing, provisioning, any manual or human-error-prone process

*Monitoring: any metric in the developmentor operational spaces that can inform priorities,
direction, and policy

DSO Hpe|ine & Demo [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
© 2023 Carnegie Mellon University



It might seem simple,
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DevSecOps Overview
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Culture

Create set of values that promote
collaboration across functional
areas towards a common goal

Communication

Drive common understanding
through transparency and
collaboration

Technology

Automate every phase to
ensure quality and rapid
delivery of value

Tools

Employ tools to promote
transparency, collaboration,
and automation

People

Empower individuals to come
together as collaborative, cross-
functional, self-organizing teams

Processes

Utilize lean practices to assure
sustainable delivery of value
and continuous improvement
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Agile practices+ Architecture + Process+ Culture =
Requirements for an Automated DevSecOps Pipeline
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The DevSecOps technology stack is
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Collaboration: Many stakeholders

IT Operations Business Analyst
Scalability . .
Business Constraints
Infrastructure Deployment Develo pers y Legal Issues
ser
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Infrastructure as Code (laC)

A program that creates infrastructure,

Development §
Team

Operations
Team

Security
Team

Provisioning script
+ App Code

Production

A concretely defined description of the environment is good material for conversation between team
members.
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Automation : Continuous Integration (CI)

Manual Process
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Continuous integration is a process that continually merges a system’s artifacts, including source code updates and configuration items from all
stakeholders on a team, into a shared mainline to build and test the developed system.
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Automation : Continuous Delivery / Deployment (CD)

Development Test Stage Production
Environment Environment Environment Environment

> > >

Shift Left Operational Concerns Enforced by Continuous Delivery with parity across
various environment

Continuous delivery isasoftware engineering practice that allows for frequent releases of new software to staging or various test
environments through the use of automated testing.
Continuous deployment isthe automated process of deploying changes to production by verifying intended features and validations to
minimize risk.
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Automation with l1aC, CI, CD

CONTINUOUS
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Key Benefits of DevSecOps

WATERFALL

Errors and Cost
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» Reduced errors during deployment

» Reduced time to deploy and resolve
discovered errors

rmets  * Repeatable steps

to Resolve

DEVOPS

#lerlesley o

Errors and Cost Less Cost
to Resolve

Responsive to
Business Needs
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« Continuous availability of pipeline
and application

* Increased innovation time
* Responsiveness to business needs

» Traceability throughout the
application lifecycle

* Increased stability and quality
» Continuous feedback
« Continuous Security & cATO
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Pipeline Tool Landscape Complexity (~250 tools)

Release configuration and release software (e.g., Puppet, Chef)
Scripts and code used to release software (e.g., Python scripts)
Servers, network or other infrastructure that support release tools
Software and tools to support developer self-service operations
External test frameworks (e.g., Jersey Test Framework)

External operational monitoring and log mining tools (e.g., Splunk)
Source code repositories (e.g., Gitlab)
Issue tracking systems (e.g., JIRA)
Container driven tools (e.g., Docker)
Rgmts mgmt. (Doors, Blueprint)
Infrastructure and cloud providers
IDEs integrated DevOps process
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Engineering the Deployment Pipeline is a challenge

* [fthe pipeline is not engineered, it may require extensive effort to integrate tools and share
data across the pipeline.

Key questions related to designing the integrated pipeline include:
Who owns the integrated deployment pipeline?
How/what to measure/monitor to assess pipeline health?

What are the key qualities attributes teams should look for as they selecttools for pipeline
integration?
* Whether designing or buying, it is important to understand the end-to-end requirements (e.g.,
workflow visibility).
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Integrated Pipeline Key Quality Attributes

* Integrate-ability - Performance
* Interoperability + Modifiability
« Usability - Configurability

“‘Automate-ability” (of manual tasks)
“Approvability” (allows for manual

« Portability
 Resilience

. o approval)
« Security/Permissions . Measurability
 Availability (Error handling) . Others?
« Scalability
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Integrated Pipeline - General
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Integrated Pipeline - With Tooling
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Exemplary DevOps Stack
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SEl Sandbox Environment

* An accessible environment for research and development

* Ongoingintegration of tools, Infrastructure as Code and SOPs

* Provide parity across environments

e "Liftand Shift” - provide a baseline for deployment within organization
* Used for comparison during Independent Verification and Validation

*  Flexible environments

- AWS
e Azure
e OpenShift (Air-gapped)
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Pipeline Demo

* [nfrastructure layer

* Threat modeling

* Build and scan code

* Generate SBOM

* Track SBOM

* Package, scan and push artifacts
* Deploy containers
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Generic Pipeline with Hardware-in-the-Loop (HWIL)
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Challenges in DSO with HWIL

« Many programs have unforeseen difficulties in coordinating SW
development with HW deployment and testing.
- Most scenarios covered by COTS tools do not include HW
- Can simulate HW, but cannot deploy and test
-  HW Feedback-loop is laborious

« Unavailability of professionals with expertise that encompasses whole
breadth of development.

« Complexity of HW increases the coordination effort greatly
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Thank you

Jeffrey Hamed
DevOps Software Engineer
Continuous Deployment of Capability

fhamed@sej,.cmu.edy

David Shepard
MTS - Senior Engineer

Continuous Deployment of Capability
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HasanYasar
Technical Director

Continuous Deployment of Capability

hyasar@cmu.edu

Patrick Earl

Associate DevOps Engineer

Continuous Deployment of Capability
1@sel.cmu.ed

LuizAntunes
DevOps Software Engineer

Continuous Deployment of Capability
lantun ,.cmu.
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