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Carnegie Mellon University — Software Engineering
Institute (SEI)

Software Engineering Institute (SEI)

* Federally funded research and development
center based at Carnegie Mellon University

» Helps organizations improve the development,

‘ operation, and management of software-

2 | intensive and networked systems

CERT - Anticipating and solving our nation’s
cybersecurity challenges

» Largest technical program at the SEI

* Focused on information security, insider threat,
operational risk management, security metrics,
and governance

Measurement Matters: The New Horizon of GQIM [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.

© 2023 Carnegie Mellon University



Agenda

The Need for Measurement in Cybersecurity
 Measurement of Risk and Resilience

A Brief Review of GQIM
* The Gaps of GQIM
 New Considerations

Looking to the Future
* Next Steps

Measurement Matters: The New Horizon of GQIM [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
© 2023 Carnegie Mellon University



The Need for Measurement In
Cybersecurity
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Assets Support Critical Services
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Assets derive their value from their importance in meeting the critical services that the service

achieve the organization’s mission.

Facilities: where the
service is performed

Consider Third-Party Providers Too!
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Disruption of Assets Can Lead to Mission Failure
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Good risk
management practice
leads to operational
resilience.

How do you know if
you are resilient
enough?

Set goals and

measure
progress...
Realized Operational Risk Resulting in Asset Disruption
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A Brief Review of GQIM
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Designing a Meaningful Metric Saiftoars

ENEINCEring
imstitute

O wHo
is the metric for?

WHAT
Is being measured?

WHERE
Is the data/information stored?

WHEN/HOW
E frequently are the metrics collected?
WHY
Is the metric important?
-:'xv ' How -
LA is the data collected and used?
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GQIM as a Process
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OBJECTIVES
Identify business objectives that establish
the need for resilience and cybersecurity.

i GOAL
' ‘ 44", Develop one or more goals for each objective.
@ L :

A B ) =7 QUESTION

) ' 7 Develop one or more questions that, when answered,
7_ ' § ) = help determine the extent to which the goal is met.
BUSINESS B TS INDICATOR
mﬁGY y < A ahd | Identify one or more pieces of information (i.e.,

indicators) that are required to answer each question.

METRIC
Identify one or more metrics that will use
selected indicators to answer the question.

STSTISETY

7.

GoaI-Question—Metfic: Early work done by Vic Basiliand Dieter Rombach (late 1980s, early1990s)
Goal-Question-Indicator-Metric: SEl work in software engineering (late 1990s, early2000’s) and resilience (2010 to present)
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Looking to the Future
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It's Not Easy — Challenges Still Exist

* Regulatory requirements
- where strategy and regulation collide

* Limited coordination with leadership
- requirements versus expectations

* Metrics

- Metrics are what organizations need.
- Now that you measured it, what is the tolerance?
- How do you convey the message?
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Advancing the Science — Updates to GQIM

There is no plan to change the fundamental process.

There are several additional considerations to overcome
gaps:

* History of “Measuring What Matters”

« Simple process — straight forward approach

* Not much of a consideration for building context

The mindset is evolving from “Measuring What Matters”
to
“‘Measuring Matters.”

« Keeping the process but adding social engineering
aspects
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New Features for “Measuring Matters”

Changing the way people think about Some of these ideas may add rigor to the

metrics and measures of performance process. However,

* Do not just “report” data; leaders need » Metrics will be more effective for
information. informing decisions.

» Risk-based decision-making means » Crawl-Walk-Run development enables
informed decisions. an iterative approach.

 Building cultural context should provide
better connections to stakeholders and
enhance the value of the measures
developed.
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A Brief Overview of What Is to Come

Introducing cultural considerations during implementation

Improving the governance discussion

Changing the way people think about measurement,
metrics, and information

Using stronger use-case examples

« Scaling considerations that expand beyond organizational
context

» Taking a direction that supports facilitation with process
guestions

?
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 Establishing a programmatic standard for building and
implementing measures
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