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* Need to understand image quality for machine learning

Image Chain Analysis (ICA) for machine learning

Example ICA analysis

Complexity of the background clutter

Machine Learning (ML) for object detection
 Clutter and target occlusion

* Next steps

MITRE 3



Image Quality for Machine Learning (ML)

A standard measure of image quality
for ML is needed to

* Ensure imagery collection satisfies
needs

* Enable sensor design studies

The National Imagery Interpretability
Rating Scale (NIIRS) has served this
need based on human perception of
the imagery

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

NIIRS measures human Measure of Performance (MOP

perception which differs
from AI/ML performance

1 + Detections
1+ True Targets + False Alarms

MOP =

MITRE
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Image Chain Analysis

IMAGERY TRAIN AND TEST AI/ML MODELS OBJECTIVE MOP EVALUATE POSSIBLE
PREARTNE IN CONTROLLED SETTING SYSTEM CHANGES:
v < EMPIRICAL e TRANSPORT
Al/ML Models PERFORMANCE «  TRAINING DATA

Multiple Experimental Threads ’ * ML ALGORITHM

COLLECTION PLAN

Image Chain Analysis (ICA) provides a framework for understanding
Image quality for machine learning

— Systematic experimentation to quantify image quality effects on ML
performance

MITRE 5



ICA Framework for Exploring Image Quality

 Leverage unclassified imagery data and deep learning tools to
develop and demonstrate the ICA framework

IMAGERY TRAIN AND TEST Al/ML MODELS OBJECTIVE MOP EVALUATE POSSIBLE
PN IN CONTROLLED SETTING SYSTEM CHANGES:
EMPIRICAL e TRANSPORT

Al/ML Models PERFORMANCE « TRAINING DATA

Multiple Experimental Threads ’ * ML ALGORITHM

COLLECTION PLAN

SAR Experiments

» AIl/ML tool: TensorFlow

* Imagery: MSTAR from AFRL

« Experiments: Training set, sensor noise
emulation, viewing geometry

MITRE 6



Machine Learning Dataset

Targets Used:

. 251 AD4 ADS AD7 A10 Abd BRDM BTReO D7 Te2 ZIL131 ZSuU
T72 Varlants 251 346.4 .2 345.6 341.5 3425 347.1 344 349.1 345.6 344 348.1 347.5
AD4 346.4 337.3 337. 341 337.4 339.6 343. 346 344 342 3446 2.
T62 ADS 350.2 337.: 340. 342.9 337.6 340.1 343. 347.6 3426 341.3 3442 338.3
AD7 345.6 337. 339.2 338.3 340.8 344. 347.6 342.7 341.7 343.2 38.3
281 A10 341.5 : 336.2 341.6 .5 347.8 343.2 348.3 339.8 0.4
A32 348.8 334.6 340.1 343.9 344.2 345 347.2 7.2
BRDM AB2 345.7 : 37. 335.1 335.6 340.5 347.2 341.1 343 341.4 335.3
AD3 342.5 338.3 336.2 3346 335. 342.6 344, 343.1 339.7 3420 3421 3.8
BTRo60 AB4 347.1 33 340.1 340.8 341.6 340.1 335. ) 336.6, 348.8 345.2 339.3 343.2 6.7
BRDM 344 344, L 340. 336.6 345.1 339.4 3471 2.5
D7 BTR60 3481 344.4
D7 345.6 .
T62 344 341. 5 343 339.3 339. 346.8
ZIL131 . ; ZIL131 | 348.1 : 343.2 339. 341. : 2 . 347.9
7SU23 k 3 : Zsu | 3475 338.3 338.3 340. 335.3 336.7 342. 341.2
Images from MSTAR Public Euclidian distances of target chips: differences between
Release available from AFRL T72 variants are small enough to treat them as a single

target type when determining correct identifications

MITRE 7



Optimized Model With Image Filtering %)

 Original model trained on full set of Unedited Filtered

targets at 15-degree incident angle Class _|Score Class o
1/251 0.981988 1251 0.995488
 New test model trained with enhanced 2/ A04 0.629363 2 A04 0.710956
. . . . . . 3 A0S 0.964956 3 AD5 0.979554
Images consisting of Orlgmal Image & 4 A07 0.954984 4 A07 0.995919
an inverse processed separately and 5 A10 0.973192 5 A10 0.99016
b- d . t t I 6|A32 0.729914 6 A32 0.819216
combinea into Separa € ayel‘S 7 Ab2 0.922954 7 Ab2 0.923272
° NOISe I’edUCtIOI’] fllter 3 Ab3 D.QSED?:E 8 Ab3 0.987068
. . . . 9 A4 0.94531 0 Aob4d 0.977449
* Dilation & Erosion filter 10 BRDM_2 | 0.945393 10 BRDM_2  0.988638
° NeW model theoretlca”y uses ShapeS 1.1 BTRGO D.BS?‘HSQ 1.1 BTRG0 0.997824
) ) . 12 D7 0.983577 12 D7 0.979696
of shadows to aid In detection 14/ T62 0.990533 14 T62 0.964247
o SI h . . f 15|71L131 0.986856 15 ZIL131 0.951047
Ig t Increase In per ormance 16 ZSU23 4 0.982481 16 Z5U23 4 0.992994

demonstrated with enhanced data set |Average: | 0.92233]  |Average: | 0.950235]

Performance of model with unedited

versus filtered images
MITRE g



Noise Added (% Pixels Affected, Condensed T72 Variants)

W[l YA 251 T72 BRDIBTR( D7 T62 ZIL1:ZSU

Noise vs Correct Identifications

100%
S
~ 80% ——
C
251 T72 BRDM BTR60 D7 Te2 ZIL131 ZSU g
8 60% ——
=
S 40% ——
s
)
= 20% ——
251 T72 BRD|IBTR{D7 T62 ZIL1 ZS5U o
1 [ O
T72
BRDM O%
— 0% 0.50% 1% 2%
T62 -- % Random Noise Added
ZIL131
Z5U
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opological Data Analysis
There Are a Variety of Filtrations

Filtration Values

https://cs230.stanford.edu/projects_spring_2018/reports/8290918.pdf

A height incrementally uncovers the a) Binary e) Dilation
cycles and connected components b) Height f) Erosion
of the “Figure 8" symbol c) Radial g) Signed

d) Density Distribution

MITRE 10



Topological Features and Classification of Clutter Levelﬁ's

50 Trials Confusion Matrix:
50 Random splits Percent Correct Along Rows

Reported as a percent

NGB 72,5+ 8.5 56 14
- Mean = 73.3 2
« Std Dev = 4.4 b
* 96% confidence interval = [64, 81] =
- 39
F1. 68 + 10
e Mean =67.9

« Std Dev=5.9
* 96% confidence interval = [58,78]

0
Predicted Label

MITRE 1
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Clutter Analysis Using K-Means & Morphology Features. N/

Image K-Means  Cluster Mask Flltered leference

Clusters

Morphological
Filtering

Structural Slmllanty ngh CIutteereans clusterW|th maX|mum plxels |s represented by maroon
T ReNrey | R | é" % | IR
Texture Pl R ;m,ga .. _ L LA

Low Clutter: K-means cluster with maximum pixels is represented by light pink
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Random Forest Performance

Calibration Plot for Random Forest Classifier Precision Recall Curve
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New Classifier

Standard Random Forest Probabilistic Random Forest

: NEEEEE : TEEEEE
T I

4 4
(D) (D)

= =
‘N -

Predicted Labels Predicted Labels
F1: 0.627 F1: 0.632

Accuracy: 0.589 Accuracy: 0.589
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OIRDS/39867435_1537_769_1793_1025.tif

Training Models for Ensemble Predictor

L . .‘ '

OIRDS

Unmodified
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Performance

Factors Affecting

Feature Importance Using MDI
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Assessment of Clutter and Target Occlusion

Average Clutter

The majority of OIRDS imagery maintain an
average clutter level somewhere between
2.5and 4.5

8
(<]

% Correlation with Clutter
Probability of Target (POT) -2.564%
Average POT % -7.330%
Average Target Occlusion % 9.784%

&
=}

00

Number of Images

Clutter itself has little correlation with a human’s ability to
identify targets; however, there is a small but significant
correlation between the clutter level and rate of occlusion,
and a negative correlation with the average pixels on target,
which will decrease as occlusion increases.

MITRE 17



Summary and Next Steps

* Summary:

Humans and ML algorithms are sensitive to difference image properties

Image chain analysis aids in understanding factors affecting ML performance
Clutter affects the false alarm rate: Developing metrics to quantify clutter

Target occlusion affects detection performance

There is a weak, but significant relationship between clutter and target occlusion
Putting it all together: Understanding clutter will help us understand both false
alarms and target detection

* Next Steps:

MITRE

Analysis with new data sets — do the findings hold up across a range of conditions?
Development of performance models for ML
Establish the basis for a standard measure of image quality for ML

18



UESTIONS?
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Relevant Scoring Definitions

» True Positives = Number of correct target identifications

False Positives = Number of incorrect object identifications

False Negatives = Number of true targets missed

Precision = True Positives / (True Positives + False Positives)

— Measure of model’s ability to correctly identify targets

Recall = True Positives / (True Positives + False Negatives)

— Measure of model’s ability to find all true targets

F1 Score =2 * (Precision * Recall) / (Precision + Recall)
— Measure of model’s overall performance
Ground truth for OIRDS test subset = 167 cars
Ground truth (visible targets) for OIRDS test subset = 145 cars

MITRE
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 Ensemble model — minimum two models agree on detection
* Precision: 0.964
» Recall: 0.796
« Adjusted Recall: 0.917
— Adjusted Recall based on targets with probability of target 1 (100% certainty)
* F1 Score: 0.872
« Adjusted F1 Score: 0.940
— Uses Adjusted Recall

MITRE
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Imagery Sources

* xView: xView (xviewdataset.orq)
« MSTAR: SDMS Public Web Site (af.mil)
* OIRDS: Overhead Imagery Research Data Set download | SourceForge.net

« COWC: Cars Overhead with Context (COWC) | Library Digital Collections |
UC San Diego Library (ucsd.edu)

 All data sets are publicly available, open source.

22
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http://xviewdataset.org/
https://www.sdms.afrl.af.mil/index.php
https://sourceforge.net/projects/oirds/
https://library.ucsd.edu/dc/object/bb8332755d#:~:text=The%20Cars%20Overhead%20With%20Context%20%28COWC%29%20dataset%20is,network%20to%20learn%20to%20detect%20and%2For%20count%20cars.
https://library.ucsd.edu/dc/object/bb8332755d#:~:text=The%20Cars%20Overhead%20With%20Context%20%28COWC%29%20dataset%20is,network%20to%20learn%20to%20detect%20and%2For%20count%20cars.
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