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EXPERT INSIGHTS ON A TIMELY POLICY ISSUE
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Promoting Strong International
Collaboration in Quantum Technology
Research and Development

uantum technology holds the promise of producing new computers, sen-

sors, and communication systems that can gather, transmit, and process

information in ways that far surpass our current capabilities, with poten-

tially dramatic benefits to economic prosperity and national security. It
also poses potential risks to national security and economic stability: One of the
best-known applications of future quantum computers is the ability to rapidly
break the encryption systems used to protect today’s internet traffic, potentially
exposing sensitive information, such as health records, commercial transactions,
and defense-related communications, to hostile interception. In September 2022,
National Security Advisor Jake Sullivan specifically identified quantum technol-
ogy as one of “a select few technologies [that] are set to play an outsized importance
over the coming decade.” Most quantum technologies are still at an early stage, but
given the strategic importance that they are likely to play in the coming decades,
the Trump and Biden administrations and the past several Congresses have all
moved aggressively to promote their development.
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The U.S. government has also identified the task
of strengthening partnerships with allied and partner
nations as a national priority, particularly in the context of
national security.? An important part of this effort includes
strengthening technology cooperation, especially the devel-
opment of potentially transformative emerging technolo-
gies.® For example, the “Quad” dialogue between Australia,
India, Japan, and the United States has defense technology
research and development (R&D) as an explicit goal,* and
in June 2021 the United States and European Union formed
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a Trade and Technology Council to promote R&D coop-
eration.> But operationalizing international collaboration
in technology R&D is easier said than done: Every technol-
ogy brings with it a host of challenging and often technical
policy questions, such as protecting domestic intellectual
property (IP) and sensitive technical information, balanc-
ing domestic and foreign economic interests, and avoiding
unintended consequences (such as prompting competitor
nations to develop their own production capacity).

Quantum technology is no exception. In this Perspec-
tive, I will briefly consider some of the many challenges
and policy options for promoting healthy collaboration
with allied and partner nations in quantum R&D. The
primary audience is policymakers throughout the U.S. gov-
ernment who might eventually be involved in international
cooperation with these nations regarding quantum tech-
nology. These policymakers could work in many U.S. gov-
ernment agencies, such as the Departments of Commerce,
Defense, Energy, Homeland Security, Justice, State, and
Treasury; National Aeronautics and Space Administration
(NASA); National Science Foundation; and White House
Office of Science and Technology Policy. This Perspec-
tive may also be of interest to policymakers in allied and
partner nations, public policy researchers, and academic
scientists and quantum technology industry workers who
may eventually be influenced by policies that the U.S. gov-
ernment could set in this area.

In this Perspective, I do not assume any prior techni-
cal background on the reader’s part, and I do not focus on
the technical details of quantum technology approaches or
applications.® I do not make concrete recommendations;
instead, my goals are to (1) discuss several of the most rele-
vant questions facing policymakers in this area, (2) explore
the relevant trade-offs, and (3) suggest (hopefully useful)




frameworks for thinking about these policy questions.

I begin by introducing the strategic context and current
global landscape of quantum R&D, then discuss the moti-
vations for international collaboration before going into
five specific policy areas in more detail. I conclude by pro-
posing a desired end state for the U.S. quantum technology
ecosystem that policymakers may find useful for making
policy decisions related to international collaboration.

Strategic Context of Quantum
Technology R&D Cooperation

Since the end of the Cold War, the United States has been
the world’s leading superpower in advanced technology
R&D, with the world’s most-dynamic and most-inventive
university and laboratory systems (for basic research)
and private industries (for applied development and
commercialization). But in recent years, that technol-
ogy leadership has ceased to be as secure, as leadership in
several advanced technologies (such as 5G, batteries, and
advanced semiconductor fabrication) have arguably moved
to other nations. One of the main causes of this shift is
the rise of the People’s Republic of China (PRC) as the
“most consequential strategic competitor” of the United
States.” Chinese President Xi Jinping has vowed to “win
the battle” with the United States over developing critical
technologies.®

The United States has responded by placing a renewed
emphasis on retaining (or regaining) leadership in
advanced technology R&D. The highest-profile recent act
of Congress on this front came in July 2022, when Con-
gress passed the bipartisan Chips and Science Act, which
invests $52 billion to promote U.S. semiconductor manu-

facturing.® This law followed the less well-known biparti-
san National Quantum Initiative Act (passed in December
2018), which identified quantum technology as a strategic
technology priority for the United States, authorized up to
$1.2 billion in quantum technology R&D over a five-year
period, and established the National Quantum Coordinat-
ing Office within the White House Office of Science and
Technology Policy.!

The passage of these laws reflects a renewed willing-
ness of the U.S. government to engage in industrial policy:
targeted policies aimed at promoting or preserving key
technology sectors that the government has determined
to be strategic priorities for national security or economic
welfare. After a period of relative unpopularity from the
1980s through the mid-2010s, there is now a renewed will-
ingness to experiment with industrial policy on the part of
major U.S. political parties,!! allied nations,!? international
financial institutions,!® and the Chinese government.!* For
better or worse, this expansion of the window of politi-
cally feasible economic policy opens up new options for
promoting and protecting advanced technologies related
to quantum, such as the broad new export controls that the
U.S. Commerce Department created in October 2022 for
semiconductor sales to China.!

The White House Office of Science and Technol-
ogy Policy’s National Science and Technology Council
(NSTC)’s National Strategic Overview on Quantum Infor-
mation Science reflects the administration’s prioritization
of strong ties with partner nations by identifying “advanc-
ing international cooperation” as one of six key policy
opportunities related to quantum technology.!® The U.S.
government has also signed several joint statements and
international agreements specifically promoting coopera-
tion in quantum technology R&D,!” including




« joint statements between the U.S. government and
the governments of Japan, South Korea, the United
Kingdom (UK), Australia, Finland, Sweden, Den-
mark, Switzerland, and France!8

o a “focus on quantum technologies” announced by
the leaders of the Quad dialogue of Australia, India,
Japan, and the United States!?

o the Australia—-UK-United States (AUKUS) defense
technology cooperation agreement, which includes
an AUKUS Quantum Arrangement to accelerate
“generation-after-next” quantum capabilities.?°

These statements are broad and high-level, with
few policy specifics. In the rest of this Perspective, I will
explore what constructive international cooperation
in quantum technology R&D might look like in more-
concrete terms.

International Quantum Technology
Landscape

Quantum technology is a complicated and technical
subject, and a detailed technical explainer is beyond the
scope of this Perspective. The references contain several
much more detailed explanations of quantum technol-

ogy and its potential applications.?! Very briefly, proposed
quantum technology applications are often divided into the
following three categories:

1. Quantum computing refers to a new type of com-
puter, operating on fundamentally different physical
principles from all previous computers, that can use
basic building blocks known as qubits to perform
certain types of calculations exponentially faster
than all other computers. The eventual applications

are still highly uncertain, but proposed applica-
tions include the scientific simulation of physical
systems (e.g., biochemistry or new materials), high-
performance numerical optimization, and (more
speculatively) artificial intelligence (AI). From a
national security standpoint, the most important
known application is the ability to quickly break
the encryption used to protect internet traffic. The
National Security Agency (NSA) has described the
consequences of a bad actor gaining this capability
as “devastating to . . . our nation” if no countermea-
sures are taken.??

. Quantum sensing refers to various types of sen-

sors that measure (for example) gravity, accelera-
tion, magnetic fields, or electromagnetic radiation,
as well as atomic clocks that measure time very
precisely. Some proposed quantum sensors use

the principles of quantum physics to approach the
highest sensitivity known to be physically possible.
Others offer greatly improved stability or reduced
size, weight, or power in comparison with existing
Sensors.

. Quantum communications refers to systems that

transmit information over long distances in the
form of quantum states, such as individual micro-
scopic particles known as photons, rather than over
the classical electromagnetic waves that are typi-
cally used. One proposed application is for quantum
key distribution (QKD), a communication system
that might enable a highly secure form of message
encryption (which is not vulnerable to decryption
by future quantum computers). Other proposed
applications include networking together future
quantum sensors or quantum computers.




The global quantum ecosystem is growing rapidly but
is still nascent. No quantum technologies have yet clearly
demonstrated any practical commercial applications,
except for atomic clocks (which, for example, underpin the
Global Positioning System [GPS]). Quantum technology
remained a primarily academic research endeavor until
around 2014-2017, when several large tech companies
around the world established major quantum R&D pro-
grams and a large burst of quantum tech start-ups were
founded. Since then, these start-ups have raised billions
of dollars worldwide.?> Companies are pursuing a large
number of technical approaches in parallel, and there is
no single industry technical leader. Although these com-
panies are performing a very large amount of R&D into
potential near-term applications, the timelines to useful
applications remain unclear. In fact, many market analysts
believe that the near-term economic value of quantum tech
is overhyped and that the level of financial investment is
unsustainable and is far outrunning the current state of the
technology. If so, there could be a sudden collapse in pri-
vate investment that leads to a quantum winter: a period of
disillusionment and technical stagnation similar to the AI
winters in the late 1970s, 1980s, and early 1990s.24

In a 2022 report, I and other RAND researchers found
that global technology leadership in these areas is complex
and dynamic.? In quantum computing, the United States
is the overall world leader by a wide variety of metrics, but
China gained significant ground in 2021, and U.S. leader-
ship is no longer indisputable.2¢

Quantum sensing is the most difficult category to
assess systematically because of the much smaller overall
market, the wide diversity of applications and technical
approaches,?” and the relative lack of reporting in the open
scientific literature. The United States appears to be a world
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leader in this area—particularly in regard to actual deploy-
ment outside the lab—but Europe is strong as well, while
China lags significantly behind.?

In quantum communications, China is the clear world
leader, particularly in QKD, having deployed QKD net-
works over thousands of miles in eastern China and having
launched the world’s only quantum communications sat-
ellite.?” Europe, Japan, and South Korea have announced
plans for large-scale QKD networks as well. But it is
unclear how useful QKD will be in practice; for example,
the NSA does not support the use of QKD in national secu-
rity systems, citing its high costs and lack of flexibility.3
The U.S. government has provided somewhat ambivalent
messaging regarding the utility of quantum communica-
tions overall, stating that “[o]nly a handful of anticipated
use cases have been identified” and specifying that “QKD
does not currently motivate the U.S. Government to build
large quantum networks,” while also (1) acknowledg-
ing that eventual applications are likely and (2) recently
increasing funding for quantum networking research.

The United States and China are the two leading
nations in quantum technology by many metrics, but
they are far from the only two major players. The global
landscape is very complicated, with other nations lead-
ing in certain subtechnologies. Moreover, most quantum




researchers in the United States are in academia, where
more than half of graduate students in relevant fields (and
two-thirds of postdoctoral researchers) are foreign nation-
als.3? About half of U.S. quantum science publications have
a coauthor from a foreign institution, and U.S. research-
ers coauthor more papers with China than with any other
country. Moreover, the United States is dependent on Euro-
pean and Japanese firms for several critical components
and materials for quantum devices. In short, the United
States is not self-sufficient in either quantum technology
research or production.3?

Motivations and Models for
International Collaboration in
Technology R&D

Previous literature has examined the large-scale drivers of
international research collaboration and divided them into
a narrow paradigm and a broad paradigm.3* The narrow
paradigm focuses on directly improving a nation’s qual-
ity and scope of scientific research. For example, drivers
within the narrow paradigm might include a desire to
leverage specific technical expertise or to access a unique

In short, the United States
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resource, such as the Atacama Cosmology Telescope in
Chile (which benefits from Chile’s uniquely favorable geog-
raphy for astronomy). The broad paradigm also includes
wider policy goals—usually, goals that are simultane-
ously advanced by policies that are not specific to science
and technology—such as fostering stable and trusting
diplomatic relationships with allies and partners.?®> Even
research cooperation with adversary nations can have stra-
tegic benefits beyond the science itself.30

The distinction between these two paradigms is not
completely sharp, because many scientific discoveries
eventually contribute to broader strategic goals, such as
economic or military competitiveness. Both paradigms are
clearly in play within the U.S. government’s perspective
on quantum R&D collaboration. As noted above, techni-
cal talent and critical components are globally distributed,
and the United States does not have the technical capac-
ity to advance the state of the art alone. But the push for
strengthening quantum science and technology coopera-
tion is also part of a broader, governmentwide effort to
strengthen ties with allies and partners.3” It is probably not
a coincidence that the State Department signed its joint
statements of quantum science and technology cooperation
with Finland and Sweden shortly before those countries
formally agreed to apply for North Atlantic Treaty Organi-
zation (NATO) membership in response to Russia’s Febru-
ary 2022 invasion of Ukraine.

Another useful axis for characterizing international
science and technology activities is along a spectrum from
organized (or top-down) to spontaneous (or bottom-up).3
The quintessential top-down activity is governed by a
formal arrangement between governments or large organi-
zations, typically with an agreed-upon division of budget




and labor, whereas the quintessential bottom-up activi-
ties are initiated organically by small groups of individual
researchers.

Most of the best-known examples of international
R&D collaboration are top-down “big-science” projects,
such as the Human Genome Project, the International
Space Station, and the Large Hadron Collider particle
accelerator. Given the significant effort required to sign
formal international agreements, these tend be expensive
projects undertaken within the broad paradigm. For exam-
ple, the 1993 initiation of the International Space Station
was partly done to symbolize the improved ties between
the United States and Russia after the end of the Cold War.
But an even more important driver of top-down collabora-
tion for large R&D projects is cost and labor savings. Most
international big-science projects that the United States
has undertaken have been scientifically derisked—i.e., it is
reasonably clear that the project is technically challenging
but achievable—but require more resources than any one
nation is willing to commit. (The three projects mentioned
above were estimated to cost $3 billion, €100 billion, and
$5 billion, respectively, and collectively required tens of
thousands of workers.9)

Top-down R&D collaborations are often successful
for projects for which scientific advancement is the main
driver, even if other goals are being pursued as well. All
three of the big-science projects mentioned above were
widely successful on scientific grounds, regardless of
whether they justified their high price tags. But such col-
laborations can be challenging when combined with direct
national security concerns. A very different example of
top-down international R&D collaboration was the com-
bined U.S.-Japanese FS-X Fighter development program.
The original U.S. policy goal was to discourage the Japa-

nese from developing their own fighter and to maintain
Japanese reliance on U.S.-manufactured materiel. But
because of a series of conflicting internal incentives and
poor coordination within the U.S. government, this goal
failed, and the FS-X Fighter was developed almost entirely
indigenously by the Japanese.*’ There have been very few
examples of successful international R&D programs in
the military sphere, given the many logistical and political
challenges to such cooperation.*!

Could these top-down big-science projects serve as a
model for future quantum technology R&D projects? Prob-
ably not. That model works best for scientific areas that
meet the following three criteria:

1. A single clear “deliverable”—either physical infra-
structure, such as the International Space Station,
or a dataset, such as the human genome sequence—
could greatly advance the field.

2. This deliverable requires large resources but has
a reasonably clear scientific path to success, even
if some engineering processes still need to be
refined.*?

3. There are no direct national security sensi-
tivities, which greatly complicate international
collaboration.

No field of quantum technology clearly meets these
three criteria today, at least for the United States. Quantum
sensors will probably be (individually) small-scale and will
not require high marginal costs of production. Moreover,
their national-security applications could complicate inter-
national collaboration. For example, the U.S. government
already imposes export controls on quantum sensors that
could complicate R&D collaboration, although it does not
impose export controls on any other quantum technology




applications as of this writing.?*> A transnational quantum
communications network would be a natural candidate
for international R&D collaboration, and the European
Union has declared an intention to deploy exactly such a
network.** But given the U.S. government’s official rejec-
tion of QKD, its general lack of confidence in the utility
of large-scale quantum communications networks, and
its lack of geographic neighbors that are actively pursuing
such networks, the United States does not appear likely to
pursue such a project for the foreseeable future, at least not
at the federal level.

Quantum computing is unlikely to be a candidate for
top-down international collaboration either. There is still
high uncertainty regarding the best fundamental scien-
tific approach (e.g., qubit type), so few organizations are
likely to risk committing huge resources into a suboptimal
approach. Moreover, when quantum computers become
mature, well-funded organizations (whether federally
funded or corporate) will probably have enough resources
to build large-scale quantum computers on their own. But
this is not completely guaranteed. A large-scale (or, more
precisely, fault-tolerant) quantum computer capable of
executing the most-powerful known quantum algorithms
will require a capability known as quantum error correc-
tion, which is believed to require huge physical resources.
For example, the ability to break modern encryption sys-
tems is estimated to require about 20 million qubits, while
today’s largest quantum computers only use about 100
qubits.*> A striking diagram of Google’s vision for a future
large-scale quantum computer shows a device that will be
about the size of a basketball court.*¢ It is conceivable—
although very unlikely—that scientific progress might
eventually reach a point at which researchers in multiple

countries can reliably manufacture error-corrected qubits,
but only at great expense and labor, while the applications
(and economic value) of a fault-tolerant quantum computer
remain unclear. In the unlikely event that all these condi-
tions hold, a cost-sharing collaboration like the one that
built the Large Hadron Collider might become financially
appealing.

But even in this case, political and logistical chal-
lenges to cooperation are likely to abound. A large-scale
quantum computer will be capable of breaking encryption
unless countermeasures have already been widely adopted,
so such a computer would have serious national security
implications on a level similar to an advanced weapon
system. Government-led collaboration would therefore be
very challenging, as discussed above. Such a collaboration
could be attempted by large corporations instead; however,
by the time the technology approaches the required level
of maturity, corporations will likely have to deal with tight
government regulations on the manufacture and export of
technology that affects national security.

So, for the foreseeable future, any international collab-
oration in quantum technology R&D will almost certainly
remain bottom-up, informal, organic, and decentralized.?
Such bottom-up international quantum collaboration is
already strong today. For example, about half of quantum
scientific publications that have a U.S. author also include a
non-U.S. author,*® and the U.S. companies Google, Micro-
soft, and ColdQuanta each have quantum research centers
in Australia alone. Nevertheless, the U.S. government will
need to set policies that promote a healthy ecosystem that
encourages the exchange of scientific ideas while protecting
sensitive information and IP. Doing so will require facing
trade-offs in several areas.




Five Policy Areas Concerning
Healthy and Responsible
Collaboration

U.S. policymakers will need to set policy along many
dimensions that affect international R&D collaboration.

In this section, I briefly discuss five of them: international
flows of human talent and research funding, standard-
setting, supply chains, export controls, and technology
approach diversification.* A common theme is that poten-
tial policies for all five dimensions lie along a spectrum
from “more open” to “more closed” policies. For example,
along each dimension, policymakers could decide whether
the appropriate goal is

o acompletely self-sufficient U.S. capacity

o cooperation with—or, in some cases, dependency
on—allied nations only*’

« cooperation with all nations, except for competitor
nations (which the 2022 National Security Strategy
identifies as China and Russia®?)

+ an open global ecosystem.

Although all five areas interact, policymakers do not
necessarily need to land at the same place on the spectrum
along all five dimensions: Each dimension has distinct
considerations, and the most appropriate policy may be
more open along some dimensions and more closed along
others.>? But all five of them may benefit from multilateral
coordination with other nations.>

International Flows of Talent and Research
Funding

U.S. research capacity in quantum information science
and technology (QIST) would be crippled without interna-
tional researchers. As discussed above, most Ph.D. students
researching quantum-related disciplines in the United
States are foreign, as are an even larger majority of post-
doctoral researchers. Moreover, these students tend to stay
in the United States and contribute their expertise here for
a long time after graduation: 72 percent of foreign graduate
students in these fields (and 90 percent of Chinese gradu-
ate students) still reside in the United States ten years after
graduating.>* Moreover, the U.S. government assesses that,
even with these foreign researchers, there is a shortage of
talent in QIST in the United States.>> The flow of talent

is not one way: Many U.S. researchers go abroad to other
countries as well and acquire valuable skills before (in
many cases) returning to the United States.

At the same time, some foreign workers pose a risk to
U.S. IP and, in turn, to the advancement of the worldwide
development of quantum technology. There has been a
concerted effort on the part of other countries to acquire
U.S. IP in emerging technologies,*® and in November 2022
the Office of the Director of National Intelligence launched
a “Safeguarding Science” initiative to protect research in
these technologies.>” The U.S. government has specifically
stated that “QIST is a target for such malign activity.”>

To its credit, the U.S. government has carefully con-
sidered the trade-offs that are specific to QIST regarding
the training of foreign talent in the United States, and the
White House NSTC has proposed a balanced strategy that
combines openness with appropriate protections.> As this




strategy points out, the United States will need to both
expand its domestic talent base and promote the inward
flow of international talent to address its talent shortage.
(The 2018 National Quantum Initiative Act specifically
focused on strengthening the U.S. domestic talent pool.)

One important question is the degree to which any
measures to protect IP should specifically target China,
which is generally considered to be the nation that poses
the highest threat to U.S. technical IP. The U.S. govern-
ment’s stance on this question has shifted significantly
over the past few years. In 2018, the Justice Department
launched the China Initiative to counter Chinese economic
espionage in the United States.®® But, with a few exceptions,
the China Initiative failed to meet its goals: It led to few
convictions in court (and several dismissals and acquittals)
and was perceived as having quickly drifted from focus-
ing on major espionage to minor administrative errors by
academic researchers.®! In 2022, the Justice Department
admitted that the China Initiative had contributed to a
perception that the department was unjustly targeting
researchers of Chinese ethnicity, and it shut down the ini-
tiative and replaced it with a strategy aimed at a broader
range of countries.®? The 2021 NSTC strategy on foreign
talent in quantum does not identify any particular nations
as specific threats. The failure of the China Initiative may
offer lessons on the risks of focusing on individual nations
when countering IP loss.

Given the ubiquity of foreign students in academic
quantum technology research in the United States, any
attempt to limit professors’ ability to hire foreign graduate
students would face enormous pushback from the aca-
demic community. And because most academic research,
by its nature, is eventually published publicly, any such

attempts would probably have limited effectiveness in pro-
tecting IP. Instead, U.S. government funding agencies have
placed increased emphasis on requiring researchers who
apply for grants to disclose all other funding sources. This
information is a very useful aid to the government’s moni-
toring capability and may be a promising path forward,
although the China Initiative’s outcomes show that this
information is probably a more useful tool for situational
awareness than for actual law enforcement.

International quantum R&D funding and talent flow
out of the United States as well as into it, and U.S. govern-
ment funding of foreign research in friendly nations is a
promising mechanism for strengthening ties and promot-
ing the exchange of scientific expertise. This already occurs
to some degree: For example, the U.S. Air Force Research
Lab has offices in several foreign countries, and its Office
of Scientific Research jointly funds research in QIST with
the National Research Foundation of South Korea.®* One
option for further strengthening ties with other nations
could be to establish (and fund) formal bilateral researcher
exchanges, in which QIST researchers spend a fixed
amount of time working at the other nation’s research
institutions.

Standard-Setting

The previously esoteric topic of technical standard-setting
has recently become an important aspect of geopolitical
competition. There is increasing concern within the United
States that competitor nations are attempting to influence
the international standard-setting process in ways that

give them an unfair advantage. The PRC government in
particular is explicitly attempting to influence the global
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standard-setting process as part of its China Standards
2035 plan.® It has become a very active participant in
international bodies that set standards for several emerg-
ing technologies, such as 5G telecommunications, where
the standards that the PRC supports could provide Chinese
firms with a monopoly on key enabling technologies or
could even build in cybersecurity vulnerabilities that Chi-
nese firms could later exploit to collect user data.

Most standard-setting bodies are consortia of private
industries, and government policymakers have limited
direct influence over them: For example, governments have
no legal authority to prohibit any nation from participat-
ing in this process. Moreover, most quantum technolo-
gies are still too immature for significant standardization.
Nevertheless, policymakers should be planning ahead for
the standardization process; in particular, they should be
prepared for China and other competitor nations to again
attempt to influence the standard-setting process (as they
did for 5G) and should have a response strategy prepared.

All three categories of quantum technology will
eventually need extensive technical standards, but the
standard-setting process will look very different among
them. Quantum sensors demonstrate a wide variety of
possible modalities and applications, but there will likely
be a fairly limited set of end users for any given application,
perhaps reducing the importance of interoperability stan-
dards. Quantum computers will eventually need extensive
standards for input-output formats and high-level quan-
tum programming languages, for example.%> But because
quantum sensors and computers cannot yet deliver useful
applications, it is probably too soon to begin standardizing
them. Benchmarking logically precedes standardization—
you need to know the relevant technical requirements and

By their nature, all
telecommunication
systems depend critically
on common standards.

figures of merit for characterizing a given device before
you can standardize them—and there are still no widely
agreed-upon benchmarks for quantum devices. The
Defense Advanced Research Projects Agency (DARPA) is
running a program to develop such benchmarks for quan-
tum computers,®® which will probably need to be estab-
lished before useful hardware standards can be established.
Quantum communications are a very different story.
By their nature, all telecommunication systems depend
critically on common standards. Also, QKD systems,
which have been commercially available since 2007, are the
most technically mature quantum technology other than
atomic clocks. As mentioned above, the European Union
has announced plans to build a continental-scale interna-
tional QKD network by 2029.9” As European nations build
this network, they will necessarily need to make decisions
regarding international standardization, and these deci-
sions could become de facto world standards. Moreover,
China has already deployed the world’s largest QKD net-
work, which has presumably required Chinese organiza-
tions to make complex standardization decisions as well.
So far, there has not been any evidence that the Chinese
government plans to export this technology beyond its bor-
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ders, but the history of China’s early lead in the deployment
of 5G technology suggests that its government may also
hope to leverage QKD as a means to dominate another type
of high-tech telecommunication infrastructure. Although
the U.S. government has expressed doubt about the practi-
cal utility of QKD, more-useful quantum communications
applications will eventually emerge and will require com-
plex technical standards, and Europe or China could well
leverage their experience deploying QKD to take the lead
in setting standards for these next-generation technologies
as well. How important this development would be for U.S.
interests is a challenging question that policymakers will
need to wrestle with.

Finally, the United States is developing a counter-
measure against the threat that quantum computers will
eventually pose to encryption that is very different from
QKD, known as post-quantum cryptography (PQC).%8 PQC
is similar to today’s encryption systems in that it allows
existing (non-quantum) computers to encrypt information
at the software level using mathematical algorithms; unlike
today’s encryption, however, PQC uses new algorithms that
are believed not to be vulnerable even to quantum com-
puters. Following a public analysis by the NSA,* the U.S.
government determined that it prefers (software-based)
PQC over (hardware-based) QKD as a countermeasure
against quantum computers’ capability to decrypt informa-
tion. President Joe Biden recently issued a National Secu-
rity Memorandum ordering the entire U.S. government to
upgrade its encrypted communication systems to use PQC
by 2035.70

Like any communication system, PQC requires precise
technical standards. The U.S. government will be follow-
ing PQC standards that are being developed by the U.S.

National Institute of Standards and Technology (NIST).”!
NIST has selected several mathematical algorithms for
PQC and plans to release a full encryption standard by
2024. There are no other known efforts to develop PQC
standards that are anywhere near as rigorous and open as
NIST’s, and NIST’s eventual standard is widely expected to
become the de facto world standard. Nevertheless, many
other international standards organizations, such as the
United Nations’ International Telecommunication Union
and the Internet Engineering Task Force, will need to
create further standards to implement NIST’s PQC encryp-
tion standard in lower-level security protocols, such as
Transport Layer Security, which is used to secure Hyper-
text Transfer Protocol Secure (HTTPS)—the ubiquitous
padlock that appears in your address bar to indicate that a
site is secure.

The worldwide transition to PQC will be a massive
logistical effort that could well take decades to complete,”
and it will require extensive coordination with other coun-
tries to ensure that international communication systems
remain interoperable. Government policymakers may need
to play a role in this coordination, particularly in regard
to military communication systems, for which there is
not a strong market-driven demand for interoperability.
Interoperability between different nations’ communica-
tion systems is already a serious challenge, especially in the
military context,”® and it will only become more complex
as they overhaul their encryption systems. International
coordination on the transition to PQC should start well
before the new algorithms are adopted. This international
coordination should be a high priority of the U.S. govern-
ment, and it represents one of the most concrete actions
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that policymakers will need to take with regard to interna-
tional collaboration in quantum-related technology.

More broadly, it would be helpful for allied nations to
more clearly articulate whether they plan to adopt QKD,
PQC, or both to respond to the quantum threat to decryp-
tion. The U.S., UK, and French governments have publicly
stated that they plan to adopt only PQC and not QKD,
particularly for national security systems.” But no other
allied nations have clearly articulated a position on the rela-
tive merits of these countermeasures. At least one NATO
member’s military, Portugal’s Armed Forces General Staff,
is investing in R&D toward using QKD to secure military
communications.” A future in which some NATO coun-
tries are using hardware-based encryption systems and
others are using software-based encryption systems would
pose severe challenges to military interoperability. U.S.
policymakers may want to consider privately encouraging
their allied counterparts (particularly, allied militaries) to
clarify their positions on the adoption of QKD and/or PQC.

Supply Chains

Supply chain resilience has become an increasingly urgent
U.S. government priority, given both the massive disrup-
tion to global supply chains caused by the coronavirus
disease 2019 (COVID-19) pandemic and the tense geo-
political relations with China, a major U.S. supplier of
both low-tech and high-tech equipment. One of President
Biden’s first actions after taking office was to order a com-
prehensive 100-day review of the U.S. supply chains for
critical products, such as semiconductors, batteries, and
pharmaceuticals.”®

As gquantum technologies
become more mature and
poroduction scales up, the
supply chains for guantum
devices will become an
INncreasingly iImportant
policy Issue.

As quantum technologies become more mature and
production scales up, the supply chains for quantum
devices will become an increasingly important policy
issue.”” These supply chains are unusually difficult to
assess because several very different physical approaches
are being pursued in parallel that require very different
critical components and materials, and it is unlikely that all
of these approaches will remain relevant in the long run.

This heterogeneity of approaches is most concrete
with regard to quantum computing, where different orga-
nizations are pursuing largely unrelated qubit technology
approaches. For example, within one of the leading qubit
technology approaches, superconducting-transmon qubits
need to be cooled down to within one-thousandth of a
degree of absolute zero using a very complex device known
as a dilution refrigerator (the best of which are currently
made in Finland).”® But another leading qubit technology
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approach uses trapped-ion qubits and does not use dilution
refrigerators at all, but instead requires very high-quality
lasers (primarily made in Japan) and isotopically pure
samples of various elements—neither of which are used
with superconducting-transmon qubits. This technological
uncertainty means that, in ten years, dilution refrigerators
might be a critical link in the quantum supply chain, or
they might be completely irrelevant.”

The supply chains for quantum technologies are
therefore very complex and will change rapidly as the
technologies mature, and there have only been a few public
systematic studies of them so far.8? For our 2022 report, I
and other RAND researchers spoke with representatives
from nine U.S. quantum technology companies about their
supply chains, and we found that they used several criti-
cal components and materials that could only be sourced
from small companies in Europe and Japan. These U.S.
companies bought many commercial off-the-shelf com-
modities from China for cost-saving reasons, but we did
not identify any critical U.S. supply chain dependencies on
either China or Russia, or even any components for which
those nations were competitive on quality (as opposed to
price). But this could certainly change if China improves its
high-tech manufacturing capacity. Moreover, many of the
small start-ups that we spoke with did not have the capac-
ity to perform the extensive supply chain monitoring and
risk management that large corporations do, so they were
unable to determine their critical suppliers at deeper tiers
of their supply chains, which leaves open the possibility
that the United States already has critical dependencies on
competitor nations for quantum technology components.®!

A completely domestic U.S. supply chain that covers
all promising technologies would be extremely expensive

and probably infeasible for the foreseeable future, given

the large number of non-overlapping components in play,
the uncertainty in terms of which components will prove
important in the long term, and the fragmented nature of
the supplier companies. Policymakers will therefore need
to decide what degree of dependence on allied or part-

ner nations is acceptable. In principle, a group of nations
could negotiate a formal top-down agreement that each
nation would maintain a competitive production capac-

ity for certain critical quantum components, but such an
aggressive industrial policy is politically unrealistic (not to
mention logistically challenging and possibly technologi-
cally counterproductive). A more realistic model might be a
looser international forum for coordinating supply chains,
somewhat like the “Chip 4” initiative that the United States,
South Korea, Japan, and Taiwan launched to help maintain
a reliable semiconductor supply chain that does not include
the PRC.#2 But the Chip 4 initiative has faced serious inter-
nal challenges, indicating the difficulty of making such an
international technology alliance successful.

A more unilateral (and logistically easier) course of
action would be for the U.S. government to identify a few
key components for which it wants the United States to
retain production capacity and to promote domestic pro-
duction of these components via (for example) the Small
Business Innovation Research or Small Business Technol-
ogy Transfer programs, which fund small businesses to
perform R&D in specific areas. Many of the supplying
companies are quite small and financially vulnerable to
economic downturns, so the federal government has some
leverage to affect their demand stream. In this regard,
the quantum industry is very different from massive and
mature tech industries, such as solar panels or smart-
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phones, for which the private commercial market swamps
the federal government’s buying power.

Policymakers can also take less direct steps to
strengthen the supply chain for quantum technologies.
For example, the 2018 National Quantum Initiative Act
established the Quantum Economic Development Consor-
tium (QED-C) of U.S. industry and academic stakeholders
in quantum technology. One of its main purposes is to
“enable and support a robust U.S. . . . quantum industry
supply chain” by performing industry analysis, facilitating
information-sharing between stakeholders, and presenting
a unified voice of industry positions to the government.33
In June 2022, the QED-C opened its membership to 36
allied and partner nations;** moving forward, it will prob-
ably provide a useful conduit for unofficial diplomacy
and industry cooperation between the United States and
friendly nations. Several allied nations have established
similar national quantum technology industry consortia,
which could also perform useful coordinating functions.?>

Export Controls

Export controls have become an increasingly popular for-
eign policy tool for managing international technology
competition. In October 2022, the Biden administration
imposed tough new export controls on the sale of comput-
ing and semiconductor equipment to the PRC.%¢ These new
controls have proven quite effective at disrupting China’s
production capacity: Major suppliers such as ASML have
suspended work at Chinese chip factories, and experts
believe that the impact will be long-lasting.?”

The United States has already imposed controls on
exporting quantum technology to several specific Chinese

and Russian organizations. In October 2020, the White
House designated quantum information science as one of
20 Critical and Emerging Technologies that must be “ade-
quately controlled under export laws and regulations.”? In
November 2021, the Commerce Department added three
PRC quantum technology organizations to its Entity List of
foreign organizations to which any U.S. exports are prohib-
ited.® In March 2022, it added a Russian quantum technol-
ogy company in response to Russia’s invasion of Ukraine.*®
In September 2022, the Treasury Department toughened
these sanctions by prohibiting the U.S. supply “of quantum
computing services to any person located in the Russian
Federation.™! President Biden also issued an executive
order directing the Committee on Foreign Investment in
the United States to consider all proposed investments’
“effect on U.S. technological leadership in areas affecting
U.S. national security, including . . . quantum computing”
(although this is not an export control per se).?> National
Security Advisor Jake Sullivan has described export con-
trols as a key new tool for national security while specifi-
cally identifying quantum information science as a key
national security technology,®® and the administration is
reportedly considering further controls on exporting quan-
tum computing technology to the PRC.%4

All technology export controls have some risk of being
ineffective, if nations outside the export-control regime
continue to develop their technology by finding alterna-
tives to the United States for supplies or technical exper-
tise. Worse, export controls could backfire by prompting
the excluded nations to develop their own production
capability.

Export controls for quantum technology are even more
challenging to craft, for the same reason that the supply
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chain is difficult to protect: There are huge uncertainties
in both the eventual applications of quantum technology
and the most-promising technical approaches (and there-
fore the critical components). No one yet knows which
quantum devices will pose risks to U.S. national security
or the most effective way to deny those devices to adver-
sary nations. Much quantum technology R&D is still in
the scientific research stage; even many private companies
are still describing their technological progress in detail
in the open scientific literature. As discussed above, the
QIST enterprise is highly international and depends on
the flow of scientific ideas across borders. There is a seri-
ous risk that export controls might prematurely stifle the
scientific advancement of quantum technology, which has
not yet demonstrated any clear commercial applications
(other than atomic clocks). It is also not clear whether the
United States would be exporting any quantum technology
to China or Russia, now or in the foreseeable future, even
in the absence of any export controls, so it is hard to tell
whether these controls are having any effect.

Moreover, the many recently founded quantum tech-
nology start-ups do not have any clear revenue streams for
the foreseeable future. The sharp increase in interest rates
in 2022 and the significant risk of an economic recession
in 2023 will make it challenging for these companies to
raise money from private investors, so their financial situ-
ation is not stable. Export controls could further damage
their economic prospects and could backfire by damaging
the U.S. domestic quantum industry. Most of the quantum
start-ups that we spoke with for our 2022 RAND report
expressed serious concern over potential export controls,
and some described the prospect of export controls as an
existential threat.>

But there are important differences among the catego-
ries of quantum technology with regard to export controls.
Table 1 lists some key questions for policymakers to con-
sider, along with preliminary answers for each category
of quantum technology, with each “Probably” or “Maybe”
strengthening the case for export controls.

Table 1 suggests that the case for export controls on
quantum sensors is stronger than the case for export con-
trols on quantum computers, because the national security
applications of quantum sensors are clearer and more
easily separable from peaceful applications. Indeed, quan-
tum sensors are the only category of quantum technology
that already has broad export controls in place.”®

Policymakers will need to wrestle with many other
challenging issues involving export controls on quantum
technology, such as the following:

1. If export controls are imposed, should they be at the
component level or at the level of integrated systems
(e.g., functional quantum sensors or computers)? The
uncertainty in the critical components and eventual
applications would tend to favor the system level.
But, as discussed above, few useful quantum sys-
tems exist, and the relevant technical benchmarks
for characterizing them are not clear, so system-level
export controls would be challenging to impose at
this time.

2. How should export controls apply to remote cloud
access from abroad to quantum computers physi-
cally located in the United States? Very few quan-
tum computers have been physically sold so far;
the vast majority of end users currently access a
small number of quantum computers via the cloud.
Should export controls apply to the international
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TABLE 1
Key Policy Considerations for Export Controls on Categories of Quantum Technology

Quantum Quantum
Question Computing Communications Quantum Sensing

Can policymakers identify specific national security applications that will soon
become technically feasible?

Maybe

Can policymakers craft export controls that will apply only to the national security
applications and not to the civilian applications?

Maybe
Do policymakers know which critical components will be necessary for a competitor
nation to build a useful quantum technology system?

Does the United States control the supply chain for the critical components today?

Would the impact of export controls on critical components be confined to just Depends on the
quantum technology without affecting other industries? qubit technology

NOTE: The assessments in this table are not intended to be quantitatively precise, but “Maybe” notionally corresponds to a roughly 50 percent probability, whereas “Prob-
ably” notionally corresponds to a probability that is significantly higher than 50 percent (but significantly lower than 100 percent).

transmission of the outputs of a quantum comput-
er’s calculations?

. How will export controls apply to foreign nationals
who are physically located in the United States? The
current U.S. legal framework for export controls
contains unique provisions that restrict deemed
exports, which refers to the release of restricted
information to a foreign national living in the
United States. Depending on how export controls
are crafted, deemed export provisions might signifi-
cantly affect U.S. quantum technology companies
that employ foreign nationals. If their inclusion
criteria are broad enough to cover the quantum
devices or technical information used for scientific

groups that employ foreign graduate students or
postdoctoral fellows.

. Should the export controls be unilateral or multilat-

eral? Because the United States does not have full
control over any quantum technology supply chains
today (and considering the highly international
nature of quantum R&D), export controls may
need to be multilateral to be effective. But the more
nations that are included in a multilateral export
control regime, the more challenging the political,
bureaucratic, and logistical considerations become.
A multilateral export control regime would prob-
ably not be agile enough to quickly adapt to such a
rapidly changing technology as quantum.

research performed at universities, then deemed Any policy decisions regarding export controls should

export provisions could seriously affect the large be informed by input from industry stakeholders, perhaps

proportion of U.S. academic quantum research through the QED-C or other government-facing industry
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At this early stage of high
technical uncertainty,
covering as many bases as
possible 1s arguably more
important than excelling at
any one approach.

consortia. Of course, private companies have somewhat
different priorities and incentives than government policy-
makers; in most cases, these priorities will probably lead
industry to oppose export controls by default. Nevertheless,
as the main nongovernment groups with a stake in export
control policy, companies will bring extensive technical
expertise, as well as the best experience-driven under-
standing of how export controls would play out in practice.
They should therefore be involved in discussions related
to export controls in order to inform (but not determine)
policy decisions.

Before imposing broad export controls, policymak-
ers should have a coherent strategy that offers a clear goal
and addresses these questions. Improperly targeted export
controls that excessively affect allied nations could damage
international relations and slow global scientific prog-
ress. In principle, a carefully calibrated (and potentially
multilateral) export control regime might strengthen ties

with U.S. allies while slowing competitor nations’ prog-
ress toward developing technologies that could harm U.S.
national security—but it is not at all clear that threading
this needle would be possible in practice.

Technology Approach Diversification

As discussed above, many fundamentally different physical
approaches to building quantum devices are being pursued
in parallel across the world.”” A common underlying cause
of many of the complexities discussed above is that scien-
tists do not yet know which basic technical approaches may
prove useful in the long term, so it is very difficult to assess
the status quo.

At this early stage of high technical uncertainty, cover-
ing as many bases as possible is arguably more important
than excelling at any one approach. The United States is
in a strong position of broad technology leadership: It is
the world leader in most quantum technology approaches,
and U.S. policymakers have determined that the relatively
few technical areas in which the United States does not
lead (such as QKD) are not strategic priorities.”® As rec-
ommended in our 2022 report, U.S. policymakers should
therefore continue to broadly fund quantum science
research across a wide range of technology approaches in
order to maintain overall global scientific leadership.®

No one nation can feasibly lead in every aspect of a
field as complex and diverse as quantum technology, so
there are inevitably some areas in which other nations
are ahead of the United States. But the United States has
a huge advantage over strategic competitors like China
and Russia: It has a large network of close and technologi-
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cally advanced allied and partner nations, and China and
Russia do not. This network gives the United States access
to many more technology developments than occur within
U.S. borders, and the U.S. government should take advan-
tage of it. As the relevant technical benchmarks become
clearer, policymakers should systematically track the most
technically advanced nations across all leading candidate
technical approaches and applications. (Of course, policy-
makers will need to leverage internal technical expertise to
make expert judgments as to when a technical approach or
application is so far from utility that it is no longer worth
focusing on, as the U.S. government has already done for
quantum radar and QKD.!00)

A spur for policy action could be if policymakers deter-
mine that no allied nations have globally cutting-edge tech-
nical capacity in some promising technical approach. In
this case, policymakers should consider investing focused
R&D into building domestic capacity in that approach.
This targeted investment might be done in formal coordi-
nation with allied nations, but practically speaking, such
coordination is unlikely—there are few relevant precedents.
Government policymakers (in consultation with internal
technical experts) may eventually determine that certain
specific technology approaches or applications are so criti-
cal to economic prosperity or national security that the
United States needs to maintain a completely domestic
capacity. But there are not yet any applications that clearly
justify the likely high costs of doing so.

Information-sharing among allies and partners is
more achievable than formal investment coordination
and is arguably just as valuable. Simply knowing which
nations are working on (and excelling at) which technical

approaches would be very useful for setting appropriate
U.S. policy on quantum technology. Such information-
sharing could be formalized in several ways. One
possibility would simply be to hold a regularly scheduled
global conference at which technical experts from multiple
allied or partner nations’ governments meet and exchange
technical progress and priorities. Another possibility would
be to have each nation’s government regularly perform a
detailed self-assessment of internal technical capabilities
in quantum science and technology—ideally, in a stan-
dardized format with a documented methodology—which
would be shared among national governments. (Such an
international conference or shared self-assessments prob-
ably should not be public to allow for a frank exchange of
potentially sensitive information and to avoid becoming
an exercise in industry marketing.) National governments
certainly will not have full visibility into private industry
activity within their nations, but they will generally have

a better understanding than their allies’ governments

will. Also, technology diversification is most important
for early-stage technologies that are still undergoing basic
science research; because national governments are usually
the main funders of basic research, they have better aware-
ness of the status of these early-stage technologies than of
more-mature technologies.

At the very least, policymakers should encourage tech-
nical experts within government to attend international
academic and industry conferences. These conferences
would not only advance the experts’ scientific understand-
ing but would also help them maintain awareness of tech-
nical progress by other nations—not just by competitors
but, just as importantly, by allies and partners.
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A Proposal for a Desired End State
for Quantum Technology R&D

The previous section illustrated how complex and multi-
dimensional the policy space around international collabo-
ration in quantum R&D is. Even without comprehensively
covering all the relevant policy issues, it illustrated that
there are at least five major independent (but intercon-
nected) axes along which policymakers need to decide how
open or closed the United States should be regarding its
inputs and outputs of quantum R&D. Ideally, policymak-
ers would choose some well-specified desired end state

to determine the optimal position in the policy space. In
this final section, I step back and propose a desired stra-
tegic end state for the U.S. quantum ecosystem that may
help provide a unifying framework for how policymakers
should think about the many interconnected policy deci-
sions in this space. I make no claim that this proposed

end state is self-evidently the best one for policymakers

to target; policymakers may prefer an end state in which
the United States is either more self-sufficient in the quan-
tum R&D area or more interconnected with its allies and
partners (or even its competitors). Hopefully, this proposal
offers a useful starting point for setting more-specific sup-
porting goals.!0!

The proposed end state is as follows: Until applied
quantum technology reaches the stage of technical matu-
rity at which its concrete applications become clear, the
United States maintains access to the global cutting edge
of every quantum technology application that could
plausibly significantly improve its economic well-being
or national security.

At first, this proposed end state may sound incredibly
ambitious. It might be read as suggesting that “the United

States must be the best at absolutely every aspect of quan-
tum technology.” But in fact, it is much more limited in
scope, and I believe that it offers a reasonable and realisti-
cally achievable balance of ambition and pragmatism.

To clarify the scope of this proposed end state, it may
be helpful to explain what it does not imply, as follows:

o The proposed end state does not imply that the
United States must lead in the development of every
area of applied quantum technology. It would be
acceptable if an allied or partner nation were ahead
of the United States in certain capabilities, as long
as the U.S. government is confident that it will
maintain access to those capabilities. (Depend-
ing on the nature of the technology, “maintaining
access” might entail, for example, being able to
purchase a sufficient quantity of quantum devices
and having enough domestic expertise to be able to
operate them. Or it might mean accessing an allied
nation’s cloud quantum computing servers from
the United States.!%?) Taken together—although
not individually—the United States and its allies
match or dominate the U.S. strategic competitors
on most relevant fronts, including population,
economic output, and scientific output. Strong ties
and technology-sharing among allied and partner
nations are therefore critical for achieving this pro-
posed end state.

o The proposed end state does not imply that the
United States must have access to every demon-
strated quantum technology. There are several
quantum technology applications, such as QKD
and quantum radar, that the U.S. government has
publicly determined are unlikely to lead to strategic
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capabilities that outmatch non-quantum tech-
nology.!% It is acceptable to cede R&D leadership in
these applications to other nations. If U.S. technical
experts are sufficiently confident that these applica-
tions will not be directly useful (and will not lead
to indirect benefits, such as transferable technical
expertise), then it would even be acceptable to cede
technical leadership in these applications to com-
petitor nations.

o The proposed end state does not imply that the
United States must be the leader in every basic sci-
entific approach being researched. The U.S. govern-
ment’s understanding of the technical trade space
may eventually reach the point where its experts can
assess that certain scientific approaches (as opposed
to target applications) are unlikely to be strategically
important, even if they may be scientifically inter-
esting.!%4 It would be acceptable to cede scientific
leadership in these approaches to other nations—
even to competitor nations, if the U.S. government
is sufficiently confident in its expert assessment.

To be clear, this proposed end state is (appropriately)
ambitious. If the United States successfully achieves it—
which is not guaranteed—then the United States could
benefit from potentially enormous new economic and
national security advantages. In almost any scenario in
which the United States achieves this end state, it will con-
tinue to be the world’s leading nation in quantum technol-
ogy taken as a whole, although not necessarily in every
specific application.

Ceding scientific leadership in any quantum technol-
ogy to competitor nations may seem unacceptably risky.
But over the coming decades, the United States will face

Policymakers will need to
make tough R&D prioritization
decisions, which may
INclude ceding leadership In
certain technical areas.

increasing budgetary pressure as its population contin-
ues to age and its social safety net spending increasingly
crowds out discretionary budget priorities. The United
States will probably not have the option of being the sole
scientific leader in every technical area of QIST, particu-
larly as QIST competes for scientific funding with other
strategic technologies, such as AI, microelectronics, bio-
tech, and clean energy. Policymakers will need to make
tough R&D prioritization decisions, which may include
ceding leadership in certain technical areas.

The quantum technology landscape will look very
different in coming years as the world gains a better under-
standing of the most-promising scientific approaches,
practical applications, and industry structure in a mature
quantum ecosystem. Eventually, policymakers will need
to set more fine-grained and more quantitatively precise
intermediate goals. But such a mature ecosystem is still
many years (potentially, decades) out. Patience, flexibility,
broad-based situational awareness, and responsiveness to
technology surprise will be the keys to successful quantum
technology policy for the foreseeable future.
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About This Perspective

Quantum technology is still at an early stage of maturity, but it could
eventually have major impacts on both economic prosperity and
national security. Many U.S. allied and partner nations have strong
technical capacity in quantum research and development, and effec-
tive collaboration will be critical for keeping the United States and its
allies and partners competitive with other nations that are also invest-
ing significant resources into this area. This Perspective gives a broad
and mostly nontechnical overview of the current quantum technology
landscape and the strategic importance of (and challenges of) research
collaboration with allied and partner nations. This Perspective also
includes a discussion of five key policy areas in this space—talent
flows, standard-setting, supply chains, export controls, and technology
approach diversification—and concludes with a proposal for a desired
strategic end state that may serve as a helpful unifying framework for
policy decisions on this topic. The primary audience for this Perspective
is policymakers throughout the U.S. government who are working on
quantum technology issues, but the material may also be of interest to
officials in allied and partner nations, scientific researchers, or industry
workers with stakes in U.S. policy decisions in this area.
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