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This report is a product of the Defense Science Board (DSB). The DSB is a Federal Advisory 

Committee established to provide independent advice to the Secretary of Defense. 

Statements, opinions, conclusions, and recommendations in this report do not necessarily 

represent the official position of the Department of Defense.  

 



 

 

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR RESEARCH AND 

ENGINEERING 

 

SUBJECT:  Final Report of the Defense Science Board Task Force on Ensuring 

Microelectronics Superiority 

I am pleased to forward the final report of the Defense Science Board Task Force on 

Ensuring Microelectronics Superiority, co-chaired by Dr. John Manferdelli and Dr. Robert 

Wisnieff.  

Microelectronics technology is the critical enabling hardware for legacy conventional and 

strategic systems, as well as critical emerging technologies with military applications, such as 

artificial intelligence, autonomous systems, and quantum information science. Sustaining U.S. 

military advantage across all warfighting domains and across the spectrum of competition and 

conflict therefore requires the Department of Defense (DoD) to ensure access to trusted and 

assured microelectronics for sustainment of legacy systems, as well as to state-of-the-art 

microelectronics for current and future acquisition programs.  

The global semiconductor industry has increasingly become an object of geopolitical 

competition, particularly between the United States and China. Moreover, since this Task 

Force began its important work, the coronavirus pandemic has exacerbated the risks to the 

globalized supply chain for microelectronics and for other critical areas of supply.   

Recent congressional and executive actions on supply chains, and on semiconductors 

specifically, underscore the need for DoD attention. The DoD urgently needs a holistic and 

technologically-informed microelectronics strategy to guide and focus its efforts across the 

Department and to ensure that it is postured to support whole-of-government efforts in this 

area. This report contains actionable recommendations for DoD entities in support of these 

efforts.  

I endorse the findings and recommendations of this report and urge the Department to 

adopt them expeditiously. 

 

 

Dr. Eric Evans 

Chairman, Defense Science Board
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MEMORANDUM TO THE CHAIRMAN, DEFENSE SCIENCE BOARD 

SUBJECT:  Final Report of the Defense Science Board Task Force on Ensuring 

Microelectronics Superiority 

Attached is the final report of the Defense Science Board Task Force on Ensuring 

Microelectronics Superiority. During its study period, the Task Force surveyed the current 

global microelectronics supply chain, the Department’s current and projected future 

microelectronics requirements, and potential policy options for the Department to mitigate 

threats and ensure access to trusted and assured microelectronics.  

During the Task Force’s deliberations, the coronavirus pandemic served to underscore the 

fragility of certain critical supply chains, for the nation as a whole as well as for the 

Department. Indeed, commercial sectors such as the automotive industry are still enduring the 

effects of the semiconductor supply shock. At the same time, seismic tremors in the global 

semiconductor market are beginning to register, such as some re-shoring activity by major 

semiconductor manufacturers and announcements of unprecedented mergers and acquisitions. 

Additionally, national-level attention from both the executive and legislative branches in the 

form of executive orders and legislation are demonstrating the growing consensus that the 

United States must take action to ensure microelectronics superiority vis-à-vis its competitors.  

As the March 2021 Interim National Security Strategic Guidance notes, the United States 

must “ensure that our supply chains for critical national security technologies…are secure.” 

Moreover, in the February 2021 “Executive Order on America’s Supply Chains,” the 

President observed, “More resilient supply chains are secure and diverse – facilitating greater 

domestic production, a range of supply, built-in redundancies, adequate stockpiles, safe and 

secure digital networks, and a world-class American manufacturing base and workforce.” The 

findings and recommendations contained in this report, if adopted by the Department, will 

ensure it moves decisively to support a more resilient and secure microelectronics supply 

chain, and that the Department is postured to support future whole-of-government efforts in 

this critical issue of national security.  

 

 

Dr. John Manferdelli    Dr. Robert Wisnieff 

Co-Chair      Co-Chair
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Executive Summary  

The Defense Science Board (DSB) Task Force on Ensuring Microelectronics Superiority was 

tasked with considering how the United States can maintain a strong industrial base to provide 

increasingly more sophisticated and reliable microelectronics capability to defense systems. 

Specifically, the Task Force aimed to address the following questions from the terms of reference: 

 What approaches can guarantee capacity that can respond to varying national security 

needs, such as node sizes, recipes, heterogeneous integration of best-of-breed, and 

variable volume on demand? 

 How can the DoD assure access to trustworthy, state-of-the-art, high-performance 

components – commodity, custom, semi-custom, and hybrid? Further, how can access to 

radiation hard components for strategic and space applications be assured? 

 How can the DoD assure access to trustworthy components to service DoD legacy 

systems? Is it possible to identify engineering principles and methods to insert state-of-

the-art microelectronics in DoD systems and reduce perpetual dependence on obsolete 

parts?  

 What is needed to ensure that the U.S. leads high-performance microelectronics for 

decades to come? What aspects of policy and workforce must be considered?  

 What is needed to accelerate leap-ahead research and development and innovation for 

microelectronics? 

 Can public/private partnerships advance DoD microelectronics trustworthiness needs? 

 How should the national security microelectronics community be resourced and organized 

for maximum impact? 

During the course of its study, the Task Force engaged a comprehensive array of stakeholders 

inside and outside the Department of Defense, including elsewhere in the U.S. Government, in 

academia, and in the private sector.  

Given the increasing interest inside and outside of the U.S. Government in the microelectronics 

supply chain issue, the Task Force earnestly hopes the findings and recommendations of the 

study will be well-received and help the United States continue to ensure microelectronics 

superiority now and into the future.  

The full report of the Task Force, including its findings and recommendations, is classified. Please 

contact the Defense Science Board office for appropriate distribution. 
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