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Executive Summary

The Cybersecurity Maturity Model Certification (CMMC)-ATT&CK Compliance Tool (C-ACT) is a
capability developed by MITRE’s CMMC project team. This report presents a worked example of how
the C-ACT can be used to provide insight into the potential benefits (in terms of potential effects on
adversary activities) of CMMC requirements.

The CMMC program is intended to protect the Defense Industrial Base (DIB) and the Department of
Defense (DoD) supply chain against increasingly frequent and complex cyberattacks, by providing DIB
members with requirements for systems handling sensitive information. The CMMC 2.0 framework
defines three levels of requirements intended to enhance the protection of unclassified information within
the DoD supply chain:

e CMMC Level 1 provides basic safeguarding of Federal Contracting Information as specified in
Federal Acquisition Regulation clause 52.204-21.

e CMMC Level 2 encompasses the security requirements for Controlled Unclassified Information
(CUI) as specified in NIST SP 800-171.

e CMMC Level 3 consists of the Level 2 practices and a subset of requirements from NIST SP 800-
172.

The C-ACT is intended to illustrate and provide understanding of how CMMC requirements could
potentially mitigate attacks from different advanced persistent threat® (APT) actors. The C-ACT was
designed to assess and visualize CMMC potential effectiveness, at both Level 2 and Level 3, against a
specific cyber-attack or scenario.

The C-ACT draws from multiple sources, including:

e Information published on adversarial threat actors that seek to exfiltrate information from target
organizations such as DIB companies drawn from MITRE’s Adversary Tactics, Techniques and
Common Knowledge (ATT&CK)® knowledge base [2]. Using ATT&CK, the activities of a
specific threat actors can be decomposed into tactics, techniques, and procedures (TTPs).

e Analysis by ATT&CK of common intrusion activity by APT actors, that are tracked by a
common name in the security community, articulating which ATT&CK TTPs the activities
employed.

e The controls in National Institute of Standards and Technology (NIST) Special Publication (SP)
800-53 [3] [4] that protect against those TTPs are identified, and mappings provided in NIST SP
800-171 between its requirements (CMMC Level 2 practices) and NIST SP 800-53 controls and
mappings provided in NIST SP 800-172 and its requirements (superset of CMMC Level 3
practices).

e Mappings published by MITRE Engenuity between MITRE ATT&CK for Enterprise TTPs to
the NIST SP 800-53 controls that mitigate the specific TTPs.

I NIST SP 800-171 Rev. 2 [5] and NIST SP 800-172 [6] define the APT as “an adversary that possesses sophisticated levels of
expertise and significant resources which allow it to create opportunities to achieve its objectives by using multiple attack vectors
including, for example, cyber, physical, and deception. These objectives typically include establishing and extending footholds
within the IT infrastructure of the targeted organizations for purposes of exfiltrating information, undermining or impeding
critical aspects of a mission, program, or organization; or positioning itself to carry out these objectives in the future. The
advanced persistent threat pursues its objectives repeatedly over an extended period; adapts to defenders’ efforts to resist it; and
is determined to maintain the level of interaction needed to execute its objectives.”
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e Mappings by MITRE and the Air Force Research Laboratory (AFRL) between ATT&CK for
Enterprise TTP to NIST 800-53 control and enhancements levels. The MITRE/AFRL mapping
also identifies the potential effect controls or enhancements have on the ATT&CK TTP (e.g.,
delay, divert, contain, detect).

The C-ACT utilizes the above mappings, and the coverage map capability of the ATT&CK Navigator to
provide insight, analysis, and a visualization of the potential mitigating effects the CMMC practices have
on adversary threat actors. This report illustrates the use of the C-ACT for three APT actors (APT1,
APT28 and APT29). Potentially this capability can help identify the adequacy of the CMMC model and
can provide a basis for changes in future versions.

The current findings of this activity indicated that compared to CMMC Level 2, CMMC Level 3 covers a
significantly higher percentage of controls with enhancements, regardless of the APT being observed.
This result was anticipated during research, as CMMC Level 3 consists of a subset of the requirements
defined in NIST SP 800-172, which is meant to address advanced persistent threats.
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1 Introduction

The Cybersecurity Maturity Model Certification (CMMC) [1] is intended to protect the Defense Industrial Base
(DIB) and the Department of Defense (DoD) supply chain against increasingly frequent and complex
cyberattacks, by providing DIB members with requirements for systems handling sensitive information. The
CMMC-ATT&CK Compliance Tool (C-ACT) is a capability developed by MITRE’s CMMC project team. The
C-ACT is intended to illustrate and provide understanding of how CMMC requirements could mitigate attacks
from different advanced persistent threat?> (APT) actors.

This document provides a worked example of how the C-ACT can be used to provide insight into the potential
benefits (in terms of potential effects on adversary activities) of CMMC requirements. This worked example
uses information published on adversarial attacks and actors that seek to exfiltrate information from target
organizations such as DIB companies drawn from MITRE’s Adversary Tactics, Techniques and Common
Knowledge (ATT&CK)® knowledge base [2]. The process used in this worked example is illustrated in Figure
1. The first step, described in Section 2, is to identify the representative threats, first by sponsor nation and then
by APT group. This study focuses on three exemplar APTSs, one of which is responsible for the SolarWinds
attack, to understand the extent to which CMMC Levels 2 and 3 protect against APT TTPs.

Identify Representative Threats .

. Map TTPs to CMMC
Identify Top Attack

Sources Map TTPs to CMMC

Compare and Contrast

Identify Level 2 W
gepresentatlve APT Map TTPs to CMMC | Heatmaps
roups
P Level 3 Compare ATT&CK
Heatmaps

Figure 1. Process for Developing C-ACT Worked Examples

Using ATT&CK, the activities of a specific attacker group are decomposed into tactics, techniques, and
procedures (TTPs). In the second step, the controls in National Institute of Standards and Technology (NIST)
Special Publication (SP) 800-53 [3] [4] that protect against those TTPs are identified, and a mapping matrix is
created between the NIST SP 800-53 controls and the CMMC 2.0 Level 2 and Level 3 practices. In the third
step, the results of the mappings are represented as ATT&CK coverage maps, enabling visual comparison
between the potential mitigation offered by CMMC Level 2 and Level 3. The results of the second and third
steps, represented as a C-ACT matrix-based comparison and ATT&CK coverage map visualization, are
presented in Section 3. These results leverage the full C-ACT matrix mappings of ATT&CK TTPs to CMMC

2NIST SP 800-171 Rev. 2 [5] and NIST SP 800-172 [6] define the APT as “an adversary that possesses sophisticated levels of expertise
and significant resources which allow it to create opportunities to achieve its objectives by using multiple attack vectors including, for
example, cyber, physical, and deception. These objectives typically include establishing and extending footholds within the IT
infrastructure of the targeted organizations for purposes of exfiltrating information, undermining or impeding critical aspects of a
mission, program, or organization; or positioning itself to carry out these objectives in the future. The advanced persistent threat pursues
its objectives repeatedly over an extended period; adapts to defenders’ efforts to resist it; and is determined to maintain the level of
interaction needed to execute its objectives.”




CMMC-ATT&CK Compliance Tool DoD CIO CMMC PMO

controls and the corresponding visualizations created using the ATT&CK Navigator (see Appendix A for
details).

The rest of this Introduction provides background and identifies assumptions for the C-ACT and the worked
example. Appendix A provides a user’s guide to the C-ACT.

1.1 Background
The following paragraphs provide background on the CMMC and on ATT&CK-related resources.

The CMMC 2.0 framework defines three levels of requirements intended to enhance the protection of
unclassified information within the DoD supply chain:

e CMMC Level 1 provides basic safeguarding of Federal Contracting Information as specified in Federal
Acquisition Regulation clause 52.204-21. CMMC Level 1 can be viewed as basic cyber hygiene, to
mitigate common or simple threats (e.g., human error).

e CMMC Level 2 encompasses the security requirements for Controlled Unclassified Information (CUI)
as specified in NIST SP 800-171 [5], which are intended to address known and anticipated threats
against the confidentiality of CUI (see below). These specifically include insider threats.

e CMMC Level 3 consists of the Level 2 practices and a subset of requirements from NIST SP 800-172.
[6] NIST SP 800-172 is intended to address the APT.

Confidentiality, integrity, and availability are three fundamental tenets of information security, and are
colloquially known as the “CIA Triad.” Confidentiality refers to preserving authorized restrictions on
information access and disclosure, including protecting proprietary information. Integrity involves guarding
against improper information modification or destruction, and includes ensuring information non-repudiation
and authenticity. Availability refers to ensuring timely and reliable access to and use of information. NIST SP
800-171 [5] requirements, and therefore CMMC Level 2, are focused on the confidentiality of CUI on non-
federal systems. NIST SP 800-172 [6], and CMMC Level 3, are focused on the confidentiality, integrity, and
availability of CUI.

While this study focuses on Levels 2 and 3, only CMMC Level 3 is intended to provide some protection against
APTSs. The C-ACT was designed to assess and visualize CMMC effectiveness, at both Level 2 and Level 3,
against a specific cyber-attack or scenario.

MITRE ATT&CK® is a publicly available knowledge base of observed cyber adversary techniques, tactics, and
procedures, with their corresponding mitigations. The ATT&CK knowledge base is used as a foundation for the
development of specific threat models and methodologies in the private sector, in government, and in the
cybersecurity product and service community. This data includes APTs and the TTPs used by those APTs. The
MITRE ATT&CK Navigator [7] is a tool MITRE created to visually organize and display the MITRE
ATT&CK TTPs according to their respective Tactics, Techniques, and Sub-Techniques. The Navigator includes
ATT&CK technique layers for APTs identified on the MITRE ATT&CK website. The tool also contains tools
for shading, scoring, adding comments, and combining layers.

MITRE Engenuity recently completed and published the NIST 800-53 Controls to ATT&CK Mappings project
[8]. This project maps MITRE ATT&CK TTPs to the NIST SP 800-53 controls that mitigate the specific TTP.
This mapping was done at the TTP and TTP sub-technique levels to the 800-53 control level, but not to the
control enhancement level. Henceforth in this report, this mapping will be referred to as the Engenuity mapping.
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MITRE and the Air Force Research Laboratory (AFRL) collaborated on a separate effort to map the MITRE
ATT&CK TTPs to NIST SP 800-53 controls [9]. This effort produced mapping at the ATT&CK TTP, but not
sub-technique, to NIST 800-53 control and control enhancements levels. The MITRE/AFRL mapping also
identifies the potential effect controls or enhancements have on the ATT&CK TTP (e.g., delay, divert, contain,
detect). Because it has been incorporated into the AFRL Cyber Survivability Attributes (CSA) Tool, this
mapping will be referred to as the AFRL mapping.

1.2 Assumptions

The following assumptions apply to this study and development of the tool:

1.

The implementation and configurations of CMMC security practices, NIST SP 800-171 security
requirements, NIST SP 800-172 security requirements, and NIST SP 800-53 security and privacy
controls must be done correctly to be effective.

The assessments in this report assume a best-case scenario and ideal protections from implemented
controls. Correctly implemented controls must be used correctly, with uses integrated into standard
operating procedures (SOPs), to be effective.

The assessment also assumes all controls that mitigate a given technique are equally effective and
complementary at doing so. That is, if three controls mitigate a given technique, each is responsible for
one third of the mitigation and there is no overlap. In reality, the effectiveness of any control is highly
dependent on its implementation, and controls can overlap or interact.

The public threat information used in the study is assumed to be applicable to attacks on the DoD
supply chain/DIB.

The exemplar threats used in the study, which are based on subject matter experts’ (SMEs’) expectation
of likely attacks to DIB companies, are assumed to be accurate characterizations of said threats.

It is assumed that past cyber-attacks are accurate predictors for present and future cyber threats.
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2 |dentify Representative Threats

Representative threats against the Defense Industrial Base (DIB) were identified to support the subsequent
analysis. This involved looking at nation-state sponsors of attacks, and then selecting three representative APT
groups from the top two sponsors.

We first looked at incident counts by attack sponsors to identify the top attacking sponsors. This is motivated by
the assumption that higher incident counts by attack sponsors are known to be of high impact, that sponsoring
attack nations become the research targets to focus on for this task. We used three data sources: Kaggle,
ATT&CK, and the General Services Administration (GSA).

Kaggle, a subsidiary of Google LLC, is an open-source online community repository for data machine learning
practitioners to find datasets, which we used to find data for this effort. We used more than 480 attacker-
sponsored incidents in the downloaded public dataset for our analysis.

The Kaggle dataset (https://www.kaggle.com) revealed the following findings:

e There are attack sponsor nations inside the dataset: 36

e The number of sponsored cyber incidents is: 440

e The total global cyber incidents, including the sponsored ones, are: 481

e The dataset covers the years: 2005-2020

e From the dataset, the top sponsors who are attributed with the cyber incident counts are:
1. China
2. Russian Federation
3. Iran (Islamic Republic of)
4. Korea (Democratic People’s Republic of)
5. United States
6. lIsrael

7. Saudi Arabia

8. Vietnam

9. Pakistan

10. United Arab Emirates

The MITRE ATT&CK knowledge base [2] contains information on 134 cyber-attack groups. A similar analysis
was conducted on this dataset, specifically identifying groups with a history of targeting confidentiality,
integrity and or availability of data of U.S. victims. This analysis yielded similar results as the Kaggle analysis,
with APTs attributed to China and Russia constituting the greatest number of cyber-attack groups meeting our
criteria. Based on these findings and SME inputs, we determined APT1 attributed to China and APT28
attributed to Russia would serve as useful examples for our analysis.
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The General Services Administration (GSA) has also published guidance on several key considerations for the
APT products, solutions, and services marketplace, including information on APT lifecycles [10]. In that
guidance, APT29 is listed as one of the well-known attackers.

Based on the findings from the Kaggle, MITRE ATT&CK, and GSA guidance, APT1, APT28, and APT29 were
chosen as the example threats for analysis by the CMMC-ATT&CK Compliance Tool. APT1 uses 23 TTPs;
APT28 uses 84 TTPs; and APT29 uses 32 TTPs.
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3 Threat Comparison

The potential effects of controls associated with CMMC Levels 2 and 3 on the three identified APT groups were
analyzed, using the C-ACT mapping matrix (Excel workbooks) and ATT&CK Navigator coverage maps. This
provides a rough estimate of potential protection based upon the CMMC Level:

e APTL1 uses 23 TTPs that are mitigated by 62 controls and enhancements. Of those 62 controls and
enhancements, CMMC Level 2 implements 2 and CMMC Level 3 implements 10.

e APT28 uses 84 TTPs that are mitigated by 130 controls and enhancements. Of those 130 controls and
enhancements, CMMC Level 2 implements 6 and CMMC Level 3 implements 19.

o APT29 uses 32 TTPs that are mitigated by 127 controls and enhancements. Of those 127 controls and
enhancements, CMMC Level 2 implements 6 and CMMC Level 3 implements 22.

The coverage maps for CMMC Levels 2 and 3 were overlaid with the ATT&CK coverage maps? specific to
these three APTs. Overlaying these two visual layers gave the team clear indicators of which techniques used by
an APT were mitigated by NIST controls covered in a CMMC Level, and which were not. Unmitigated TTPs
are shown as red, TTPs potentially mitigated to some extent as yellow, and all other TTPs as white. The C-ACT
matrix was used to produce the threat comparison results in the following sections. (See Appendix A for detailed
instructions.)

The results of this analysis demonstrate that compared to CMMC Level 2, CMMC Level 3 covers a significantly
higher percentage of controls with enhancements, regardless of the APT being observed. This result was
anticipated, as CMMC Level 3 adheres to NIST 800-172 and is meant to address advanced persistent threats.
The following sections present a breakdown of these results based upon the APTs observed.

3.1 APT1 Results

A high-level result of the TTPs APT1 commonly uses against targets is shown below in Figure 2. APT1 uses 23
observed tactics, technigues, and procedures to exploit targets. Based on the AFRL mappings, these TTPs are
mitigated by 62 identified NIST controls with enhancements.

Taking this information and overlaying it with the CMMC Level 3 navigation layers produces the image shown
in Figure 3. The C-ACT matrix provides the result that CMMC Level 3 covers 10 of the 62 controls with
enhancements that were previously identified to mitigate APT1. Thus, CMMC Level 3 currently covers
approximately 16% of threats posed by APT1%°,

3 Because these coverage maps are produced as layers by the ATT&CK Navigator, they are referred to as navigation layers.

4 CMMC Level 2 covers 2 of the 62 NIST controls previously identified to mitigate APT1, or approximately >2%. CMMC Level 2
adheres to NIST 800-171, which is not designed to convey approximate APT mitigations.

5The CMMC Level 2 APT1 coverage map is not shown, as there is no difference from Figure 2.
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Unmitigated TTPs are shown as red, TTPs potentially mitigated to some extent as yellow, and all other TTPs as white.
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3.2 APT28 Results

A high-level result of the TTPs APT28 commonly uses against targets is shown below in Figure 4. APT28 uses
84 observed tactics, techniques, and procedures to exploit targets. Based on the AFRL mapping, these TTPs are
mitigated by 130 identified NIST controls with enhancements.

Taking this information and overlaying it with the CMMC Level 3 navigation layers produces the image shown
in Figure 5. The C-ACT matrix provides the result that CMMC Level 3 covers 19 of the 130 controls with
enhancements that were previously identified to mitigate APT28. Thus, CMMC Level 3 currently covers
approximately 14% of threats posed by APT28.5 7

6 There is no difference between the CMMC Level 2 map and Figure 4.
7 CMMC Level 2 covers 6 of the 130 NIST controls previously identified to mitigate APT28, or approximately >2%. CMMC Level 2
adheres to NIST 800-171, which is not intended to address the APT.
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Figure 5. APT28 and CMMC Level 3 Overlay
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3.3 APT29 Results

A high-level result of the TTPs APT29 commonly uses against targets is shown below in Figure 6. APT29 uses
32 observed tactics, techniques, and procedures to exploit targets. Based on the AFRL mappings, these TTPs are
mitigated by 127 identified NIST controls with enhancements.

Taking this information and overlaying it with the CMMC Level 3 navigation layers produces the image shown
in Figure 7. The C-ACT matrix provides the result that CMMC Level 3 covers 22 of the 127 controls with
enhancements that were previously identified to mitigate APT29. At the time of this study, this data produces
the result that CMMC Level 3 currently covers approximately 17% of threats posed by APT29.8 °

8 CMMC Level 2 covers 6 of the 127 NIST controls with enhancements previously identified to mitigate APT29, or approximately 4%.
9 There is no difference between the CMMC Level 2 map and Figure 6.
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Figure 7. APT29 and CMMC Level 3 Overlay

Unmitigated TTPs are shown as red, TTPs potentially mitigated to some extent as yellow, and all other TTPs as white.
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4 Summary

This paper presents the CMMC-ATT&CK Compliance Tool (C-ACT) capability that illustrates and provides
understanding of cybersecurity attacks against the Defense Industrial Base and the Department of Defense
supply chain. The capability is demonstrated through analysis of three representative attackers (APT1, APT28,
and APT29), to understand the extent to which CMMC Levels 2 and 3 protect against TTPs. The details of the
analysis could change, as the set of requirements in CMMC Level 3 has not been finalized; however, the C-ACT
enables analysis to be repeated in a consistent way with reduced effort.

As part of the tool, a set of reusable deliverables was produced, including the C-ACT mapping matrices and the
CMMC Level 2 and Level 3 ATT&CK Navigator coverage maps. These are described in Appendix A. Output
from the tools — analysis of specific threat events — can provide insight to identify the mitigating effects the
CMMC practices have on adversary threat events. Analyses can help identify the adequacy of the CMMC model
and can provide a basis for changes in future versions.

In addition, the work done with the CMMC model is being integrated into the AFRL CSA tool, for use by a
broader community.
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Appendix A C-ACT Users Guide

A.1 Tool Description

The CMMC-ATT&CK Compliance Tool, in its current form, comprises two Excel mapping matrix files and the
CMMC Level 2 and 3 json ATT&CK Navigator layers. The two Excel mapping matrix files are used to identify
and compare ATT&CK TTP mitigations between APTs and CMMC requirements. The two ATT&CK
Navigator layers are used to visualize coverage provided by CMMC.

A.1.1 Mapping Files

CMMC Level 2 practices are equivalent to NIST SP 800-171 Rev2 security requirements. CMMC Level 3
practices are a subset of NIST SP 800-172 security requirements. Both NIST SP 800-171 Rev2 and NIST SP
800-172 include glossaries that map their respective security requirements to NIST SP 800-53 security and
privacy controls'?. The team identified two mappings between NIST SP 800-53 security and privacy controls
and MITRE ATT&CK TTPs. The first mapping from MITRE Engenuity relates the ATT&CK techniques and
sub-techniques to NIST SP 800-53 security and privacy controls but does not include control enhancements. The
second mapping is from a MITRE/AFRL effort that relates the ATT&CK techniques, but not sub-techniques, to
NIST SP 800-53 security and privacy controls and their enhancements.

The team developed a Python script to merge the NIST SP 800-171 and NIST SP 800-172 mappings with the
Engenuity mapping. The team modified the Python script to similarly merge the NIST SP 800-171 and NIST SP
800-172 mappings with the MITRE/AFRL ATT&CK control and enhancement mapping.

This effort produced two Excel spreadsheet deliverables. Both relate MITRE ATT&CK TTPs, NIST SP 800-53
security and privacy controls, NIST SP 800-171 and 800-172 security requirements, and CMMC Level 2 and
Level 3. The first is named “C-ACTv1.xlsx” and uses the MITRE Engenuity mapping. The second is named “C-
ACTv2.xlsx” and uses the MITRE/AFRL mapping. The figure below is a subset of the C-ACTv2 mapping
showing relationships between ATT&CK TTP ID, mitigating controls, NIST SP 171/172 security requirements,
and CMMC compliance level.

10 NIST SP 800-171 Rev 2 maps its requirements to the controls and enhancements in NIST SP 800-53 R4. An updated version of NIST
SP 800-171 is expected to be produced sometime in 2022, and that will contain mappings to 800-53 R5. NIST SP 800-172 maps its
requirements to controls and enhancements in NIST SP 800-53 R5.
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A.1.2 ATT&CK Coverage Maps

The team used an ATT&CK layer (json) created by the MITRE Engenuity team and modified the Python script
used to create the mapping matrices described above. Each ATT&CK TTP has a comment in the tool listing
mitigating NIST SP 800-53 security and privacy controls and associated NIST SP 800-171 and NIST SP 800-
172 security requirements.

The outcome of this research focus is two .json files, one for CMMC Level 2 and one for CMMC Level 3,
which can be imported into the MITRE ATT&CK Navigator. These layers create a visual representation of the
mitigations put in place by CMMC. Figure 9 below is the visual output of this deliverable. The figure shows
CMMC Level 3 mitigations for each MITRE ATT&CK TTP where the TTP is colored green if mitigated by
some CMMC Level 3 practices. Figure 10 shows the Hardware Additions TTP as an example TTP and comment
within the tool.
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Figure 9. CMMC Level 3 ATT&CK Navigator Layer render
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3.14.3e, Access
Control 3.1.2e

Figure 10. CMMC Level 3 ATT&CK Navigator Layer showing notes on Hardware Additions TTP
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A.2 C-ACT Instructions

For analysts, the following steps are provided as instructions to use the tool.

7.
8.
9.

10.

11.

12.

13.

Identify ATT&CK TTPs used by the chosen APT on the MITRE ATT&CK website.
Open the mapping matrix created by this project.
Filter the ATT&CK TTP column, selecting all the ATT&CK TTPs identified in step 1.

Record the number of unique controls in the CONTROL ID column in the filtered list*; this is the list
of controls needed to mitigate the APT.

Filter the CMMC COMPLIANCE Level column on CMMC Level 2, and identify the unique number of
controls in the CONTROL ID column.* This is the number of controls implemented by CMMC Level
2 to mitigate the threat.

Filter the CMMC COMPLIANCE Level column on CMMC Level 2 and CMMC Level 3, and identify
the unique number of controls in the CONTROL ID column.* This is the number of controls
implemented by CMMC Level 3 to mitigate the threat.

a. As stated in the assumptions, the CMMC Level 3 results are based on a preliminary list of
included NIST SP 800-172 security requirements. The Excel sheet used has all NIST SP 800-
172 requirements included. Requirements may be deselected in the filter menu of the NIST SP
800-171/172 Security Requirements column as desired before counting the unique number of
controls in step 6.
Use the results in step 4, 5, and 6 to analyze the overlap.

* One method is to copy the controls column to another sheet or workbook and use the Excel “remove
duplicates” function.

A.3 ATT&CK Navigator Instructions

The overlay was accomplished by using the ATT&CK Navigator layer combination feature, taking the color-
coded information, and scoring of one layer and combining it with another to produce a visual comparison.
Figure 10 through 7 demonstrate high-level images of how to accomplish this task.

For the purposes of this explanation, Figure 11 already has a layer created: APT 39, an advanced persistent
threat group within the MITRE ATT&CK Framework. This is done using the multi-select selection control.
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Figure 11. APT 39 Coverage map

Selecting the “+” symbol in the top left corner brings up Figure 12, allowing the user to upload the .json layer of
the desired CMMC Level layer.

APT39 X newtah X + @)

MITRE ATT&CK® Navigator

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices. It can be
used to visualize defensive coverage, redjblue team planning, the frequency of detected techniques,

MITRE ATTACKE Navigsks .55

and more.

Create New Layer

help  changelog  theme~

Create a new empty layer

v

Open Existing Layer Load a |layer from your computer or a URL -~
o Load from URL

Create Layer from other layers Choose layers to inherit properties from v

Create Customized Navigator Create a hyperlink to a customized ATTACK Navigator -

Figure 12. ATT&CK Navigator Add Layer Page — Open Existing Layer
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Uploading from local gives the following dialog box, shown in Figure 13, from the user’s local machine.

CMMC 2.0 Level 2json t . by MGG 2.0 Level 3
name" : .0 Level 3",
CMMC_2.0_Level_3.json "versions": {
(B - 2.0_Level 3} ]
“attack": "10",
"4.5.5",

"navigator": "4.5.
"layer": "4,3"

"domain": "enterprise-attack",

“description”: “CMMC Level 3 heatmap overview of security requirement
mappings, where scores are the number of CMMC security requirements in
NIST 888-171 and NIST 800-172 mapped to security controls in NIST
880-53"

"filters": {
“platforms": [

"Linux",
"mac0s",
"Windows",
"Azure AD",
"0ffice 365",
"Saas",
"Taas",
“Google Workspace",
YPRE,
“Network",
"Containers"

]

h
"sorting": @,

CMMC_2.0_Level_3.json
JSON Document - 874 KB

Information Show More
Created Today, 10:53 AM
Modified Today, 10:53 AM
Tags

Figure 13. Local Dialog box

Once the desired CMMC layer is uploaded into the Navigator, the two layers are combined, as demonstrated in

Figure 14. Choosing Create layer from other layers allows an individual to overlay two layers and analyze
similarities and differences. To achieve the scoring color scheme used in the Section 3, select the color setup

layer control. Set the low value to —2 and the high value to 0. In the same menu, set the colors, from low to high,

as red, yellow, and white.

a b
APT 39 X CMMC 2.0 Level 3 X new tab x +

MITRE ATT&CK® Navigator

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices. It can be
used to visualize defensive coverage, red/blue team planning, the frequency of detected technigues,

and more.
help changelog  theme ~
Create New Layer Create a new empty layer v
Open Existing Layer Load a layer from your computer or a URL v

Create Layer from other layers Choose layers to inherit properties from ~

Enterprise ATTECK VIO~ Choose the domain and version for the new layer. Only layers of the same domain and version can be merged,

Use constants (numbers) and layer variables (yellow, above) to write an expression for the initial value of scores in the new
layer. A full list of supported operations can be found here. Leave blank to initialize scores to 0. Here's a list of available layer
variables

= a (layer)

= b (new layer)

Figure 14. ATT&CK Navigator Add Layer Page — Create Layer from other layers
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A.4 C-ACT Files

The C-ACT tool consists of 4 files:

e C-ACT Mapping Matrix based on MITRE/AFRL Collaboration
e C-ACT Mapping Matrix based on MITRE Enginuity

e CMMC Level 2 Coverage map ATT&CK Navigator Layer

e CMMC Level 3 Coverage map ATT&CK Navigator Layer

Please contact the C-ACT team: c-act-list@mitre.org for the newest C-ACT tool versions.

Appendix B Abbreviations and Acronyms

Term Definition

AFRL Air Force Research Laboratory

APT Advanced Persistent Threat

ATT&CK Adversarial Tactics, Techniques, and Common Knowledge
C-ACT CMMC-ATT&CK Compliance Tool

CMMC Cybersecurity Maturity Model Certification
CSA Cyber Survivability Attribute(s)

CuUl Controlled Unclassified Information

DIB Defense Industrial Base

DoD Department of Defense

NIST National Institute of Standards and Technology
SP (NIST) Special Publication

TTPs Tactics, Techniques, and Procedures
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