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1. Introduction 

Quantum networks offer possible performance benefits over their classical 
counterparts for various communication and computing applications. However, 
these fundamental quantum networking primitives will require significant 
technological advances in several areas of basic research. Regardless of the 
eventual use case, quantum networks must be able to store, manipulate, distribute, 
and generate quantum states. The latter requirement of generating quantum states 
is generally performed with an entangled photon source (EPS). Ideally, an EPS 
would create on-demand noiseless entangled photons. In practice, however, EPSs 
are probabilistic and can be impacted by multiple forms of noise, many due to 
nonlinear optical effects within the EPS itself. Therefore, effectively realizing a 
quantum network will require intimate knowledge of what types of noise are 
present in various operating regimes of the EPS and how to mitigate the effects of 
those types of noise. 

Entangled photon sources based on four-wave mixing (FWM) in the zero-
dispersion region of optical fibers1,2 are a common type of EPS that are even 
available commercially.3 These sources can be easily integrated into existing fiber 
networks with very low loss due to the benefit of the entangled photons being 
inherently fiber-based. However, these sources output additional noise photons due 
to Raman-scattering and self-phase modulation (SPM) of the pump laser, so steps 
must be taken to characterize the amount of these photons that are output in various 
regimes to maximize the performance of the source.  

In this report we describe a method to characterize the behavior of the NuCrypt 
entangled photon distribution system located in the US Army Combat Capabilities 
Development Command Army Research Laboratory Quantum Network Testbed as 
a function of temperature, power, and frequency. First we describe the experimental 
setup, which consists of a NuCrypt EPS, two polarization analyzers (PAs), and a 
correlated photon detection system (CPDS). We then explain how the EPS was 
characterized by performing quantum state tomography, by analyzing the 
concurrence of the quantum state output by the EPS, and by measuring the 
coincidence-to-accidental ratio (CAR) of light output by the EPS. Finally, we 
analyze the concurrence and CAR data to determine the optimum operating 
parameters of the EPS. 
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2. Experimental Setup 

2.1 Description of NuCrypt Entangled Photon Source 

The experimental setup consists of a NuCrypt EPS, two PAs, and a CPDS. A 
schematic diagram of our experiment to characterize the EPS is shown in Fig. 1. 
The EPS generates signal and idler photons via FWM by pumping a dispersion 
shifted fiber (DSF) with a 50-MHz pulsed fiber laser at 1552.52 nm (International 
Telecommunication Union [ITU] Channel 31). The DSF is arranged in a Sagnac 
loop with a polarizing beam splitter (PBS) to entangle the signal and idler photons 
in polarization, creating a |𝜑𝜑+⟩ Bell state.4 The FWM process results in signal and 
idler photons with a broadband spectrum, but the EPS demultiplexes them into 
Channels 26–29 (1556.56‒1554.13 nm) and 33–36 (1550.92‒1548.51 nm) on the 
100-GHz-spaced ITU grid. 

 

Fig. 1 (a) Schematic diagram of the experimental setup. The PAs are kept in place when 
performing quantum state tomography (see Section 3.1) but removed when performing CAR 
measurements (see Section 3.2). Notes: PC = polarization controller; CC = coincidence-
counting electronics. (b) Real part of an example density matrix measured by tomography. 

The PAs include various waveplates and a polarizer in order to perform a 
measurement at any angle on the Bloch sphere, and the CPDS includes two indium 
gallium arsenide (InGaAs) single-photon detectors (~20% detection efficiency; 
dark count probability ~4 × 10−5 per gate) and the electronics necessary to 
perform coincidence measurements between the two detectors. Detailed 
instructions for operating the NuCrypt EPS, PAs, and CPDS are included in  
Jones et al.5 

2.2 Types of Photons Output by the Source 

The EPS generates time–energy entangled photon pairs through FWM, a χ(3) 
nonlinear optical process. Since two photons are necessarily created at the same 
time from two pump photons, the output photons exhibit frequency (energy) 
correlations due to conservation of energy. As stated in the previous section, the 
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signal and idler photons are then entangled in polarization by placing the DSF in a 
Sagnac loop with a PBS. In addition to FWM, the EPS also generates photons due 
to SPM6,7 and Raman scattering.8–11 Previously we have characterized the effects 
of various sources of noise and channel imperfections in optical fiber  
channels,12–16 but here we investigate the effect of noise photons created by the EPS 
itself due to SPM and Raman scattering. 

SPM is also a χ(3) nonlinear optical process and results in a spectral broadening of 
the pump laser, which can cause leakage of additional noise photons into the output 
channels of the EPS (i.e., into Channels 26–29 and 33–36). We can predict that 
SPM photons would predominantly affect the inner-most channel pair (29/33), as 
they are most susceptible to pump leakage due to their small detuning from the 
pump (Channel 31). On the other hand, Raman-scattering results from the nonlinear 
interaction of pump photons with phonons and also causes additional noise photons 
to be generated in the EPS output channels. Contrary to SPM, Raman scattering 
increases as the detuning from the pump laser increases, so channel pair 26/36 is 
expected to have the greatest amount of Raman-scattered noise photons. The ability 
to reduce the number of Raman-scattered photons by cooling the DSF has been 
well-documented.17–24 For further details on quantifying the amount of Raman 
photons output by our source at room temperature, see Jones et al.25,26 

2.3 Procedure to Operate NuCrypt System 

To begin characterizing the EPS, the EPS, PAs, and CPDS must be connected by 
single-mode optical fibers. Before connecting each device, the fiber end faces must 
be cleaned and examined using an optical fiber microscope to ensure there are no 
defects or scratches on the fiber tip. Once the fiber tips have been properly cleaned, 
they are connected to the output channels of the EPS. Since the two photons of a 
FWM pair are symmetric about the pump frequency (Channel 31) due to 
conservation of energy, the appropriate correlated channel pairs must be used (i.e., 
Channels 26/36, 27/35, 28/34, and 29/33) to detect photons of the same FWM pair. 
If the appropriate output channels are not connected, fewer coincidences will be 
measured since uncorrelated photons are being detected. 

Once the EPS, PAs, and CPDS are properly connected by fibers, each must be 
connected to the laboratory computer by USB and powered on to prepare for use. 
Next, run the NuCrypt Entangled Photon Analyzer (EPA) software on the 
laboratory computer. After opening the software, press “identify” to display what 
devices are connected to the computer by USB. Panels for the EPS, PAs, and CPDS 
are displayed, and the connected devices are shown in each corresponding panel. 
In the CPDS control panel, unassign Slots 3 and 4 since the CPDS used here only 
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has two detectors. In the PA panel, set the wavelength for each channel in use (i.e., 
1556.56 nm for Channel 26, 1555.75 nm for Channel 27, 1554.94 nm for Channel 
28, 1554.13 nm for Channel 29, 1550.92 nm for Channel 33, 1550.12 nm for 
Channel 34, 1549.32 nm for Channel 35, and 1548.52 nm for Channel 36). Next 
click “eps init” to adjust the pump polarization to 45°. To produce a maximally 
entangled state, the pump must be set at 45° at the input of the Sagnac loop’s PBS. 
During the initialization, the internal PC is automatically adjusted until the power 
at the output of the Sagnac loop is maximized, signifying that the pump is set to 
45°. The front display panel on the EPS will display the maximum power value (in 
microwatts [μW]) after initializing. If the setup and initialization are successful, the 
front panel value should read greater than 340 μW when the EPA “light” setting 
(which sets the pump power) is 3600. Note that this benchmark value is subject to 
change due to various factors such as changes to the DSF and connections between 
the various ports and fibers of the EPS. Users should make note of the benchmark 
value corresponding to proper initialization of the pump for their EPS/setup. 

On the CPDS panel, set the number of gates to 50 million, then proceed by clicking 
“CPDS ctrl” to open a new window that allows for greater control of the CPDS 
settings. This window includes a “Configuration” panel to set the bias and threshold 
for each detector of the CPDS and a “Synchronization” panel to set the relative 
delay of the two detectors to ensure that photons from the same pair are detected at 
the same time. The bias and threshold for each detector must then be adjusted. First, 
click the gate phase button on Channel 1 to scan the gate phase for Detector 1. A 
pop-up window will appear displaying the number of counts during the gate phase 
scan. The EPA software then automatically sets the detector phase to the setting at 
which the maximum counts were measured, thus properly locating the arrival time 
of the photons. If additional peaks or other nonphysical features appear, the detector 
bias and threshold must be entirely reset. Refer to Jones et al.5 for details on how 
to reset the detector bias and threshold for optimum performance. After adjusting 
the detector settings, click “measure” under the dark count panel on the original 
EPA screen. A warning message will be displayed if the dark count rate is too high. 
Continue adjusting the bias and/or threshold as needed until an ideal dark count rate 
(~4 × 10−5 per gate; varies for each detector) is achieved. Next, repeat these steps 
for Detector 2. 

Now the relative delay of Detectors 1 and 2 must be set in order to measure 
coincidences between photons generated by the EPS in Channels 1 and 2 at the 
same time. In the synchronization section, select “c12” and “d1.” This delays 
Detector 1 by an integer number of pump pulses (20 ns) and measures the number 
of coincidences between Detectors 1 and 2. The EPA software then scans the 
Detector 1 delay over the user-entered range and sets the delay to the value that 
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maximizes the number of coincidences. For the CPDS used here, Channel 2 is 
electronically delayed relative to Channel 1, so Channel 1 must be delayed in the 
EPA software to detect a pair of photons at Detectors 1 and 2 at the same time. 
Enter “0” in the box labeled “start” and “12” in the box labeled “end.” This adjusts 
the delay of Channel 1 over 12 different values and measures the coincidences of 
Detectors 1 and 2 for each delay. Note that the magnitude of the delay will change 
if significantly different lengths of fiber are used in Channels 1 and 2. The NuCrypt 
system is now ready for operation. 

3. Characterizing EPS Performance 

In this section we describe the methods for performing quantum state tomography 
and CAR measurements to characterize the performance of the EPS and determine 
the optimum operating parameters for minimizing the effects of Raman scattering 
and SPM. Quantum state tomography27 is the process by which the density matrix, 
which completely describes the quantum state of a system, is determined by 
measuring the output of that system many times. For a source of two-photon 
polarization-entangled states like our EPS, this can be accomplished by measuring 
the coincident detections of both photons in 36 different joint polarization bases. 
Note that the 36 measurement settings used in our experiment are not unique and 
that other configurations are possible, either through the use of additional detectors 
or by choosing different measurement bases. However, regardless of the 
configuration of our tomographic setup, any complete reconstruction should result 
in an identical outcome.  

CAR measurements, on the other hand, do not directly determine the quantum state 
of a system but provide valuable information about the relative number of entangled 
photons to noise photons output by an EPS. CAR is the ratio of the measured 
coincidences divided by the expected number of accidental coincidences of two 
detectors, where an accidental coincidence is defined as the event in which two 
uncorrelated photons are simultaneously detected by two detectors by chance. This 
statistically occurs with a probability given by the product of the probabilities that 
each detector detects one of the uncorrelated single photons during a given time. 

3.1 Perform Quantum State Tomography to Measure 
Entanglement 

To perform tomography, start by adjusting the freezer that holds the DSF to the 
desired temperature. For this report, the temperature ranges from +20 to  
‒86 °C (the minimum operating temperature of our freezer). Using the EPA 
software, adjust the light setting to the desired value (3100‒3800) to adjust the 
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power of the pump laser using an attenuator inside of the EPS. The pump power is 
measured at the output of the Sagnac loop and is displayed on the EPS front panel. 
Record the power displayed on the EPS for each light setting entered in the EPA 
software. Next enter the number of detection gates (measurement time). The 
number of gates should be set such that the maximum number of coincidences 
measured for any of the 36 tomography bases is greater than 1000. On the 
tomography panel, check the “max likelihood” and “stack” boxes. The “max 
likelihood” setting results in a maximum likelihood estimation (MLE)28 being 
performed to determine the density matrix from the tomography measurements. 
Unchecking the box results in a linear fit to the tomography measurements. This 
typically is faster but less accurate than MLE. Additional quantum state estimation 
techniques based on machine learning29–32 and Bayesian estimation33,34 are also 
currently being investigated as replacements for MLE-based tomography. The 
“stack” option causes the EPA software to automatically output a plot of the density 
matrix upon completion of each tomography run. 

Next, set the number of runs to the desired amount (here we use 10), then click 
“start.” The EPA software automatically controls the CPDS and PAs to perform 
full polarization state tomography by performing measurements in 36 different joint 
polarization bases. The number of coincident detections between Detectors 1 and 2 
for the set number of detection gates is recorded for all 36 bases, and the MLE of 
the density matrix is performed for each run. The tomography results, including the 
density matrix, maximum coincidences, and various entanglement metrics, are 
recorded in a separate window for each run. The raw detector measurements (single 
counts for each detector, coincident detections, and accidental detections) are saved 
in a text file titled “tomoXXX,” where XXX represents the number assigned to the 
dataset and increases automatically when tomography is complete. The calculated 
density matrix and corresponding entanglement metrics are saved in the text file 
titled “tomoXXX_Analysis.” Repeat this process for the remaining power settings. 
After performing tomography 10 times for each power setting, repeat the process 
for all remaining correlated channel pairs (as described in Section 2.3) at the same 
temperature. Finally, repeat all of the steps for each temperature. 

The average concurrence for each of the 10 runs per experimental setting 
(temperature, power, and channel pair) is then calculated. Concurrence is an 
entanglement metric that varies from 0 to 1, with 0 corresponding to a separable 
state with no entanglement and 1 corresponding to a maximally entangled state. 
The concurrence is shown for each channel pair as a function of attenuation at +20 
and ‒86 °C in Fig. 2(a) and (b), respectively. All attenuation values are calculated 
relative to the maximum power (i.e., for an EPA light setting of 3800). Specifically, 
the attenuation was calculated by 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 = 10 log10(𝑃𝑃/𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚), where 𝑃𝑃 is the pump 
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power displayed on the EPS front panel for a given data point and 𝑃𝑃𝑚𝑚𝑚𝑚𝑚𝑚 is the power 
displayed on the EPS front panel for a light setting of 3800. The error bars are 
calculated from the standard deviation of the concurrence for each of the 10 runs.  

 
Fig. 2 Concurrence as a function of pump attenuation when the DSF is stored at (a) +20 °C 
and (b) ‒86 °C. The decrease in concurrence is seemingly due to spectral broadening of the 
pump caused by SPM. This decrease in concurrence is greatest for the inner-most channel 
pair (29/33) since that channel pair has the smallest detuning from the pump (Channel 31).  

As described in Section 2.2, our EPS outputs entangled photons created by FWM, 
noise photons due to Raman scattering, and noise photons due to SPM-induced 
broadening of the pump. FWM photon pairs scale quadratically in power; Raman-
scattered photons scale linearly in power; and SPM scales quadratically in power. 
Since both FWM photons of a pair are necessarily created at the same time, 
coincidences due to FWM photons also scale quadratically. However, noise 
photons (both Raman-scattered and SPM) are created independently, so 
coincidences due to noise photons scale as the product of the individual 
probabilities of generating a noise photon in each channel. Therefore, coincidences 
due to Raman-scattering scale quadratically in power, but coincidences due to SPM 
scale as ~𝑃𝑃4. Due to the different power dependence of entangled and noise 
photons, as power increases (attenuation decreases), the relative number of 
accidental coincidences due to SPM increases and concurrence decreases. This 
effect is particularly noticeable in Channels 29/33, the channels that are least 
detuned from the pump channel (31) since these channels are most susceptible to 
leakage of SPM-broadened pump photons. See Ma et al.6 and Morosova et al.7 for 
more details on the statistics of photons created by FWM, Raman scattering, and 
SPM. 

The concurrence is shown for each channel pair as a function of DSF temperature 
with a pump attenuation of approximately 12.5 dB in Fig. 3. Once again, the error 
bars are calculated from the standard deviation of the concurrence for each of the 
10 runs at that power and temperature. The average concurrence for all channel 
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pairs increases from 0.74 to 0.79 as the temperature of the DSF is decreased from 
+20 to ‒86 °C due to a reduction in Raman-scattered photons. This is in agreement 
with previous reports17–24 of reducing the number of Raman-scattered photons by 
cooling the DSF. 

 
Fig. 3 Concurrence as a function of temperature for the pump power that results in 
maximum concurrence (i.e., ~12.5 dB). The average concurrence for all channel pairs 
increases from 0.74 to 0.79 as the temperature of the DSF is decreased from +20 to ‒86 °C due 
to a reduction in Raman-scattered photons. 

3.2 Measure the Coincidence-to-Accidental Ratio 

To perform CAR measurements, start by physically disconnecting the fibers from 
the PAs and connecting the EPS output channels directly to the CPDS. As described 
in Section 2.3, ensure that the appropriately correlated channel pairs are used when 
connecting the EPS to the CPDS. Prior to connection, make sure to follow the fiber 
cleaning procedures described earlier. Next, adjust the freezer temperature to the 
desired temperature. Here, the freezer was only set to two different temperatures: 
+20 and ‒86 °C.  

For CAR measurements, we chose to not take measurements for channel pair 29/33 
for two reasons. First, the concurrence values determined by tomography clearly 
showed that Channels 29/33 have the lowest entanglement quality. Therefore, 
further investigation of those channels was not necessary. Second, preliminary 
measurements of Channels 29/33 showed significantly increased singles count rates 
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in agreement with our hypothesis that the drastically reduced concurrence of 
photons in Channels 29/33 is due to the presence of SPM-broadened pump photons. 
Because of these very high count rates at the powers used in this report, we chose 
to not perform CAR measurements in Channels 29/33 to prevent damaging the 
SPDs in the CPDS.  

Now open the EPA software on the laboratory computer. Follow the steps mentioned 
in Section 2.3 to identify all devices, initialize the EPS, scan the detector gate phase, 
and synchronize the detectors. Next, set the EPA light setting to the desired value. 
For the CAR measurements described here, we varied the light setting from 2800 to 
3600. Once again, record the power displayed on the EPS for each light setting 
entered in the EPA software. We used a lower power range for the CAR 
measurements than for the tomography measurements in order to characterize the 
EPS over a wider range of input parameters. CAR measurements can be performed 
much faster than tomography since count rates are greater (because no PAs are used) 
and only one measurement is required (instead of 36). Performing tomography at 
powers as low as 2800 would have taken an impractically long amount of time to 
achieve a sufficient number of counts. For example, we used 109 detection gates (20 
min) per CAR measurement for the lowest power data points (i.e., for a light setting 
of 2800) to obtain a sufficiently high number of coincidences. To perform 
tomography with the same number of gates per measurement would take 12 h per 
individual tomography. Performing tomography 10 consecutive times per data point 
as we did here would have taken 5 days. 

Next set the number of gates to the desired amount and press the “measure” button. 
Recall that the number of gates should be set to ensure that at least 1000 
coincidences are detected. When clicking “measure,” the CPDS measures the 
number of single counts for both detectors, coincidences, and accidental 
coincidences for the set number of gates, and the EPA software displays the results. 
All measurements must then be recorded manually, including the light setting, 
power on the EPS front panel, and measurement results (singles, coincidences, and 
accidental coincidences). Record the measurement results for each power setting 
and then repeat the process for all remaining correlated channel pairs at the same 
temperature. Finally, repeat all of the steps for each temperature.  

The CAR is shown for each channel pair as a function of attenuation at +20 and  
‒86 °C in Figs. 4(a) and (b), respectively. For both temperatures, the CAR is 
maximized for a pump attenuation of approximately 14 dB and then decreases as 
the power is increased. Similar to the tomography results described in Section 3.1, 
this indicates the presence of noise photons due to SPM-induced broadening of the 
pump. For both temperatures, Channels 28/34 achieve the highest CAR, followed 
by Channels 27/35 and then Channels 26/36. The maximum CAR for Channels 
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28/34 increases from 15.1 at 20 °C to 23.4 at ‒86 °C due to the decrease of Raman-
scattered noise photons. 

 

Fig. 4 CAR as a function of pump attenuation when the DSF is stored at (a) +20 °C and (b) 
‒86 °C. The CAR is greater when the DSF is stored at ‒86 °C due to a reduction in the amount 
of Raman-scattered noise photons. Error bars are calculated from the standard deviation of 
10 consecutive measurements and are smaller than the point size in some cases due to the large 
number of counts per measurement. 

4. Conclusion 

Quantum network users require intimate knowledge of their EPS performance, the 
types of noise photons that are output by the source, and the regimes that their 
sources must be operated in to maximize entanglement quality. In this report we 
described a method to characterize the behavior of the NuCrypt entangled photon 
distribution system as a function of temperature, power, and frequency. We 
analyzed the entangled source performance by performing quantum state 
tomography, by calculating the concurrence of the quantum state output by the EPS, 
and by measuring the CAR of light output by the EPS. We found that noise photons 
due to Raman-scattering and spectral broadening of the pump caused by SPM 
significantly reduce the performance of the source in certain operating regimes.  

To reduce the amount of Raman-scattered noise photons and to therefore increase 
the entanglement quality of photons output by the source, we showed that the 
dispersion-shifted fiber in which the photons are generated should be cooled to the 
lowest temperature possible (‒86 °C for the freezer used in our lab). The number 
of Raman-scattered photons could be further reduced by cooling the DSF to even 
lower temperatures, for example by submerging the DSF in liquid nitrogen as 
opposed to using a freezer. In addition, we showed that the pump power should also 
be reduced to minimize the relative amount of SPM photons output by the source, 
further increasing the entanglement quality. While lowering the pump power does 
indeed increase the entanglement quality, there is an inherent trade-off of a reduced 
transmission rate of entangled photon pairs for lower pump powers.  
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List of Symbols, Abbreviations, and Acronyms 

ARL Army Research Laboratory 

CAR coincidence to accidental ratio 

CC coincidence-counting electronics 

CPDS correlated photon detection system 

DEVCOM US Army Combat Capabilities Development Command 

DSF dispersion-shifted fiber 

EPA Entangled Photon Analyzer 

EPS entangled photon source 

FWM four-wave mixing 

InGaAs indium gallium arsenide 

ITU International Telecommunication Union 

MLE maximum likelihood estimation 

PA polarization analyzer 

PBS polarizing beam splitter 

PC polarization controller 

SPD single photon detector 

SPM self-phase modulation 

USB Universal Serial Bus  

μW microwatts 
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