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Mostly not incorporated into IT security systems. Increasing connectivity to IT systems

OT differences: specialized often proprietary systems, often embedded code, some with limited 

bandwidth & power, often owners lack ability to inspect source code 

OT limited or lacking: software assurance tooling, cybersecurity monitoring, control coordination 

with intrusion protection systems, analyses of IT system connections impacts both ways, 

automated alerts when something wrong, alert monitoring, inspection, and fixes

OT, IoT, and AD: specialized hardware + software 

Operational Technology (OT)

Supervisory control and Data Acquisition Systems 
(SCADA, e.g., rail, pipelines)

Buildings and Physical Access Controls (e.g., HVAC, 
elevators, door swipe cards)

Control or sense the physical world

(vs. IT systems manage data)

Distributed control systems (e.g., power, 
manufacturing)

Autonomous Devices as OT

Vehicles (cars, trucks, trains)

Robots (e.g., landmine handlers, 
environment discovery and manipulation, 

cleaners)

System moves and can operate 
without a human in the loop

Internet of Things as OT

Examples: Light bulbs 
controllable with apps, air quality 

sensors

Connect things to internet to 
capture data and send control

OT can be AD, IoT, both or neither

Images: 

* Drone Photo by Annie Spratt on Unsplash

* "Testing the SCADA train control system in a power substation in Queens. 10-23-2019" byMTA C&D - EAST 

SIDE ACCESS is licensed under CC BY 2.0.

* South Houston Nevada Water Plant: "scada" by sam_churchill is licensed under CC BY 2.0
* "File:KUKA Industrial Robots IR.jpg" by Mixabest is licensed under CC BY-SA 3.0.

* "USS Porter fires its Phalanx close-in weapons system." by Official U.S. Navy Imagery is licensed under CC 

BY 2.0.

*Govee Color LED Light Bulb, RGB Music Sync Dimmable Color Changing Bulbs A19 7W Equivalent 60W, 

Multi-Color Smart LED Light Bulbs for Party Holiday Bedlamp, Needed APP Control (Not WiFi) by shop8447 is 

marked withCC0 1.0.

* Greenhouse image: "20110419-RD-LSC-0206" by USDAgov is marked with Public Domain Mark 1.0.

* "Soft toy dog on a robot vacuum cleaner with Simon's Cat cartoon" bymarcoverch is licensed underCC 
BY 2.0.

* "Keolis and Navya Autonomous Shared Ride Vehicle" by Metro Atlanta Transit Productions is licensed 

under CC BY-SA 2.0.
* "See Spot Run — Dog vs. Robot" by jurvetson is licensed under CC BY 2.0.

https://unsplash.com/@anniespratt?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/operational-technology?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://www.flickr.com/photos/59595815@N03/48958809008
https://www.flickr.com/photos/59595815@N03
https://creativecommons.org/licenses/by/2.0/?ref=openverse
https://www.flickr.com/photos/32703995@N06/6378610937
https://www.flickr.com/photos/32703995@N06
https://creativecommons.org/licenses/by/2.0/?ref=openverse
https://commons.wikimedia.org/w/index.php?curid=9820288
https://commons.wikimedia.org/wiki/User:Mixabest
https://creativecommons.org/licenses/by-sa/3.0/?ref=openverse
https://www.flickr.com/photos/56594044@N06/39466649860
https://www.flickr.com/photos/56594044@N06
https://creativecommons.org/licenses/by/2.0/?ref=openverse
https://www.flickr.com/photos/185514373@N06/49062422971
https://www.flickr.com/photos/185514373@N06
https://creativecommons.org/publicdomain/zero/1.0/?ref=openverse
https://www.flickr.com/photos/41284017@N08/5680592885
https://www.flickr.com/photos/41284017@N08
https://creativecommons.org/publicdomain/mark/1.0/?ref=openverse
https://www.flickr.com/photos/149561324@N03/29529630767
https://www.flickr.com/photos/149561324@N03
https://creativecommons.org/licenses/by/2.0/?ref=openverse
https://www.flickr.com/photos/50389211@N02/37075832184
https://www.flickr.com/photos/50389211@N02
https://creativecommons.org/licenses/by-sa/2.0/?ref=openverse
https://www.flickr.com/photos/44124348109@N01/24734777053
https://www.flickr.com/photos/44124348109@N01
https://creativecommons.org/licenses/by/2.0/?ref=openverse
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• Software assurance (SwA) tooling and security frameworks for development and analysis

• Binary analysis and combining binary analysis with source code analysis is especially important to analyze 

these devices for software assurance

• Coordinated IT/OT security systems that identify systems’ cybersecurity and functionality should be 
monitored and problems identified and addressed

• Security analyses should consider physical dangers and privacy threats. E.g., due to bugs, hacking, or built-

in unwanted functionality any of the following could be issues: autonomous weapon firing, loss of critical 
services, fire, flooding, stalking, surveillance of journalist by a threatening government via IoT systems

OT, IoT, and AD: R&D Directions
The Software Engineering Institute has 
expertise relevant to these R&D areas.
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