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Topics

Drivers: 

Mission

Engineering and acquisition

Pathways: 

Software systems
AI

Framework: 

Secure, Adaptable, Resilient, and Capable (SARC) systems
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Drivers

Mission

• BMC2, kinetic and cyber

• Integrated / federated

• IoT/OT at scale

• Proliferated distributed enclaves

• Pervasive trustworthy autonomy

Systems Engineering, Acquisition, T&E

• Linear   IID with continuous T&E

• Emergent architecture   Architecture leadership

• Process compliance   Direct evidence

• Data lakes   Federated granular enclaves

• Unsafe integration   Resiliency-enabled scale
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Pathways

Software systems

• IID enabled through tools and evidence (5, 6)

• Direct evidence and metrics for rapid T&E (1, 7)

• Translucency in supply chains (1, 4 ,5)

• Managed architectures (3, 4)

• Design for security: software, cloud, enclaves (2, 4)

• Enabling cyber-physical and hardware security (2)

(1-7 identify SARC key technical ideas that support the pathways)

AI

• Trustworthiness and metrics

• Statistical / symbolic hybrids

• Learned symbolic

• Human / system symbiosis

• No labels and few labels

• Distributed analytic fusion


