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Spot the deepfake. There is exactly one deepfake.

(jarnegio Mellon Univ(‘rsity What are deepfakes, and how can we detect them? [[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
. . . ©2022 Carnegie Mellon University
Software Engineering Institute



What is a deepfake?

“Believable media generated by a deep neural network”

-- Mirsky and Lee (2020)

(Iarn(wgio Mellon lfnivvrsil_v What are deepfakes, and how can we detect them? [[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
Software Engineering Institute B ' B



Why should you care?

Accessibility

Automation

Scalability

THANKS TO
DEEPFAKES, SOON
WE WONT KNOL
VHAT'S REAL
ANYMORE. VIDEO
WILL BECOME
HE\ANIKGLESS.

I DUNNO,

\WEVE HAD PHOTOSHOP
FOR DECADES AND STAGED
PHOTOS FU‘R CENTURIES.

IT HASN'T MADE
PHOTOS MEANINGLESS.

Iy

THE. BOTTLENECK FOR FAKE
STUFF ISNT TECHNICAL.
THE BOTTLENECK IS
WILLINGNESS TO LIE.

|
"PEOPLE LYING' 15 A
VERY OLD PROBLEM.

I
IT'S A KNOWN EXPLOIT.

\

I GUESS TECHNICALLY
WE'VE BEEN ABLE TO
MAKE TEXT DEEPFAKES
FOR 5,000 YEARS,

MAYBE EA-NASIRS
COPPER INGOTS WERE
ACTUALLY FINE!

From xkcd.com (#2650)
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Deepfakes in Live Action
The Mandalorian's Luke SKywalKer | ;C.cin viros becpfake YouTuber wh

Lucasfilm Hires Deepfake YouTuber Who Fixed Mandalorian ...

scrutinized Bv VFx Artists Jul 26, 2021 — Lucasfilm Hired the YouTuber Who Used Deepfakes to Tweak Luke ... effects in

movies, but rarely do these videos lead to actual studio jobs.

The Mandalorian brought a younger Luke Skywalker to life using deepfake technology, and
now VFX experts have shared their reaction to the process

BY RACHEL LABONTE
PUSLISHED SEP 19 20

hitps:/fgizmodo.com » deepfake-lips-are-coming-to-du

Deepfake Lips Are Coming to Dubbed Films
May B, 2021 — For those who find reading a foreign film's subtities too distracting, movies are
often dubbed into different fanguages

(]arncg‘io, Mellon University What are deepfakes, and how can we detect them? [[DISTRIBUTION STATEMENT A] Approved for public release and uniimited distributon
) . X . ©2022 Carnegie Mellon University 6
Software Engineering Institute



villweiy B

n ok

Synthetic Voice Deepfakes

A The New Yorker
The Ethics of a Deepfake Anthony Bourdain Voice in
“Roadrunner”

The documentary “Roadrunner: A Film About Anthony Bourdain,” which opened in
theatres on Friday, is an angry, elegant, often overwhelmingly...

Jul 17, 2021

42 Vulture
Andy Warhol's Deep Fake Will Narrate His New Netflix ...

The Netflix docuseries looks to be a full-life biography, using the titular diaries as a
framing device. Warhol co-wrote the diaries with Pat...

Feb 27, 2022

https://iwww.fark.com » comments » How-Deepfake-tec...

'The Beatles: Get Back' shows that deepfake tech isn't ... - Fark
Dec 8, 2021 — How Deepfake tech was used on the Beatles "Get Back" documentary to make
the film look pristine, Paul look like he was still alive.

https://threatpost.com » Web Security
CEO 'Deep Fake' Swindles Company Out of $243K | Threatpost

Sep 4, 2019 — In the first known case of successful financial scamming via audio deep fakes,
cybercrooks were able to create a near-perfect impersonation of a ...
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Synthetic Avatars
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This Person Does Not Exist
Qo

Random Face Generator (This Person Does This Person Does Not Exist. Use this new plugin to add
Not Exist) unique Al-generated faces to your #AdobeXD project.

) Learn more and download the plugin:

Benerste rndom humon fece in Y.r':::,: ::1:\‘; t A poneraied fake person phoioe adobe . |y/2CKpr9

T ek hew W OO T e W wve2 ui O e
. n : - =
Messages
-
s
-

=

12:00 PM - Mar 29, 2019 - Hootsuite Inc.
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Deepfakes in Depth

the future of

the future of
life after death

https://www.forbes.com » barrycollins » 2021/01/04

Microsoft Could Bring You Back From The Dead... As A Chat Bot

Jan 4, 2021 — Microsoft has filed a patent which raises the intriguing possibility of digitally
reincarnating people as a chat bot.

https://www.businessinsider.com » Tech News » News

A man used Al to bring back his deceased fiancée. But the ...
Jul 24, 2021 — Aman used Al to bring back his deceased fiancée. But the creators of the tech
warn it could be dangerous and used to spread misinformation.
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How do we detect deepfakes?

Digital fingerprints

 Basic idea is humans
leave evidence of their
work (even in Al!)

e Human extracted vs. e
computer extracted
fingerprints
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Deepfakes and how can we detect them?

Deepfake The Art vs the Algorithm
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Post-processing — Why does this look bad?

The deepfake appeared on the hacked website of Ukrainian TV network Ukrayina 24
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Post-processing — Not a Deepfake

The examples shown are not deepfakes, and are not part of active
SEIl research. Images shown demonstrate post-processing and not
meant to be a representation of deepfake generation.
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Post-processing — Typical Result

Example of Post Processing Techniques not made with a Neural
Network.
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Post-processing — Isolation

Example of Post Processing Techniques not made with a Neural
Network.
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Post-processing — Color Correction

¢

&y

(Iarn(wgio Mellon lfnivvrsil_v What are deepfakes, and how can we detect them? [[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution

. . . © 2022 Ca Mell Univers
Software Engineering Institute e e ey

17



Post-processing — Color Correction

Example of Post Processing Techniques not made with a Neural
Network.
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Post-processing — Motion Tracking

Example of Post Processing Techniques not made with a Neural
Network.

Carnegie Mellon University
Software Engineering Institute

19



Post-processing — Compositing

Example of Post Processing Techniques not made with a Neural
Network.

Carnegio Mellon Univ(‘rsity What are deepfakes, and how can we detect them? [[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution
) . . ©2022 Carnegie Mellon University 20
Software Engineering Institute



Not photorealistic for a reason.

The deepfake appeared on the hacked website of Ukrainian TV network Ukrayina 24
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Spot the Deepfake — Celeb DF-2 Dataset
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Spot the Deepfake — Celeb DF-2 Dataset

4 \\ P

ACTOR, ACTIVIST & NOVELIST " & " LIVE
SEAN PENN ON HIS DEBUT NOVEL m

Sean Penn Author : )0 Stuf T

G A U.S. COMMITMENT TO THE DEAL WILL "STRENGTHEN AMERICA'S HANI AC360
£
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Spot the Deepfake — Celeb DF-2 Dataset
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Spot the Deepfake — Chris Ume - Metaphysics Al
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Spot the Deepfake — Chris Ume - Metaphysics Al

~ CHRISUME.COM

O

- — -
e .—‘ -
a4
- - &
-
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So we know what features we need to look for!

* Blending

« Color

« Focus

« Discontinuity

« Blinking

With >500k hours of video uploaded everyday, cannot rely on
expert human detection
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Deep neural network detectors

of dimension
(W,H, C, F)

+ W = Pixel width 9-0_-0.

« H = Pixel height I 7//‘ QX0 —
« C = Channel (RGB) B ‘ . ./

N
* F=Frame # ><
o

Hidden layers are w O ‘\ OUt?UtS
where machine - gi‘ O -0
extracts digital — X
fingerprints — \‘_‘ _‘

- real vs. fake  Inputs . Hidden

layers

This Photo byUnknown Authoris licensed under CCBY
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https://www.codeproject.com/Articles/1225385/How-do-Artificial-Neural-Networks-Learn
https://creativecommons.org/licenses/by/3.0/

Neural nets can do great when testing on in-distribution
data, but suffer greatly when data distribution ‘drifts’

Accuracy (%) of fine-tuned ResNet

Tested on
Data Set Celeb DF v1 Stylegan2 Stylegan3-t Stylegan3-r DFDC Pt. 0
CelebDF v1 99.1 44.2 44.2 44.0 51.2
c Stylegan2 24.1 _ 52.9 48.4 57.4
_g Stylegan3-t 16.7 69.7 96.7 84.0 7.0
GC) Stylegan3-r 16.9 68.0 89.0 _ 7.0
IC_E DFDC Pt. 0 68.1 57.4 57.5 57.5 88.7
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We need a pipeline! E.g.

Input Transform Classify Evaluate

Correct?

Image from Stylegan2
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False Positive vs. False Negative

Classified As

 False Pos. =
real image
classified as

True Positive False Negative fake

(b}
G
— « False Neg. =
—_ False Positive True Negative :
© 8 fake image
- . o
> classified as
< real
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Our approach: Deepfake Detection Pipeline (DDP)

End-to-End Process

Data » One Method = One Docker Image ~] Easily Digestable by
(read only) Stats Programs

;7‘ Riproduce ¢ - (e.g., .csv)
/ %‘ ANALYSIS
DATA * DATA M OUTPUT/WRITE!

* MODELING
COLLECTION PRE-PROCESSING (_‘ —] STORE
o Spe data o Ourput fofders Susninnise

raw data trainéval s TRAINING PREDICTING for madel resalts with TH,
and stare & Yran modél Use fully tranved P ey TN FP, PN
paramesers madel 1o mako predicred accurany, lod
0N L, peedictions on resulls Jrophys, et
hyper parameters anvval anddor
onval et nets

'
DATA CACHING DXAMPLE IMAGES Sun fhe with all model
VERSIONING MOre s0me seore saslh segaments arvd Log fikes
method specilic Sy with all i aegnenes,

wcLesaile

Prpracessing examplo parametorns, gous used,
s e takeny, model sed,
et data trained on

> pwemena o>
DDP is reproducible, portable, and modular
DDP’s backend is SEI’s Juneberry— a publicly accessible tool!

e
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The ever-present threat: generative adversarial models

Adversaries can
use our detector
results to make

Improved images {,.1.’;1:,7
that can better fool 1 i

the detector ._
S o
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https://www.hindawi.com/journals/cin/2020/1459107/
https://creativecommons.org/licenses/by/3.0/

In closing

Deepfakes are modern lies
« Scalable and automated

« They are an art
« But can benefit greatly from computer assistance

» Better detectors can directly lead to better
generators, leading to a multi-round game
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Spot the deepfake. There is exactly one deepfake.
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