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Executive Summary
Title: U.S. Army Adaptation to the Information Collection Environment: 2018-2025
Author: Major John Albert, United States Army

Thesis: The Army should adapt to the current information collection environment by favoring
active and high tempo counterreconnaissance while decentralizing deception to deny adversary
information collection.

Discussion: Adversary development of reconnaissance sensors, platforms, and networks has
substantively increased U.S. Army difficulty in protecting critical information. Robust adversary
reconnaissance systems have increased the accuracy and range of information collection while
improving the speed of information dissemination. The Army Operating Concept and Army FM
3-0 Operations emphasize the need to adapt to the changing reality of technically sophisticated
adversaries. In the near term, the Army should adapt to the current information collection
environment by favoring active counterreconnaissance solutions. Active solutions are better
suited to countering the advantages existing in adversary reconnaissance systems. Additionally,
the Army should adjust its organization to enable high tempo counterreconnaissance to occur.
Reducing organizational friction gives counterreconnaissance actions the opportunity to compete
at the same tempo as adversary reconnaissance systems. Finally, the Army should decentralize
and emphasize deception operations. Doing so increases battlefield ambiguity and degrades
adversary information collection in instances where the adversary reconnaissance system cannot
be denied outright.

Conclusion: Active and high tempo counterreconnaissance and deception operations represent a
framework for successful adaption to the challenge of the current information collection
environment.
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Preface

This paper attempts to develop a framework for short-term Army adaptation to the increased
threat extant in the current information collection environment. While technological
development and organizational change are uneven and continuous processes, it is probable that
the Army will enter combat with the forces and organizations currently existing in the near term.
In this paper, I assume that the Army will not undertake major reorganizations before 2025 as
service concepts such as the multi-domain battle concept are vetted, tested, funded, developed,
and deployed. Further, in this paper, I present the information collection environment in stasis,
that is, as a snapshot at this moment. In actuality, the constant struggle between reconnaissance
and counterreconnaissance make the information collection environment dynamic and varying
across operating environments. Finally, I have addressed counterreconnaissance from a unified
perspective. It is obvious that protecting data on a computer in Kansas and a vehicle position in
Poland require different protective techniques. However, I contend that the principles for
protecting both are the same. It is the information that requires protection.

I would like to acknowledge the help of my advisor, Dr. James Joyner, for challenging my
conclusions and helping me clarify and express my argument. Additionally, I would like to
acknowledge the assistance of Major Marco Lyons in providing insight regarding U.S. Army

future concepts.



“If we can make the enemy show his position...while concealing ours from him, we will be at
full force where he is divided” — Sun Tzu!

In the early morning hours of July 11, 2014, massed precision rocket fire from pro-
Russian separatists destroyed two Ukrainian mechanized battalions near the town of
Zelenopillya, Ukraine. The barrage lasted all of three minutes. > Rather than relying on
traditional ground scouts to gain the necessary targeting information, Ukrainian separatist forces
instead used electronic warfare and cyber-attacks to force Ukrainian forces to employ easily
intercepted cell phones for communication. The separatists were then able to use signals
intelligence and unmanned aerial systems (UAS) to identify and confirm Ukrainian unit
locations.® The brief, incredibly violent episode reinforces two important truths. First, inability
to protect friendly information leads to losing the ability to maneuver and survive. Second, if
relatively under-resourced forces such as these have such sophisticated capability, peer
adversaries are fully capable of gathering critical friendly information and using it to decisive
effect.

In response to the changed conditions, the United States Army has developed broad
concepts that seek to drive doctrine, organization, training, material, leadership and education,
personnel, and facilities (DOTMLPF) solutions. The 2014 Army Operating Concept offers mid
and long-range solutions that seek to enable land forces to continue to project offensive land
power into the middle of the century.* However, short term adaptations to the current
environment have not been clearly established. Acknowledging the difficulty Army units will
face in today’s operating environment, FM 3-0 Operations opens with an admonition for Army
and joint forces to adapt to the changed operating environment.> How does the Army approach
adapting to deny enemy information collection efforts in the current operating environment?

The Army should adapt to the current information collection environment by favoring active and



high tempo counterreconnaissance while decentralizing deception to deny adversary information
collection.

This study examines how the Army can adapt to counter adversary information collection
efforts. The Army term for measures taken to defy enemy reconnaissance and surveillance
efforts is counterreconnaissance. These activities fall into two categories: passive and active.®
The former involves activities taken on the friendly force to protect information, such as
applying camouflage to vehicle positions, whereas the latter involves activities taken on enemy
forces to protect information, such as fires to destroy an enemy observation post. This study will
assess current threat information collection capabilities across sensors, platforms, and networks.
Next, the paper will argue the Army should prioritize active counterreconnaissance adaptations
in lieu of focusing primarily on passive measures. The study argues that in an environment of
reconnaissance parity or deficit, the tempo of counterreconnaissance must be maximized through
reorganization. Finally, the study argues the need for using and decentralizing deception
measures to create counterreconnaissance effects.

Contemporary Information Collection Environment

Adversaries have developed robust, but uneven information collection abilities over the
past two decades. While traditional ground reconnaissance remains a primary concern for the
Army, new and improved sensor payloads, reconnaissance platforms, and communication
methods have increased the range and accuracy of collection and the speed of information
dissemination. Technologies previously reserved to a few great powers have diffused across
nation states and nonstate actors. Additionally, information collection can now occur at
significant range from the battlefield. The onward development of reconnaissance sensors,

platforms, and networks has not been not uniform or ubiquitous. U.S. counteractions remain



effective in many cases. However, overall development of reconnaissance capability has eroded
the ability of ground forces to avoid adversary contact and protect critical information.
Sensors

First, adversaries are employing sensor payloads with improved ability to collect critical
friendly information while resisting friendly countermeasures. Except for acoustic sensors, most
battlefield sensors focus on identifying changes in the electromagnetic spectrum across broad
categories measuring radio, heat, and light emissions that signify the presence of enemy forces.’
ATTP 3-34.39 Camouflage, Concealment, and Decoys lists nine categories of battlefield sensors:
visual, near-infrared, infrared, ultraviolet, radar, acoustic, radio, multispectral, and
hyperspectral.® Within each category, several sub-categories exist representing numerous
vectors to collect battlefield information. An exhaustive survey of all types of sensor payloads
would exceed the scope of this study. Further, states protect accurate information on the
capability of sensors to limit an adversary’s ability to develop countermeasures. To overcome
this difficulty, a survey of one type of radar, the battlefield surveillance radar, will serve to
demonstrate the capability change of sensor payloads across the spectrum of information
collection. Because a competitive export market exists across a range of state actors for
battlefield surveillance radars, capability information is publicly available as states attempt to
generate sales.

Battlefield surveillance radars detect movement or electromagnetic signatures of people
and equipment to identify enemy activity beyond visual range. The United States developed
battlefield surveillance radar in its ongoing effort to improve early warning of Soviet ground
formations massing along the central European border areas in the 1960s.  Early battlefield

surveillance radars had limited ranges and difficulty penetrating different types of terrain. A



1989 assessment of common U.S. and Russian ground-based surveillance radar highlighted the
system limitations. The American AN/PPS-5B radar could detect personnel at five kilometers
and vehicles at ten kilometers with an accuracy of twenty meters.” The common Soviet system,
the PSNR-1, could detect personnel and vehicles at comparable ranges with an unknown degree
of accuracy.!® These battlefield surveillance radars increased ground early warning several times
over traditional visual means. However, the radars still had to operate close to the forward edge
of the battle area and within enemy tube artillery range. This fact made them targetable when
either side employed the radars actively.

Modern battlefield surveillance radars have increased this capability significantly. The
current common Russian battlefield surveillance radar available for export, the Kredo-1E model,
can detect an individual human-sized target at fifteen kilometers and a tank at thirty-five
kilometers with an accuracy of ten meters while simultaneously tracking twenty different
targets.!! As long ago as 2006, the Iranians operated two battlefield surveillance radars. The
larger system, the 110-D, is able to detect an individual at eighteen kilometers and a heavy
vehicle at forty kilometers with an accuracy of ten meters.!> China’s latest version of battlefield
surveillance radar, the PL-02, is mounted on a wheeled vehicle platform and may be able to
detect targets out to eighty kilometers under most weather conditions.'> The improvement in
range and accuracy of modern battlefield surveillance radar challenges the Army to counter
effectively. The systems range limits the types of effects that can be brought against them and
their accuracy undermines efforts at deception and dispersion.

Additionally, battlefield surveillance radar technology has diffused across more nation-
states and threat actors. From its modest beginnings as a capability available only to the United

States and the Union of Soviet Socialist Republics, eighteen countries were marketing some



forty-two types of battlefield surveillance radar for export by 2010.'* Even non-peer state actors
can purchase systems that achieve parity with US capabilities. Though figures from most sales
are unavailable, U.S. and Dutch sales of battlefield surveillance radar show prices offered to
allies between $300,000 and $500,000 per radar unit for older models. '
Platforms

In addition to sensor payloads, reconnaissance and surveillance platforms have increased
in quantity and capability. Generally, they can be categorized along the domains of war in which
they operate: air, sea, land, space, and cyberspace. The development of capabilities allows threat
actors to act across domains in their reconnaissance efforts. The US was pioneering use of space
reconnaissance satellites for tactical operations in support of Operation Desert Storm.!® Today,
many nations are space reconnaissance capable with Iran joining the club, having placed its
fourth reconnaissance satellite into orbit in 2015.!7 Others can use commercially available
imagery to supplant a dearth of space-based reconnaissance assets. An operational example can
be seen in the public identification of an undisclosed US air base in the Jordanian desert. Using
publicly available information including satellite imagery, logistic contracts, and public affairs
statements, a non-state research team identified the base and its likely complement of air assets.'®
This low-end capability hardly existed two decades ago but holds tremendous promise as a
platform for information collection today. As with sensor payloads, an exhaustive survey of all
types of sensor platforms would exceed the scope of this study. Instead, a survey of
developments in unmanned aerial systems (UAS) will serve to demonstrate the changes in sensor
platforms. Unlike the case of battlefield surveillance radar in relation to the larger class of
sensors, UAS development cannot be claimed as representative of all platforms. In comparison

to cyber, UAS development has been mild, while in comparison with most ground platforms,



UAS development has been explosive. As such, the case of UAS falls about the median of cases
regarding reconnaissance platform development.

As with battlefield surveillance radars, the US led experimentation with UAS, employing
them for strategic reconnaissance missions with a variety of different sensor payloads during the
Vietnam era.!” However, it was Operation Desert Storm during which the US demonstrated the
utility of UAS in support of tactical operations. UAS reconnaissance platforms so bedeviled
Iraqi ground units that Iraqi soldiers surrendered on sight of the UAS rather than undergo the
probable bombardment that would follow in one instance.?’ The RQ-2 Pioneer, the most
common UAS employed for tactical reconnaissance at the time, could carry a variety of sensor
payloads for five to six hours out to a radius of 100 nautical miles.?! Additionally, the US was
almost alone in the ability to employ UAS as a reconnaissance platform.

UAS platforms have matured considerably. The MQ-9 Reaper, a common US
reconnaissance UAS capable of carrying armaments, has an endurance of twenty-nine hours and
a radius of 4,000 nautical miles.?? Capabilities previously held at the corps level, have been
spread down the command structure. The Brigade Combat Team retains a platoon of RQ-7
Shadow UAS, roughly a RQ-2 Pioneer equivalent.”® Adversary UAS development has increased
dramatically. A 2015 RAND study of Chinese UAS development identified UASs in various
stages of development and deployment from tactical to large, long-range reconnaissance
systems.?* China’s UAS capability has reached a point of development allowing it to compete
with the United States in the export market. For example, China has reached export agreements
with several nations for its Pterodactyl-1 UAS, an equivalent to the Predator.> As our enemies

in Iraq and Afghanistan have experienced, UAS development made protecting information more



difficult. The endurance and variety of payloads available to UAS erodes passive ability and
require extensive active efforts to support offensive operations.

On the smaller end, UAS have become more capable. The non-state actor ISIS has most
recently demonstrated this capability. During the operation to retake Mosul, Operation Eagle
Strike, ISIS adapted small commercial-off-the-shelf UAS to act as reconnaissance and close air
support platforms. ISIS managed over 300 sorties against coalition forces during one month of
the Mosul operation with limited friendly success in defeating the reconnaissance effort.
Traditional active measures had difficulty defeating the small UAS.

As with battlefield surveillance radars UAS ability has diffused to other states and threat
actors. A 2014 Rand study concluded over fifty countries managed UAS development programs
while over seventy countries had acquired UAS.?” In 2014, Russia alone activated fourteen
companies of UAS, pairing them with mechanized brigades.”® One assessment concluded that
China funded research and development across seventy-five public-private companies
developing UAS technologies.”” Adversaries across the range of capability can be expected to
effectively employ UAS as reconnaissance platforms.

Networks

Additionally, the explosive growth of effective communications has further complicated
the information protection efforts. Networks can be thought of as interacting layers categorized
as human, analog, and digital. Human networks represent the social quality of humans
interacting directly with one another through verbal and non-verbal language. Next, analog
networks include physical manipulations that convey information. Personal letters physically
written between individuals represent a very simple analog network as information is translated

from thought to letters through the physical medium of writing on paper. Manipulations of the



electromagnetic spectrum represent the high end of analog information network development.
While analog networks remain important and voluminous in the world, changes to digital
networks have catalyzed an adversary’s ability to pass critical information rapidly. Digital
networks employ non-physical manipulations to convey information. For example, computer
hardware does not need to be changed to execute different sets of non-physically coded
instructions. Digital networks enable fast and high-volume communications. Further, the low
cost and integration of digital networks and devices into daily life and across the world has
enabled their omnipresence. In addition to permitting increased reconnaissance as a platform in
the cyber domain, “the speed, volume, and ubiquity” of digital networks enable reconnaissance
assets to operate further from the traditional battlefield and to exist in areas not previously tapped
for reconnaissance. *°

The ability of a sensor or platform to collect critical information from a relatively great
distance from the battlefield has been mitigated traditionally by the difficulty with which the
collector must struggle to communicate the discovery to another element that can use the
information to advantage. The pervasiveness of digital networks has eroded that mitigative
characteristic. The US drove development and leads the world in the ability to pass large volume
communications to and from tactical echelons, primarily through satellites employing a mix of
analog and digital signal techniques.’! As adversaries attempt to copy this high-end ability, the
lower end of digital network power has opened for all to employ. In 2015, a US operation in
Libya was revealed and pictures distributed worldwide minutes after contact by an individual
with a camera phone and an internet connection.*> With military operations likely to occur in
and around populations, that occurrence is likely to increase. The volume of information that

can be shared by non-combatants is alarming. A 2017 RAND study noted that Twitter followers



posted 500 million tweets every day.*® In an interesting case, Libyan rebels executing an assault
on a Libyan government artillery position retrieved technical information from refugees in
Finland and England via a Skype conference call.>* Speed, volume, and ubiquity of networks
then, becomes a serious challenge to information protection efforts as traditionally non-military
capabilities can be leveraged to reveal and distribute critical information.
Adaptation to the Current Information Collection Environment

The current information collection environment seriously challenges the ability of US
land forces to protect critical information. In response, the Army must favor active
counterreconnaissance, even at the expense of some passive measures. Concurrently, the Army
must organize to maximize counterreconnaissance tempo. Both adaptations represent necessary
symmetrical responses to improved adversary information collection. Additionally, however, the
Army must respond asymmetrically, decentralizing and employing deception to increase
situational ambiguity.
Favor Active Counterreconnaissance

In adapting to the current information collection environment, the Army should prioritize
active measures above more familiar passive measures. However, the Army tends to think and
act in terms of improving passive measures. General Mark Milley, the Army’s Chief of Staff,
concluded soldier’s must, “employ every known technique of cover and concealment” to prevent
being detected and killed in future conflicts.*> The Army’s focus on passive measures can be
seen in adaptations already underway. Recently, 3™ Brigade Combat Team, 4™ Infantry Division
painted their tanks woodland green to better blend with the natural foliage during their
deployment in eastern Europe.*® Army units have also experimented heavily with managing

electronic signatures. As one Army officer recently noted, understanding principles of antenna
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theory, use of terrain masking, use of low power settings on radios, and understanding of radio
procedures could yield significant improvement in information protection efforts.’” All these
recommendations are effective but passive measures.

Beyond these low hanging fruits, however, passive measures struggle in denying the
robust reconnaissance systems of today. First, the increase in sensor capability challenge passive
measures ability to retain concealment. For example, camouflage netting is a robust and
common US passive capability. The Lightweight Camouflage Screen System (LCSS) breaks up
visual signatures, reduces infrared signatures, and scatters radar returns when employed
properly.*® Doing so addresses four of the sensor categories defined above: visual, infrared,
radar, and some multispectral. This is a robust passive capability. Alas, it counts for less in the
current environment.

Multispectral sensors that can tease out subtle differences in the electromagnetic
spectrum have become standard on the battlefield. Hyperspectral sensors that are capable of
differentiating types of materiel are becoming available. China has deployed several
hyperspectral sensors on satellites to overcome camouflage measures over the past decade.”
Camouflage netting struggles to match the variety of urban and suburban environments,
subtleties in changing vegetation, and loses much of its ability when movement is required.

Likewise, Chemical Agent Resistant Coating (CARC) paint provides a mobile passive
capability. CARC limits visual, near-infrared, and infrared signatures of friendly vehicles and
equipment.*® Again, this represents an important multispectral capability, but other signatures of
moving and operating equipment abound. Vehicles and generators create noise, show up on
battlefield surveillance radar more easily, and leave imprints in the ground visible to aerial or

satellite reconnaissance. This has always been so, but the ability of reconnaissance sensors to
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detect this activity, with greater accuracy, and from greater distance has increased the likelihood
of detection.

Further, passive adaptations struggle with the persistence of adversary information
collection capabilities, which enables their intelligence personnel to closely refine analysis to the
particulars of an environment. As seen in the example of the airbase in Jordan, a high
intelligence skillset is not required when reconnaissance assets are able to persistently collect
information in an area of interest. Eventually, the application of various reconnaissance sensors
and platforms will overcome the narrow band of protection provided passively. Through the
cyber reconnaissance platform, US Department of Defense information systems are scanned
millions of times each day for vulnerabilities.*! The asymmetry across cyber platforms is so
unfavorable, the concept of security through obscurity, or hiding online has long been
abandoned. In another example, the Iraqi Army attempted to address the dilemma presented by
US Army multispectral sensors during Operation Iraqi Freedom by digging in and camouflaging
their vehicles. This action reduced their infrared signature and allowed for application of visual
camouflage.*? The measure effectively fixed the Iragis in place and still failed to work. Despite
these passive measures, the dug-in forces were identified by persistent coalition aerial and
ground reconnaissance and subsequently destroyed.*

Additionally, passive measures create a counter-intuitive effect on friendly forces.
Because of the narrowness of passive measures, Army forces tend to layer them to create a
greater overall protection effect but in a manner which interferes with the Army’s preferred
operating method. FM 3-0 Operations notes that Army forces conduct successful land
operations when they, “seize, retain, and exploit the initiative by forcing an enemy to respond to

friendly action.”** To achieve this, Army commanders prefer high tempo operations that force
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an adversary to react continuously from positions of disadvantage. Passive measures may cause
the adversary to work harder to gain critical information, but also have a braking effect on
friendly tempo. Passive measures do this by inhibiting the flow of friendly information as
friendly forces take precautions to ensure the signature emitted does not give away critical
information. For example, adjusting to burst radio transmissions from continuous transmissions,
passively limits friendly radio traffic by consolidating all reporting and direction into short
‘burst” windows. The technique frustrates signal intelligence gathering and reduces radio
signatures. However, this passive measure limits information to and from command elements,
slowing the tempo of operations.

Active measures face challenges too, but their effectiveness is less diminished by the
development of reconnaissance systems. The primary challenge to active counterreconnaissance
comes from requiring the use of rarer assets to be effective. As sensors and platforms move
further from the battlefield, the ability to affect those systems is transferred from short range,
common assets to long range, less common assets. For example, if the Chinese PL-02 battlefield
surveillance radar is capable of an eighty-kilometer detection range, the counterreconnaissance
agent shifts to long-range rocket, aviation, or cyber fires. The cold war era systems all fell well
within tube artillery range. The responsibility for conducting the active measure shifts to higher
echelons, but the effectiveness of the active method remains comparable.

Active measures have proved more effective in the current information collection
environment. In invading Ukraine, Russian and proxy forces liberally employed electronic
warfare and air defense to deny Ukrainian aerial platforms and disrupt radio reports. In so doing,
the Russian and proxy forces acknowledged their inability to hide their forces passively and

embraced the blinding effects gained from active measures. Similarly, the Israelis are suspected
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of using cyber and electronic warfare assets successfully to disable Syrian air defenses during a
raid to destroy alleged Syrian nuclear facilities.*> Focusing on blinding Syrian radar
reconnaissance assets, the Israelis acknowledged their inability to hide aerial platforms passively
and employed the more effective active measures.

Beyond the generic application, active measures permit friendly forces to target
vulnerabilities in an adversary’s reconnaissance system, thus preventing collected information
from reaching the end user without having to defeat the entire reconnaissance system. A friendly
force need not smash every sensor, defeat every platform, or interrupt all networks if it can
interdict a vulnerability in the interaction of all three. Not all elements of the reconnaissance
system are equally robust. For example, most UAS models require active control from ground
stations or via a data link.*® This link may be attacked through electronic warfare, cyber, or
direct means in an attempt to sever control of the UAS. Without the control, the UAS platform
and sensor are denied the ability to collect critical information. In situations where the platform
is hard to counter, the sensor may not be able to withstand direct effects. For example, China has
been developing lasers since the early 2000s that blind friendly satellite optics without trying to
blast the satellite out of orbit.*’ In the digital realm, the denial of service attack remains an
effective tool at slowing or halting network communications with millions of short, efficient
attacks occurring monthly.*® If, joint and Army active air defense have difficulty, tracking and
engaging small UAS, attacking the sensor or network is still a viable option.*” The option to
target a vulnerability in the adversary reconnaissance system comes as an advantage of active
measures.

Further, active measures better address capability shortfalls of organization and

equipping. As humans with access to digital networks crowd the battlespace, the difficulty in
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protecting information passively increases. The US forces exposed by a camera phone and
social media account in Libya had no means passively counter the exposure of their critical
information. Active tactical cyber could have identified and possibly interdicted the
dissemination of the collected information. The Army is working the issue programmatically but
does not have solutions ready. In February 2018, the Army was training tactical cyber-
electromagnetic activity teams at the National Training Center.’® Called Expeditionary Cyber
Teams, the cyber counterreconnaissance agents should be able to provide awareness and reach
back for cyber capabilities to the tactical commander. In the meantime, units should move to
become more active on their own. 1% Brigade Combat Team, 4™ Infantry Division conducted an
experiment by creating a small cyber cell from soldiers assigned to the unit. Across an 18-month
period, the cell mined open source information on opposing force actors under simulation
conditions. Using the rudimentary techniques of trolling and geolocation features resident in
many software applications, the cell improved the brigade’s reconnaissance efforts influencing a
key maneuver decision and a counter-fire mission.’! Though these measures were
reconnaissance focused, application of active cyber measures in a counterreconnaissance role
could provide a similar advantage in the fight to protect information. The Army will have to
reflect this preference for active measures more generally to compete with the growth of
reconnaissance systems.
Maximize Counterreconnaissance Tempo

The increased range, capability, and communication capacity of adversary
reconnaissance systems do not present a dilemma to the Army in itself. Counterreconnaissance
systems with comparable capabilities exist across echelons and through the joint force. For

example, the PL-02 battlefield surveillance radar’s eighty-kilometer range is still within that of
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Army rocket artillery or joint fires. However, the changes to adversary reconnaissance ability do
present a tempo dilemma for counterreconnaissance. Tactical information can be collected far
from the battlefield, but protective measures capable of denying them may only exist at higher
echelons. The PL-02 may concern the brigade combat team, but the brigade combat team is
unlikely to have the fires or joint assets necessary to address the PL-02. The time taken to
receive and employ the countering asset, whether Army rocket or joint fires, is much slower than
that taken by the reconnaissance system to collect and disseminate friendly information. In the
current environment, a tactical commander will require higher assets to counter adversary
reconnaissance. LTG Gary Volesky, then Combined Joint Land Force Component Commander
for Operation Inherent Resolve noted, “it was common practice in 2016 for action at the lowest
tactical level to be directly supported by nationally and coalition sourced multi-domain
capabilities (e.g., ISR, information operations [10], cyber, electronic warfare [EW], military
deception and others)”.>> The difference in tempo between reconnaissance collection and
counterreconnaissance action compounds the challenge.

Additionally, counterreconnaissance systems begin with a tempo deficit. These systems
consist of sensors, platforms, networks, command and control elements, and
counterreconnaissance agents. A simple system could consist of a scout (platform) observing an
enemy scout using binoculars (sensor) communicating through a radio (network) to a platoon
leader (command and control) who directs a sniper (counterreconnaissance agent) to kill the
enemy scout. Fortunately, the same technological factors that have driven the development of
sensors, platforms, and networks for reconnaissance also help improve counterreconnaissance.
Improvements to systems help detect adversaries at increased ranges and pass that information

rapidly. Unfortunately, systems are rarely as simple as the example provided. The intervening
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echelons of command and responsibility slow the ability of lower level commanders to employ
assets. Thus, the counterreconnaissance tempo deficit is positively modified by technological
changes but slowed by organizational factors.

Because protecting information is naturally and organizationally slower than
reconnaissance systems, the Army should focus on maximizing the counterreconnaissance
tempo. The rate at which information denial efforts can respond and deny adversary
reconnaissance operations, more than demonstrating a bias for active measures, will determine
how successful the Army is at protecting critical information. Symmetrically countering the
improvements in sensors, platforms, and networks provides an opportunity for protective efforts
to compete with, if not upend, the reconnaissance advantage. The Army must align authority to
act, information, and the capability for counterreconnaissance systems to achieve a tempo
advantage in relation to reconnaissance systems. Improving tempo will require reorganization.
Army units at the division level and above should adapt two methods for increasing
counterreconnaissance tempo: delegating and integrating.

Delegating capability and authority is the simpler and more effective technique to
increase tempo. The idea of task-organization is a staple and common adaption to address
various adversary capabilities. For example, task-organizing short-range air defense capabilities
with tactical maneuver units increases tempo against small and medium aerial reconnaissance
platforms. The information, authority, and capability exist at a common, low level permitting the
protective activity to occur at the same or quicker tempo than the reconnaissance activity.
Recently, the Russian battalion tactical group has proven effective at increasing the tempo of
operations in the Ukraine by delegating previously centralized authority and capability to the

relatively low control of a battalion commander.”® By doing so, the Russian battalion tactical
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groups have been able to rapidly exploit battlefield reconnaissance. The strike at Zelenopillya
represents one such case. Delegating increases counterreconnaissance tempo to match the tempo
of reconnaissance operations by aligning authority, ability, and information at the same level.

Integration is more difficult to achieve but allows greater control with a nominal loss of
tempo. As opposed to delegation, integrated organizations may hold information, authority, and
capability at different echelons, but optimize processes across echelons to achieve tempo
enhancements. A good example comes from Operation Inherent Resolve. The Combined Joint
Land Force Commander, Lieutenant General Volesky identified that his multinational
headquarters would have to employ capabilities across the levels of warfare at the high tempo of
ground tactical operations. His headquarters attempted an integrated solution by optimizing
various staff functions across numerous echelons using federated trust mechanisms to integrate
tactical actions with national assets and authorities.>* This action increased the tempo of
operations to match slow, national level capabilities and authorities with the much more rapid
pace of tactical information. Integrating echelons for counterreconnaissance can have a similar
boost to tempo but will always be slower than organizations adopting delegation.

In pursuing maximal tempo through delegation and integration, the Army incurs risk of
overusing or misusing low provision assets. For example, cyber exploits are considered low
provision assets as they are thought to be few in number and have limited utility beyond their
initial use. Once the exploit is used, the adversary can study it and develop countermeasures.
Additionally, cyber exploits are difficult to build and are expensive. In 2015, only fifty-four of
430 million recorded cyber-attacks involved a zero-day exploit.>> Using a cyber exploit than, is
held at high level of authority, rarely delegated, and poorly integrated. This avoids the risk of

using the asset piecemeal for limited effect.
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However, military operations sit at the edge of a large change in the character of war.
Greater risk lies in tightly retaining control of counterreconnaissance measures for fear of their
loss or mis-provision. For cyber alone, massive change is anticipated. The Defense Advanced
Research Projects Agency has been working to develop artificial intelligence that detects
vulnerabilities and rewrites code at the speed of computers, not humans.’® One terrain feature
further, quantum computing promises to make classical computing irrelevant. The exquisitely
developed cyber exploit of today is heading the same direction as the horse cavalry. The risk
then, is not in using the asset, but in sitting on it until it becomes irrelevant.

Decentralize and Lean on Deception

Finally, favoring active measures and increasing tempo cannot fully counter the
ascendency of reconnaissance systems. Reconnaissance has a mass and price advantage.
Though this is hardly a uniform prospect, reconnaissance systems are more numerous and
cheaper than the information protection systems employed against them. The continued
development of small UAS is one such instance. In the fight for Mosul, ISIS employed
numerous small UAS at an estimated cost of $650 per unit.”” Meanwhile, the Army’s standard
short-range air defense missile costs about $38,000 per unit.’® While the Stinger may not be the
ideal choice to counter small UAS, it is the counterreconnaissance tool available. Recently, the
Russians claim to have used anti-aircraft missiles to defeat a swarm small UAS attack on one of
their airbases in Syria.”® As a solution, this is suboptimal and perhaps self-defeating to deploy
relatively few $38,000 missiles against relatively many $650 small UAS. More importantly,
even if active measures and high tempo can be achieved, reconnaissance systems will still retain

a mass advantage over counterreconnaissance measures employed against them.
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To accompany the symmetric responses above, the Army should lean on military
deception (MILDEC) to assist symmetrical counterreconnaissance in protecting critical friendly
information. A primary function of MILDEC is to assist information protection efforts.
Deception in support of operations security (DISO), “conveys or denies selected information or
signatures to a foreign intelligence entity (FIE) and limits the FIE’s overall ability to collect or
accurately analyze critical information about friendly operations, personnel, programs,
equipment, and other assets.” Famously, Operation Bodyguard, the Allied deception plan
surrounding the Normandy invasion, successfully influenced Nazi perceptions causing the
focusing of reconnaissance assets against the false invasion force. Thus, German reconnaissance
and surveillance was denied through manipulation and ambiguity brought on by MILDEC
activities. If reconnaissance cannot be denied through the symmetric application of
counterreconnaissance in the current information collection environment, MILDEC can help the
adversary deny his own effort through misapplication of the reconnaissance effort.

However, the ability of the Army to pull off a grand deception similar to Operation
Bodyguard is challenged by the same growth of information collection capability that challenges
information protection generally. The Marine Corps Operating Concept has noted that current
friendly social media discipline and routine operating procedures undermine U.S. ability to shift
adversary perceptions through deception.®® The administrative, logistic, personal, and military
signatures emanating in the buildup to a major operation would be nearly impossible to conceal.
Using the Operation Bodyguard example, General Patton’s fake army signature was sufficiently
“loud” to crowd out counter-indicators gained from the real Allied force massing in south west

England. Current reconnaissance systems are sufficiently robust to pick up the “noise” from the
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real invasion force and provide to the enemy commander a more complete picture of what is
really happening.

Instead of focusing on misleading the enemy to protect critical information, the Army
should focus on the less decisive effect produced by MILDEC: ambiguity. Ambiguity does not
rely on a single narrative that plays into an adversary’s preconceptions leading to his selection of
an incorrect course of action. Rather, using MILDEC for ambiguity locks the adversary into a
period of uncertainty. The ambiguity type of MILDEC seeks to create a temporary cognitive
advantage through confusion and distraction.®! Egypt did this at a strategic level leading into the
1973 war with Israel by announcing the illness and exhaustion of President Sadat following an
international conference. The act did not mislead Israeli leadership as to Egypt’s intent but
increased uncertainty and fed into Israel’s fear of crying wolf over a false invasion threat . Ata
lower tactical level the Army already employs MILDEC for ambiguity in the use of dummy
fighting positions, phony military vehicles, and employment of false minefields.

If a misleading deception is possible, then information protection efforts can deny enemy
collection efforts in the vein of Operation Bodyguard. However, as is more likely the case, if the
best MILDEC can offer is ambiguity, adversary information collection efforts can still be denied
in the aggregate. MILDEC depends on operations security (OPSEC) to help create cognitive
effects.®> When both components are present and effective, a rolling cognitive advantage is
created. OPSEC permits MILDEC to position assets for employment, which deceives adversary
reconnaissance, which assists further OPSEC, which assists further MILDEC. For example,
Hezbollah effectively used dummy bunkers positions to draw Israeli reconnaissance focus
leading up to the 2006 conflict between the parties. Effectively building a modern “Quaker

Gun”, the Hezbollah forces applied a simple deception scheme in the face of Israel’s
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overwhelming conventional reconnaissance dominance.®* Israeli forces lost momentum after
falling for the deception in initial tactical engagements. The ambiguity created by the dummy
positions was insufficient to mislead Israel completely but did buy time and space for
information protection efforts to be effective.

In maximizing the power of creating ambiguity through MILDEC, the Army must
decentralize authority for execution. FM 3-0 Operations notes tactical deception activities work
best when planned top down and should be executed by those echelons with significant resources
available to assign a deceptive effort.®> The manual designates the Corps as the most appropriate
echelon for executing tactical deception activities and relegates lesser units to employing OPSEC
measures including use of camouflage, concealment, and decoys. This is an accurate
proposition if a grand misleading deception is necessary. Unsynchronized deception efforts can
provide counter-indicators that awaken the adversary to the deception effort. However, if
ambiguity is the goal, counter-indicators may be harmless or even desirable. To create the
rolling protective effect desired, poorly synchronized, or unsynchronized efforts can create
sufficient ambiguity to initiate the desired MILDEC-OPSEC reinforcing effect described in the
paragraph above. The unsynchronized activities of Russian Internet trolls provide a non-military
example. Russia pays some of its citizens to interact online with U.S. and other foreign citizens
and agencies with the overall objective of increasing uncertainty within those nations.
However, it does not always try to synchronize the messaging of the multitude of real and fake
online personas. Attempting to do so would slow the tempo of response and make it easier for
foreign governments to clarify the purpose and method of Russian influence campaigns. The
volume of “noise” created by the Russian Internet trolls, even when misaligned, is sufficient to

create the necessary ambiguity. Just as friction develops inevitably from the levels of command
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through which information must pass, so to can ambiguity be created by permitting a freer hand
to all echelons to undertake deception in support of information protection.
Conclusion

The Army faces a steep challenge adapting to deny adversary information collection
efforts given the capability of reconnaissance systems across sensors, platforms, and networks.
Reconnaissance system advantage in range, accuracy, and dissemination speed require
symmetric and asymmetric responses. In this competition between reconnaissance and
counterreconnaissance, active measures will prove more useful than the passive measures that
have borne fruit in the past. Additionally, the Army must organize to increase
counterreconnaissance tempo to match that of reconnaissance systems. Aligning authority,
capability, and information through delegation and integration can improve
counterreconnaissance tempo to compete with the improved reconnaissance tempo. Still, military
deception will be required to provide an asymmetric advantage for traditionally symmetric
counterreconnaissance. Achieving ambiguity through MILDEC requires letting go of the tight
control necessary for grand misleading deceptions. Overall, employing the framework will allow
the Army to compete until long term technological, procedural, and organizational changes can

be developed that restore U.S. counterreconnaissance parity or advantage.
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