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Executive Summary
Title: Proposed Cyber Force Development Strategy
Author: Lieutenant Commander Nicholas E. Gurley, United States Navy

Thesis: In order to improve the nation’s cyber capabilities, this paper recommends a cyber force
development strategy.

Discussion: In late 2014, a team of active-duty cyber force personnel was soundly defeated dur-
ing a cyber operations exercise. The defeat caused cyber theorists to ask several questions, in-
cluding whether the military should step aside in favor of an all-civilian cyber force, whether it
was possible for the military to develop the culture required to find and retain the talent required
for an effective cyber force, and whether the military could even innovate in the cyber domain.
This paper introduces the challenges of the cyber domain, presents updated definitions of critical
cyber concepts, and shows that previous theories (especially maritime domain theories) are ap-
plicable to the cyber domain. The paper uses the Law of Armed Conflict to argue that the mili-
tary is the right choice for the nation’s cyber force. The paper proposes the development of a
framework to man, train, and equip the nation’s cyber force based on the success of the frame-
work used by the Navy Nuclear Propulsion Program. Additionally, the paper shows that the mil-
itary is the right choice to innovate in the face of high technology challenges, using the rapid de-
velopment of nuclear-powered ballistic missile submarines as a case study.

Conclusion: This paper reaches the conclusion that the nation’s cyber forces should be com-
posed of military personnel and presents a development strategy to properly man, train, and
equip the cyber forces of the future. Additionally, it explores the implications of the three op-
tions available to the nation at this critical time, arguing that the most efficient and effective way
to improve the nation’s cyber forces is to transfer responsibilities for cyber operations to one ser-
vice as opposed to continuing the current joint development path or attempting to develop a sep-
arate Cyber Service.
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Preface

[ selected this topic because I grew up with information technology. As a child, I participat-
ed in the explosive growth of the Internet as client programs such as America Online and Prodigy
took over the bulletin board computer systems, private networks linking users in regional markets.
As a young man, I built computer systems and networks, assisting in maintaining my school’s in-
formation network as a computer technician. I learned how to program, and designed front-end
user interfaces for website databases. The implications of these technologies occupied my thinking
for most of my life. However, it was not until I attended the Marine Corps University that I learned
how to engage in the academic debate surrounding these technologies. For this, [ am grateful.

It is important that [ state clearly that I am a Surface Warfare officer, with a nuclear propul-
sion sub-specialty, in the United States Navy. As such, | have a bias favoring the Navy’s nuclear pro-
pulsion program (NNPP). The reason for the bias is my personal experience, which has been over-
whelmingly positive. Not only did the NNPP teach me, as a liberal arts business administration ma-
jor, the intricacies of the hard sciences required to safely operate a nuclear propulsion reactor, it
also taught me how to learn. It taught me the importance of “technical leadership”. It taught me
how to train successfully. It taught me the importance of continuous improvement. More im-
portantly, the NNPP taught me how to apply these skills to a variety of other projects that grew into
passions. As a successful framework, the NNPP has more to offer the nation.

This paper would not be possible were it not for the guidance and assistance of Colonel
Gary Brown, United States Air Force (Retired) and Matthew Flynn, Ph.D. Additionally, Commander
Russell Evans, United States Navy, contributed significantly by providing an important and signifi-
cant perspective shift. Last, and certainly not least, this project would not have been possible with-

out the support and editing prowess of my wife, Anyika King-Gurley. Thank you.



On August 4, 2014, Andrew Tilghman published a story for Navy Times describing the
defeat of active-duty United States (U.S.) Cyber Command (USCYBERCOM) personnel by an
opposing team of reservists, who worked in the information technology field in their private sec-
tor jobs, during a cyber operations exercise. The article quoted an unnamed Capitol Hill staffer
who observed the exercise as noting the USCYBERCOM forces were “pretty much obliterated”
and “didn’t even know how they’d been attacked.”* The article brings to mind significant con-
cerns. Is the U.S. military capable of succeeding in a cyber conflict, or is it a job for civilians?
Is the culture of the U.S. military conducive to getting and retaining the talent necessary to create
an effective fighting force in the cyber domain? Is the U.S. military innovative enough to com-
pete in the cyber domain?

This paper proposes a cyber force development strategy in order to improve the nation’s
cyber capabilities. By implementing this proposal, the nation’s cyber forces will better meet the
nation’s requirements. Importantly, the cyber force will also become more efficient in its use of
resources while preparing for future cyber operations.

This paper is organized in eight sections. The first section introduces the challenging na-
ture of the cyber domain. Critical definitions are established in the second section. The third
section develops the concepts of cyber power, cyber warfare, and cyber forces. The fourth sec-
tion examines the question of whether the nation’s cyber forces should be a military or civilian
force. The fifth section proposes a method to organize the nation’s cyber forces. The sixth sec-
tion answers the question as to whether the military has the capability to innovate in the cyber
domain. The conclusion explores the implications of the proposed solution. Should the nation’s
cyber forces continue on their current path of jointness or should the nation seek a different solu-

tion?



The Challenging Nature of the Cyber Domain

In 1969, the U.S. Department of Defense (DOD) agency Defense Advanced Research
Projects Agency (DARPA) developed a survivable computer network, called the Internet: a per-
sistent information processing, retrieval, and storage system resistant to destruction. Initially,
only military and academic institutions had access to this system, partially because these institu-
tions had a near monopoly on high technology. By the 1980s, many private corporations were
using networked computer systems. Businesses introduced personal computers for use in the
home. By 1991, the British scientist Tim Berners-Lee developed the World Wide Web, making
the Internet easily accessible by the public. Over the past twenty years, the Internet has grown
rapidly. Based on an infographic published in July 2014, Google has indexed only 0.004% of
the Internet, requiring 200 terabytes of data. The implication of this amount is staggering, con-
sidering recent estimates that suggest the index contains more than 5 billion webpages.

Access to the Internet has also grown dramatically. In 1998, 42.1% of American house-
holds had a computer and 26.2% had Internet access in the home.® The early 2000s saw an ex-
plosion of growth due to less expensive computers and the rise of Internet-connected smart
phones. By 2013, 83.8% of American households had computers, with 74.4% reporting Internet
subscriptions.* As of November 2015, the proliferation of affordable devices and communica-
tion access points brought Internet access to 46.4% of the world, more than 3.3 billion individu-
als.> In other words, with nothing more than a smart phone, all of these individuals have access
to the cyber domain, with the capability to conduct cyber operations against a computer network.
In 1965, Gordon Moore, co-founder of Intel, a computer technology company, described an ob-

servation known as Moore’s Law in which approximately every two years, the number of com-



ponents on an integrated circuit doubles, with a resultant increase in processing power.® The im-
plication is that every two years, the capability of handheld computing devices will continue to
improve significantly, improving the cyber operations capability available to each technology
user. Much of this is proving true in cyberspace.

While clearly beneficial, the use of cyberspace is not without its problems. The first suc-
cessful challenge to the free information sharing on the Internet was the Morris worm, originally
intended to survey the size of the Internet in 1988. Due to an error in the program’s code, it cop-
ied itself on a target computer multiple times, eventually rendering infected computers useless.
Estimates place the economic impact at $98 million, mostly based on the cost in man-hours to
undo the damage caused by the worm.” This worm illustrates how a low barrier to entry to the
cyber domain resulted in a significant denial of service and brought down the early Internet. In
this case, the low barrier to entry was as simple as access to a computer on the Internet. In to-
day’s modern world, that barrier is lower: any person with a smartphone has the capability to
conduct cyber operations against an Internet-connected target. Additionally, the Morris worm
shows that nefarious motives are not a requirement to cause problems. Human error while de-
veloping software on an Internet-connected computer is enough.

Hackers executing modern cyber operations are purposeful and coordinated. Some have
economic objectives, others political or military. For example, in 2011, hackers conducted an
attack against Epsilon, a marketing company for major U.S. companies. The attackers success-
fully exfiltrated client personal information for several major companies including major finan-
cial institutions.® In 2007, pro-Soviet hacker groups targeted the government of Estonia, using a
Distributed Denial of Service (DDoS) to disrupt targeted networks for twenty-two days.® In

2004, the U.S. government discovered what it called the Titan Rain exfiltration, resulting in the



compromise and removal of sensitive military and industrial technology from infiltrated systems,
which included Lockheed Martin, NASA, and the Redstone Arsenal.’® More recently, discov-
ered in 2015, hackers, thought to be backed by the People’s Republic of China (PRC), compro-
mised the U.S. government Office of Personnel Management (OPM) for more than a year, result-
ing in the exfiltration of 21.5 million personnel records, including sensitive security-clearance-

related information for federal employees and military personnel.**

Most recently, hackers have
even successfully shown the ability to control flying airplanes and driving cars.*2

However, the types of cyber actions most concerning to security planners are those that
directly affect the physical domain. For example, in July 2010, unknown hackers infected Iran’s
Natanz nuclear facility with the Stuxnet virus, causing one-fifth of their nuclear centrifuges to
destroy themselves through the corruption of computer-driven control systems. The entire time,
the centrifuge diagnostic systems reported that they were functioning normally, even displaying
previous values recorded from the plant’s protection system."® The dangers related to this kind
of cyber action, which may have risen to the level of an attack due to the physical level of de-
struction, warrants concern by policy makers, especially due to the proliferation of locally and
remotely computer-controlled systems in power plants, hydroelectric dams, factories, and hospi-
tals. In the case of the Stuxnet virus, if the attack had been successfully attributed to another
state, Iran would likely have been within its rights to exercise self-defense.*

There are many additional challenges faced when operating in the cyber domain. Mat-
thew Crosston, Director of the International Security and Intelligence Studies Program at Belle-
vue University, discusses several of these while arguing for a cyber mutually assured debilitation

national strategy, including correctly identifying the attack’s origin, identifying the attacker, de-

termining if retaliation is the correct course of action, determining when the retaliation threshold



is crossed, and avoiding unnecessary escalation.”> William Goodman, advisor on defense issues
to Senator Patrick Leahy, analyzing cyber deterrence effectiveness, brings attention to additional
concepts including the wide range of effects that caused by a single tool (scalability) and the in-
stantaneous nature of a cyber attack (temporality).*® Doctrine provides even more challenges,
such as the concern that a friendly cyber action may damage current intelligence collections op-
erations, requiring at a minimum coordination with national, and allied, intelligence collection
agencies prior to conducting a retaliation.” As a result of these challenges, current cyber release
authority is likely not easy to receive. As Crosston notes, “the international community’s re-
sponse to evidence of direct governmental involvement in a cyber attack against another state

could very easily be to consider it an act of war.”*®

Reducing Cyber Confusion: Critical Definitions

It is important to identify clearly the terms used in this paper. Due to the complex nature
of the cyber domain, and the energetic academic debate surrounding the topic, there are several
confusing and competing definitions. This paper presents updated definitions for the terms cyber
domain, cyber warfare, and cyber attack. The purpose of the definitions is to better align the
concept of cyber warfare with physical warfare, making legal comparisons easier while reducing
the confusion surrounding cyber operations. Additionally, these terms will assist in developing
the mission of the nation’s cyber forces.

The first definition is the cyber domain. Doctrine calls this domain cyberspace, and de-
scribes it as consisting of “many different and overlapping networks, as well as the nodes (any
device or logical location with an internet protocol [IP] address or other analogous identifier) on

those networks, and the system data that support them.”*® Colin S. Gray, strategic theorist, pre-



fers the definition forwarded by Daniel T. Kuehl, information operations professor at National
Defense University: “Cyberspace is a global domain within the information environment whose
distinctive and unique character is framed by the use of electronics and the electromagnetic spec-
trum to create, store, modify, exchange, and exploit information via interdependent and intercon-
nected networks using information-communication technologies.” Kuehl’s definition is pre-
ferred to the doctrinal definition because it includes human use of the electromagnetic spectrum
to connect information technology networks wirelessly, which is a critical connector to consider
when discussing the cyber domain. For example, this is how Navy warships share tactical data
from organic sensors to create the Common Operating Picture used by carrier strike groups, fleet
commanders, and combatant commanders to understand the maritime situation. Not including
the electromagnetic spectrum in a definition of the cyber domain results in separating electronic
warfare-type operations and cyber operations, which increases confusion and introduces decep-
tive conceptual barriers when developing cyber power theories. This paper uses Kuehl’s defini-
tion. Additionally, it uses the terms cyber domain and cyberspace interchangeably for readabil-
ity.

The second definition is cyber warfare. Richard A. Clarke, White House security advi-
sor, defines it as “actions by a nation-state to penetrate another nation’s computers or networks
for the purposes of causing damage or disruption.”?* While Richard Stiennon, security industry
analyst, does not define it directly, he uses it as “two adjacent networked countries [engaged] in
network attacks concurrent with tanks rolling across their borders.”®* Both of these definitions
are unsatisfying, especially as they lump in all types of cyber activities, for example cyber espio-
nage, in the definition of cyber warfare. In fact, combining all types of cyber activities under the

rubric of cyber warfare is a theme of several definitions, including Amit Sharma, of the Ministry



of Defense of India, and Jeffrey Carr, cyber intelligence expert, who both use a definition based
in the theories of Sun Tzu, paraphrased as cyber warfare is winning a war without physical con-
flict.” In other words, many theorists use cyber warfare too broadly. Doctrine sidesteps this
problem by deigning to define cyber warfare, instead defining each type of cyber action separate-
ly and linking them under the umbrella term of Cyberspace Operations.** The problem with this
approach is that the term cyber warfare does not appear in the Cyberspace Operations manual at
all. This paper prefers the definition offered by Scott Applegate, cyber security analyst: “Cyber
warfare is the use of armed attacks in and through cyberspace as an extension of one nation-
state’s politics to impose its political will onto another nation-state.”” The importance of this
definition is its exclusion of cyber operations, such as cyber crime and cyber espionage, from
cyber warfare. Obviously, this definition excludes cyber warfare against non-state actors, such
as terrorist groups. This is no different from conventional warfare, which is the purview of na-
tion states. The use of this definition does not preclude the use of cyber force against a non-state
actor, but rather keeps the concept of cyber warfare in the same orbit as conventional warfare.
The third definition is cyber attack. The doctrinal definition of cyberspace attack is un-
satisfying, focusing on “denial effects” and “manipulation that leads to denial”, using effects-
based terms such as deny, degrade, disrupt, destroy, and manipulate.?® In this case, the doctrine
ignores concepts from the Law of Armed Conflict (LOAC), such as use of force and armed at-
tack, and results in overclassifying cyber actions as cyberspace attack. Applegate provides a def-
inition of cyber force, as a cyber action resulting in “physical damage, death, or injury, or threat-
ens the political independence or territorial integrity of a nation-state”.?’ The Tallinn Manual,
published in 2013, is the authoritative “non-binding document applying existing law to cyber

warfare” developed by the North Atlantic Treaty Organization (NATO) Cooperative Cyber De-



fense Center of Excellence.”® It makes a distinction between cyber force and cyber armed attack,
arguing that for a use of cyber force to rise to the level of an cyber armed attack, it must meet
additional requirements of “scale and effect”, the levels of which are in debate.”® However, once
a cyber action rises to the level of a cyber armed attack, the Tallinn Manual panel agrees that it
triggers the state’s right to self-defense.® This paper prefers a blend of the two descriptions,
therefore: cyber armed attack is a use of cyber force which causes the level of physical damage,
death, or injury, or threatens the political independence or territorial integrity of a nation-state, in
a manner for which the state would normally execute the right of self-defense if caused by a ki-
netic weapon system. This paper uses the terms cyber attack and cyber armed attack inter-
changeably.

With these terms clearly defined, it becomes apparent that cyber warfare is not a new
type of warfare. This clarity significantly reduces the confusion currently associated with con-
cept of cyber war. Additionally, it makes clear that cyber warfare is a subset category of possi-
ble activities in the cyber domain, completely separate from cyber espionage and cyber crime.
Cyber warfare should not be used as an umbrella designation encapsulating these two terms. Fi-
nally, clearly identifying this terminology is important when developing the mission of the na-

tion’s cyber forces as made clear in the following section.

Developing a Mission: Cyber Power, Cyber Warfare, and Cyber Forces
The purpose of this section is to develop the mission of the nation’s cyber forces, by dis-
cussing the concept of cyber power and the object of cyber warfare. Just as a nation uses a strat-

egy (ends) to develop a conventional military service (means) with specific capabilities (ways),



developing the cyber force requires developing their mission first. Interestingly, despite the per-
vasive claim that operations in cyberspace constitute a new type of warfare, it is actually a sim-
ple matter to view cyberspace operations using the concepts of maritime operations, suggesting
that cyberspace operations are not as exotic as they first appear.

To start, modern nations must understand cyber power as well as their traditional under-
standing of land and sea power. As Gray observed when discussing maritime strategy: “In ma-
jor conflicts between maritime and continental powers, each side must pursue a mixed strategy
embracing both land and sea elements.”®* In today’s world, connected by cyberspace, it is easy
to understand that future conflicts will require a strategy in which cyber elements feature promi-
nently with conventional methods of waging war. When discussing nation-state strategy regard-
ing cyberspace, theorists can view cyber power through the lens of sea power. In this analogy,
the cyber domain and the sea domain are the same. Sir Julian Corbett, strategic naval theorist of
much acclaim, observes the natural state of the maritime domain: “the normal position is not a
commanded sea, but an uncommanded sea.” This is also true of the cyber domain. As long as
an information network is connected to the cyber domain as a whole, it is exposed to the risk of
intrusion. This is the same as any bay connected to the sea. Therefore, modifying the maxims of
Corbett gives this truth: Command of cyberspace, therefore, means nothing but the control of
cyber communications, whether for commercial or military purposes.

It is just as important to realize that cyber power alone will not win wars. This is no dif-
ferent than attempting to use sea power or air power to win wars alone. Jakub Grygiel, interna-
tional relations expert, wrote, “A maritime power must have a strategic beachhead in the form of
allies or actual forces that put pressure directly on the territory of the land power.”* In other

words, in order to win conflicts, nations using cyber power must use it alongside traditional



methods of waging war. Therefore, drawing again from the maritime analogy, the cyber power
of a nation is its ability to use the cyber domain for military or commercial purposes and prevent
adversaries from using them.** Just as Gray argues that sea power influences a conflict’s out-
come through the strategic leverage of denying an enemy’s use of maritime lines of communica-
tion, cyber power influences outcomes of a conflict through the advantage of denying an adver-
sary nation’s use of cyber lines of communication.*

With an understanding of cyber power, it is possible to develop the object of cyber war-
fare. Again, using the analogy of warfare in the maritime domain, Corbett remarked “the object
of naval warfare must always be directly or indirectly either to secure the command of the sea or
to prevent the enemy from securing it.”*® Therefore, the overarching object of cyber warfare is
to directly or indirectly secure the nation’s cyber lines of communication and prevent adversaries
from doing the same.

With a clear definition of cyber warfare, an understanding of a nation’s cyber power, and
identification of the object of cyber warfare, it is possible to develop the missions of the nation’s
cyber forces. This paper develops four missions. Developing and defining the missions of the
nation’s cyber forces is critical because they are what drive the development of future capabili-
ties.

First, it is important to understand that Corbett did not want his theories applied to entire
sea domain; he understood the fallacy of statements like “the sea is all one.”®" Based on the pre-
ceding discussions regarding the challenges of the cyber domain, it is clearly not possible to de-
mand that our forces establish and maintain command of the entirety of cyberspace. It is not
technically feasible, at least with today’s technologies, and defeats the benefits of an infor-

mation-sharing global commons. Instead, quoting Corbett, “If the object of command of the sea
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is to control communications, it is obvious it may exist in various degrees. We may be able to
control the whole of the common communications as the result either of great initial preponder-
ance or of decisive victory. If we are not sufficiently strong to do this, we may still be able to
control some of the communications; that is, our control may be general or local.”® Therefore,
by applying the tenets of maritime warfare to the tenets of cyber warfare, it becomes clear that
the first mission of the nation’s cyber force is to directly or indirectly secure cyber lines of com-
munication in a defined operations area while preventing adversaries from doing the same. Dur-
ing a conflict, when cyber lines of communication are contested, this may require the use of
cyber attacks.

Second, it makes sense that the responsibility for defending military networks would fall
to the cyber force. The Department of Defense Information Networks (DODIN) construct de-
fines which military networks require defense. As of 2011, the DODIN was comprised of more
than 15,000 computer networks with more than seven million information technology devices.*
This is the second mission for the cyber force.

Third, when previously discussing the challenges of the cyber domain, there were allu-
sions to non-state hackers causing havoc in the cyber domain. However, the nation cannot ex-
pect military cyber forces to handle every network intrusion that occurs within U.S. borders.
Additionally, a nation’s military cyber force cannot legally investigate and prosecute every hack-
er. To this end, the government’s current lead agency for cybersecurity is the Department of
Homeland Security (DHS). Instead, it is more appropriate to identify critical infrastructure net-
works for military cyber forces to defend. DHS developed the Critical Infrastructure and Key
Resources (CIKR) Support Annex, which outlines the current government process to identify

critical infrastructure from all types of threat, such as terrorist attack, natural disasters, or cyber
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threats. The method outlined assigns responsibility to various government departments to create
a list of CIKR for specific sectors, such as “agriculture and food” or “defense industrial base.”*
Fourteen agencies develop CIKR lists for seventeen sectors.** Although this method may be ef-
fective, the number of agencies participating in this planning process reduces the efficiency. De-
fining CIKR via this process does not separate those critical infrastructures especially vulnerable
to cyber attack via a universally accepted categorization. The use of fourteen different agencies
results in fourteen different characterizations. Additionally, it is doubtful that the various agen-
cies have the requisite cyber experience, capacity, and resources to identify successfully the most
vulnerable critical infrastructure networks. To solve this problem, President Barack Obama is-
sued an executive order to improve critical infrastructure cybersecurity, requiring the Secretary
of Homeland Security to develop an objective standard in identifying critical infrastructure and
consult with the sector-specific agencies to develop a list of critical infrastructure vulnerable to
cyber threats.*? This executive order clearly defined critical infrastructure in terms of cybersecu-
rity and also centralized the identification of critical infrastructure networks. This executive or-
der identified critical infrastructure as “systems and assets, whether physical or virtual, so vital to
the United States that the incapacity or destruction of such systems and assets would have a de-
bilitating impact” on national security.** The centralization of critical infrastructure network
identification is likely to be both effective and efficient in identifying those most vulnerable to
cyber attack. However, although it requires the consultative development of a cybersecurity
framework, it stops short of assigning responsibility for the protection of vulnerable critical in-
frastructure networks. The current process, as defined by the CIKR Support Annex, identifies
different primary agencies responsible for various Emergency Support Functions (ESF) in the

case of a disaster or terrorist attack, but does not include provisions for a directed attack by an-
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other nation. As there is no specific Cybersecurity ESF, the Communications ESF is the most
appropriate category, which encapsulates functions such as Information Technology, Communi-
cations, and Emergency Services.** This category currently assigns the roles of coordination and
preparedness to three different agencies.” The lack of a cybersecurity ESF reduces the effec-
tiveness of the process when defending against cyber threats, and the use of multiple agencies
reduces the efficiency in terms of response. A military cyber force would have the experience,
capability, and resources to defend properly identified critical infrastructure networks successful-
ly. This paper advocates assigning military cyber forces responsibility for the protection of spe-
cific critical infrastructure networks identified by this process. For example, it would be inap-
propriate for a military cyber force to defend the network of a large retailer, such as Wal-Mart,
from a cyber attack. However, it may be appropriate for the cyber force to defend the New York
Stock Exchange network due to the implications to national security if the stock exchange com-
puter network was lost. It is certainly appropriate for the cyber force to defend a nuclear power
plant’s computer network due to the capacity for destruction if an adversary force compromised
the computer network. There are significant benefits to using military forces to defend these crit-
ical infrastructure networks. In the case of an adversary nation’s cyber attack, using military
cyber forces ensures the appropriate experience, capability, authority, and resources are available
immediately to mitigate the situation without the coordination required if the lead agency is non-
military. Similarly, if these critical infrastructure networks become targets of non-state cyber
operations, or state cyber operations not including armed attack, cyber forces could defend
against the intrusion and then hand off responsibility for follow-on investigation and prosecution
to appropriate authorities. It is a relatively simple matter to scale down operations. Just as in

physical domains, Title 10 of the U.S. Code (U.S.C) defines lawful military activity. As de-
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scribed by doctrine, the illegal activities of American citizens in cyberspace fall under the pur-
view of law enforcement agencies per Title 18 of the U.S.C.*® Similarly, cyber espionage falls
under the purview of agencies assigned under the Office of the Director of National Intelligence
per Title 50 of the U.S.C.*" Therefore, the third mission of the cyber force is to defend critical
infrastructure networks as defined by higher authority.

Finally, doctrine states that the Title 10 of the U.S.C. responsibilities of the armed forces,
relating to the cyber domain, is to “man, train, and equip U.S. forces for military operations in
cyberspace.”*® This task can be understood as “be prepared to conduct military operations in cy-
berspace.” This is the fourth mission for the cyber forces.

Taken holistically, the missions derived for the military cyber force align closely with the
current mission statement of USCYBERCOM, with the exception of protecting critical infra-
structure networks.*® Although USCYBERCOM’s mission statement is encouraging, this paper
advocates translating the military cyber force missions developed previously into clear tasks,
which will result in resourcing the cyber force appropriately. Therefore, based on the missions
developed previously, the tasks derived for the nation’s cyber forces are to directly or indirectly
secure cyber lines of communication in a defined operations area while preventing adversaries
from doing the same, defend the DODIN, defend critical infrastructure networks as defined by

higher authority, and be prepared to conduct military operations in cyberspace.

A Legal Argument for Military Cyber Forces

In the previous sections, this paper discussed the challenging nature of the cyber domain,

developed critical definitions, and established the mission of the cyber forces. This section en-
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deavors to answer the question of whether the nation’s cyber forces should be composed of mili-
tary personnel or civilians by proposing that a military cyber force is the best answer.

As opposed to discussing the merits of either group based on performance metrics, this
paper will approach this challenge from the legal aspects of conflict. Already, current U.S. legis-
lation excludes civilians from performing inherently governmental functions such as “protecting
and advancing” U.S. interests through military or any other action, which would include cyber
war.”® However, as opposed to using U.S. domestic law, this paper will examine the use of civil-
ians through the lens of the internationally recognized law of armed conflict (LOAC). The cyber
force will be involved in future conflicts, for which there are already established conventions.
Per the Department of Defense’s Law of War Manual, “the [LOAC] exists to protect combatants,
noncombatants, and civilians from unnecessary suffering.”*

In order to reduce the “evils of war”, the LOAC distinguishes between military forces
and civilians.®> However, the LOAC does not bar a specific category of person from participat-
ing in cyber operations.>® During conflicts, a nation’s armed forces have certain responsibilities,
and by executing them, receive certain rights. Similarly, civilians have certain responsibilities,
which when executed, grant them specific rights. Persons who fall between the boundaries es-
tablished by the definitions of armed forces and civilians, such as “private persons engaging in
hostilities”, or those “persons engaging in spying, sabotage, and similar acts behind enemy lines”
fall into the category of “unprivileged belligerents.”>* Unprivileged belligerents must face the
disadvantages of both combatant and civilian statuses without their benefits. The Tallinn Manu-
al concurs with these assessments.”

In order to participate in a conflict, an armed force must act based on a state’s authority.

A commander with the appropriate authority must be responsible for the armed force.>” The
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armed forces must have a “fixed distinctive sign recognizable at a distance” which separates
them from the civilian populace, generally through the wear of a military uniform.”® Weapons
must be carried openly.> Finally, the military force must enforce the LOAC when conducting
their operations.®® Members of the armed forces engaged in the conflict are subject to attack by
an enemy combatant, but they are also subject to the benefits of the Geneva Conventions when
wounded or taken prisoner. The Tallinn Manual agrees with these requirements, with a few ca-
veats. One, a minority of the experts who developed the Tallinn Manual state that the “sole
qualification of combatant status for members of the armed forces is status as members.”®* This
would grant cyber forces at a remote geographic location the same rights and responsibilities of
the military forces actually engaged in the conflict by virtue of their membership in the military.
Two, private individuals may be invited to fight for the nation (for example, the government may
enter into an agreement with a private company that has technical capabilities that the military
lacks) and, as long as the group’s behavior “makes clear for which party the group is fighting”,
they may be afforded combatant rights and responsibilities.®> Three, individuals of a group that
are participating in the conflict but are not a member of the parties of the conflict (for example,
hacktivist groups during an armed conflict) are considered unprivileged belligerents.®®* Military
armed forces are a nation’s traditionally accepted warriors. Using sanctioned military forces in
cyber warfare eases the legal requirements of conflict.

Furthermore, the LOAC protects civilians. They “must not be made the object of an at-
tack” as long as they take no direct part in hostilities.** The Tallinn Manual agrees, using the
example of a civilian group of “patriotic hackers”: once they take participate in cyber hostilities,
adversary forces may target them lawfully during the time of their participation in the conflict.®®

Additionally, while participating in the conflict, civilians do not receive protections exempting
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them from the adversary state’s domestic law; civilians who take part in hostilities may face a
trial and punishment by the adversary state.?® In other words, civilians retain significant protec-
tions as long as they do not participate in hostilities. Although the cyber domain creates a situa-
tion in which cyber forces are not required to geolocate with engaged armed forces, using civil-
ian personnel to engage in hostilities creates legal hurdles and inconsistencies, increasing the risk
of an adversary attack on civilian centers in their attempts to neutralize private individuals partic-
ipating in cyber hostilities.

There is a provision for civilians to act as a “person authorized to accompany the armed

forces.”®’

While civilians acting as cyber warriors provide support to military operations through
information technology, they would become subject to additional risks. Although they are not to
be made the direct object of an attack, they must accept “increased risk of incidental harm”
through their proximity to the armed forces, including accepting that a confused enemy may be-
lieve them to be combatants based on their location.?® In this capacity, they are entitled to Pris-
oner of War protections if captured.®® However, there is no “general license” to participate in
hostilities.”® In fact, commanders who authorize the use of personnel in this capacity run the risk
of later war crime prosecution for crimes committed by such civilian personnel.”* Although fea-
sible, the real risk is that opposing forces would reclassify these cyber warriors as unprivileged
belligerents.

While there is also the possibility of hiring third-party private individuals to conduct
cyber warfare, this is equivalent to hiring a mercenary. The Tallinn Manual describes the condi-
tions that would reclassify a private individual as a mercenary, causing them to become an un-

privileged belligerent: “special recruitment”, “direct participation in hostilities”, “desire for pri-

vate gain as a primary motivation”, “neither a national of a party to the conflict nor a resident of
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territory controlled by a party”, “not a member of the armed forces to a party to the conflict”, and
“not sent by another state on official duty as a member of its armed forces.”’? In other words, if
one nation hires a private corporation of computer experts in a country not party to the conflict,
all of the employees participating in cyber operations may be reclassified as unprivileged bellig-
erents, lose their civilian protections, and be lawfully targeted. It is easy to see that this would be
a possible accidental scenario if the nation turned to a civilian-only cyber force.

In conclusion, although the LOAC does not prohibit a category of person from participat-
ing in armed conflict, the legal protections offered to those categories differ greatly. As the
LOAC was designed to reduce the effect of war on the civilian population, using civilians in
cyber warfare is counterproductive. Using civilians confuses the legal framework and increases
the risk that civilians will be misclassified, resulting in the loss of their rights during armed con-
flicts. For a civilian cyber force located in a population center, it is even more dangerous. If
they should become lawful targets, it increases the risk of attack on innocent civilians co-located
nearby. In terms of conflict between nation states, an armed military force is the most familiar
and accepted method to conduct conflict. As a global leader modeling the desired behavior of
the rest of the world, and in the hope of reducing the suffering of civilians during conflict, the
best option for the U.S. is to use a military cyber force with established authorities, legal rights,

and responsibilities.

Organizing Cyber Forces: A Development Strategy
The focus of this section is the development of military cyber forces, charged with the na-
tion’s cyber defense and the requirement to prepare for offensive cyber operations. These cyber

forces should organize along familiar military lines. In other words, there should be two primary
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classifications of personnel including commissioned officers and enlisted personnel. Commis-
sioned officers, as the leaders, hold the authorities required to command their forces in conflict,
as required by the LOAC and agreed to by the Tallinn Manual.” Enlisted personnel, as cyber
force operators and technicians, are the actual warfighters, engaging cyber systems as ordered.
This section is not meant to develop conventional military network administrators, who enable
what doctrine calls “ordinary business operations” including “non-warfighting capabilities.” ™
They would be continue to be manned, trained, and equipped according to their service-specific
career development paths. There is a significant difference in the desired culture and perfor-
mance of cyber warriors, where traits such as creativity and initiative are highly valued, versus
network administrators, where a trait such as procedural compliance is more desirable. Civilian
personnel participate as well, in traditional capacities of government support and corporate con-
tractors. Government support personnel provide critical administrative and non-combat services,
while corporate contractors perform duties such as maintaining critical equipment and develop-
ing new capabilities. Throughout this section, this paper refrains from recommending a tactical
or unit organization for the cyber forces. Previously, the paper developed a recommended set of
cyber force missions; cyber planners can use those to design the organization appropriate to their
service. Instead, this paper proposes a framework for developing the cyber forces.

As one of the missions, the cyber forces are required to be prepared to conduct cyber op-
erations, which requires manning, training, and equipping. There is a lot of discussion revolving
around the type of personnel who will make a good cyber warrior, and whether or not the current
military culture is conducive to these individuals. Colonel Gregory Conti, Director of West
Point’s Cyber Security Research Center, writing with Colonel David Ramond, a West Point pro-

fessor, posits that the “ideal cyber warrior will possess a high technical aptitude, be a creative
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problem solver, and possess a hacker mindset that enjoys manipulating complex systems and
pushing technology in ways unintended by its designers.””> These are not the “biggest cavemen”
leaders of the traditional kinetic military branches.”® Writing with Colonel Jen Easterly, former
commander of the Army Network Warfare Battalion, Conti declares, “building the most effective
Cyber Command will require fundamentally changing military culture — specifically how we
think about networks and how we manage the talent that we need to leverage these networks for
warfighting effects.”’’

A culture very similar to the one that Conti desires for our nation’s cyber warriors exists:
the culture of the Navy’s Nuclear Propulsion Program (NNPP). The biggest difference is the
NNPP focus on procedural compliance to ensure nuclear propulsion reactor safety instead of out-
right creativity in using systems outside of the desires of the designers. However, analyzing the
structure of the NNPP provides an excellent framework for developing the nation’s cyber forces.

When manning the NNPP, there are two paths for new candidates to use. The firstisasa
commissioned officer, selected from a commissioning source such as the Naval Academy, Naval
Reserve Officer’s Training Corps (NROTC), or Nuclear Propulsion Officer Candidate (NUPOC)
program. All midshipmen, regardless of their program, are required to complete advanced phys-
ics and calculus courses regardless of their commissioning source to ensure that they are, at a
minimum, eligible for the NNPP’s selection process at the time of their commissioning. To be
clear, if a midshipman does not complete these hard science courses, regardless of their final de-
gree, they will not earn their unrestricted line commission in the U.S. Navy. Prior to their com-
missioning, if the midshipman has expressed interest in the NNPP (sometimes, when recruitment
is low, the Navy recommends promising candidates based on their technical aptitude), their rec-

ord is screened by Naval Reactors technical personnel. Midshipmen with acceptable records are
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flown to the Navy Yard in Washington, DC to perform face-to-face technical interviews with at
least two Naval Reactors engineers. Following completion of these hour-long interviews, which
include solving math and physics problems, discussing engineering concepts, and other probing
questions to determine technical aptitude and program compatibility, the midshipman receives an
interview with the Director of Naval Reactors, the four-star admiral in charge of the entire pro-
gram. From this interview process, selected midshipmen are obligated to the NNPP, and receive
a promissory bonus.” If serving aboard nuclear submarines, the new candidate heads directly to
Naval Nuclear Power Training Command (NNPTC) after graduation and commissioning. If
serving aboard nuclear aircraft carriers, the new candidate heads to a conventionally powered
surface combatant (such as a destroyer) for a little less than two years prior to reporting to
NNPTC. This serves to give the new officer a chance to develop leadership skills, learn more
about the organizational culture of their service, and develop professional warfighting skills,
such as driving and fighting a warship, prior to learning nuclear power.

For new Sailors desiring to enlist in the NNPP, they must first earn one of the highest
scores on the Armed Services Vocational Aptitude Battery (ASVAB) test. If a candidate does
not meet the requirements to enter the program solely based on the ASVAB, they can attempt the
supplemental Navy Advanced Programs Test (NAPT). A passing score, combined with the pre-
vious ASVAB score, allows them to enter the program. As of this writing, newly enlisted Sail-
ors in the nuclear program receive an entry bonus.”

This recruiting construct can be adapted to the nation’s cyber forces. Of course, in this
time of fiscal austerity, the question to answer is why is such a complicated construct required?
It is because careful screening of future cyber force leaders is required. On one hand, these lead-

ers will have access to technology with the ability to cause significant damage due to a simple
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user error (for example, what occurred with the Morris worm discussed earlier). On the other
hand, that same access, when coupled with the desired creative spirit of cyber warriors, may re-
sult in unintended consequences. As an example, Conti writes, “One downside of the hacking
ethos is the siren song of conducting unethical or illegal activities, particularly as one’s skills ad-
vance.”® Quality, not quantity, must be the manning directive for the nation’s cyber force. Sen-
ior leaders must vet candidate commissioned officers through an interview process, one that
preferably includes a technical demonstration process including practical validation of skills (for
example, using a computer simulation to demonstrate hacking, programming, or other relevant
skills) and determining aptitude to understand complex technical tasks. An interview with the
cyber force ranking officer is reasonable, and should focus on the personal leadership traits de-
sired for the cyber force, for example, integrity, initiative, creativity, morality, and loyalty. In
other words, if the initial interviews validate technical skills, the final interview ensures the can-
didate has the desired leadership ability and is compatible with the program’s culture. In 2014,
the U.S. Navy’s Fleet Cyber Command instituted the requirement for restricted line Cyber War-
fare Engineer candidates to interview with the Commander, Fleet Cyber Command prior to their
appointment.®*

Although a good start, a more robust process would provide better dividends in improv-
ing the quality of the cyber force. Additionally, using a process of sending new cyber officers to
the operational forces as trainee for two years would allow them to develop leadership skills
while improving their familiarity with the conventional forces, and may serve to improve the
conventional forces” understanding of cyber capabilities. Similarly, enlisted personnel must
meet the highest appropriate bar to enter the program. Senior leaders must not assume that a per-

son growing up around technology automatically has the aptitude to use it as required by the
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cyber forces following recruitment. A bonus structure would provide an additional incentive for
these candidates to join the military program instead of pursuing a cyber security job at a private
firm. Additionally, bonuses can help incentivize remaining in the cyber force following an initial
commitment. For example, current nuclear officer continuation pay bonuses are paid annually,
and in addition to other retention bonuses.®

The next major task in developing cyber forces is examining the training pipeline. Conti
writes that his cyber warriors will be highly educated, often with their own higher degrees and
additional industry certifications, who will expect their leaders to be just as technically compe-
tent. He describes a culture in which individuals “make every effort to answer their own ques-
tion before asking an expert.”® Once again, the NNPP provides a successful framework to emu-
late.

Officers attend Nuclear Power School at NNPTC, which offers a graduate-level educa-
tion during a six-month period. Subjects taught include the same subjects that enlisted students
receive, but at a greater depth.®* The instructors at NNPTC include senior enlisted personnel and
limited duty officers commissioned explicitly to teach the subjects required. Following theoreti-
cal training, students transition to a Naval Prototype Training Unit (NPTU) where they receive
additional theory and hands-on training at an operating reactor plant over the next six-month pe-
riod. In order to graduate, students must qualify on the reactor plant, practicing operations dur-
ing normal and possible casualty situations.® The entire process includes multiple comprehen-
sive essay-style examinations and oral knowledge demonstrations with qualified operators and
engineers. Once they report to their nuclear-powered ship, they must completely requalify,
which takes approximately four months before they are fully qualified to operate the reactor

plant. Officers receive an additional bonus upon completion of the training pipeline.®
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Enlisted personnel attend initial recruit training, also known as boot camp, prior to at-
tending initial in-rate instruction at NNPTC. Upon successful completion, students transition to
Nuclear Power School and complete a six-month program of collegiate level courses in the tech-
nical concepts required to safely operate and maintain a nuclear reactor. Similar to the officers,
they transfer to an NPTU to complete an additional six months of theoretical and hands-on train-
ing at an operational reactor. They must also qualify on the watch stations applicable to their
specialty prior to reporting to their ship. Once they reach their ship, they must completely
requalify as well.

The program is different from most programs in the military. Officers and enlisted per-
sonnel work together throughout the training program, often reporting to their first ships togeth-
er. The relationship between the two, while strictly professional, is often closer than that of any
other specialty (save the special operations forces) because of the deep respect earned by work-
ing together during the training and qualification process. Additionally, the program works dili-
gently to imbue nuclear operators with the culture required to safely operate nuclear reactors,
presented as the Nuclear Watchstanding Principles: Integrity, Formality, Ownership, Under-
standing, Teamwork, Anticipation, and Procedural Compliance. Finally, the continuing training
aspect of the program is significant. Throughout their careers, nuclear-training operators, both
officer and enlisted, while posted to a nuclear command, must complete a mandated amount of
training and pass monthly examinations to ensure their level of knowledge is maintained at the
level expected of a qualified operator. Failure to do so results in remediation, and if necessary,
disqualification and the requirement to requalify. Similarly, poor performance on casualty con-

trol drills may require remediation for an individual or an entire watch team. In other words,
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level of knowledge and satisfactory performance are critical to the success of the program. In
order to remain successful in the program, officer and enlisted operators must constantly learn.
The technical complexities of the cyber domain require the same level of training. As
Conti discussed, the enlisted personnel expect their leaders to be at least as educated as they
are.” The NNPP process ensures that this occurs. In order to meet this requirement, the cyber
forces must establish a complete training, qualification, and continuing education pipeline. The
initial training pipeline must be as long as required to teach the advanced technical concepts nec-
essary to compete as a cyber warrior successfully. It must filter out officers and enlisted person-
nel that fail to meet the established standards. Officers and enlisted personnel should attend the
schools together, which should include both theoretical and hands-on experience. Similar to the
NNPP, the cyber force training schools should recruit instructors from industry, commissioning
them specifically to teach cyber topics. Upon successful completion of the training program,
cyber warriors must requalify at their first operational command, demonstrating their level of
knowledge and understanding of operational concepts prior to receiving authorization to operate
cyber systems. Additionally, a successful by-product of the training program must be the inter-
nalization of the culture desired for the nation’s cyber forces. Already, the DoD Cybersecurity
Culture and Compliance Initiative drew directly from the NNPP to establish five “operational
excellence principles” for the DoD Cyber Enterprise.®® Military cyber forces should do the
same. Although this paper deigns to dictate the cyber force principles, perhaps a starting point
may be to focus on integrity, transparency, level of knowledge, questioning attitude, initiative,
and morality. As the cyber domain is constantly changing, a continuing training program is in
order. Importantly, these training programs should result in developing an appropriate level of

knowledge for cyber warriors to complete industry certifications, such as the Certified Infor-
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mation Systems Security Professional (CISSP) or Global Information Assurance Certification
(GIAC) Certified Incident Handler (CIH).

The final task is equipping the cyber force. Instead of using a narrow definition of
equipping and discussing acquisition strategies, this paper will offer the idea that equipping is
about developing the culture used to design, select, equip, and use the final technologies required
by the cyber force. The father of the Nuclear Navy, Admiral Hyman G. Rickover, developed the
engineering principles required to safely equip, operate, and maintain the nuclear propulsion
plants.®® He created a center of excellence at Naval Reactors, which allowed him to mobilize
expert engineers to help solve problems.*® Even today, if necessary, a nuclear-trained officer can
contact Naval Reactors and discuss a problematic component with an engineer who is familiar
with the component’s specifications, design, location on the ship, and recent problems through-
out the fleet.”> Naval Reactors also performs critical tasks as an inspection and continuous im-
provement agency, with the authority to perform quality assurance checks on any part of the
NNPP. Naval Reactors representatives are expected to randomly attend training at every point in
the training pipeline, observe significant operations or maintenance, perform audits of records, or
observe day-to-day operations. The goal of Naval Reactors is to maintain the high standard of
engineering excellence demanded by the NNPP. To do so, they retain the responsibility and au-
thority to do what is necessary to correct identified deficiencies.

For the cyber forces, developing a cyber center of excellence is a critical task. Employ-
ing cyber security experts, computer scientists, system engineers, cyber law experts, cyber theo-
rists, and cyber strategists would go a long way to developing a successful foundation for the
cyber force. Partnerships with private industry and technology corporations are also required,

especially when developing the initial technologies to fill current gaps in cyber capabilities. The
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ability of cyber forces to reach back to an expert to get an answer rapidly, especially in cyber
warfare where time is of the essence, is a critical capability that must be developed. Additional-
ly, cyber experts must be able to perform quality assurance checks on any aspect of the cyber
forces, and must have a feedback mechanism to correct identified deficiencies.

The purpose of this section was to propose a framework to develop the cyber forces. The
framework pioneered by the NNPP is unique to the Navy, recognized for its ability to “success-
fully manage technical systems,” and serves as an excellent starting point for developing the na-

tion’s cyber forces.*? Using it will improve the capabilities of the cyber force.

Rapid Military Innovation: A Case Study

This paper opened with a sobering portrayal of a cyber warfare exercise, begging the
question if it is possible for the nation to increase cyber capabilities rapidly. Using the develop-
ment of nuclear-powered ballistic missile submarines at the start of the Nuclear Age, this paper
will show that the military has the experience, resources, and ability to innovate high technology
solutions to new challenges.

On August 6™, 1945, the U.S. military successfully detonated a nuclear bomb over the
Japanese city of Hiroshima in an attempt to end the Pacific War during World War 1. On Au-
gust 9", 1945, a second nuclear bomb was detonated over Nagasaki. By August 15", 1945, Em-
peror Hirohito addressed his citizens by radio, announcing Japan’s surrender to the Allied forces.
World War Il was over, ushering in the Nuclear Age. Initially, the U.S. held the monopoly on
nuclear weapons. Unfortunately, by late August 1949, the Soviet Union successfully tested their
own nuclear weapon. Both superpowers now had the ability to destroy the other, and at the same

time, the rest of the world.
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As noted by Dr. Stephen McFarland, historian, the “atomic bomb blinded most people to
the classical rules of war and paralyzed their strategic thinking but presented a new type of
war.”® He notes that the most significant change was the increase in speed of warfare, in which
nuclear conflict meant “the next war might be over in minutes.”® The result was the concept
that “offense was no longer just the best defense; it was the only defense.”® Famously, the re-
sult was President Eisenhower’s New Look strategy, which used the nuclear weapon as a means
of deterrent. By threatening use of the nuclear weapon first, President Eisenhower wanted to
prevent a war from even starting.”® By the 1960s, this evolved into the strategy of mutually as-
sured destruction (MAD). The basic concept of MAD was in the event of a first strike attack
from an adversary, the defender would have the ability to launch a devastating counter-strike,
resulting in the complete destruction of both the attacker and defender. The hope of MAD was
that the cost of a first strike attack was too high, ensuring no superpower would use their nuclear
weapons lightly.

In order to maintain their relevance in the national defense strategy, as well as their asso-
ciated public funds, the three U.S. military departments sought to harness nuclear power. How-
ever, harnessing this energy source required developing solutions to complex technical challeng-
es. Leaders who desired to use this power in their own services needed to operationalize the
complex theories developed by physicists. Each of the military services embarked on their own
development programs in an effort to take advantage of the new power source. The Navy devel-
oped the nuclear powered propulsion plant for submarines and surface vessels and submarine
launched Polaris ballistic missiles.”’

Frank Wicks, writing about the Nuclear Navy, describes how Admiral Rickover com-

menced development of a nuclear propulsion system for use onboard submarines in 1946. Ad-
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miral Rickover identified military and civilian atomic experts and recruited them to his team. He
identified the need for civilian industry support, establishing Electric Boat Company, Westing-
house, and General Electric as the primary contractors. At a time when the primary calculating
tool was a slide rule, his team built two different prototype propulsion reactors and selected the
safest option vice the most powerful.®® As a result, the U.S. Navy launched and commissioned
the USS Nautilus (SSN-571) in 1954,

Similarly, Floyd Kennedy, retired U.S. Naval Intelligence Officer, writes about the sub-
marine-launched Polaris missile system developed by the Navy during the start of the Cold War.
The National Security Council (NSC) required a sea-based nuclear intercontinental cruise ballis-
tic missile (ICBM) in order to improve the nation’s nuclear deterrence and increase survivability
of the nuclear arsenal to preserve a second-strike capability. The Navy’s Special Projects Office
began a “crash program” to develop the system from scratch, drawing “the resources and the per-
sonnel necessary for this accomplishment ... from all corners of the Navy’s strategic research
and development community.”*® The weapon system was tested from the USS George Washing-
ton (SSBN 598) in 1960, less than five years after commencing the program. Kennedy writes,
“The Polaris program must rank with the space program of the National Aeronautics and Space
Administration as one of history’s most successful advanced-technology endeavors.”*®

As nuclear technology became central to world reality, the example of the development
of the nation’s nuclear-powered submarines carrying nuclear-tipped ballistic missiles shows how
the military was able to act quickly and responsibly to harness complex nuclear technology. In
fact, after more than 50 years, nuclear powered warships have steamed more than 151 million
miles safely.’®* The military, as demonstrated by the Navy, deftly used their resources and or-

ganizational expertise to develop the required culture of excellence and the corporate and civilian
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relationships required to harness nuclear technologies safely. The technical innovation and cul-
tural development required to operate in the cyber domain successfully are similar to the re-
quirements to develop nuclear reactors and ballistic weapons systems responsibly. This example
shows that military forces have the capacity, experience, and resources required to improve the

nation’s cyber capabilities rapidly.

Conclusion

The purpose of this paper was to propose a cyber force development strategy in order to
improve the nation’s cyber capabilities. To do so, the paper introduced the challenges of the
cyber domain, developed critical definitions, and then identified the missions the cyber force
would perform by examining the concept of cyber power and objective of cyber warfare. The
question of whether the nation’s cyber force should be military or civilian was resolved in favor
of a military cyber force. Using the NNPP’s framework as a guide, the paper recommended a
framework to meet future manning, training, and equipping requirements. Finally, using the case
study of the development of nuclear-powered ballistic missile submarines, this paper showed that
the military has the ability to develop highly technical programs rapidly and successfully.

As of this writing, the Department of Defense is using a joint construct for the armed
forces to operate in the cyber domain, through the establishment of USCYBERCOM. As a sub-
unified combatant commander under U.S. Strategic Command (USSTRATCOM),
USCYBERCOM is the military organization tasked to operate and defend the DODIN, conduct
full spectrum military cyberspace operations, and ensure freedom of action in cyberspace while
denying adversary access to the same.’® It is a joint structure, which means that each of the ser-

vices provides support to it. According to Clarke, it is a sub-unified command because, although
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“an integrated multiservice structure was agreed upon in principle”, many did not want to “make
the Space Command mistake again.”*® In other words, the military was initially unwilling es-
tablish a separate combatant command for cyber operations and devote significant resources
based on the experience of establishing a separate combatant command for space operations, and
disestablishing it due to a lack of need. Clarke argues that the government disbanded Space
Command in 2002 after “it had become clear that neither the U.S. nor any other government had
the money to do much in space.”*®* Unlike space operations, cyber operations have become in-
credibly important. Due to the unenthusiastic establishment of USCYBERCOM, and subsequent
attempts to expand its capabilities, there are organizational structure issues and inefficiencies in
capability development.

First, the joint structure appears to have significant issues. A July 2011 Government Ac-
countability Office (GAOQ) reported, “Cyber command and control is unclear and divided among
DOD components.” % More specifically, the authorities and responsibilities for cyberspace op-
erations are divided “among combatant commands, military service, and defense agencies” as
delineated by “several policy and guidance documents” which “sometimes conflict with each
other and remain unclear because of overlapping responsibilities.”**® Additionally, officials in-
terviewed for the GAO report “recognized that fully addressing the cyber capability gaps they
have thus far identified may take years to complete.”%’

Additionally, all four services are attempting to develop the technologies and capabilities
required to operate effectively in the cyber domain separately. Per Title 10 of the U.S.C., each
service must man, train, and equip their own cyber forces. In other words, each service would be
required to develop the framework, including the recruiting program, training pipeline, and cen-

ter of excellence discussed previously. Forcing each service to solve these issues on their own
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lacks efficiency and effectiveness in today’s fiscally austere environment. This joint structure
does not lend itself to military strengths, in particular unity of command that will pay training,
education, resources allocation, and finally operations benefits.

Looking forward, there are three options for the cyber force as it matures. One, it can
continue down its current path as a significant joint construct, similar to the U.S. Special Opera-
tions Command (USSOCOM). Two, the government can create a separate Cyber Service.
Three, which this paper advocates, is to assign the responsibilities for cyber warfare to one ser-
vice to improve command and control and reduce the resource requirements of a successful
cyber force.

In terms of the first option, USSOCOM, as a separate Combatant Command supplied by
all four services, is a successful joint construct. However, it was not an immediate success. Alt-
hough President John F. Kennedy ordered special operations forces (SOF) as early as 1961, who
performed admirably throughout Vietnam, they were not an immediate joint success.’® In fact,
the failure of SOF at Desert One, in 1980, revealed serious problems in interoperability.’® After
reform failures, Congress took action in 1986, resulting in activation of USSOCOM.*'® In other
words, it took nearly thirty years to integrate USSOCOM successfully. However, strong legisla-
tion was required. As noted in a RAND Corporation report identifying similarities between SOF
and the current state of the nation’s cyber forces, the services “failed to answer the needs of the
SOF community” regardless of the important capabilities that SOF brought to the nation’s mili-
tary.*** This remains a significant concern, as the failure of services to answer the needs of the
cyber community would likely manifest in poor promotion or command opportunities for cyber
warriors, a lack of budget allocation for the specialized training they require, and the failure to

develop and acquire the high technology required for cyber forces to operate. Unfortunately, a
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joint construct, without strong legislation to provide protection, allows these problems to occur,
as there is less ownership by the services, and an understandable reluctance to reallocate funds,
originally earmarked for a core competency, to a joint force. Although leaders can draw lessons
from the development of USSOCOM to improve the current joint construct, attempting to main-
tain the joint structure for the nation’s cyber forces is beyond the scope of this paper.

The second option, the creation of a new, separate Cyber Service, is also not palatable.
As discussed previously, the military services have the ability to develop the framework neces-
sary to recruit, train, and retain the desired cyber warriors of the future. It has the ability to de-
velop the culture that results in highly capable cyber forces. There is no reason to duplicate the
other functions that a military service must maintain to develop a separate Cyber Service (for
example, administrative, human resources, pay, housing, acquisition, security, recruit entry train-
ing, uniforms, regulations, and mortuary). It is doubtful that the government has any desire to
reduce the budget allotments of the other services to duplicate secondary capabilities. The other
problem is the amount of time required to create another service. Take, for example, the Air
Force. It was not created in a vacuum. It incubated in the Army for nearly twenty years, while
theorists and leaders determined how an independent air force would operate. Throughout
World War Il, it operated nearly independently from the Army as the Army Air Corps. This al-
lowed the Air Force to visualize the final structure and develop the critical cost and force esti-
mates needed to create independent force. In fact, the Air Force took steps to prepare for inde-
pendence as early as March 1946 through reorganization while still the Air Army Corps.*** Alt-
hough President Truman signed the National Security Act of 1947, which actually granted the
Air Force’s independence, it still took six months before the new Secretary of the Air Force was

sworn in. It was not until April 1948 that the President finally issued a “detailed statement of the
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functions of the armed forces” to reduce the turf issues that were still being fought to “a few core
issues.”**® The amount of confusion required to create a brand new Cyber Service cannot be un-
derstated, and the effect on the capabilities of the new Cyber Service as it attempts to work
through the issues of a new service cannot be overestimated.

The third option provides the most benefit in improving the nation’s cyber forces. In-
stead of a joint construct, and instead of a separate Cyber Service, this paper advocates for a sin-
gle established service to assume the Title 10 responsibilities for cyber operations. As a result,
instead of each service developing a formal cyber force capable of executing the missions dis-
cussed previously, each service should retain the information technology capabilities they have
already developed to operate “ordinary business operations.”*** Effectively, these capabilities,
and their supporting functions such as training, are already operating and maintaining basic com-
puting functions such as email, web browsing, file sharing, and database application use. Each
service would be responsible for basic security functions as well, such as patching computers and
conducting network audits. In other words, few changes would be necessary for the other ser-
vices to continue computer operations as normal, resulting in a significant cost savings for the
government as cyber force capabilities are improved.

With Title 10 responsibility, the identified service would receive funding appropriate to
man, train, and equip the cyber forces. The identified service would also be held accountable for
these requirements. This is important, as it provides a clear understanding of who is responsible
for ensuring the effectiveness of the cyber forces. Unlike a joint system, a single service entity
makes clear who deserves praise for successes and blame for failures.

Although the previous service in charge of cyber warfare prior to the joint structure was

the U.S. Air Force, this paper advocates for the transition of these responsibilities to the U.S.

34



Navy and Fleet Cyber Command. As discussed previously, the theoretical underpinnings of
Corbett’s maritime strategic thought apply easily to the cyber domain. The result of this implica-
tion is important, and is argued well by Robert Farley, of the Patterson School of Diplomacy at
the University of Kentucky. He notes, as a result of their view of maritime strategic thought, the
Navy “sees the potential for positive-sum interaction in cyberspace while also maintaining capa-
bilities for offensive and defensive action” based on their understanding that “in peacetime a
safe, regulated commons could provide positive-sum benefits for the community of nations, al-
lowing free, mutually beneficial trade and transit.”**> This view of the cyber commons is a con-
structive, positive view and is worth pursuing. Additionally, as shown previously, the successful
framework required to recruit, train, and equip cyber warriors, such as those desired by Conti,
can be created using the example of the Navy’s successful NNPP. As the Navy already has the
appropriate personnel policies to maintain the NNPP, it will take significantly less effort to cre-
ate the required framework required to man, train, and equip the nation’s cyber forces. Finally,
as shown by the nuclear-powered ballistic missile submarine case study, the Navy has success-
fully demonstrated the ability to develop a highly technical program with longevity and a history
of safety to solve significant strategic problems.

Although the cyber domain is challenging, the military has the ability, resources, and ex-
pertise to develop the required capabilities to secure the nation’s cyber lines of communications
while preventing adversary use, protect defense computer networks, and ensure the safety of the
nation’s critical infrastructure networks. Transferring responsibilities enshrined in Title 10 of the
U.S.C. for cyber warfare to the U.S. Navy will improve command and control, increase efficien-

cy in the development of a career path, increase effectiveness of a cyber center of excellence, and
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leverage institutional experience while developing a high technology solution to the challenges

of operations in cyberspace.
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Literature Review
The primary sources were selected based on their importance to the topic being ad-
dressed. As this paper is proposing the development of a military cyber force, many of the pri-
mary sources are joint military doctrine, government documents from the executive and legisla-
tive branches, and national security strategists.
In the section titled, “The Challenging Nature of the Cyber Domain,” the references were
used to demonstrate the size of the Internet, spread of Internet access, examples of recent cyber

crime and espionage, and difficulties operating in the cyber domain. The website used demon-
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strate the size of the Internet updates the size of the Internet on a daily basis. In terms of demon-
strating the spread of the Internet access, U.S. Census Bureau data over a period of 15 years was
used show the growth. It was augmented with a marketing report showing similar growth data
for the world. The selection of references demonstrating recent cyber crime and espionage were
magazine articles covering the specific instances, while the reference describing the Morris
Worm used a certification paper, selected for its conciseness. To demonstrate the difficulties op-
erating in the cyber domain, the primary reference was doctrinal, supported by additional aca-
demic research papers.

The section titled “Reducing Cyber Confusion” used references to define terms such as
cyber domain, cyber warfare, and cyber attack. The first definition used doctrine to introduce the
term, but selected Kuehl’s definition, endorsed by Gray, because of its inclusion of the human
use of the electromagnetic spectrum. The second term was defined using Applegate’s definition
as it clearly separates cyber warfare from cyber crime and cyber espionage, although doctrine
was reviewed. Doctrine does not currently define cyber warfare. Additional examples of this
definition were provided by scholarly articles and recent popular publications. The third term
was defined by blending Applegate’s definition with one from the Tallinn Manual, which is con-
sidered the authoritative document applying international law, including the law of armed con-
flict, to cyber warfare.

The section titled “Developing a Mission” used references to develop concepts such as
cyber power, the object of cyber warfare, and the mission of cyber forces. To develop the idea
of cyber power and the object of cyber warfare, this paper turned to the acclaimed Sir Julian
Corbett, whose seminal work defined the strategic use of naval forces. Viewing cyber power

through a Corbettian lens significantly reduces the confusion currently associated with the topic.
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Supporting references included works by Gray and Grygiel. When discussing the mission of
protecting critical infrastructure, the primary source was an executive order dedicated to improv-
ing critical infrastructure cybersecurity, supported by the Department of Homeland Security’s
Critical Infrastructure and Key Resources Support Annex. Finally, when discussing the require-
ment to man, train, and equip the cyber forces, doctrine and United States Code were used.

The section titled “A Legal Argument for Military Cyber Forces” used international law,
such as the Law of Armed Conflict and Geneva Convention, supported by the Tallinn Manual
and U.S. domestic law, to state the case for a military cyber force.

The section titled “Organizing Cyber Forces” used doctrine and publications by the U.S.
Department of Energy and U.S. Department of the Navy, supported by the Department of De-
fense Cybersecurity Culture and Compliance Initiative, Duncan’s biography Rickover, and arti-
cles authored Colonel Gregory Conti to demonstrate that the Navy Nuclear Propulsion Program
offers a successful framework upon which to base future cyber force development.

The section titled “Rapid Military Innovation” used a scholarly article by McFarland to
describe the challenges brought by the emergence of nuclear power. To describe the rapid and
successful development of the nuclear-powered submarine, this paper used an article by Frank
Wicks published in Mechanical Engineering. To describe the equally rapid and successful de-
velopment of submarine-launched ICBMs, this paper used a scholarly article by Floyd Kennedy.

The conclusion used Clarke and Knake’s popular Cyber War to describe the disestab-
lishment of U.S. Space Command as a separate unified command. To identify issues with the
current U.S. Cyber Command joint structure, this paper turned to the Government Accountability
Office and their report, Defense Department Cyber Efforts: DOD Faces Challenges In Its Cyber

Activities. To describe the delayed success of U.S. Special Operations Command, this paper
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turned to the Rand Corporation report The Other Quiet Professionals: Lessons for Future Cyber
Forces from the Evolution of Special Forces. In discussing the separation of the U.S. Air Force
from the U.S. Army, this paper used Boyne’s popular book, Beyond the Wild Blue. Finally, in
discussing the difference between the lens the U.S. Air Force views operations in the cyber do-
main when compared to the way the U.S. Navy views similar operations due to their maritime
past, this paper uses the views of Farley’s popular book, Grounded: The Case for Abolishing the
United States Air Force. His argument is based on the difference in views presented by the early
air power theorists (Douhet) versus the early sea power theorists (Mahan and Corbett).

Overall, the sources reveal a good mix of primary material and key reading material re-
lated to the topic. The mix also reveals the absence of the implication of this paper — that the
Navy is best suited to dictate military action in cyberspace. Expert cyber theorists have yet to
make this point. Yet, the analysis here, bolstered by an analysis of maritime power theory, raises
this key point. Moreover, what may be considered western-centric, for example, the Tallinn
Manual, underscores the point that treating the cyber domain as a global commons is central to
better understanding the challenges of operating in cyberspace. This idea, long established in
operations in the maritime domain, best signals that naval thought and theories may better clarify
the confusion currently associated with mitigating the challenges in cyberspace. Reducing the
push for jointness in the cyber domain will better focus efforts to understand and improve the

nation’s capabilities in cyberspace.
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