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441 G St. N.W. 
Washington, DC 20548 

October 30, 2019 

Congressional requesters: 

In fiscal year 2019, the federal government is expected to spend over $90 
billion on information technology (IT). However, as we have reported, IT 
projects have too frequently failed or incurred cost overruns and schedule 
slippages while contributing little to mission-related outcomes. As a result, 
we added “Improving the Management of Information Technology 
Acquisitions and Operations” to our high-risk list in February 2015.1 

We have reported that effective workforce planning is key to addressing 
the federal government’s IT challenges and ensuring that agencies have 
staff with the necessary knowledge, skills, and abilities to execute a range 
of management functions that support agencies’ missions and goals.2 
Further, we have noted that effectively implementing workforce planning 
activities can facilitate the success of major IT acquisitions.3 To this end, 
in November 2016, we issued an IT workforce planning framework that 
identifies four workforce planning steps and eight activities, including 
assessing gaps in competencies and skills, and developing strategies and 
plans to address those gaps. This framework is based on relevant laws 
and guidance issued over approximately the past 20 years. These include 
the Clinger-Cohen Act of 1996, the legislation referred to as the Federal 
Information Technology Acquisition Reform Act (FITARA), Office of 
Management and Budget (OMB) guidance, and the Office of Personnel 
Management’s (OPM) Workforce Planning Model.4 

This report responds to your request that we conduct a government-wide 
review of federal IT workforce planning efforts. Our specific objective was 
to examine the extent to which federal agencies have effectively 
implemented IT workforce planning practices. 

                                                                                                                       
1GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015). 
2GAO, IT Workforce: Key Practices Help Ensure Strong Integrated Program Teams; 
Selected Departments Need to Assess Skill Gaps, GAO-17-8 (Washington, D.C.: Nov. 30, 
2016). 
3GAO-17-8.  
4GAO-17-8. 
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To address the objective, we obtained the IT workforce policies and other 
workforce planning documents (e.g., workforce requirements and gap 
assessments) from each of the 24 Chief Financial Officers (CFO) Act of 
1990 agencies.5 We then analyzed these documents to determine 
whether they were consistent with the eight workforce planning activities 
identified in our November 2016 framework. We assessed each activity 
as fully implemented, substantially implemented, partially implemented, 
minimally implemented, or not implemented. Our review focused on IT 
workforce planning efforts at the agency level, including processes for 
maintaining visibility and oversight into component-level IT workforce 
planning. In addition, we interviewed cognizant agency officials to discuss 
their implementation of the workforce planning activities. See appendix I 
for a more detailed discussion of our objective, scope, and methodology. 

We conducted this performance audit from January 2018 to October 2019 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

 
For over 20 years, Congress has enacted various laws, and federal 
agencies have issued guidance, that call for agencies to perform 
workforce planning activities to help ensure the timely and effective 
acquisition of IT. These laws and guidance focus on the importance of (1) 
setting the strategic direction for workforce planning, (2) analyzing the 
workforce to identify skill gaps, (3) developing strategies to address skill 

                                                                                                                       
5The 24 major federal agencies covered by the Chief Financial Officers Act of 1990 are 
the Departments of Agriculture, Commerce, Defense, Education, Energy, Health and 
Human Services, Homeland Security, Housing and Urban Development, the Interior, 
Justice, Labor, State, Transportation, the Treasury, and Veterans Affairs; Environmental 
Protection Agency; General Services Administration; National Aeronautics and Space 
Administration; National Science Foundation; Nuclear Regulatory Commission; Office of 
Personnel Management; Small Business Administration; Social Security Administration; 
and U.S. Agency for International Development. 

Background 
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gaps, and (4) monitoring and reporting on progress in addressing skill 
gaps.6 For example: 

• The Clinger-Cohen Act of 1996 requires agency chief information 
officers (CIO) to annually (1) assess the requirements established for 
agency personnel regarding knowledge and skills in information 
resource management and the adequacy of such requirements for 
facilitating the achievement of performance goals; (2) assess the 
extent to which the positions and personnel at executive and 
management levels meet those requirements; (3) develop strategies 
and specific plans for hiring, training, and professional development to 
address any deficiencies; and (4) report to the head of the agency on 
the progress made in improving information resources management 
capability.7 

• The E-Government Act of 2002 requires the Director of OPM, in 
consultation with the Director of OMB, the CIO Council, and the 
Administrator of General Services to (1) analyze, on an ongoing basis, 
the personnel needs of the federal government related to IT and 
information resource management; and (2) identify where current IT 
and information resource management training do not satisfy 
personnel needs. In addition, the law requires the Director of OMB to 
ensure that agency heads collect and maintain standardized 
information on their IT and information resources management 
workforce.8 

• In 2010, OMB issued its 25-point plan for IT reform and outlined 
several action plans to build workforce capabilities, including 

                                                                                                                       
6An agency’s skill gap can manifest itself in a variety of ways. For the purposes of this 
report, a skill gap may consist of one or more of the following: a (1) “staffing gap,” in which 
an agency has an insufficient number of individuals to complete its work, such as a lack of 
contracting officers within its workforce; and/or a (2) “competency gap,” in which an 
agency has individuals without the appropriate skills, abilities, or behaviors to successfully 
perform the work, such as an IT workforce without up-to-date cybersecurity skills. This 
definition is based on the Strategic Human Capital Management High Risk Initiative’s 
definition of “skills gap,” as outlined in its July 2012 status report. This initiative was an 18 
month joint initiative launched in September 2011 by OPM and the Chief Human Capital 
Officers Council to address critical skill gaps in the federal government. Additionally, we 
use OPM’s definition of a competency which refers to the knowledge, skills, abilities, 
behaviors, and other characteristics needed by individuals to successfully perform their 
work or occupation. 
7Pub. L. No. 104-106, § 5125(c)(3) (Feb. 10, 1996), codified at 40 U.S.C. § 11315(c)(3). 
8Pub. L. No. 107-347, § 209 (Dec. 17, 2002), 44 U.S.C. § 3501 note. 
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capabilities for acquisition and program management.9 For example, 
the plan directed OPM to create a specialized career path for IT 
program managers. In addition, OMB stated that it would work with 
OPM to provide agencies with direct hiring authority for program 
managers. OMB also tasked agencies with identifying program 
management competency gaps and reporting to OMB on those gaps. 

• Subsequent to the 25-point plan, in July 2011, OMB released 
guidance for agencies to develop specialized IT acquisition cadres.10 
Among other things, this guidance required agencies to analyze 
current acquisition staffing challenges; determine if developing or 
expanding the use of cadres would improve program results; and 
outline a plan to pilot or expand cadres for an especially high-risk 
area, if the agency determined that such an effort would improve 
performance. 

• Further, in November 2011, OPM issued guidance for developing 
career paths for IT program managers.11 OPM’s career path guide 
was to build upon its IT Program Management Competency Model 
released in July 2011 by serving as a roadmap for individuals 
interested in pursuing a career in this area. In addition, the roadmap 
was to provide employees and their supervisors with a single-source 
reference to determine appropriate training opportunities for career 
advancement. 

• In December 2014, Congress enacted legislation commonly referred 
to as FITARA.12 Among other things, the law aims to ensure timely 
progress by federal agencies toward developing, strengthening, and 
deploying IT acquisition cadres consisting of personnel with highly 
specialized skills in IT acquisition, including program and project 
managers. Almost all of the 24 CFO Act agencies (other than the 
Department of Defense (Defense)) are required to update their annual 
acquisition human capital plans to address how they are meeting their 

                                                                                                                       
9OMB, 25 Point Implementation Plan to Reform Federal Information Technology 
Management (Washington, D.C.: Dec. 9, 2010). 
10OMB, Guidance for Specialized Information Technology Acquisition Cadres 
(Washington, D.C.: July 13, 2011). 
11OPM, IT Program Management Career Path Guide, (Nov. 18, 2011). 
12Carl Levin and Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal 
Year 2015, Div. A, Title VIII, Subtitle D—Federal Information Technology Acquisition 
Reform, Pub. L. No. 113-291, § 835 (Dec. 19, 2014), 41 U.S.C. § 1704 note. 
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human capital requirements to support timely and effective 
acquisitions. 

• To assist agencies in implementing the provisions of FITARA and to 
build upon agency responsibilities under the Clinger-Cohen Act of 
1996, OMB issued guidance to agencies in June 2015.13 In doing so, 
OMB directed agencies (other than Defense) to, among other things, 
(1) develop a set of competency requirements for staff, including 
leadership positions; and (2) develop and maintain a current 
workforce planning processes to ensure that agencies can anticipate 
and respond to changing mission requirements, maintain workforce 
skills in a rapidly developing environment, and recruit and retain the 
talent needed to accomplish their missions. Each agency is to conduct 
an annual self-assessment of its conformity with these requirements 
and develop an implementation plan describing the changes it will 
make. 

• The Federal Cybersecurity Workforce Assessment Act of 2015 
required OPM, with support from the National Institute of Standards 
and Technology, to establish a coding structure to be used in 
identifying all federal civilian and noncivilian positions that require the 
performance of IT, cybersecurity, or other cyber-related functions.14 
The act also required agencies, in consultation with OPM, the 
National Institute of Standards and Technology, and the Department 
of Homeland Security (DHS), to then utilize this coding structure to 
annually assess, among other things, the IT, cybersecurity, and other 
cyber-related work roles of critical need in their workforce. 

• In April 2016, OPM issued an update to agency chief human capital 
officers stating that it had recently revalidated the need to continue 
working to close skill gaps in certain government-wide high-risk 
mission critical occupations, including those in the cybersecurity and 
the science, technology, engineering and mathematics functional 
area.15 

                                                                                                                       
13OMB, Management and Oversight of Federal Information Technology, Memorandum M-
15-14 (Washington, D.C.: June 10, 2015). 
14Federal Cybersecurity Workforce Assessment Act of 2015, Pub. L. No. 114-113, Div. N, 
Title III (Dec. 18, 2015). 5 U.S.C. § 301 note. 
15https://www.chcoc.gov/content/closing-skills-gaps-strategy-reporting-and-monitoring 
(accessed June 24, 2019). 

https://www.chcoc.gov/content/closing-skills-gaps-strategy-reporting-and-monitoring
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• OMB released its Federal Cybersecurity Workforce Strategy in July 
2016.16 Among other things, the strategy cited the need for agencies 
to examine specific IT, cybersecurity, and cyber-related work roles, 
and identify personnel skills gaps, rather than merely examining the 
number of vacancies by job series. The strategy identified several 
actions that agencies could take to identify workforce needs, expand 
the cybersecurity workforce through education and training, recruit 
and hire highly skilled talent, and retain and develop highly skilled 
talent. 

• In July 2016, OMB issued updated policy for the planning, budgeting, 
governance, acquisition, and management of federal information, 
personnel, equipment, funds, IT resources, and supporting 
infrastructure and services.17 Among other things, OMB’s updated 
policy requires an agency’s chief human capital officer, CIO, chief 
acquisition officer, and senior agency official for privacy to develop a 
set of competency requirements for staff and develop and maintain a 
current workforce planning process. 

• Further, in September 2016, OPM updated its guidance regarding the 
annual submission of agencies’ mission critical occupation resource 
charts. These charts are to identify current staffing levels, staffing 
targets, projected attrition, actual attrition, and retirement eligibility in 
government-wide and selected agency-specific mission critical 
occupations.18 

While these laws and guidance focus on IT workforce planning, other 
broader initiatives have also been undertaken to improve federal human 
capital management. For example, we and OPM have developed human 
capital management models that call for implementing workforce planning 
practices that can facilitate the analysis of gaps between current skills 
and future needs. In addition, the models call for the development of 

                                                                                                                       
16OMB, Federal Cybersecurity Workforce Strategy, Memorandum M-16-15 (Washington, 
D.C.: July 12, 2016). 
17OMB, Circular A-130, Managing Information as a Strategic Resource (Washington, D.C.: 
July 27, 2016). 
18https://chcoc.gov/content/mission-critical-occupation-resource-charts-guidance-and-sub
mission-instructions (accessed June 24, 2019). The guidance states that it outlines 
existing human capital reporting requirements under 5 C.F.R. Part 250. 

https://chcoc.gov/content/mission-critical-occupation-resource-charts-guidance-and-submission-instructions
https://chcoc.gov/content/mission-critical-occupation-resource-charts-guidance-and-submission-instructions
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strategies for filling the gaps, as well as planning for succession.19 
Further, our Standards for Internal Control in the Federal Government 
stress that management should consider how best to retain valuable 
employees, plan for their eventual succession, and ensure continuity of 
needed skills and abilities.20 

Based on the aforementioned laws, guidance, and initiatives, in 
November 2016, GAO issued an evaluation framework to support the 
assessment of whether selected federal agencies are adequately 
assessing and addressing gaps in IT knowledge and skills.21 The 
framework identifies four workforce planning steps and supporting 
activities that address (1) setting the strategic direction for IT workforce 
planning, (2) analyzing the IT workforce to identify competency and 
staffing gaps, (3) developing and implementing strategies to address the 
gaps, and (4) monitoring and reporting progress in addressing the gaps. 

 
We have previously reported that effectively addressing mission critical 
skill gaps in IT requires a multifaceted response from OPM and 
agencies.22 Specifically, our high-risk update in February 2013 noted that 
OPM and agencies would need to use a strategic approach that (1) 
involves top management, employees, and other stakeholders; (2) 
identifies the critical skills and competencies that will be needed to 
achieve current and future programmatic results; (3) develops strategies 
that are tailored to address skill gaps; (4) builds the internal capability 
needed to address administrative, training, and other requirements 
                                                                                                                       
19In 2002, OPM released a Human Capital Assessment and Accountability Framework—
developed jointly with GAO and OMB—that identifies five human capital systems that 
together provide a consistent, comprehensive representation of human capital 
management for the federal government (http://www.opm.gov/hcaaf_resource_center/, 
accessed July 1, 2016). In addition, GAO and OPM have established subsequent 
guidance on key principles and steps associated with workforce planning that agencies 
can utilize in their efforts to assess and address IT skill gaps. See GAO-04-39 and OPM’s 
Workforce Planning Model, https://www.opm.gov/policy-data-oversight/human-capital-
framework/reference-materials/strategic-alignment/workforceplanning.pdf (accessed 
November 27, 2018). 
20GAO, Standards for Internal Control in the Federal Government, GAO-14-704G 
(Washington, D.C.: Sept. 10, 2014). 
21GAO-17-8. 
22GAO, High-Risk Series: An Update, GAO-13-283 (Washington, D.C.: Feb. 14, 2013) 
and Federal Workforce: OPM and Agencies Need to Strengthen Efforts to Identify and 
Close Mission-Critical Skills Gaps, GAO-15-223 (Washington, D.C.: Jan. 30, 2015). 

GAO Previously Reported 
on Shortfalls in Federal IT 
Workforce Planning 

http://www.opm.gov/hcaaf_resource_center/
https://www.gao.gov/products/GAO-04-39
https://www.opm.gov/policy-data-oversight/human-capital-framework/reference-materials/strategic-alignment/workforceplanning.pdf
https://www.opm.gov/policy-data-oversight/human-capital-framework/reference-materials/strategic-alignment/workforceplanning.pdf
https://www.gao.gov/products/GAO-14-704G
https://www.gao.gov/products/GAO-14-704G
https://www.gao.gov/products/GAO-17-8
https://www.gao.gov/products/GAO-13-283
https://www.gao.gov/products/GAO-15-223


 
 
 
 
 
 

Page 8 GAO-20-129  Federal IT Workforce Planning 

important to support workforce planning strategies; and (5) includes plans 
to monitor and evaluate progress toward closing skill gaps and meeting 
other human capital goals using a variety of appropriate metrics. 

In January 2015, we reported that the Chief Human Capital Officers 
Council had identified skill gaps in six government-wide occupations 
including IT/cybersecurity and contract specialist/acquisition. We noted, 
however, that the effort had shortcomings, and that it would be important 
for the council to use lessons learned from these initial efforts to inform 
subsequent ones to identify skill gaps. We also reported that key features 
of OPM’s efforts to predict emerging skill gaps beyond those already 
identified were in the early planning stages, and OPM and selected 
agencies could improve the manner in which they address skill gaps by 
strengthening their use of quarterly data-driven reviews. 

Further, we reported that individual agencies across the federal 
government have not always effectively planned for IT workforce 
challenges. For example, 

• In May 2014, we concluded that the Social Security Administration’s 
(SSA) IT human capital program had identified skills and 
competencies to support certain workforce needs, but lacked 
adequate planning for the future.23 The agency had developed IT 
human capital planning documents, such as an Information 
Resources Management plan, and skills inventory gap reports that 
identified near-term needs, such as skill sets for the following 2 years. 
Nevertheless, SSA had not adequately planned for longer-term needs 
because its human capital planning and analysis were not aligned 
with long-term goals and objectives and the agency did not have a 
current succession plan for its IT efforts. Accordingly, we 
recommended that SSA identify long-term IT needs in its updated 
human capital operating plan. The agency agreed with, and 
subsequently implemented the recommendation. 

• In August 2016, we determined that the Department of Veterans 
Affairs (VA) had performed key steps, such as documenting an IT 
human capital strategic plan and regularly analyzing workforce data. 
However, the agency had not tracked and reviewed historical and 
projected leadership retirements and had not identified gaps in future 

                                                                                                                       
23GAO, Information Technology: SSA Needs to Address Limitations in Management 
Controls and Human Capital Planning to Support Modernization Efforts, GAO-14-308 
(Washington, D.C.: May 8, 2014); 

https://www.gao.gov/products/GAO-14-308
https://www.gao.gov/products/GAO-14-308
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skill areas.24 We recommended that the agency track and review 
historical workforce data and projections related to leadership 
retirements, and identify IT skills needed beyond the current fiscal 
year, to assist in identifying future skills gaps. The agency concurred 
with our recommendations and has partially implemented them by 
identifying the IT skills it needed beyond the current fiscal year. 

• In November 2016, as a part of the review in which we developed the 
IT workforce planning framework discussed previously, we assessed 
five agencies—the Departments of Commerce (Commerce), Defense, 
Transportation (Transportation), the Treasury (Treasury), and Health 
and Human Services (HHS)—against the eight key workforce 
planning activities.25 While all five agencies had demonstrated 
important progress in either partially or fully implementing key 
workforce planning activities, each had shortfalls. For example, only 
one agency (Defense) had implemented a workforce planning 
process, none had identified IT competency gaps for their entire 
workforce, and three (Defense, Transportation, and Treasury) were 
performing some level of monitoring toward the closure of identified 
skill gaps. We reported that, until the agencies fully implemented key 
workforce planning activities, they would have a limited ability to 
assess and address gaps in knowledge and skills that are critical to 
the success of major IT acquisitions. As a result, we recommended 
that the agencies implement the eight IT workforce planning activities 
to facilitate the analysis of gaps between current skills and future 
needs, the development of strategies for filling the gaps, and 
succession planning. Defense partially agreed with our 
recommendations and the other four agencies agreed with our 
recommendations. An updated assessment of actions to implement 
our recommendations is described in our evaluation of agencies’ 
implementation of key IT workforce planning activities in appendix II. 

• In May 2018, as part of a review of the National Aeronautics and 
Space Administration’s (NASA) approach to overseeing and 
managing IT, we found that the agency had partially implemented five 
of the eight key IT workforce planning activities and had not 

                                                                                                                       
24GAO, VA IT Management: Organization Is Largely Centralized; Additional Actions Could 
Improve Human Capital Practices and Systems Development Processes, GAO-16-403 
(Washington, D.C.: Aug. 17, 2016). 
25GAO-17-8.  

https://www.gao.gov/products/GAO-16-403
https://www.gao.gov/products/GAO-16-403
https://www.gao.gov/products/GAO-17-8
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implemented three.26 For example, NASA had not assessed 
competency and staffing needs regularly or reported progress to 
agency leadership. We reported that, until the agency implemented 
the key IT workforce planning activities, it would have difficulty 
anticipating and responding to changing staffing needs. As a result, 
we recommended that NASA fully implement the eight key IT 
workforce planning activities. The agency disagreed with our 
recommendation stating that its workforce improvement activities 
were already underway. Nevertheless, implementing the workforce 
planning activities discussed in this report could enhance and 
complement the agency’s ongoing and future efforts. 

• In a June 2018 report on the progress of agencies’ efforts to 
implement the requirements of the Federal Cybersecurity Workforce 
Assessment Act of 2015, we noted that most CFO Act agencies had 
developed baseline assessments to identify cybersecurity personnel 
within their agencies that held certifications.27 However, because 
agencies had not consistently defined the workforce and the National 
Initiative for Cybersecurity Education had not developed a list of 
appropriate certifications, efforts such as conducting the baseline 
assessment to determine the percentage of cybersecurity personnel 
that hold appropriate certifications had yielded inconsistent and 
potentially unreliable results. Further, we reported that, while most 
CFO Act agencies had developed procedures for assigning 
cybersecurity codes to positions, several agencies had not addressed 
activities required by OPM to implement the requirements of the 
Federal Cybersecurity Workforce Assessment Act. 

As a result, we made 30 recommendations to 13 agencies to develop 
and submit their baseline assessments and to fully address the 
required activities in OPM’s guidance in their procedures for assigning 
employment codes to cybersecurity positions. Of the 13 agencies, 
seven agreed with the recommendations made to them, four did not 
state whether they agreed or disagreed, one agency agreed with one 
of the two recommendations made to it, and one did not provide 
comments on the report. As of July 2019, the agencies had 
implemented 20 of the recommendations. 

                                                                                                                       
26GAO, NASA Information Technology: Urgent Action Needed to Address Significant 
Management and Cybersecurity Weaknesses, GAO-18-337 (Washington, D.C.: May 22, 
2018). 
27GAO, Cybersecurity Workforce: Agencies Need to Improve Baseline Assessments and 
Procedures for Coding Positions, GAO-18-466 (Washington, D.C.: June 14, 2018). 

https://www.gao.gov/products/GAO-18-337
https://www.gao.gov/products/GAO-18-466
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• In August 2018, as part of a government-wide review of CIO 
responsibilities, we reported that CIOs are responsible for assessing 
agency IT workforce needs and developing strategies and plans for 
meeting those needs.28 However, we noted that the majority of the 
agencies minimally addressed or did not address the role of their 
CIOs in the area of IT workforce and reported major challenges 
related to their IT workforce. Specifically, 19 agencies’ policies had 
not addressed their CIOs’ role in conducting annual assessments of 
IT management and skill requirements and the remaining five 
agencies had only partially addressed this responsibility. We noted 
that the shortcomings in agencies’ policies were attributable, at least 
in part, to incomplete guidance from OMB. Consequently, we 
recommended that OMB issue guidance that addresses the IT 
workforce responsibilities of CIOs that were not included in existing 
guidance. OMB partially agreed with the recommendation and has not 
yet implemented it. We also recommended that 24 agencies ensure 
that their IT management policies address the role of their CIOs in the 
IT workforce management area. Of the 24 agencies, 14 agreed with 
the recommendations, five had no comments, five partially agreed, 
and one disagreed. We are monitoring the status of the agencies’ 
actions to implement our recommendations. 

• In March 2019, as part of an update on the status of agencies’ 
progress in implementing the requirements of the Federal 
Cybersecurity Workforce Assessment Act,29 we reported, among 
other things, that most of the 24 CFO Act agencies had not 
completely or accurately categorized work roles for IT positions within 
the 2210 IT management occupational series (IT management).30 The 
agencies reported that this was, in part, because they may have 
assigned the associated codes in error or had not completed 
validating the accuracy of the assigned codes. We noted that, by 
assigning work roles that are inconsistent with the IT, cybersecurity, 

                                                                                                                       
28GAO, Federal Chief Information Officers: Critical Actions Needed to Address 
Shortcomings and Challenges in Implementing Responsibilities, GAO-18-93 (Washington, 
D.C.: Aug. 2, 2018). 
29GAO, Cybersecurity Workforce: Agencies Need to Accurately Categorize Positions to 
Effectively Identify Critical Staffing Needs, GAO-19-144 (Washington, D.C.: Mar. 12, 
2019). 
30According to OPM, the 2210 IT management occupational series covers positions that 
manage, supervise, lead, administer, develop, deliver, and support information technology 
systems and services. It requires knowledge of IT principles, concepts, and methods; e.g., 
data storage, software applications, networking.  

https://www.gao.gov/products/GAO-18-93
https://www.gao.gov/products/GAO-19-144
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and cyber-related positions, the agencies were diminishing the 
reliability of the information they needed to improve workforce 
planning. We made recommendations to 22 agencies to take steps to 
address the inaccuracies. Of these agencies, 20 agreed with the 
recommendations, one partially agreed, and one did not agree with 
one of the two recommendations. As of August 2019, three of the 
agencies have implemented their recommendation, and two of the 
agencies have implemented one of their two recommendations. We 
continue to believe that all of the recommendations are warranted. 

 
As previously noted, GAO issued an IT workforce planning framework 
that includes eight key activities, based on federal laws, guidance, and 
best practices. Implementing these activities is critical to adequately 
assessing and addressing gaps in IT knowledge, skills, and abilities that 
are needed to execute a range of management functions that support 
agencies’ missions and goals. The eight key workforce planning activities 
are identified in table 1. 

Table 1: Key Information Technology (IT) Workforce Planning Steps and Activities 

Set the strategic direction for IT workforce planning 
Establish and maintain a workforce planning process 
Develop competency and staffing requirements 
Analyze the IT workforce to identify skill gaps 
Assess competency and staffing needs regularly  
Assess gaps in competencies and staffing 
Develop strategies and implement activities to address IT skill gaps 
Develop strategies and plans to address gaps in competencies and staffing 
Implement activities that address gaps (including IT acquisition cadres, cross-functional 
training of acquisition and program personnel, career paths for program managers, plans 
to strengthen program management, and use of special hiring authorities) 
Monitor and report progress in addressing IT skill gaps 
Monitor the agency’s progress in addressing competency and staffing gaps 
Report to agency leadership on progress in addressing competency and staffing gaps 

Source: GAO analysis of relevant laws and guidance. | GAO-20-129 
 

None of the 24 agencies that we reviewed had fully implemented all eight 
IT workforce planning activities. In this regard, nearly all of the agencies 
had partially implemented, substantially implemented, or fully 
implemented three of the workforce planning activities (develop 
competency and staffing requirements, assess competency and staffing 
needs regularly, and assess gaps in competencies and staffing). 

Agencies Had Mixed 
Progress 
Implementing IT 
Workforce Planning 
Activities 

https://www.gao.gov/products/GAO-17-8
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However, most agencies had minimally implemented or did not implement 
the five other workforce planning activities (including efforts to establish a 
workforce planning process and address staffing gaps). Figure 1 shows 
the agencies’ overall implementation of each of the eight key IT workforce 
planning activities, as of May 2019. 

Figure 1: The 24 Chief Financial Officers Act Agencies’ Overall Implementation of Each of the Eight Key Information 
Technology Workforce Planning Activities 
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Further, some agencies had made more progress than others. 
Specifically, while five agencies (Defense, Department of State (State), 
VA, Small Business Administration (SBA), and SSA) fully implemented or 
substantially implemented three or more activities, 11 agencies did not 
fully implement any of the activities, and 15 agencies did not implement 
three or more activities. Figure 2 identifies the extent to which each of the 
24 agencies had implemented the eight workforce planning activities. In 
addition, appendix II provides our assessment of each agency’s 
implementation of the activities. 
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Figure 2: Extent to Which Each of the 24 Chief Financial Officers Act Agencies Have Implemented the Eight Workforce 
Planning Activities 
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To fully implement the establish and maintain an IT workforce planning 
process activity, an agency should have a documented IT workforce 
planning process that describes how the agency will implement key IT 
workforce planning activities, including those identified in the IT workforce 
planning framework. The process should also define the CIO’s and 
others’ roles and responsibilities for implementing the activities; align with 
mission goals and objectives; and address both the agency-level and 
component-level workforce, including how the agency is to maintain 
visibility and oversight into component-level workforce planning efforts (as 
applicable). In addition, the agency should periodically update the 
process.31 

Only one of the 24 CFO Act agencies had fully implemented this activity. 
Specifically, 

• one agency had fully implemented the activity (Nuclear Regulatory 
Commission (NRC)); 

• one agency had substantially implemented the activity (Defense); 

• two agencies had partially implemented the activity (Department of 
Housing and Urban Development (HUD), and SBA); 

• 12 agencies had minimally implemented the activity (U.S. Department 
of Agriculture (Agriculture), Commerce, Department of Energy 
(Energy), HHS, DHS, Department of the Interior (Interior), Department 
of Labor (Labor), State, Transportation, Treasury, VA, and SSA); and 

• eight agencies did not implement the activity (Department of 
Education (Education), Department of Justice (Justice), 
Environmental Protection Agency (EPA), General Services 
Administration (GSA), NASA, National Science Foundation (NSF), 
OPM, and U.S. Agency for International Development (USAID)). 

For example: 

• NRC fully implemented the activity. In February 2016, NRC developed 
a strategic workforce plan that addressed all key IT workforce 
planning activities in our framework. In addition, the process was 
aligned with the agency’s goals and objectives. Further, the process 
included general roles and responsibilities, including for the Office of 
the Chief Human Capital Officer, Senior Management, and its 
component offices. Moreover, the agency’s Management Directive 

                                                                                                                       
31Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 

Only One Agency Fully 
Established and 
Maintained a Workforce 
Planning Process 
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9.22 further defined the Chief Information Officer’s roles and 
responsibilities with regards to IT workforce planning. In addition, 
NRC has periodically updated the process. For example, the agency 
updated the process in July 2017 to better integrate its workload 
projection, skills identification, human capital management, individual 
development, and workforce management activities. 

• Defense substantially implemented the activity. The agency’s June 
2018 Human Capital Operating Plan addressed how Defense plans to 
implement the workforce planning activities for its functional 
communities, including the IT functional community.32 In addition, the 
plan defined the CIO’s roles and responsibilities and was aligned with 
the agency’s goals and objectives. 

Further, the plan documented how the agency will maintain oversight 
of and visibility into functional community planning efforts. However, it 
called for the functional communities to develop strategic workforce 
plans to further define their workforce planning process and the IT 
functional community has not yet completed its plan or provided a 
time frame for completion. With respect to maintaining the process, 
Defense periodically updated its IT workforce process—the June 2018 
plan replaced the process identified in the agency’s previous 
workforce plans. 

• SBA partially implemented the activity. In April 2018, SBA released its 
IT Workforce Plan for fiscal years 2018 through 2020 that addressed 
how the agency intends to implement all of its IT workforce planning 
activities, and was aligned with the agency’s mission goals and 
objectives. In addition, in April 2018, the agency released its IT 
Change Management and Communication Plan that defined the CIO’s 
IT workforce planning roles and responsibilities and was aligned with 
the agency’s mission goals and objectives. However, as it is a new 
process, SBA had not updated it as of May 2019. 

• Interior minimally implemented the activity. Interior issued a policy in 
2016 that directed its bureaus to develop IT workforce plans, which 
the agency stated that it intends to use to develop an agency-wide IT 
workforce plan. The policy identified efforts that should be addressed 
in the plans, including most of the IT workforce planning activities. 
However, as of May 2019, the bureaus’ plans and the agency-wide 

                                                                                                                       
32According to Defense, a functional community is a group of one or more occupational 
series or specialties with common functions, competencies, and career paths to 
accomplish a specific part of the agency’s mission. 
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plan had not been completed. Officials in the Office of the CIO stated 
that they expect to finalize all of the plans by the end of fiscal year 
2019. 

• GSA did not implement the activity. Officials in the Human Capital 
Strategic Planning Division stated that GSA followed the process 
described in OPM’s IT workforce planning guidance; however, the 
agency did not document this in policy and had not developed any 
other documentation to guide its implementation of workforce planning 
activities.33 

 
To fully implement the develop competency and staffing requirements 
activity, an agency should develop a set of competency requirements for 
all or most of its IT workforce, including leadership positions. In addition, 
the agency should develop staffing requirements, which include 
projections over several years.34 

Most of the agencies had fully or substantially developed competency and 
staffing requirements. Specifically, 

• 12 agencies had fully implemented the activity (Defense, Education, 
HUD, State, Transportation, Treasury, VA, GSA, NASA, SBA, SSA, 
and USAID), 

• four agencies had substantially implemented the activity (Agriculture, 
Commerce, HHS, and DHS), and 

• eight agencies had partially implemented the activity (Energy, Interior, 
Justice, Labor, EPA, NSF, NRC, and OPM). 

For example: 

• State fully implemented the activity. State developed competency 
requirements for its IT workforce, including for both its foreign and civil 
services. In addition, State developed staffing requirements for its IT 
staff, including projections over several years. Specifically, it 
developed staffing requirements for its mission critical occupations, 
which include IT management, in response to OPM’s requirement to 
submit this information annually. 

                                                                                                                       
33See OPM’s Workforce Planning Model, https://www.opm.gov/policy-data-
oversight/human-capital-management/reference-materials/strategic-
alignment/workforceplanning.pdf (accessed November 27, 2018).  
34Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 

Most Agencies at Least 
Partially Developed 
Competency and Staffing 
Requirements for Their IT 
Staff 

https://www.opm.gov/policy-data-oversight/human-capital-management/reference-materials/strategic-alignment/workforceplanning.pdf
https://www.opm.gov/policy-data-oversight/human-capital-management/reference-materials/strategic-alignment/workforceplanning.pdf
https://www.opm.gov/policy-data-oversight/human-capital-management/reference-materials/strategic-alignment/workforceplanning.pdf
https://www.gao.gov/products/GAO-17-8
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• DHS substantially implemented the activity. DHS developed 
competency requirements for two of the agency’s four IT functional 
groups. According to officials in the Office of the CIO, the agency 
expects to finalize competency requirements for the remaining two 
groups by the end of fiscal year 2019. In addition, DHS developed 
staffing requirements for its IT staff, including projections over several 
years. Specifically, it developed staffing requirements for its mission 
critical occupations, which include IT management, in response to 
OPM’s requirement to submit this information annually. 

• OPM partially implemented the activity. OPM did not develop 
competency requirements. However, the agency developed staffing 
requirements for its IT staff, including projections over several years. 
Specifically, it developed staffing requirements for its mission critical 
occupations, which include IT management. 

 
To fully implement the assess competency and staffing needs regularly 
activity, an agency should periodically assess competency needs for all or 
most of its IT workforce. In addition, the agency should periodically 
assess staffing needs for all or most of its IT workforce.35 

Most of the agencies periodically assessed staffing needs, but did not 
assess competency needs. Specifically, 

• three agencies had fully implemented the activity (Defense, VA, and 
SSA); 

• 20 agencies had partially implemented the activity by periodically 
assessing IT staffing needs; however, these agencies did not 
periodically assess competency needs (Agriculture, Commerce, 
Education, Energy, HHS, DHS, HUD, Interior, Justice, Labor, State, 
Transportation, Treasury, GSA, NASA, NSF, NRC, OPM, SBA, and 
USAID); and 

• one agency did not implement the activity (EPA). 

For example: 

• VA fully implemented the activity. VA assessed competency needs 
annually as a part of its professional development planning process. 
For example, the agency performed an assessment in fiscal year 
2017, which led it to add project management as a competency for all 

                                                                                                                       
35Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 

Most Agencies Periodically 
Assessed IT Staffing 
Needs, but Not 
Competency Needs 
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IT staff. In addition, in fiscal year 2018, VA’s assessment resulted in 
adding two new competencies—data analytics and risk management. 
Further, VA annually assessed staffing needs for its IT staff in 
response to the annual OPM reporting requirement to do so. 

• Commerce partially implemented the activity. The agency initially 
developed its competency requirements in January 2016, but had not 
since updated its needs. On the other hand, Commerce annually 
assessed staffing needs for its IT staff in response to the OPM 
reporting requirement to do so. 

• EPA did not implement the activity. EPA did not develop competency 
needs for its IT workforce. In addition, the agency could not provide 
documentation showing that it had regularly assessed staffing needs 
for its IT staff. 

 
To fully implement the assess gaps in competencies and staffing activity, 
an agency should periodically assess gaps in competencies for all or 
most of its IT workforce. Further, the assessment should be performed 
based on the agency’s current competency needs. In addition, the agency 
should periodically assess gaps in staffing for all or most of its IT 
workforce.36 

Most agencies took steps to assess competency and staffing gaps. 
Specifically, 

• two agencies had fully implemented the activity (VA and SSA); 

• nine agencies had substantially implemented the activity (Agriculture, 
Defense, DHS, HUD, State, Transportation, GSA, NASA, and SBA); 

• 12 agencies had partially implemented the activity by periodically 
assessing IT staffing gaps, but not periodically assessing competency 
gaps (Commerce, Education, Energy, HHS, Interior, Justice, Labor, 
Treasury, NSF, NRC, OPM, and USAID); and 

• one agency had minimally implemented the activity (EPA). 

For example: 

• SSA fully implemented the activity. SSA assessed gaps in its 
competencies for its IT management staff biennially starting in fiscal 

                                                                                                                       
36Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 

Most Agencies Took Steps 
to Assess Competency 
and Staffing Gaps 
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year 2014. In addition, SSA annually assessed staffing gaps for its IT 
staff in response to the OPM reporting requirement. 

• HUD substantially implemented the activity. HUD assessed 
competency gaps for its IT management staff biennially; it began 
doing so in fiscal year 2014. However, HUD did not assess 
competency needs regularly; thus, it could not ensure that the gap 
assessments reflect the agency’s current competency needs. HUD 
annually assessed staffing gaps for its IT staff in response to the OPM 
reporting requirement. 

• Education partially implemented the activity. Education did not assess 
gaps in competencies for its IT staff. However, the agency annually 
assessed staffing gaps for its IT staff in response to the OPM 
reporting requirement. 

• EPA minimally implemented the activity. EPA did not assess 
competency gaps because, as previously stated, the agency did not 
develop competency requirements. In addition, while EPA assessed 
staffing gaps in 2018, it did not provide documentation showing that it 
had assessed staffing gaps prior to or since then. 

 
To fully implement the develop strategies and plans to address gaps in 
competencies and staffing activity, an agency should develop strategies 
and plans, including specific actions and milestones, to address identified 
competency gaps. In addition, the agency should develop strategies and 
plans, including specific actions and milestones, to address identified 
staffing gaps.37 

Most agencies did not develop strategies and plans to address 
competency and staffing gaps. Specifically, 

• four agencies had substantially implemented the activity (Defense, 
State, VA, and SBA), 

• one agency had partially implemented the activity (Agriculture), 

• six agencies had minimally implemented the activity (HUD, 
Transportation, EPA, GSA, SSA, and USAID), and 

• 13 agencies did not implement the activity (Commerce, Education, 
Energy, HHS, DHS, Interior, Justice, Labor, Treasury, NASA, NSF, 
NRC, and OPM). 

                                                                                                                       
37Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 

Most Agencies Did Not 
Develop Strategies and 
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For example: 

• State substantially implemented the activity. State identified strategies 
to address high-priority IT competency gaps, including developing 
additional training, conducting quarterly reviews of IT workforce 
issues, and improving hiring processes; however, it had not 
developed plans, including actions and milestones, for how it would 
carry out the strategies. 

With respect to staffing, State identified strategies and plans to 
address them in its Five-Year Workforce and Leadership Success 
Plan for Fiscal Years 2016 through 2020. For example, State 
identified using special hiring initiatives, such as its Pathways 
Programs, to address staffing gaps. In addition, State developed the 
Foreign Affairs IT Fellowship Program, which is intended to recruit 
students by offering internships. 

• Agriculture partially implemented the activity. In 2019, Agriculture 
developed strategies, which included providing training and 
developing career paths, to address competency gaps identified for 
two of 13 IT functional roles; however, the agency did not develop 
associated plans, including actions and milestones. Further, 
Agriculture did not develop strategies to address gaps for the other 11 
IT functional roles because the agency had not assessed gaps for 
those roles. 

With respect to staffing, in 2019, Agriculture identified strategies to 
address staffing gaps identified for two of its IT functional roles, 
including collaborating with universities. However, it did not develop 
plans to carry out the strategies. In addition, Agriculture did not 
develop strategies and plans to address gaps in staffing for its other 
11 IT functional roles. 

• HUD minimally implemented the activity. HUD’s Office of the CIO 
developed a training plan for fiscal years 2017 through 2018, which 
identified training courses to address specific technical competency 
gaps. However, HUD has not updated its competency needs regularly 
to ensure that the plan and underlying gap assessment reflect the 
agency’s current competency needs. With respect to staffing, HUD did 
not develop strategies and plans to address gaps. 

• DHS did not implement the activity. DHS did not develop strategies 
and plans to address either competency or staffing gaps. 
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To fully implement the implement activities that address gaps activity, an 
agency should execute its strategies and plans to address identified gaps 
in competencies and staffing. In addition, the agency should implement 
other efforts to assist with addressing competency and staffing needs, 
including the following efforts identified in FITARA: IT acquisition cadres, 
cross-functional training of acquisition and program personnel, career 
paths for program managers, plans to strengthen program management, 
and the use of special hiring authorities.38 

Most of the agencies minimally implemented strategies and plans to 
address competency and staffing gaps. Specifically, 

• two agencies had substantially implemented this activity (Defense and 
VA), 

• seven agencies had partially implemented the activity (HHS, DHS, 
State, Treasury, SBA, SSA, and USAID), and 

• 15 agencies had minimally implemented the activity by implementing 
workforce efforts identified in FITARA, but not implementing strategies 
and plans to address its identified competency and staffing gaps 
primarily because they had not developed strategies and plans to 
address identified gaps (Agriculture, Commerce, Education, Energy, 
HUD, Interior, Justice, Labor, Transportation, EPA, GSA, NASA, NSF, 
NRC, and OPM). 

For example: 

• VA substantially implemented the activity. VA implemented strategies 
and plans to address gaps in competencies. For example, in its Office 
of Information and Technology Training Gap Analysis report, VA 
identified actions taken to address the prior year’s competency gaps. 
These actions included developing additional training courses, as well 
as providing on-the-job training activities. However, VA did not provide 
documentation showing that it had implemented strategies and plans 
to address identified staffing gaps. 

With respect to the efforts identified in FITARA that can assist with 
addressing competency and staffing needs, VA implemented an IT 
acquisition cadre, developed plans to strengthen program 
management, developed a career path for program managers, and 
used special hiring authorities to hire IT staff. 

                                                                                                                       
38Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 
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• SSA partially implemented the activity. SSA implemented strategies to 
address gaps in competencies. For example, according to its gap 
closure report, the agency closed competency gaps by providing 
training to existing staff, hiring new staff, and hiring contractors with 
needed skills. However, SSA did not implement strategies and plans 
to address staffing gaps because it had not yet developed them. 

With respect to the efforts identified in FITARA that can assist with 
addressing competency and staffing needs, SSA used special hiring 
authorities to hire eight IT specialists in fiscal year 2018. However, 
SSA did not implement others, including IT acquisition cadres, cross-
functional training of acquisition and program personnel, career paths 
for program managers, and plans to strengthen program 
management. 

• GSA minimally implemented the activity. GSA did not develop 
strategies and plans to address identified gaps in competencies or 
staffing. 

With respect to the efforts identified in FITARA that can assist with 
addressing competency and staffing needs, GSA implemented efforts to 
provide cross-functional training for acquisition and program personnel 
and used special hiring authorities to hire IT staff. However, the agency 
did not implement others, including plans to strengthen program 
management or career paths for program managers. 

 
To fully implement the monitor the agency’s progress in addressing 
competency and staffing gaps activity, an agency should track progress in 
implementing strategies and plans to address competency gaps. In 
addition, the agency should track progress in implementing strategies and 
plans to address staffing gaps.39 

Most agencies did not establish processes for monitoring progress in 
addressing competency and staffing gaps. Specifically, 

• three agencies had partially implemented the activity (Defense, VA, 
and SBA), 

• five agencies had minimally implemented the activity (HUD, State, 
Transportation, SSA, and USAID), and 

                                                                                                                       
39Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 
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• 16 agencies did not implement the activity (Agriculture, Commerce, 
Education, Energy, HHS, DHS, Interior, Justice, Labor, Treasury, 
EPA, GSA, NASA, NSF, NRC, and OPM). 

For example: 

• SBA partially implemented the activity. SBA established an IT 
Workforce Steering Committee which monitored progress made in 
implementing, among other things, strategies and plans to address 
competency and staffing gaps. However, the agency did not monitor 
whether the strategies and plans led to a closure in gaps. 

• State minimally implemented the activity. While State monitored its 
progress in implementing recommended actions to address 
competency gaps, the agency did not monitor whether the actions led 
to closing gaps. With respect to staffing, State did not monitor 
progress in addressing gaps because it did not develop strategies and 
plans to close staffing gaps. 

• GSA did not implement the activity. GSA did not track progress in 
addressing competency gaps because the agency did not assess 
competencies to identify such gaps. Further, GSA did not monitor its 
progress in addressing staffing gaps because it did not develop 
strategies and plans to close the gaps. 

 
To fully implement the report to agency leadership on progress activity, 
an agency should periodically report to agency leadership on progress in 
implementing strategies and plans to address gaps in competencies. In 
addition, the agency should periodically report to leadership on progress 
in implementing strategies and plans to address gaps in staffing.40 

However, most of the agencies did not establish processes for reporting 
their progress in addressing competency and staffing gaps. Specifically, 

• three agencies had partially implemented the activity (Defense, VA, 
and SBA), 

• three had minimally implemented the activity (HUD, SSA, and 
USAID), and 

                                                                                                                       
40Evaluation criteria based on GAO-17-8 and related laws, policies, and guidance. 
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• 18 did not implement the activity (Agriculture, Commerce, Education, 
Energy, HHS, DHS, Interior, Justice, Labor, State, Transportation, 
Treasury, EPA, GSA, NASA, NSF, NRC, and OPM). 

For example: 

• VA partially implemented the activity. VA reported to agency 
leadership on its progress in addressing competency gaps, including 
the closure of gaps, and the actions planned and taken to address the 
gaps. However, VA did not report on progress in addressing staffing 
gaps because it did not implement strategies and plans to address 
such gaps. 

• HUD minimally implemented the activity. HUD reported to agency 
leadership on the closure of competency gaps from fiscal year 2014 
through fiscal year 2016. However, the agency did not monitor or 
report on its progress in implementing strategies and plans to address 
gaps in competencies. With respect to staffing, HUD did not report on 
its progress in addressing gaps because it did not implement 
strategies and plans to close staffing gaps. 

• DHS did not implement the activity. DHS did not periodically report to 
agency leadership on its progress in addressing competency or 
staffing gaps. The agency did not do so because it did not develop 
strategies and plans to address competency and staffing gaps. 

 
Agency officials cited various factors that limited their progress in 
implementing the key IT workforce planning activities. For example, 

• six agencies, including DHS and NRC, reported that they had not 
completed key activities because they were reliant on finishing other 
prerequisite activities. For example, officials in DHS’s Office of the 
CIO stated that they had not updated their IT competency needs 
because they had not yet finished identifying competency 
requirements for all of the agency’s role-based groups; 

• four agencies, including HHS and NASA, reported that they had other 
workforce related priorities, including those related to the 
Cybersecurity Workforce Assessment Act; 

• three agencies, including GSA and USAID, reported that they lacked 
resources to perform the activities; and 

• two agencies (OPM and Interior) reported that leadership turnover 
affected their implementation of workforce planning activities. 

Agencies Identified 
Various Factors That 
Limited Implementation of 
Key IT Workforce Planning 
Activities 
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Until agencies make it a priority to implement all of the key IT workforce 
planning activities, they will likely have a limited ability to assess and 
address gaps in the knowledge and skills that are critical to the success 
of major acquisitions. As a result, it will be difficult for agencies to 
anticipate and respond to changing staffing needs and control human 
capital risks when developing, implementing, and operating critical IT 
systems. 

 
The majority of the agencies made significant progress implementing 
three activities—develop competency and staffing requirements, assess 
competency and staffing needs regularly, and assess gaps in 
competencies and staffing—and in doing so took important steps towards 
identifying the workforce they need to help them achieve their mission, 
and the gaps that need to be addressed. In contrast, most agencies only 
minimally implemented or did not implement the remaining five activities, 
increasing the risk that they will not address the gaps. Agencies’ limited 
implementation of the IT workforce planning activities has been due, in 
part, to not making IT workforce planning a priority, despite the laws and 
guidance which have called for them to do so for over 20 years. Until this 
occurs, agencies will likely not have the staff with the necessary 
knowledge, skills, and abilities to support the agency’s mission and goals. 

 
We are making a total of 18 recommendations to federal agencies—one 
recommendation to 18 agencies. 

• The Secretary of Agriculture should ensure that the agency fully 
implements each of the eight key IT workforce planning activities it did 
not fully implement. (Recommendation 1) 

• The Secretary of Education should ensure that the agency fully 
implements each of the seven key IT workforce planning activities it 
did not fully implement. (Recommendation 2) 

• The Secretary of Energy should ensure that the agency fully 
implements each of the eight key IT workforce planning activities it did 
not fully implement. (Recommendation 3) 

• The Secretary of Homeland Security should ensure that the agency 
fully implements each of the eight key IT workforce planning activities 
it did not fully implement. (Recommendation 4) 

Conclusions 

Recommendations for 
Executive Action 
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• The Secretary of Housing and Urban Development should ensure that 
the agency fully implements each of the seven key IT workforce 
planning activities it did not fully implement. (Recommendation 5) 

• The Secretary of the Interior should ensure that the agency fully 
implements each of the eight key IT workforce planning activities it did 
not fully implement. (Recommendation 6) 

• The Attorney General should ensure that the agency fully implements 
each of the eight key IT workforce planning activities it did not fully 
implement. (Recommendation 7) 

• The Secretary of Labor should ensure that the agency fully 
implements each of the eight key IT workforce planning activities it did 
not fully implement. (Recommendation 8) 

• The Secretary of State should ensure that the agency fully 
implements each of the seven key IT workforce planning activities it 
did not fully implement. (Recommendation 9) 

• The Secretary of Veterans Affairs should ensure that the agency fully 
implements each of the five key IT workforce planning activities it did 
not fully implement. (Recommendation 10) 

• The Administrator of the Environmental Protection Agency should 
ensure that the agency fully implements each of the eight key IT 
workforce planning activities it did not fully implement. 
(Recommendation 11) 

• The Administrator of the General Services Administration should 
ensure that the agency fully implements each of the seven key IT 
workforce planning activities it did not fully implement. 
(Recommendation 12) 

• The Director of the National Science Foundation should ensure that 
the agency fully implements each of the eight key IT workforce 
planning activities it did not fully implement. (Recommendation 13) 

• The Chairman of the Nuclear Regulatory Commission should ensure 
that the agency fully implements each of the seven key IT workforce 
planning activities it did not fully implement. (Recommendation 14) 

• The Director of the Office of Personnel Management should ensure 
that the agency fully implements each of the eight key IT workforce 
planning activities it did not fully implement. (Recommendation 15) 

• The Administrator of the Small Business Administration should ensure 
that the agency fully implements each of the seven key IT workforce 
planning activities it did not fully implement. (Recommendation 16) 



 
 
 
 
 
 

Page 29 GAO-20-129  Federal IT Workforce Planning 

• The Commissioner of the Social Security Administration should 
ensure that the agency fully implements each of the five key IT 
workforce planning activities it did not fully implement. 
(Recommendation 17) 

• The Administrator of the U.S. Agency for International Development 
should ensure that the agency fully implements each of the seven key 
IT workforce planning activities it did not fully implement. 
(Recommendation 18) 

We are not making new recommendations to six agencies—Commerce, 
Defense, HHS, Transportation, Treasury, and NASA—because we 
previously made recommendations to these agencies to address the key 
IT workforce planning activities.41 

 
We provided a draft of the report to the 24 CFO Act agencies for their 
review and comment. Of the 18 agencies to which we made a 
recommendation in this report, 13 agencies (Energy, DHS, HUD, Interior, 
Labor, State, VA, GSA, NSF, OPM, SBA, SSA, and USAID) agreed with 
the recommendation; one agency (Education) partially agreed with the 
recommendation; three agencies (Agriculture, Justice, EPA) neither 
agreed nor disagreed with the recommendation; and one agency (NRC) 
did not agree with our findings. We also received technical comments 
from a number of the agencies, which we have incorporated into the 
report, as appropriate. 

In addition, of the six agencies to which we did not make 
recommendations in this report, two (Defense and the Treasury) provided 
comments on the report and the remaining four (Commerce, HHS, 
Transportation, and NASA) responded that they did not have any 
comments on the report.42  

The following 13 agencies agreed with our recommendations: 

• In written comments (reprinted in appendix III), Energy concurred with 
our recommendation. The agency stated that it plans to fully implement 
all of the IT workforce planning activities, and described recently 

                                                                                                                       
41GAO-17-8 and GAO-18-337.  
42As previously noted, we made recommendations to Commerce, Defense, HHS, 
Transportation, and Treasury in GAO-17-8, and to NASA in GAO-18-337. 
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completed and intended efforts to do so. For example, the agency stated 
that it completed the development of competency and staffing 
requirements in May 2019. In addition, the agency said it expects to finish 
developing an IT workforce planning process in December 2020. While 
the efforts described represent positive steps toward fully implementing 
the IT workforce planning activities, Energy did not provide supporting 
documentation for the activities it said were completed. As a result, we 
did not change our ratings for these activities. 

• In its written comments (reprinted in appendix IV), DHS concurred with 
our recommendation and stated that it remains committed to fully 
implementing all of the IT workforce planning activities. Further, the 
agency stated that it had completed developing competency 
requirements and assessing gaps for its two remaining IT role based 
groups. However, the agency did not provide documentation to support 
its completion of these activities. As a result, we did not change our 
ratings for the activities.  

DHS also stated that the Office of the Chief of Staff Workforce 
Engagement Division, within the Office of the CIO, plans to work with the 
agency’s Chief Information Officer Council and the Office of Chief Human 
Capital Officer to form an integrated project team by January 30, 2020. 
According to DHS, this project team will be charged with discussing the 
agency’s IT workforce planning strategy and outlining an action plan to 
ensure the strategy addresses all of the key IT workforce planning 
activities. DHS also provided technical comments which we incorporated, 
as appropriate. 

• In written comments (reprinted in appendix V), HUD concurred with our 
recommendation and stated that it plans to fully implement the remaining 
workforce planning activities.  

• In its written comments (reprinted in appendix VI), Interior agreed with 
our recommendation. The agency stated that it has begun taking steps to 
implement the IT workforce planning activities and plans to fully 
implement the remaining activities. 

• In its written comments (reprinted in appendix VII), Labor concurred with 
our recommendation. The agency stated that it had made significant 
progress since the completion of our review and had fully implemented 
seven of the eight IT workforce planning activities. For example, the 
agency described efforts to review position descriptions, including 
identifying key IT competency areas. In addition, the agency stated that it 
assessed competency and skills needs, and critical IT skill gaps, as part 
of an IT workforce supply analysis. Further, Labor stated that, in June 
2019, it developed hiring approval and prioritization templates, which 
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require a current workforce and competency assessment, and identified 
IT competencies with each hiring request. The agency added that hiring 
managers perform a job analysis prior to posting open positions, and that 
this includes identifying key IT competencies for each position.  

Moreover, Labor stated that, in June 2019, the Secretary approved the 
use of direct hire authority for IT Specialists. In addition, the agency said 
that the Office of the CIO and the Chief Human Capital Officer finalized 
an action plan in March 2019 that identified strategies to address IT 
workforce gaps. Further, it stated that progress had been monitored in 
weekly discussions with and oversight from the Chief Information Officer 
and Chief Human Capital Officer. However, while the actions described 
indicate progress toward fully implementing the workforce planning 
activities, the agency did not provide evidence to support the actions it 
said it had taken. As a result, we did not change our ratings for the 
activities.  

• In written comments (reprinted in appendix VIII), State agreed with our 
recommendation and described steps it said the agency is taking to 
implement the IT workforce planning activities. These steps included 
developing an IT strategic workforce plan that it expected to finalize by 
the end of fiscal year 2019. Further, the agency stated that it had 
substantially implemented the report to agency leadership on progress in 
addressing the competency and staffing gaps activity, which we 
assessed as not implemented. As evidence, the agency stated that 
departmental leadership is briefed regularly on efforts made to address IT 
competency gaps. However, State did not provide supporting 
documentation for these activities. As a result, we did not change our 
rating for the activities. 

• In written comments (reprinted in appendix IX), VA concurred with our 
recommendation. However, the agency said it believed that it had fully 
implemented each of the five IT workforce planning activities we rated as 
less than fully implemented. Specifically,  

• With regard to establishing and maintaining an IT workforce 
planning process, VA stated that its Office of Information and 
Technology had fully implemented a workforce planning process, 
including developing and implementing strategies to address gaps 
in competencies and staffing. The agency submitted two 
documents as supporting evidence: the Office of Information and 
Technology’s Human Capital Management Recruitment Strategy, 
which we reviewed during our engagement and determined did 
not sufficiently address the criteria; and the Office of Information 
and Technology’s Human Capital Strategic Plan for fiscal years 
2014 through 2020, a document that it had not previously provided 
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to us. We reviewed this document but have questions we need to 
follow up on with VA to determine whether the agency has fully 
implemented the activity. As a result, we did not change our rating 
for this activity.  

• With regard to developing strategies and plans to address gaps in 
competencies and staffing, VA stated that, for projected staffing 
gaps, it has developed initial plans for deploying internal employee 
growth mechanisms. In addition, the agency stated that, because 
it anticipates no authorized staffing growth for fiscal years 2020 
and 2021, the primary focus of its workforce strategies will be on 
delivering IT services in a growing environment while experiencing 
no authorized staff growth. Further, the agency stated that, due to 
its low vacancy rate, its emphasis will change from filling gaps to 
sustaining services while controlling workforce attrition. While the 
actions described may be sufficient to fully implement the activity, 
VA did not provide documented plans to address projected 
staffing gaps; as a result, we did not change our rating for this 
activity. 

• With regard to implementing activities that address gaps, the 
agency stated that its Office of Information and Technology 
Human Capital Management Recruitment Strategy outlines talent 
acquisition approaches leveraged within the office to address 
staffing gaps. We analyzed this document during our review and, 
as noted in our report, found that it identified actions taken to 
address the prior year’s gaps, but it did not provide documentation 
showing that VA had implemented strategies and plans to address 
projected staffing gaps. As a result, we did not change our rating 
for this activity. 

• With regard to monitoring the agency’s progress in addressing 
competency and staffing gaps, the agency stated that it has fully 
implemented the activity because it believes it has fully 
implemented the aforementioned dependent activities. However, 
as previously stated, we did not change our ratings for the other 
activities based on information that VA provided. Accordingly, we 
did not change our rating for this activity.  

• With regard to reporting to agency leadership on progress in 
addressing competency and staffing gaps, VA stated that, in June 
2019, its Office of Information and Technology briefed the 
agency’s Chief Information Officer and senior leadership on the 
preliminary results of data collection that is expected to ultimately 
result in a staffing model which accurately depicts the current 
array of the office’s workforce, requirements to perform the 
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mission, functions, task assigned, and the associated staffing gap. 
However, the agency did not provide documentation supporting 
this activity. As a result, we did not change our partially 
implemented rating designation for the activity. 

• In written comments (reprinted in appendix X), GSA agreed with our 
recommendation and stated that it has established a project team to 
implement the remaining workforce planning activities. 

• In comments provided via email on September 12, 2019, the Liaison to 
GAO in NSF’s Office of the Director, Office of Integrative Activities, stated 
that the agency agreed with our recommendation. The liaison added that 
NSF had recently completed an iteration of an IT workforce plan that is to 
inform its processes going forward, and address many of the IT 
workforce planning activities. The liaison also stated that NSF recognizes 
the importance of IT workforce planning and will continue to implement 
improvements to its processes in this area. 

• OPM provided written comments (reprinted in appendix XI) in which the 
agency stated that it concurred with the recommendation. In addition, the 
agency stated that, to address its shortcomings, it has partnered with 
GSA’s IT Modernization Center of Excellence to assess the current state 
of its IT workforce planning activities. The agency stated that this effort is 
intended to assist with identifying and addressing gaps.  

• In its written comments (reprinted in appendix XII), SBA agreed with the 
recommendation. The agency stated that its Office of Human Resource 
Solutions and the Office of the CIO will continue unified efforts to fully 
implement the remaining seven key IT workforce planning activities noted 
in our report. SBA added that it expects to complete the efforts by the 
end of fiscal year 2021. SBA also provided technical comments which we 
incorporated, as appropriate. 

• SSA provided written comments (reprinted in appendix XIII) in which it 
agreed with the recommendation. The agency stated that it planned to 
finish developing an IT Workforce Strategy by the end of fiscal year 2019, 
which is to provide a framework to address its future IT workforce needs. 
In addition, the agency stated that, in fiscal year 2020, it expects to begin 
implementation of activities to address our findings. SSA also provided 
technical comments which we incorporated, as appropriate. 

• In written comments (reprinted in appendix XIV), USAID stated that it 
concurred with the recommendation. The agency said that it was taking 
actions to fully implement each of the seven IT workforce planning 
activities that we identified as not fully implemented. USAID added that it 
expects to complete these actions by the end of the first quarter of fiscal 
year 2021.  
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One agency—Education—partially agreed with the recommendation. 
Specifically, in written comments (reprinted in appendix XV), Education 
stated that it has taken actions to address the workforce planning 
activities. For example, with regard to the assess competency and 
staffing needs regularly activity, the agency stated that, in fiscal years 
2018 and 2019, it conducted assessments of competency and staffing 
needs for employees coded as cybersecurity employees. However, the 
agency did not provide supporting documentation, including 
documentation showing that it had assessed or updated competency 
needs since they were originally developed. As a result, we did not 
change our rating for the activity. 

For the assess gaps in competencies and staffing activity, Education 
stated that it conducted a two-part competency assessment of all 
employees with cybersecurity responsibilities in March 2019. However, 
the agency did not provide documentation of the assessment. As a result, 
we did not change our rating for the activity. 

With regard to developing strategies and plans to address gaps in 
competencies and staffing, Education stated that, in April 2019, it 
submitted to OPM its action plan to address competency and staffing 
gaps identified in its Cybersecurity Work Roles of Critical Need report. 
However, the agency did not provide documentation of the plan. As a 
result, we did not change our rating for the activity. 

In addition, the agency described its planned efforts to fully implement  
the remaining IT workforce planning activities, including developing an IT 
workforce planning process and monitoring and reporting on progress in 
addressing competency and staffing gaps. 

Three agencies commented on our findings but did not state whether they 
agreed or disagreed with our recommendations: 

• In comments provided via email on September 6, 2019, the Director of 
Strategic Planning, Policy, E-government and Audits in Agriculture’s 
Office of the CIO stated that the agency concurred with our findings. In 
addition, the agency provided technical comments, which we have 
incorporated in the report as appropriate.  

• In comments provided via email on August 26, 2019, an official from 
Justice’s Office of the CIO stated that the agency concurred with our 
findings.  

• In comments provided via email on September 5, 2019, the GAO liaison 
coordinator for EPA’s Office of Mission Support provided comments on 



 
 
 
 
 
 

Page 35 GAO-20-129  Federal IT Workforce Planning 

the findings. The agency stated that, in April 2019, it submitted two action 
plans to address Cybersecurity Work Roles of Critical Need to OPM 
which it believes address the eight IT workforce planning activities. For 
example, with regard to the establish and maintain a workforce planning 
process activity, the agency stated that the workforce action plans 
present a model on how the agency plans to fill critical needs related to 
IT and application project management, and information systems 
security. While the action plans describe efforts to be performed to 
address gaps for specific work roles of critical need, they do not describe 
an overall IT workforce planning process for the agency, to include how 
the agency will continue to develop its competency and staffing 
requirements, assess for gaps, and develop strategies and plans to 
address the gaps. As a result, we did not change our rating for the 
activity. 

Further, with regard to the remaining workforce planning activities, the 
agency stated that the action plans, which it had not previously provided 
during the course of our review, include actions and milestones focusing 
on evaluating skill gaps and assessing current training and development 
opportunities. However, the agency did not provide documentation of the 
underlying IT competency requirements or competency gap assessments 
used to identify the gaps. As noted in our report, if an agency has not 
developed competency requirements, it is not able to implement the 
subsequent activities relating to competencies. On the other hand, the 
agency has developed staffing requirements, and as a result we have 
updated our rating for the staffing evaluation criteria within the develop 
strategies and plans to address gaps in competencies and staffing 
activity. However, EPA did not provide documentation showing that it had 
implemented the strategies and plans to address staffing gaps, or 
monitored and reported on progress in addressing staff gaps. As a result, 
we did not change our ratings for these activities.   

One agency did not agree with our findings. Specifically, in its written 
comments (reprinted in appendix XVI), NRC stated that it did not agree 
with the findings that it had not developed an IT workforce planning 
process or IT competency requirements. With regard to the IT workforce 
planning process, we noted in our report that NRC had developed a 
workforce planning process that addressed all the key IT workforce 
planning activities; however, we stated that the process did not define the 
Chief Information Officer’s roles and responsibilities for implementing the 
activities or how the plan aligns with mission goals and objectives. In its 
response, the agency stated that its Management Directive 9.22, which 
was not provided to us during our review, defines the Chief Information 
Officer’s roles and responsibilities for implementing activities, including 
workforce planning by developing and maintaining the agency’s 
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IT/Information Management Strategic Plan and enterprise IT/Information 
Management roadmap in alignment with the NRC Strategic Plan, and 
reviewing all positions with IT responsibilities requested in the budget 
request to ensure the positions meet the ongoing requirements of the 
agency. We reviewed the directive and determined that it addresses the 
Chief Information Officer’s roles and responsibilities. In addition, NRC 
identified parts of its workforce planning process, that it believes 
addresses alignment with mission and goals. We reviewed these parts, 
and agree with NRC that the plan addresses alignment with mission and 
goals. We have incorporated the change into this report, including 
changing the rating from partially implemented to fully implemented for 
this activity. As a result, we modified the recommendation from fully 
implementing eight activities NRC did not implement to fully implementing 
seven activities it did not fully implement.  

With regard to developing competency requirements, the agency stated 
that it specifies competencies for all IT positions in its position 
descriptions. However, NRC did not provide documentation of the 
position descriptions or the related competencies. As a result, we are not 
changing our not implemented rating for this activity. NRC also noted that 
it has joined other federal agencies to develop career paths and 
competency models for 64 IT security roles across the federal 
government, and that this effort is scheduled to be completed in October, 
at which time the agency will decide which of the models to adopt. 

In addition, the following two agencies to which we made 
recommendations in prior reports provided comments. 

• In its written comments (reprinted in appendix XVII), Defense stated that 
it concurred with the overall contents of the report. 

• In comments provided via email on September 5, 2019, an official from 
Treasury’s Office of the CIO stated that the agency agreed with all but 
two of our findings in this report, associated with three of the activities. 
First, the agency disagreed with our finding that it minimally implemented 
the establish and maintain a workforce planning process activity, stating 
that it has a department-wide workforce planning process that includes 
the IT workforce. However, while the agency issued a policy in 2013, 
which we reviewed during our engagement, that directs bureaus to 
annually conduct workforce planning, it did not define a process for doing 
so. In addition as we further note, in 2018, the agency issued guidance 
addressing workforce planning issues for bureaus to consider in 
developing their own processes. However, this does not constitute an IT 
workforce planning process. Since Treasury did not provide any 
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additional evidence of an IT workforce process, we are not changing our 
rating for this activity. Second, Treasury disagreed with our finding that it 
did not implement the activities associated with monitoring and reporting 
on its progress in addressing competency and staffing gaps. Specifically 
the agency stated that it has designed and begun implementing a new 
governance structure for workforce management that reinforces the 
monitoring and reporting of workforce related issues to agency leadership 
during quarterly performance reviews. However, as we note in our report, 
the monitoring and reporting activities are dependent on the developing 
strategies and plans to address competency and staffing gaps activity 
which Treasury has yet to implement. Until Treasury develops such 
strategies and plans, it cannot monitor and report on their progress. 

 
We are sending copies of this report to interested congressional 
committees, the Director of the Office of Management and Budget, the 
secretaries and agency heads of the departments and agencies 
addressed in this report, and other interested parties. In addition, this 
report will be available at no charge on the GAO website at 
http://www.gao.gov. 

Should you or your staffs have any questions on information discussed in 
this report, please contact me at (202) 512-4456 or HarrisCC@gao.gov. 
Contact points for our Offices of Congressional Relations and Public 
Affairs may be found on the last page of this report. GAO staff who made 
major contributions to this report are listed in appendix XVIII. 

 
Carol C. Harris 
Director, Information Technology Acquisition Management Issues 
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Our objective was to examine the extent to which federal agencies are 
effectively implementing information technology (IT) workforce planning 
activities. To address this objective, we relied on practices from GAO’s IT 
workforce planning framework as criteria.1 The framework identifies eight 
key IT workforce planning activities that, when effectively implemented, 
can facilitate the success of major acquisitions. These activities are listed 
in table 2. 

Table 2: Key Information Technology (IT) Workforce Planning Steps and Activities 

Set the strategic direction for IT workforce planning 
Establish and maintain a workforce planning process 
Develop competency and staffing requirements 
Analyze the IT workforce to identify skill gaps 
Assess competency and staffing needs regularly  
Assess gaps in competencies and staffing 
Develop strategies and implement activities to address IT skill gaps 
Develop strategies and plans to address gaps in competencies and staffing 
Implement activities that address gaps (including IT acquisition cadres, cross-functional 
training of acquisition and program personnel, career paths for program managers, plans 
to strengthen program management, and use of special hiring authorities) 
Monitor and report progress in addressing IT skill gaps 
Monitor the agency’s progress in addressing competency and staffing gaps 
Report to agency leadership on progress in addressing competency and staffing gaps 

Source: GAO-17-8 | GAO-20-129 

 

To ensure consistent understanding and application of the activities in our 
evaluations, we reviewed the supporting laws, policy, and guidance for 
each activity and identified specific evaluation criteria. The criteria are 
listed in table 3. 

                                                                                                                       
1GAO, IT Workforce: Key Practices Help Ensure Strong Integrated Program Teams; 
Selected Departments Need to Assess Skill Gaps, GAO-17-8 (Washington, D.C.: Nov. 30, 
2016).. GAO issued the IT workforce planning framework based on relevant laws and 
guidance issued over the last 20 years, including the Clinger-Cohen Act of 1996; the 
legislation referred to as the Federal Information Technology Acquisition Reform Act, or 
FITARA; Office of Management and Budget guidance; and the Office of Personnel 
Management’s Workforce Planning Model, and prior GAO reports. 
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Table 3: Evaluation Criteria Associated with the Key Information Technology (IT) 
Workforce Planning Activities 

Activity Evaluation criteria 
Establish and maintain a 
workforce planning process 

1. The agency has a documented IT workforce planning 
process that describes how the agency will implement 
key IT workforce planning activities, including those 
identified in the IT workforce planning framework. The 
process also defines the Chief Information Officer’s 
and others’ roles and responsibilities for implementing 
the activities; is aligned with mission goals and 
objectives; and addresses both agency-level and 
component-level workforce, including how the agency 
is to maintain visibility and oversight into component-
level workforce planning efforts (as applicable). 

2. The agency periodically updated the process. 
Develop competency and 
staffing requirements 

1. The agency has developed a set of competency 
requirements for its IT workforce, including leadership 
positions. 

2. The agency has developed staffing requirements for 
its IT workforce, which include projections over 
several years. 

Assess competency and 
staffing needs regularly 

1. The agency periodically assessed competency needs 
for its IT workforce. 

2. The agency periodically assessed staffing needs for 
its IT workforce.  

Assess gaps in 
competencies and staffing 

1. The agency periodically assessed gaps in 
competencies for its IT workforce. 

2. The agency periodically assessed gaps in staffing for 
its IT workforce.  

Develop strategies and 
plans to address gaps in 
competencies and staffing 

1. The agency developed strategies and plans to 
address identified competency gaps, including 
specific actions and milestones that are linked to a 
gap. 

2. The agency developed strategies and plans to 
address identified staffing gaps, including specific 
actions and milestones that are linked to a gap. 

Implement activities that 
address gaps 

1. The agency has implemented strategies and plans to 
address identified gaps in competencies and staffing. 

2. The agency has implemented other efforts to assist 
with addressing competency and staffing needs, 
including the following efforts identified in the Federal 
Information Technology Acquisition Reform Act: IT 
acquisition cadres, cross-functional training of 
acquisition and program personnel, career paths for 
program managers, plans to strengthen program 
management, and use of special hiring authorities. 
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Activity Evaluation criteria 
Monitor the agency’s 
progress in addressing 
competency and staffing 
gaps 

1. The agency tracked progress in the implementation of 
strategies and plans to address gaps in 
competencies. 

2. The agency tracked progress in the implementation of 
strategies and plans to address gaps in staffing.  

Report to agency leadership 
on progress in addressing 
competency and staffing 
gaps 

1. The agency periodically reported to agency 
leadership on progress in implementing strategies 
and plans to address gaps in competencies. 

2. The agency periodically reported to agency 
leadership on progress in implementing strategies 
and plans to address gaps in staffing. 

Source: GAO analysis. | GAO-20-129 

 

We reviewed IT workforce planning policies and other workforce planning 
documentation for each of the 24 Chief Financial Officers Act of 1990 
agencies, including workforce planning processes; competency 
requirements; annual mission critical occupation resource charts required 
by the Office of Personnel Management (OPM) which document staffing 
requirements and gap assessments; strategies and plans to address 
gaps; and reports on progress in addressing gaps.2 For the six agencies 
for which we previously performed IT workforce planning assessments, 
we reviewed the previously reported information and obtained and 
analyzed updates, as appropriate.3 

We compared the information obtained to our evaluation criteria and 
identified gaps and their causes. We also interviewed cognizant officials 
from each of the 24 agencies, to discuss their implementation of the IT 
workforce planning activities and causes for any gaps. Our review 
focused on the agency’s IT workforce planning efforts at the agency level, 
including the extent to which the agency maintained visibility and 
oversight into component-level IT workforce planning. Based on our 

                                                                                                                       
2The 24 major federal agencies covered by the Chief Financial Officers Act of 1990 are 
the Departments of Agriculture, Commerce, Defense, Education, Energy, Health and 
Human Services, Homeland Security, Housing and Urban Development, the Interior, 
Justice, Labor, State, Transportation, the Treasury, and Veterans Affairs; Environmental 
Protection Agency; General Services Administration; National Aeronautics and Space 
Administration; National Science Foundation; Nuclear Regulatory Commission; Office of 
Personnel Management; Small Business Administration; Social Security Administration; 
and U.S. Agency for International Development. 
3In GAO-17-8, we assessed five agencies, specifically the Departments of Commerce, 
Defense, Transportation, Treasury, and Health and Human Services. In GAO-18-337, we 
assessed the National Aeronautics and Space Administration. 

https://www.gao.gov/products/GAO-17-8
https://www.gao.gov/products/GAO-18-337
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assessment of the documentation and discussions with agency officials, 
we assessed each agency’s implementation of our evaluation criteria as: 

• fully implemented—the agency provided evidence which showed that 
it fully or largely addressed the elements of the criteria. 

• partially implemented—the agency provided evidence that showed it 
had addressed at least part of the criteria. 

• not implemented—the agency did not provide evidence that it had 
addressed any part of the criteria. 

To determine an overall rating for each of the eight key workforce 
planning activities, we summarized the results of our assessments of the 
evaluation criteria. Specifically, we assessed each activity as: 

• fully implemented—the agency fully implemented both of an activity’s 
evaluation criteria. 

• substantially implemented—the agency fully implemented one of an 
activity’s evaluation criteria and partially implemented the other 
evaluation criteria. 

• partially implemented—the agency fully implemented one of an 
activity’s evaluation criteria and did not implement the other criteria, or 
partially implemented both of an activity’s evaluation criteria. 

• minimally implemented—the agency partially implemented one of an 
activity’s evaluation criteria and did not implement the other evaluation 
criteria. 

• not implemented—the agency did not implement either of an activity’s 
evaluation criteria. 

We assessed the staffing evaluation criteria for the develop competency 
and staffing requirements, assess competency and staffing needs 
regularly, and assess gaps in competencies and staffing activities as fully 
implemented if agencies provided evidence of a complete mission critical 
occupation resource chart to meet OPM reporting requirements and were 
able to demonstrate that the mission critical staff represented most or all 
of their IT workforce. In addition, we assessed the competency evaluation 
criteria for these activities as fully implemented if agencies provided 
evidence that they performed them for most or all of their IT workforce. 

For the implement activities that address gaps activity, we assessed 
agencies as having fully implemented the evaluation criteria on other 
efforts if they provided evidence as having implemented at least four of 
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the efforts identified in the Federal Information Technology Acquisition 
Reform Act (FITARA).4 We rated this evaluation criteria as partially 
implemented if agencies provided evidence of having implemented fewer 
than four of the efforts. 

Finally, in making our assessments, we also considered the extent to 
which an agency had implemented prerequisite activities. For example, to 
implement the competency evaluation criteria for the develop strategies 
and plans to address gaps activity, the agency needed to have also 
implemented the competency evaluation criteria for the assess gaps in 
competencies and staffing activity. We did not assess any activity higher 
than the prerequisite activity. 

We also determined if there was a common factor which led to the rating 
for a particular activity. For example, we noted whether most agencies 
partially implemented an activity because they had fully implemented one 
of the evaluation criteria, but had not implemented the other criteria. To 
determine the reliability of staffing data in the mission critical occupation 
resource charts, we reviewed the charts for obvious errors and for 
completeness and obtained clarification from agencies on identified 
errors. We determined that the data were sufficiently reliable for the 
purpose of this report, which was to determine the extent to which 
agencies had implemented the key activities. 

We conducted this performance audit from January 2018 to October 2019 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 

                                                                                                                       
4FITARA identified several efforts that assist agencies with addressing competency and 
staffing needs, including IT acquisition cadres, cross-functional training of acquisition and 
program personnel, career paths for program managers, plans to strengthen program 
management, and use of special hiring authorities.  
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This appendix contains assessments of the extent to which the 24 Chief 
Financial Officers Act of 1990 agencies implemented each of the eight 
key IT workforce planning activities identified in GAO’s information 
technology (IT) workforce planning framework.1 

 

Table 4: The U.S. Department of Agriculture’s (Agriculture) Implementation of Key Information Technology (IT) Workforce 
Planning Key Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Agriculture does not have a documented workforce planning process; however, 
it has begun to develop one. Specifically, the agency developed a guide in 2016 
to assist with developing a process. The guide identifies efforts that should be 
addressed in a workforce plan, including most of the key IT workforce planning 
activities. Agriculture officials stated that they are currently developing an IT 
workforce plan and expect to complete it by November 2019.  

Develop competency and staffing 
requirements 

Substantially 
implemented 

Agriculture developed competency requirements for four of the 13 IT functional 
roles that it has identified. Agency officials stated that they expect to finalize 
competency requirements for the remaining nine roles by the end of calendar 
year 2019. 
In addition, the agency developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, it developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Agriculture did not reassess its competency needs since they were initially 
established. In addition, as previously noted, the agency had only developed 
requirements for four of the 13 IT roles it had identified. 
Agriculture has conducted annual assessments of staffing needs for its IT staff. 
Specifically, it assessed staffing targets for its mission critical occupations, 
which include IT management.  

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

Agriculture assessed gaps in competencies for two of the four IT functional 
roles for which it has developed competency requirements. 
In addition, the agency has conducted annual staffing gap assessments for its 
IT staff. Specifically, it assessed staffing gaps of mission critical occupations, 
which include IT management.  

                                                                                                                       
1GAO-17-8. 

Appendix II: Agencies’ Implementation of 
Key IT Workforce Planning Activities 

Department of Agriculture 

https://www.gao.gov/products/GAO-17-8
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Key activities Rating Description  
Develop strategies and plans to 
address gaps in competencies and 
staffing 

Partially 
implemented 

In 2019, Agriculture developed strategies, including providing training and 
developing career paths, to address competency gaps identified for two of the 
13 IT functional roles. However, it did not develop plans including actions and 
milestones to carry out the strategies. Further, the agency did not develop 
strategies to address gaps for its other IT staff because it had not assessed 
gaps for these other IT roles. 
In 2019, Agriculture developed strategies to improve recruitment and retention, 
including collaborating with universities, to address staffing gaps identified for 
two of its IT functional roles. However, it did not develop plans to carry out the 
strategies. In addition, the agency did not develop strategies and plans to 
address staffing gaps for its other IT staff.  

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented  

Agriculture did not implement its strategies and plans to address identified 
gaps. However, it implemented other efforts identified the legislation referred to 
as the Federal Information Technology Acquisition Reform Act that can assist 
with addressing competency and staffing needs. For example, the agency 
implemented efforts to strengthen program management, provided cross-
functional training of acquisition and program personnel, and utilized special 
hiring authorities. However, Agriculture did not implement IT acquisition cadres 
or establish career paths for program managers. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Agriculture did not monitor progress in addressing competency and staffing 
gaps because, as previously stated, it has not yet implemented strategies and 
plans to address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Agriculture did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it has not yet 
implemented strategies and plans to address gaps.  

Source: GAO analysis of Agriculture data. | GAO-20-129 

 
 

Table 5: The Department of Commerce’s (Commerce) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Commerce did not have a documented workforce planning process, but it has 
begun to develop one. Specifically, Commerce developed a guide in 2017 to 
assist the agency and bureaus with developing their IT workforce plans. The 
guide includes activities that should be addressed in the plans, including most 
of the key IT workforce planning activities in GAO’s framework. Commerce 
officials from the Office of the Chief Information Officer stated that they are 
currently monitoring the bureaus’ implementation of the guide and will develop 
an agency plan after the bureau plans are finalized. However, they did not 
provide a time frame for when they expect it to be completed.  

Department of Commerce 
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Key activities Rating Description  
Develop competency and staffing 
requirements 

Substantially 
implemented 

Commerce developed competency requirements for its IT program managers, 
but did not do so for its remaining IT workforce. 
The agency developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, it developed staffing targets for its 
mission critical occupations, which include IT management, in response to the 
Office of Personnel Management’s requirement to submit this information 
annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Commerce initially developed its competency requirements for its IT program 
managers in January 2016, but had not since updated its needs. As previously 
stated, Commerce did not develop competencies for its remaining IT 
workforce. 
The agency has conducted annual assessment of staffing needs for its IT staff. 
Specifically, it assessed staffing targets for its mission critical occupations, 
which include IT management. 

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Commerce did not assess gaps in competencies for its IT program managers. 
As previously stated, Commerce did not develop competencies for its 
remaining IT workforce. 
The agency has conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Commerce did not develop strategies and plans to address gaps in 
competencies because, as previously stated, it did not assess gaps in 
competencies. 
In addition, Commerce did not develop strategies and plans to address gaps in 
staffing. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While Commerce did not develop strategies and plans to address identified 
gaps, it implemented other efforts identified in the Federal Information 
Technology Acquisition Reform Act that can assist with addressing 
competency and staffing needs. For example, Commerce implemented plans 
to strengthen program management, and used special hiring authorities. 
However, it did not implement other activities, including IT acquisition cadres, 
cross-functional training of acquisition and program personnel, or career paths 
for program managers. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Commerce did not monitor progress in addressing competency and staffing 
gaps because, as previously stated, it did not develop strategies and plans to 
address competency and staffing gaps. 

Report to agency leadership on 
progress in addressing 
competency and staffing gaps 

Not 
implemented 

Commerce did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address competency and staffing gaps.  

Source: GAO analysis of Commerce data. | GAO-20-129 
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Table 6: The Department of Defense’s (Defense) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Substantially 
implemented 

In June 2018, Defense issued its Human Capital Operating Plan, which 
documents the agency’s workforce planning process, including for the agency’s 
IT workforce, which it refers to as the IT functional community.a The plan 
defines roles and responsibilities, including for the functional communities. In 
addition, Defense defined roles and responsibilities for the functional community 
managers, which is the Chief Information Officer for the IT functional 
community. Further, the plan is aligned with the agency’s goals and objectives. 
In addition, the plan documents how the agency will maintain oversight of and 
visibility into functional community planning efforts. Finally, the plan addresses 
the key workforce planning activities; however, it calls for the functional 
communities to develop strategic workforce plans to further define their 
workforce planning process and the IT functional community has not yet 
completed its plan or provided a time frame for completion. 
Also, Defense has periodically updated its IT workforce process. For example, 
the June 2018 plan replaced Defense’s previous workforce plan. 

Develop competency and staffing 
requirements 

Fully 
implemented 

Defense developed competency requirements for its IT workforce. Specifically, 
it developed competency requirements for its mission critical occupations, 
which include IT management, computer science, and telecommunications. 
In addition, Defense developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, it developed targets for its 
mission critical occupations in response to the Office of Personnel 
Management’s requirement to submit this information annually.  

Assess competency and staffing 
needs regularly 

Fully 
implemented 

Defense has assessed its competency requirements since they were initially 
developed. For example, the agency initially developed competency 
requirements for IT management staff in 2013, and reassessed the 
competencies in 2014 and 2016. In addition, Defense initially developed 
competency requirements for its computer science staff in 2013, and then 
assessed and revised the competency requirements in 2017. According to 
agency officials, they plan to perform another assessment of the IT competency 
requirements, but they have not yet determined when it will occur. 
Defense conducted annual assessments of staffing needs for its IT staff. 
Specifically, it assessed staffing targets for its mission critical occupations, 
which include IT management.  

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

Defense assessed gaps in competencies for its IT management staff in 2013, 
2014, and 2016; for its computer science staff for 2014 and 2017; and for its 
computer clerk and assistant staff in 2015. However, it has not assessed gaps 
in competencies for its IT staff since 2017. Defense officials stated that they 
expect to start scheduling the next gap assessment in 2019; however, they 
have not yet defined a time frame for doing so. 
In addition, Defense has conducted annual staffing gap assessments for its IT 
staff. Specifically, it assessed staffing gaps of mission critical occupations, 
which include IT management.  

Department of Defense 
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Key activities Rating Description  
Develop strategies and plans to 
address gaps in competencies and 
staffing 

Substantially 
implemented 

Defense identified strategies to address competency gaps as a part of its fiscal 
year 2016 to 2021 Strategic Workforce Plan, including mapping training needs 
to professional development plans in career programs; however, it did not 
develop implementation plans for the associated strategies. Further, while the 
IT functional community’s strategic workforce plan is to include strategies to 
address competency gaps, as previously stated, the agency has not yet 
developed the plan. 
In addition, Defense identified plans to address staffing gaps in its fiscal year 
2013 to 2018 and fiscal year 2014 to 2019 Strategic Workforce Plans. However, 
it has not developed strategies and plans to address staffing gaps since 2014. 
In its fiscal year 2016 to 2021 Strategic Workforce Plan, the agency specified 
that it has a 15 percent tolerance level in staffing gaps before requiring the 
development of action plans. More recent IT staffing gaps have not exceeded 
the tolerance level. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Substantially 
implemented 
 

Defense implemented plans to address staffing gaps identified in its fiscal year 
2013 to 2018 and fiscal year 2014 to 2019 Strategic Workforce Plans. However, 
Defense officials did not provide documentation showing that they had 
implemented the strategies to address competency gaps. 
In addition, Defense implemented other efforts identified in the Federal 
Information Technology Acquisition Reform Act that can assist with addressing 
competency and staffing needs. For example, Defense established an IT 
acquisition cadre, provided cross-functional training of IT acquisition and 
program personnel, implemented plans to strengthen program management, 
and utilized special hiring authorities to fill IT and cyber staffing vacancies.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Partially 
implemented 

Defense did not monitor progress in addressing competency gaps because, as 
previously stated, it has not yet implemented strategies and plans to address 
competency gaps. 
Defense monitored progress in implementing its strategies to address staffing 
gaps through its fiscal year 2014 to 2019 and fiscal year 2016 to 2021 Strategic 
Workforce Plans. Further, as previously stated, Defense has not developed 
strategies and plans to address staffing gaps since then because the gaps did 
not exceed the tolerance level.  

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Partially 
implemented 

Defense did not report to agency leadership on progress in addressing 
competency gaps because, as previously stated, it has not yet implemented 
strategies and plans to address competency gaps. 
Defense reported on progress in implementing its strategies to address staffing 
gaps through its fiscal year 2014 to 2019 and fiscal year 2016 to 2021 Strategic 
Workforce Plans. However, as previously stated, Defense has not developed 
strategies and plans to address staffing gaps since then because the gaps did 
not exceed the tolerance level. 

Source: GAO analysis of Defense data. | GAO-20-129 
aAccording to Defense, a functional community is a group of one or more occupational series or 
specialties with common functions, competencies, and career paths to accomplish a specific part of 
the agency’s mission. 
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Table 7: The Department of Education’s (Education) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

Education did not develop a workforce planning process. Officials from the 
Office of Management stated that they plan to develop a process based on the 
Office of Personnel Management’s (OPM) workforce planning guide in fiscal 
year 2019.  

Develop competency and staffing 
requirements 

Fully 
implemented 

In fiscal year 2019, Education developed competency requirements for its IT 
workforce. Specifically, the agency developed competencies for its IT 
management staff. In addition, Education developed additional competency 
requirements for IT project and program managers in March 2018. 
In addition, Education developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management and program analysts, in response to OPM’s requirement to 
submit this information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Education did not reassess its IT competency needs since they were originally 
developed. 
Education conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management and program analysts, annually 
since 2016.  

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Education did not assess gaps in competencies for its IT workforce. Agency 
officials stated that they plan to assess the competencies for gaps and expect 
to finish the assessment by the end of the fiscal year 2019. 
In addition, Education has conducted annual staffing gap assessments for its IT 
staff. Specifically, it assessed staffing gaps of mission critical occupations, 
which include IT management and program analysts.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Education did not develop strategies and plans to address gaps in 
competencies or staffing. Agency officials stated that they intend to develop 
strategies and plans to address gaps as part of the IT workforce planning 
process, which they expect to complete in fiscal year 2019. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 

While Education did not develop strategies and plans to address identified 
gaps, it implemented other efforts identified in the Federal Information 
Technology Acquisition Reform Act that can assist with addressing competency 
and staffing needs. For example, the agency implemented efforts to strengthen 
program management, and used special hiring authorities. While officials stated 
that the agency established a career path for program managers, they did not 
provide documentation of their efforts. Further, the agency did not implement IT 
acquisition cadres and cross-functional training of acquisition and program 
personnel.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Education did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Department of Education 
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Key activities Rating Description  
Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Education did not report to leadership on its progress in addressing competency 
and staffing gaps because, as previously stated, it did not develop strategies 
and plans to address gaps.  

Source: GAO analysis of Education data. | GAO-20-129 

 
 

Table 8: The Department of Energy’s (Energy) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Energy officials stated that their 2015 “Integrated Workforce Planning 
Facilitation Guide” documents their IT workforce planning process. The guide 
outlines steps that components are to include in their workforce plans, such as 
setting a strategic direction, developing competency and staffing requirements, 
assessing them for gaps, and developing strategies and plans to address 
competency and staffing gaps. However, it does not address monitoring and 
reporting to leadership on progress in addressing gaps. In addition, the guide is 
not aligned with the agency’s goals and objectives, and does not describe the 
Chief Information Officer’s roles and responsibilities. Further, Energy did not 
update the guide since 2015. 

Develop competency and staffing 
requirements 

Partially 
implemented 

Energy did not develop competency requirements for its IT staff. According to 
officials from Energy’s Office of the Chief Human Capital Officer, they are 
currently working with the Office of the Chief Information Officer to develop 
competencies and they plan to finalize them in fiscal year 2019. 
Energy developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, the agency developed staffing 
targets for its mission critical occupations, which included IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Energy did not assess competency needs regularly because as previously 
stated, it did not develop competency requirements. 
Energy has conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management.  

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Energy did not assess gaps in competencies because, as previously stated, it 
has not yet developed competencies for its IT staff. 
Energy has conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Energy did not develop strategies and plans to address gaps in competencies 
or staffing.  

Department of Energy 
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Key activities Rating Description  
Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While Energy did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency implemented the use of special hiring 
authorities. However, it did not implement IT acquisition cadres, cross-functional 
training of acquisition and program personnel, career paths for program 
managers, and plans to strengthen program management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Energy did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Energy did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address gaps.  

Source: GAO analysis of Energy data. | GAO-20-129 

 
 

 

Table 9: The Department of Health and Human Services’ (HHS) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

In May 2016, HHS issued a strategic IT workforce implementation plan which 
documents its IT workforce planning process. However, the plan addressed 
some, but not all, key IT workforce planning activities. In addition, it includes 
time frames that have passed for completing activities and HHS has not yet 
completed those activities. Officials from the Office of the Chief Information 
Officer stated that they have been delayed in completing the activities and in 
updating the time frames due to other competing IT workforce priorities, 
including addressing the Cybersecurity Workforce Assessment Act 
requirements and agency initiatives, such as its ReImagine 21st Century HHS 
effort. In December 2018 they stated that they still intend to meet the objectives 
of the plan; however, as of May 2019 they did not have plans for updating the 
time frames. 

Develop competency and staffing 
requirements 

Substantially 
implemented 

HHS developed competency requirements for 12 out of the 29 IT workforce 
functional roles that it identified, and expects to develop competency 
requirements for the remaining roles by June 2020. HHS is developing the 
competency requirements as part of a larger effort to develop career paths for 
each of the 29 IT workforce function roles.a 
In addition, HHS developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s 
requirement to submit this information annually.  

Department of Health and 
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Key activities Rating Description  
Assess competency and staffing 
needs regularly 

Partially 
implemented 

HHS did not assess competency needs regularly. HHS officials stated that they 
do not plan to update their competency needs until they finish developing 
competency requirements for all functional roles. 
HHS conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management.  

Assess gaps in competencies and 
staffing  

Partially 
implemented 

HHS has not yet assessed gaps in competencies. Officials stated that they 
expect to assess gaps after they finish developing competency requirements for 
all IT functional work roles. 
HHS conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which include IT 
management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

HHS did not develop strategies and plans to address gaps in competencies or 
staffing. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented 
 

While HHS did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency implemented efforts to strengthen program 
management, provided cross-functional training of acquisition and program 
personnel, established a career path for program managers, and used special 
hiring authorities. However, it did not implement IT acquisition cadres. In 
addition, HHS officials stated that they are addressing gaps as a whole through 
general efforts to improve the cybersecurity workforce and to increase 
certifications.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

HHS did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

HHS did not report to agency leadership on progress in addressing competency 
and staffing gaps because, as previously stated, it did not develop strategies 
and plans to address gaps.  

Source: GAO analysis of HHS data. | GAO-20-129 
aThe career paths also include, among other things, required key tasks, education and experience 
requirements, preferred degree types and certifications, career progression and mobility, proficiency 
targets, and optional training courses. 
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Table 10: The Department of Homeland Security’s (DHS) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

DHS does not have a documented IT workforce planning process; however, it 
has begun to develop one. Specifically, the Office of the Chief Human Capital 
Officer developed a guide to assist components, including the Office of the 
Chief Information Officer, with developing workforce plans. The guide includes 
efforts that should be addressed in the plans, including most of the key IT 
workforce planning activities. However, DHS’s Office of the Chief Information 
Officer has not yet completed its plan, including how it will maintain visibility and 
oversight into components’ workforce planning efforts for IT staff. 

Develop competency and staffing 
requirements 

Substantially 
implemented 

DHS developed competency requirements for two of the four role-based groups 
of IT staff it has identified. According to officials from the Office of the Chief 
Information Officer, the agency plans to complete competency requirements for 
the remaining groups in fiscal year 2019. 
In addition, DHS developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s 
requirement to submit this information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

DHS did not assess competency needs regularly. DHS officials stated that after 
it finishes developing competency requirements, the agency plans to identify 
how often it will assess competency needs. 
In addition, DHS conducted annual assessments of staffing needs for its IT 
staff. Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management.  

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

As of December 2018, DHS has analyzed competency gaps for the two IT staff 
groups for which it has identified competencies. However, the department’s 
assessment only included IT staff within the Office of the Chief Information 
Officer. Officials from the Office of the Chief Information Officer stated that they 
expect to analyze competency gaps for the remaining two IT staff groups in 
early calendar year 2019. 
In addition, DHS conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

DHS did not develop strategies and plans to address gaps in competencies or 
staffing. Officials from the Office of the Chief Information Officer stated that they 
intend to develop strategies to address competencies gaps after they finish 
developing competencies for all of their IT roles and assess them for gaps.  

Department of Homeland 
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Key activities Rating Description  
Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented 
 

While DHS did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency implemented efforts to strengthen program 
management, provided cross-functional training of acquisition and program 
personnel, established a career path for program managers, and used special 
hiring authorities. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

DHS did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

DHS did not report to agency leadership on progress in addressing competency 
and staffing gaps because, as previously stated, it did not develop strategies 
and plans to address gaps.  

Source: GAO analysis of DHS data. | GAO-20-129 

 
 

 
Table 11: The Department of Housing and Urban Development’s (HUD) Implementation of Key Information Technology (IT) 
Workforce Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Partially 
implemented 

HUD’s Workbook for Workforce Planning, which documents the agency’s 
workforce planning process, addressed some, but not all key IT workforce 
planning activities. Specifically, the workbook addressed developing 
competency and staffing requirements and analyzing for gaps, and developing 
strategies and plans to address gaps. However, it did not address how the 
agency is to monitor or report to agency leadership on progress in addressing 
gaps. 
The workbook is aligned with mission goals and objectives and addressed both 
the agency and component-level workforce, including how the agency is to 
maintain visibility and oversight into component-level workforce planning efforts. 
Further, the workbook identifies certain roles and responsibilities, including for 
program offices, which include the Office of the Chief Information Officer. 
Finally, while HUD updated the workbook it in May 2017, it has not done so on 
a periodic basis.  

Develop competency and staffing 
requirements 

Fully 
implemented 

HUD developed competencies for its IT staff, including its IT management staff 
and project managers. 
HUD developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, it developed staffing targets for its 
mission critical occupations, which include IT management, in response to the 
Office of Personnel Management’s requirement to submit this information 
annually.  

Department of Housing 
and Urban Development 
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Key activities Rating Description  
Assess competency and staffing 
needs regularly 

Partially 
implemented 

HUD officials stated that since 2014, when the competency model was initially 
developed, the competency model has been validated as still being accurate 
and complete. However, the officials did not provide documentation showing 
that this validation had occurred. HUD officials stated that they plan to review 
competencies every 2 years. 
HUD conducted annual staffing gap assessments for its IT staff. Specifically, 
the agency assessed staffing gaps of mission critical occupations, which 
include IT management. 

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

HUD assessed gaps in competencies for its IT management staff in fiscal years 
2014 and 2016. HUD officials stated that they plan to finalize the fiscal year 
2018 assessment by the second quarter of fiscal year 2019. However, HUD has 
not updated its competency needs regularly to ensure that the underlying gap 
assessment reflects the agency’s current competency needs. 
In addition, HUD conducted annual assessments of staffing needs for its IT 
staff. Specifically, it assessed staffing gaps of mission critical occupations, 
which include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Minimally 
implemented 

HUD has developed strategies and plans to address gaps in competencies. 
Specifically, its Office of the Chief Information Officer developed a training plan 
for fiscal years 2017 to 2018, which identified training courses to address 
specific technical competency gaps. However, as previously stated, HUD has 
not demonstrated that it has assessed competency needs regularly. 
In addition, HUD did not develop strategies and plans to address staffing gaps.  

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While HUD officials stated that they implemented the Office of the Chief 
Information Officer’s training plan which led to the closure of competency gaps, 
they did not provide documentation showing that the strategies and plans were 
implemented. HUD did not implement strategies to address staffing gaps 
because, as previously stated, the agency did not develop strategies and plans 
to address identified staffing gaps. 
However, HUD implemented several efforts identified in the Federal Information 
Technology Acquisition Reform Act that can assist with addressing competency 
and staffing needs. Specifically, HUD developed a career path for program 
managers and plans to strengthen program management, but the agency did 
not develop an IT acquisition cadre, provide cross-functional training of 
acquisition and program personnel, or use special hiring authorities. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Minimally 
implemented 

While HUD monitored the closure of competency gaps from fiscal years 2014 to 
fiscal year 2016, it did not monitor the progress in implementation of strategies 
and plans to address gaps in competencies. HUD officials stated that the Office 
of the Chief Human Capital Officer does not monitor the program offices’ 
development or implementation of plans; instead, they focus on whether gaps 
are closed. 
HUD did not monitor progress in addressing staffing gaps because, as 
previously stated, it did not yet develop strategies and plans to address staffing 
gaps. 
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Key activities Rating Description  
Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Minimally 
implemented 

While HUD reported to agency leadership on the closure of competency gaps 
from fiscal years 2014 to fiscal year 2016, it did not report to agency leadership 
on progress in implementing strategies and plans to address gaps because, as 
previously stated, it did not monitor the implementation of the strategies and 
plans to address competency gaps. 
HUD did not report to agency leadership on progress in addressing staffing 
gaps because, as previously stated, it did not yet develop strategies and plans 
to address staffing gaps. 

Source: GAO analysis of HUD data. | GAO-20-129 

 
 

Table 12: The Department of the Interior’s (Interior) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Interior does not have a documented workforce planning process, but it has 
begun to develop one. Specifically, the agency issued a policy in 2016 that 
directed bureaus to develop IT workforce plans. The agency stated that it 
intends for the plans to serve as input into the agency-wide IT workforce plan. 
The policy includes efforts that should be addressed in the plans, including 
most of the key IT workforce planning activities. However, the bureau plans and 
agency-wide plan have not yet been completed. In June 2018, officials from the 
Office of the Chief Information Officer stated that they expect to finalize both the 
agency-wide and bureau plans by the end of fiscal year 2019. 

Develop competency and staffing 
requirements 

Partially 
implemented 

Interior did not develop competency requirements for its IT staff. According to 
officials from the Office of Human Resources, the agency completed a 
competency model for its IT management staff; however, the officials did not 
provide supporting documentation. 
Interior developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, it developed staffing targets for its 
mission critical occupations, which include IT management, in response to the 
Office of Personnel Management’s (OPM) requirement to submit this 
information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Interior did not assess competency needs regularly because, as previously 
stated, it has not yet developed competency requirements. 
Interior conducted annual assessments of staffing needs for its IT staff. 
Specifically, it assessed staffing targets for its mission critical occupations, 
which include IT management.  

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Interior did not assess gaps in competencies because it has not yet developed 
competencies for its IT staff. According to officials, they plan to complete a 
competency gap assessment by July 2019. 
In addition, Interior conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management. 

Department of the Interior 
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Key activities Rating Description  
Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Interior did not develop strategies and plans to address gaps in competencies 
or staffing. According to Interior officials from the Office of Human Resources, 
the annual staffing assessments discussed previously are primarily used to 
inform OPM and they are currently looking at how they can use this data to 
develop strategies. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While Interior did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, Interior used special hiring authorities. However, it did not 
implement IT acquisition cadres, cross-functional training of acquisition and 
program personnel, career paths for program managers, or plans to strengthen 
program management.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Interior did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Interior did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address gaps.  

Source: GAO analysis of Interior data. | GAO-20-129 

 
 

Table 13: The Department of Justice’s (Justice) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

Justice has not established a documented IT workforce planning process. 
Justice officials reported that the agency has an IT workforce process that 
includes the Chief Information Officer establishing goals and policy for the IT 
workforce, such as in its IT strategic plan and in a policy on IT workforce 
oversight, and working with component Chief Information Officers through 
Justice’s Chief Information Officer Council to identify and address emerging IT 
workforce needs. However, this process is not documented. In February 2019, 
Justice officials stated that they are establishing an IT workforce committee that 
will focus on, among other things, developing an IT workforce plan. However, 
they did not provide a time frame for completion. 

Develop competency and staffing 
requirements 

Partially 
implemented 

Justice has not developed competency requirements. According to officials from 
the Justice Management Division, the agency uses competency requirements 
established by the Federal Acquisition Institute for IT acquisition and project 
management personnel, competencies developed by the Office of Personnel 
Management (OPM), and competencies identified in the National Institute of 
Standards and Technology’s National Initiative for Cybersecurity Education 
Cybersecurity Workforce Framework. However, Justice officials did not provide 
documentation showing that the agency has adopted these competencies. 
Justice developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, it developed staffing targets for its 
mission critical occupations, which include IT management, in response to 
OPM’s requirement to submit this information annually. 

Department of Justice 
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Key activities Rating Description  
Assess competency and staffing 
needs regularly 

Partially 
implemented 

Justice did not assess competency needs regularly. As previously stated, 
Justice did not provide documentation showing that it has developed 
competency requirements. 
Justice conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Justice did not assess gaps in competencies. As previously stated, Justice did 
not provide documentation showing that it has developed competency 
requirements. 
Justice has conducted annual assessments of staffing needs for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Justice did not develop strategies and plans to address gaps in competencies 
or staffing.  

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While Justice did not develop strategies and plans to address gaps in 
competencies or staffing, the agency implemented other efforts identified in the 
Federal Information Technology Acquisition Reform Act that can assist with 
preventing and addressing gaps. For example, the agency implemented plans 
to strengthen program management, including establishing a program 
management center of excellence, and used special hiring authorities. 
However, it did not implement IT acquisition cadres, cross-functional training of 
acquisition and program personnel, or career paths for program managers. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Justice did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Justice did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address gaps.  

Source: GAO analysis of Justice data. | GAO-20-129 

 
 

Table 14: The Department of Labor’s (Labor) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Labor did not have a documented workforce planning process; however, it has 
begun to develop one. Specifically, the agency developed a guide in 2017 to 
assist with developing an IT workforce plan. The guide includes activities that 
should be addressed in the plan, including most of the key IT workforce 
planning activities in our framework. Labor officials did not provide a time frame 
for completing the workforce plan. 
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Key activities Rating Description  
Develop competency and staffing 
requirements 

Partially 
implemented 

Labor did not develop competency requirements. 
The agency developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, the agency developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Labor did not assess competency needs regularly because, as previously 
stated, it did not develop competency requirements. 
Labor conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Labor did not assess gaps in competencies. As previously stated, Labor did not 
develop competency requirements. 
Labor conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which include IT 
management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Labor did not develop strategies and plans to address gaps in competencies 
because, as previously stated, the agency did not assess gaps in 
competencies. 
In addition, Labor did not develop strategies and plans to address gaps in 
staffing. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While Labor did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, Labor used special hiring authorities. Labor officials stated 
that the agency had implemented IT acquisition cadres, and career paths for 
program management; however, they did not provide supporting 
documentation. Further, Labor did not implement cross-functional training of 
acquisition and program personnel, or plans to strengthen program 
management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Labor did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Labor did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address gaps.  

Source: GAO analysis of Labor data. | GAO-20-129 
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Table 15: The Department of State’s (State) Implementation of Key Information Technology (IT) Workforce Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

In 2016, State developed a Five Year Workforce and Leadership Succession 
Plan which documents its IT workforce planning process. The plan addresses 
key IT workforce planning activities associated with staffing, including 
identifying staffing requirements, assessing for gaps, developing and 
implementing strategies and plans to address gaps, and monitoring progress. In 
addition, the plan is aligned with the agency’s mission goals and objectives. 
However, the plan does not address activities associated with competencies, 
including developing competency requirements, regularly assessing 
competency needs, and assessing competency gaps. In addition, the plan does 
not define the roles and responsibilities of the Chief Information Officer. 
Officials from the Bureau of Information Resource Management stated that they 
are developing a new IT workforce planning process; however, they did not 
provide a timeline for completion. 

Develop competency and staffing 
requirements 

Fully 
implemented 

State developed competency requirements for its IT staff, including both its civil 
service and foreign service IT workforce. 
In addition, the agency developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s 
requirement to submit this information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

State has not reassessed its competency needs for foreign and civil service IT 
staff since they were developed in 2016 and 2017, respectively. However, 
officials from the Bureau of Information Resource Management stated that they 
expect to reassess IT competency needs every 5 years, with the next 
assessment occurring in 2021. 
State conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

State assessed gaps in competencies for its foreign service IT workforce in 
2016 and for its civil service IT workforce in 2017; however, the agency has not 
reassessed these gaps since. Officials from the Bureau of Information 
Resource Management stated that they expect to perform a gap assessment 
every 5 years, with the next assessment occurring in 2021. 
State conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which include IT 
management. 

Department of State 
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Key activities Rating Description  
Develop strategies and plans to 
address gaps in competencies and 
staffing 

Substantially 
implemented 

State identified recommended actions to address high priority IT competency 
gaps through training, quarterly reviews of IT workforce issues, and improved 
hiring processes; however, the agency did not develop implementation plans for 
the actions. 
State identified strategies and plans to address staffing gaps in its Five Year 
Workforce and Leadership Success Plan for Fiscal Year 2016 through 2020. 
For example, State identified using special hiring initiatives, such as its 
Pathways Programs, to address staffing gaps. In addition, the agency 
developed the Foreign Affairs IT Fellowship Program which is intended to 
recruit students by offering internships. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented 
 

State officials reported that they took steps to implement the recommended 
actions to address competency and staffing gaps, but had not yet finalized any 
of those efforts. Further, the agency did not provide a timeline for completion. 
State implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, State implemented the use of special hiring authorities and 
plans to strengthen program management. However, it did not implement IT 
acquisition cadres, cross-functional training of acquisition and program 
personal, or career paths for program managers. Officials from the Bureau of 
Information Resource Management stated that the agency is in the process of 
implementing IT acquisition cadres and discussing cross-functional training of 
acquisition and program personnel, but did not provide a time frame for 
completion. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Minimally 
implemented 

While State monitored progress with implementing recommended actions to 
address competency gaps, the agency did not monitor progress in closing these 
gaps. 
State has not monitored progress in addressing staffing gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

State did not report to agency leadership on progress in addressing 
competency or staffing gaps.  

Source: GAO analysis of State data. | GAO-20-129 

 
 

 
Table 16: The Department of Transportation’s (Transportation) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Transportation did not develop a documented workforce planning process; 
however, the agency issued an IT workforce strategy in December 2018 which 
called for the development of a workforce planning process and summarized 
the results of an assessment of the agency’s IT workforce. 

Department of 
Transportation 
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Key activities Rating Description  
Develop competency and staffing 
requirements 

Fully 
implemented 

Transportation developed competency requirements for its IT staff. Specifically, 
the agency developed requirements for its IT management staff. 
In addition, Transportation developed staffing targets (requirements) for its IT 
staff, including projections over several years. Specifically, the agency 
developed staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s 
requirement to submit this information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Transportation did not assess its competency needs since they were initially 
developed in 2016. 
Transportation conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

Transportation assessed gaps in competencies for its IT staff in 2016; however, 
the agency has not reassessed these gaps since 2016. Officials from the Office 
of Human Resources stated that they plan to perform the next gap assessment 
in 2019. 
Transportation conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Minimally 
implemented 

While Transportation did not develop strategies and plans to address gaps in 
competencies or staffing at the agency level, one of its operating 
administrations, the Pipeline and Hazardous Materials Safety Administration, 
developed strategies to address competency gaps identified in the agency’s 
competency gap assessment. However, as previously stated, the agency has 
not performed a competency gap assessment since 2016 to ensure that 
strategies and plans reflect the agency’s current competency gaps. Further, 
Transportation did not develop strategies and plans to address gaps in staffing. 
 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

Transportation officials reported that the Pipeline and Hazardous Materials 
Safety Administration had implemented the strategies to address gaps in 
competencies. However, Transportation did not provide supporting 
documentation. In addition, as previously stated, Transportation did not develop 
strategies and plans for its other operating administrations, nor did it develop 
strategies and plans to address gaps in staffing. 
Transportation implemented other efforts identified in the Federal Information 
Technology Acquisition Reform Act that can assist with addressing competency 
and staffing needs. For example, it implemented efforts to strengthen program 
management. However, it did not implement IT acquisition cadres, cross-
functional training of acquisition and program personnel, career paths for 
program managers, or use special hiring authorities. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Minimally 
implemented 

In 2017, Transportation monitored progress in addressing competency gaps, 
but did not monitor progress since then. Specifically, according to officials from 
the Office of Human Resources Management, 6 months after completing the 
gap assessment they surveyed each of the components to determine what 
strategies were implemented to close the competency gaps. However, they 
have not monitored progress since then. 
Transportation did not monitor progress in addressing staffing gaps because, as 
previously stated, it did not develop strategies and plans to address staffing 
gaps. 
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Key activities Rating Description  
Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Transportation did not report to agency leadership on progress in addressing 
competency and staffing gaps. As previously stated, Transportation did not 
provide documentation showing that strategies were implemented to address 
gaps in competencies. 
In addition, it did not develop strategies and plans to address staffing gaps.  

Source: GAO analysis of Transportation data. | GAO-20-129 

 
 

 
Table 17: The Department of the Treasury’s (Treasury) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

Treasury did not have a documented IT workforce planning process. However, 
in 2018, the agency issued guidance addressing workforce planning issues for 
bureaus to consider in developing their own processes. 
In addition, in July 2018, officials stated they were evaluating enterprise-wide 
strategies and tools that they intend to use to help develop an IT workforce 
planning process. However, they did not provide a time frame for completing 
the process. 

Develop competency and staffing 
requirements 

Fully 
implemented 

Treasury developed competency requirements for its IT staff. Specifically, in 
2016, the agency developed competency requirements for its IT program 
managers, and in 2017, it developed competency requirements for its IT 
management staff. 
In addition, Treasury developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s 
requirement to submit this information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

Treasury did not update its competency needs for project manager or IT 
management staff since they were initially developed. 
Treasury conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management.  

Assess gaps in competencies and 
staffing  

Partially 
implemented 

Treasury did not assess gaps in competencies. According to Treasury officials 
from the Office of the Chief Information Officer, the agency expects to assess 
all mission critical occupations for competency gaps, including for IT 
management, in fiscal year 2020. 
Treasury conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

Treasury did not develop strategies and plans to address gaps in competencies 
or staffing.  

Department of the 
Treasury 
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Key activities Rating Description  
Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented 
 

While Treasury did not develop strategies and plans to address identified gaps, 
it implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency established an IT acquisition cadre, provided 
cross-functional training of acquisition and program personnel, took steps to 
strengthen program management, and used special hiring authorities.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

Treasury did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

Treasury did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address gaps.  

Source: GAO analysis of Treasury data. | GAO-20-129 

 
 

 
Table 18: The Department of Veterans Affairs’ (VA) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

VA’s Office of Information and Technology developed a workforce planning 
process, including a staffing model in July 2017 and a Strategic Workforce Plan 
for Fiscal Year 2019 to Fiscal Year 2023 in November 2017, that addressed 
some but not all key IT workforce planning activities. Specifically, the process 
addressed developing competency and staffing requirements, and assessing 
them for gaps. However, it did not address developing strategies and plans to 
address competency and staffing gaps, or monitoring and reporting to 
leadership on progress in addressing gaps. In addition, the process was aligned 
with the agency’s goals and activities and described the Chief Information 
Officer’s roles and responsibilities. Further, according to officials in the Office of 
Information and Technology, all IT staff is within the Office of Information and 
Technology, and thus no additional oversight of components was needed. 
However, because it is a new process, VA has not yet updated it. 

Develop competency and staffing 
requirements 

Fully 
implemented 

VA developed competency requirements for its IT staff. 
In addition, VA developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s (OPM) 
requirement to submit this information annually. 

Department of Veterans 
Affairs 
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Assess competency and staffing 
needs regularly 

Fully 
implemented 

VA annually assesses competency needs within its Office of Information and 
Technology as a part of its professional development planning process. For 
example, the agency performed an assessment in fiscal year 2017, which led to 
adding project management as a competency for all IT staff. In addition, 
another assessment in fiscal year 2018 resulted in adding two new 
competencies—data analytics and risk management. 
VA conducted annual assessments of staffing needs for its IT staff. Specifically, 
the agency assessed staffing targets for its mission critical occupations, which 
include IT management. 

Assess gaps in competencies and 
staffing  

Fully 
implemented 

VA assesses gaps in competencies on an annual basis, as a part of its 
electronic individual development plan process. 
In addition, VA conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Substantially 
implemented 

VA developed strategies and plans to address gaps in competencies. 
Specifically, VA developed recommended actions to address gaps, and 
employees and their supervisors identified training that will assist with closing 
individual gaps. 
In addition, the agency developed strategies and plans to address current gaps 
in staffing; but has not for projected gaps. Specifically, VA’s Office of 
Information and Technology developed a Human Capital Management 
Recruitment Strategy in 2018 that detailed strategies and plans to address 
vacancies, such as creating a feeder pool of entry-level applicants. However, 
the agency has not developed strategies and plans to address projected 
staffing gaps, including the gaps identified in response to OPM’s annual 
reporting requirement. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Substantially 
implemented 
 

VA implemented strategies and plans to address gaps in competencies. For 
example, in its Office of Information and Technology Training Gap Analysis 
report, VA identified actions taken to address the prior year’s gaps. These 
actions included developing additional training courses, as well as providing on-
the-job training activities. However, the agency did not provide documentation 
showing that it had implemented strategies and plans to address identified 
staffing gaps. 
VA implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. Specifically, the agency implemented an IT acquisition cadre, developed 
plans to strengthen program management, developed a career path for 
program managers, and used special hiring authorities.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Partially 
implemented 

VA tracked progress in implementing strategies and plans to address gaps in 
competencies. Specifically, the agency monitored the closure of competency 
gaps, including the actions taken to address the gaps. 
While VA tracked the new hires to address its staffing gaps, as previously 
stated, the agency did not provide documentation showing that it had 
implemented the strategies to address identified staffing gaps.  

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Partially 
implemented 

VA reported to agency leadership on progress in addressing competency gaps, 
including the closure of gaps, and the actions planned and taken to address the 
gaps. 
VA did not report to agency leadership on progress in addressing staff gaps.  

Source: GAO analysis of VA data. | GAO-20-129 
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Table 19: The Environmental Protection Agency’s (EPA) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

EPA did not develop a documented IT workforce planning process. 

Develop competency and staffing 
requirements 

Partially 
implemented 

EPA did not develop competency requirements for its IT workforce. 
In 2018, EPA developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, it developed staffing targets for its 
mission critical occupations, which include IT management, in response to the 
Office of Personnel Management’s (OPM) requirement to submit this 
information annually. 

Assess competency and staffing 
needs regularly 

Not 
implemented 

EPA did not assess competency needs regularly because as previously stated, 
it did not develop competency requirements for its IT workforce. 
While EPA developed staffing targets in 2018, agency officials did not provide 
documentation that it had regularly assessed staffing needs over time. 

Assess gaps in competencies and 
staffing  

Minimally 
implemented 

EPA did not assess gaps in competency because, as previously stated, it did 
not develop competency requirements for its IT workforce. 
In 2018, EPA conducted a staffing gap assessment for its IT staff. Specifically, 
it assessed staffing gaps of mission critical occupations, which include IT 
management. However, agency officials did not provide documentation that it 
had assessed staffing gaps in prior years in response to OPM’s requirement to 
submit this information annually. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Minimally 
implemented 

EPA did not develop strategies and plans to address gaps in competencies. 
In April 2019, EPA submitted two action plans to address Cybersecurity Work 
Roles of Critical Need to the Office of Personnel Management. These action 
plans included strategies and plans to address gaps in staffing. However, as 
previously stated, EPA did not provide documentation that it had assessed 
staffing gaps in prior to 2018, in response to OPM’s requirement to submit this 
information annually. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While EPA has not developed strategies and plans to address gaps in 
competencies or staffing, it implemented other efforts identified in the Federal 
Information Technology Acquisition Reform Act that can assist with preventing 
and addressing gaps. For example, the agency used special hiring authorities. 
However, it has not yet implemented other activities, including IT acquisition 
cadres, cross-functional training of acquisition and program personnel, efforts to 
strengthen program management, or career paths for program managers. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

EPA did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

EPA did not report to agency leadership on progress in addressing competency 
and staffing gaps because, as previously stated, it did not develop strategies 
and plans to address gaps.  

Source: GAO analysis of EPA data. | GAO-20-129 
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Table 20: The General Services Administration’s (GSA) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

According to officials from the Human Capital Strategic Planning Division, GSA 
did not have a documented IT workforce planning process but instead follows 
the process described in the Office of Personnel Management’s (OPM) IT 
workforce planning guidance. However, the officials did not provide 
documentation supporting their claim. In addition, our review of the OPM 
guidance showed that it does not address how agencies are to implement the 
workforce planning activities. 

Develop competency and staffing 
requirements 

Fully 
implemented 

In 2016, GSA developed competency requirements for its IT management staff. 
In addition, GSA developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management and telecommunications, in response to OPM’s requirement to 
submit this information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

GSA did not update its IT management competency needs since they were 
initially developed. According to agency officials they expect to update the 
competencies in fiscal year 2019. 
GSA conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management and telecommunications.  

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

In 2016, GSA assessed competency gaps for most of its IT staff. Specifically, 
the agency assessed gaps for its IT management staff within the Office of the 
Chief Information Officer, the Federal Acquisition Service’s Assisted Acquisition 
Services, and Office of Information Technology. However, the agency has not 
reassessed these gaps since 2016. According to agency officials from the 
Human Capital Strategic Planning Division, as part of the agency’s broader 
workforce planning efforts to focus on mission critical occupations, GSA is 
currently assessing competency gaps for IT staff within two of its offices and 
expects to complete the assessment by the end of fiscal year 2019. 
GSA conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which included IT 
management and telecommunications.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Minimally 
implemented 

While GSA’s 2016 IT competency gap assessment report included 
recommended actions to address its three major findings, such as leveraging 
programs across the federal government to help the IT staff to improve project 
management skills, the agency did not develop plans to implement them. 
GSA did not develop strategies and plans to address gaps in staffing. 

General Services 
Administration 
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Key activities Rating Description  
Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

GSA did not implement the strategies to address competency gaps. Further, as 
previously stated, the agency did not develop strategies and plans to address 
identified gaps in staffing. However, it implemented other efforts identified in the 
Federal Information Technology Acquisition Reform Act that can assist with 
addressing competency and staffing needs. For example, GSA used special 
hiring authorities. However, it did not establish IT acquisition cadres, develop 
cross-functional training of acquisition and program personnel, develop career 
paths for program managers, or develop plans to strengthen program 
management.  

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

GSA did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not implement strategies and plans to 
address competency gaps, and did not develop strategies and plans to address 
staffing gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

GSA did not report to agency leadership on progress in addressing competency 
and staffing gaps because, as previously stated, it did not implement strategies 
and plans to address competency gaps, and did not develop strategies and 
plans to address staffing gaps.  

Source: GAO analysis of GSA data. | GAO-20-129 

 
 

 
Table 21: The National Aeronautics and Space Administration’s (NASA) Implementation of Key Information Technology (IT) 
Workforce Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

NASA did not have a documented IT workforce planning process. While the 
agency previously developed a draft IT workforce plan, it was never finalized 
and is not currently being used. NASA officials stated that they plan to develop 
a workforce plan in calendar year 2019. 

Develop competency and staffing 
requirements 

Fully 
implemented 

NASA developed competency requirements for all IT staff. 
In addition, NASA developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, it developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

NASA officials stated that they had not reassessed the competency needs for 
its IT staff since they were initially developed in 2015. 
NASA conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

In 2015, NASA assessed competency gaps for its IT staff; however, it has not 
performed an assessment since then. 
NASA conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which include IT 
management. 

National Aeronautics and 
Space Administration 
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Key activities Rating Description  
Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

While NASA identified potential strategies and plans to close gaps in 
competencies in its 2015 draft IT workforce plan, as previously stated, the plan 
was not finalized. 
NASA did not develop strategies and plans to address staffing gaps. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

NASA did not implement strategies and plans to address competency or 
staffing gaps because, as previously stated, NASA did not finalize its strategies 
and plans to address gaps in competencies, or develop strategies and plans to 
address gaps in staffing. However, the agency implemented other efforts 
identified in the Federal Information Technology Acquisition Reform Act that can 
assist with addressing competency and staffing needs. For example, NASA 
used special hiring authorities, but it did not implement IT acquisition cadres, 
cross-functional training of acquisition and program personnel, career paths for 
program managers, or plans to strengthen program management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

NASA did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not implement strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

NASA did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not 
implement strategies and plans to address gaps.  

Source: GAO analysis of NASA data. | GAO-20-129 

 
 

 
Table 22: The National Science Foundation’s (NSF) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

NSF did not develop a documented IT workforce planning process. NSF 
officials from the Office of Information and Resource Management stated that 
they are developing a process; however, they did not provide a timeline for 
completion.  

Develop competency and staffing 
requirements 

Partially 
implemented 

NSF did not develop competency requirements. 
NSF developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, the agency developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

NSF did not assess competency needs regularly because, as previously stated, 
it did not develop competency requirements. 
NSF conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

National Science 
Foundation 
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Key activities Rating Description  
Assess gaps in competencies and 
staffing  

Partially 
implemented 

NSF did not assess gaps in competencies because, as previously stated, it did 
not develop competency requirements. 
NSF conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which include IT 
management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

NSF did not develop strategies and plans to address gaps in competencies 
because, as previously stated, it did not develop competency requirements. 
NSF did not develop strategies and plans to address gaps in staffing. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While NSF did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency used special hiring authorities. However, it did 
not implement IT acquisition cadres, cross-functional training of acquisition and 
program personnel, career paths for program managers, or plans to strengthen 
program management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

NSF did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

NSF did not report to agency leadership on progress in addressing competency 
and staffing gaps because, as previously stated, it did not yet develop 
strategies and plans to address gaps.  

Source: GAO analysis of NSF data. | GAO-20-129 

 
 

 
Table 23: The Nuclear Regulatory Commission’s (NRC) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Fully 
implemented 

In February 2016, NRC developed a strategic workforce plan that addressed all 
key IT workforce planning activities in our framework. In addition, the process 
was aligned with the agency’s goals and objectives. Further, the process 
included general roles and responsibilities, including for the Office of the Chief 
Human Capital Officer, Senior Management, and its component offices. 
Moreover, the agency’s Management Directive 9.22 further defined the Chief 
Information Officer’s roles and responsibilities with regards to IT workforce 
planning. 
NRC has periodically updated the process. For example, the agency updated 
the process in July 2017 to better integrate its workload projection, skills 
identification, human capital management, individual development, and 
workforce management activities. 

Nuclear Regulatory 
Commission 
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Key activities Rating Description  
Develop competency and staffing 
requirements 

Partially 
implemented 

NRC did not develop competency requirements for its IT staff. NRC officials 
stated that they have initiated a competency modeling initiative, which they 
expect to complete by the end of fiscal year 2019. 
NRC developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, the agency developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

NRC did not assess competency needs regularly because, as previously 
stated, it did not develop competency requirements for its IT staff. 
NRC conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management.  

Assess gaps in competencies and 
staffing  

Partially 
implemented 

NRC did not assess gaps in competencies because, as previously stated, it did 
not develop competency requirements for its IT staff. 
The agency conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

NRC did not develop strategies and plans to address gaps in competencies 
because, as previously stated, it did not develop competency requirements for 
IT staff. 
NRC did not develop strategies and plans to address gaps in staffing.  

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While NRC did not develop strategies and plans to address identified gaps, it 
implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency implemented IT acquisition cadres and cross-
functional training of acquisition and program personnel. While NRC officials 
stated that they had implemented plans to strengthen program management, 
they did not provide documentation of their efforts. Further, the agency did not 
develop career paths for program managers or implement the use of special 
hiring authorities. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

NRC did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

NRC did not report to agency leadership on progress in addressing competency 
and staffing gaps because, as previously stated, it did not develop strategies 
and plans to address gaps.  

Source: GAO analysis of NRC data. | GAO-20-129 

 
 

 
Table 24: The Office of Personnel Management’s (OPM) Implementation of Key Information Technology (IT) Workforce 
Planning Activities 

Key activities Rating Description  
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Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

OPM did not establish an IT workforce planning process. According to the 
Deputy Chief Information Officer, the agency does not have plans to establish 
one in the near future.  

Develop competency and staffing 
requirements 

Partially 
implemented 

OPM did not develop competency requirements for its IT staff. OPM officials 
stated that they developed IT competency requirements for each functional role. 
However, they did not provide documentation of the competencies. 
OPM developed staffing targets (requirements) for its IT staff, including 
projections over several years. Specifically, the agency developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to a requirement to submit this information annually.  

Assess competency and staffing 
needs regularly 

Partially 
implemented 

OPM did not assess competency needs regularly because, as previously 
stated, it did not develop competency requirements. 
OPM conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management, in response to a requirement to 
submit this information annually. 

Assess gaps in competencies and 
staffing  

Partially 
implemented 

OPM did not assess gaps in competencies because, as previously stated, it did 
not develop competencies for its IT staff. 
OPM conducted annual staffing gap assessments for its IT staff. Specifically, it 
assessed staffing gaps of mission critical occupations, which include IT 
management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Not 
implemented 

OPM did not develop strategies and plans to address gaps in competencies or 
staffing. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Minimally 
implemented 
 

While OPM did not develop strategies and plans to address gaps in 
competencies or staffing, the agency implemented other efforts identified in the 
Federal Information Technology Acquisition Reform Act that can assist with 
preventing and addressing gaps. For example, the agency implemented the use 
of special hiring authorities. However, it did not implement IT acquisition cadres, 
cross-functional training of acquisition and program personnel, career paths for 
program managers, and plans to strengthen program management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Not 
implemented 

OPM did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps. 

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Not 
implemented 

OPM did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address gaps.  

Source: GAO analysis of OPM data. | GAO-20-129 
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Table 25: The Small Business Administration’s (SBA) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Partially 
implemented 

In April 2018, SBA released its Fiscal Year 2018 to 2020 IT Workforce Plan that 
addressed all key IT workforce planning activities and was aligned with the 
agency’s goals and objectives. In addition, in April 2018, SBA released its IT 
Change Management and Communication Plan that identified roles and 
responsibilities, including for the Chief Information Officer. 
However, SBA has not yet updated the Workforce Plan as it was recently 
issued.  

Develop competency and staffing 
requirements 

Fully 
implemented 

SBA developed competency requirements for its IT staff as a part of its 2018 to 
2020 IT Workforce Plan. 
In addition, SBA developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, it developed staffing 
targets for its mission critical occupations, which include IT management, in 
response to the Office of Personnel Management’s requirement to submit this 
information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

SBA did not assess competency needs regularly because they were recently 
developed. 
SBA conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

Assess gaps in competencies and 
staffing  

Substantially 
implemented 

In March 2018, SBA performed its first assessment of gaps in competencies for 
its IT staff, and thus has not done so periodically. 
In addition, SBA conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Substantially 
implemented 

SBA developed strategies and plans to address gaps in competencies and 
staffing. Specifically, SBA identified objectives with associated actionable 
strategies to close competency and staffing gaps identified in the assessment of 
its future state of the IT workforce as part of its 2018 to 2020 Workforce Plan. 
However, as previously stated, SBA has not yet assessed competency needs 
regularly or assessed gaps in competencies periodically. 

Small Business 
Administration 
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Key activities Rating Description  
Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented  

SBA has started to implement strategies and plans to address gaps in 
competencies and staffing. For example, in its December 2018 monthly Chief 
Information Officer Forum, SBA identified several actions taken, including 
establishing an IT Career Manager position responsible for the IT workforce 
training and development program. However, the agency has not yet 
implemented many of its identified strategies and plans, but plans to do so by 
the end of fiscal year 2019. 
SBA implemented other efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with preventing gaps. For example, the 
agency utilized special hiring authorities. However, it did not implement other 
efforts, including IT acquisition cadres, cross-functional training of acquisition 
and program personnel, career paths for program managers, or plans to 
strengthen program management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Partially 
implemented 

SBA established an IT Workforce Steering Committee which monitors progress 
made in implementing, among other things, strategies and plans to address 
competency and staffing gaps. However, the agency has not monitored whether 
the strategies and plans have led to a closure in gaps. In addition, as previously 
stated, SBA has not yet implemented most of its strategies and plans.  

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Partially 
implemented 

SBA’s Chief Information Officer has briefed the Administrator on progress 
towards implementing strategies and plans that are intended to help address 
competency and staffing gaps. However, the agency did not report on progress 
in closing gaps because, as previously stated, it has not yet monitored whether 
the strategies and plans have led to a closure of gaps.  

Source: GAO analysis of SBA data. | GAO-20-129 

 
 

 
Table 26: The Social Security Administration’s (SSA) Implementation of Key Information Technology (IT) Workforce Planning 
Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Minimally 
implemented 

In 2019, SSA issued its Human Capital Operating Plan IT Addendum for Fiscal 
Years 2018 to 2019, which addressed some, but not all, of the IT workforce 
planning activities. Specifically, the plan addressed developing competency and 
staffing requirements, assessing needs regularly, assessing gaps in 
competencies and staffing, developing strategies and plans to address 
competency and staffing gaps, and monitoring progress in addressing 
competency and staffing gaps. However, the plan did not address reporting to 
agency leadership on progress in addressing gaps. 
In addition, the plan defined roles and responsibilities, including for the Chief 
Information Officer, was aligned with mission goals and objectives, and 
addressed both agency-level and component-level workforce, including 
maintaining visibility and oversight into component-level workforce efforts. 
However, the plan did not address how the agency will perform the activities on 
an ongoing basis. Specifically, the plan only addressed performing the 
workforce activities during the 2018 to 2019 time frame. According to SSA 
officials, the agency intends to build upon this plan with a longer-term plan. In 
addition, as it is a new process, SSA has not yet updated it.  

Social Security 
Administration 
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Key activities Rating Description  
Develop competency and staffing 
requirements 

Fully 
implemented 

SSA developed competency requirements for its IT staff. 
In addition, SSA developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s 
requirement to submit this information annually.  

Assess competency and staffing 
needs regularly 

Fully 
implemented 

SSA biennially assesses competency requirements for its IT management staff. 
For example, in fiscal year 2018, SSA performed a competency review which 
resulted in the addition of new cybersecurity competencies. 
In addition, SSA conducted annual assessments of staffing needs for its IT 
staff. Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management.  

Assess gaps in competencies and 
staffing  

Fully 
implemented 

SSA assessed gaps in competencies for its IT management staff biennially 
starting in fiscal year 2014. 
In addition, SSA conducted annual staffing gap assessments for its IT staff. 
Specifically, it assessed staffing gaps of mission critical occupations, which 
include IT management.  

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Minimally 
implemented 

SSA identified three primary strategies for addressing gaps in competencies: 
training, hiring, and contractors. However, SSA did not develop implementation 
plans for the associated strategies. In addition, SSA did not develop strategies 
and plans to address staffing gaps. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented 
 

While, as previously stated, SSA did not develop implementation plans to 
address competency gaps, officials provided a gap closure report, which 
showed that the agency had closed competency gaps by providing training, 
hiring, and using contractors. With respect to staffing, SSA did not implement 
strategies and plans to address gaps because, as previously stated, it did not 
develop strategies and plans to address identified staffing gaps. 
SSA implemented efforts identified in the Federal Information Technology 
Acquisition Reform Act that can assist with addressing competency and staffing 
needs. For example, the agency used special hiring authorities to hire eight IT 
specialists in fiscal year 2018. However, SSA did not implement IT acquisition 
cadres, cross-functional training of acquisition and program personnel, career 
paths for program managers, or plans to strengthen program management. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Minimally 
implemented 

While SSA did not track the implementation of its strategies because, as 
previously stated, it did not develop implementation plans to address 
competency gaps, the agency tracked the closure of competency gaps, 
including which strategies led to the closure (i.e., hiring, training, or contractors) 
in a gap closure report. In addition, in the agency’s fiscal year 2016 to 2019 
Information Resource Management Strategic Plan, SSA reported on the status 
of closing competency gaps identified in its 2014 assessment. 
SSA did not monitor progress in addressing staffing gaps because, as 
previously stated, it did not develop strategies and plans to address staffing 
gaps. 
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Key activities Rating Description  
Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Minimally 
implemented 

SSA provides the competency gap assessment and a gap closure report to 
executive leadership, including the Deputy Commissioner of Systems and 
Associate Commissioners. However, as previously stated, SSA had not 
developed implementation plans for the strategies, and thus did not report on 
progress in implementing the strategies. 
SSA did not report to agency leadership on progress in addressing staffing 
gaps because, as previously stated, it did not develop strategies and plans to 
address staffing gaps.  

Source: GAO analysis of SSA data. | GAO-20-129 

 
 

 
Table 27: The United States Agency for International Development’s (USAID) Implementation of Key Information Technology 
(IT) Workforce Planning Activities 

Key activities Rating Description  
Establish and maintain a workforce 
planning process 

Not 
implemented 

USAID did not establish an IT workforce planning process. Specifically, while 
according to USAID officials, the agency’s process for managing staffing needs 
is documented in guidelines for its Hiring and Reassignment Review Board, the 
guidelines do not document how the agency plans to implement the key IT 
workforce planning activities, including developing IT competency and staffing 
requirements, assessing for gaps, developing strategies and plans to address 
gaps, or monitoring and reporting on progress in addressing gaps. Officials from 
the Office of the Chief Information Officer stated that they plan to work with their 
human capital office to develop a formal IT workforce planning process; 
however, they did not provide a timeline for completion.  

Develop competency and staffing 
requirements 

Fully 
implemented 

USAID developed competencies for the IT management staff which represent 
its IT staff. 
In addition, USAID developed staffing targets (requirements) for its IT staff, 
including projections over several years. Specifically, the agency developed 
staffing targets for its mission critical occupations, which include IT 
management, in response to the Office of Personnel Management’s (OPM) 
requirement to submit this information annually. 

Assess competency and staffing 
needs regularly 

Partially 
implemented 

USAID did not update its competency needs since it initially developed the 
competencies in 2009. 
USAID conducted annual assessments of staffing needs for its IT staff. 
Specifically, the agency assessed staffing targets for its mission critical 
occupations, which include IT management. 

U.S. Agency for 
International Development 
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Key activities Rating Description  
Assess gaps in competencies and 
staffing  

Partially 
implemented 

USAID did not assess competency gaps for its IT staff. According to officials, 
competency assessments were offered as an optional tool for employees and 
supervisors to develop training for the employee, but the agency did not 
perform a review of competency gaps. However, USAID officials stated that as 
of December 2018, employees and supervisors are required to perform the 
competency assessment and they expect to complete an assessment of gaps 
in competencies in 2019. 
USAID conducted annual staffing gap assessments for its IT staff. Specifically, 
it assessed staffing gaps of mission critical occupations, which include IT 
management. 

Develop strategies and plans to 
address gaps in competencies and 
staffing 

Minimally 
implemented 

USAID did not develop strategies and plans to address gaps in competencies. 
USAID developed plans to address current gaps in staffing, but not projected 
gaps. For example, USAID’s Office of the Chief Information Officer submitted 
requests in April 2018 for approval to use direct hiring authorities to address 
staffing gaps for one of its IT investments. In addition, in 2017 and 2018 the 
office submitted additional staffing requests to the agency’s Hiring and 
Reassignment Review Board to address critical needs. However, the agency 
has not developed strategies and plans to address projected staffing gaps, 
including the gaps identified in response to OPM’s annual reporting 
requirement. 

Implement activities that address 
gaps (including IT acquisition 
cadres, cross-functional training of 
acquisition and program personnel, 
career paths for program 
managers, plans to strengthen 
program management, and use of 
special hiring authorities) 

Partially 
implemented 
 

USAID did not implement strategies and plans to address competency gaps 
because, as previously stated, it did not develop strategies and plans to 
address gaps in competencies. With respect to staffing, as previously stated, 
USAID submitted requests for approval to hire staff to address staffing needs. 
In addition, USAID implemented efforts identified in the Federal Information 
Technology Acquisition Reform Act that can assist with preventing and 
addressing gaps. Specifically, the agency implemented plans to strengthen 
program management, and use of special hiring authorities. However, USAID 
did not implement IT acquisition cadres, cross-functional training of acquisition 
and program personnel, or career paths for program managers. 

Monitor the agency’s progress in 
addressing competency and 
staffing gaps 

Minimally 
implemented 

USAID did not monitor progress in addressing competency and staffing gaps 
because, as previously stated, it did not develop strategies and plans to 
address competency gaps. 
While the agency’s Hiring and Reassignment Review Board monitors the 
approval of hires to addressing staffing gaps, USAID did not monitor progress in 
addressing projected staffing gaps because, as previously stated, it did not 
develop strategies and plans to address projected staffing gaps.  

Report to agency leadership on 
progress in addressing competency 
and staffing gaps 

Minimally 
implemented 

USAID did not report to agency leadership on progress in addressing 
competency and staffing gaps because, as previously stated, it did not develop 
strategies and plans to address competency gaps. 
While USAID reports to leadership on progress in addressing staffing gaps 
through its Hiring and Reassignment Review Board, USAID did not report to 
agency leadership on progress in addressing projected staffing gaps because, 
as previously stated, it did not develop strategies and plans to address 
projected staffing gaps. 

Source: GAO analysis of USAID data. | GAO-20-129 
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