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INTRODUCTION Usable Hazard Analysis for AI Engineering

Like other complex systems, 
AI systems will fail.

Image Source: NASA Image Source: National Transportation Safety Board

Image Source: South Jordan Police Department via 

AP

Image Source: 
Kyle Grillot, AFP/Getty Images via USA Today
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INTRODUCTION Usable Hazard Analysis for AI Engineering

Failures of AI-enabled products and 
services have far-reaching effects. 
But have we learned from our 
mistakes?
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INTRODUCTION Usable Hazard Analysis for AI Engineering

Hazard Analysis

Any activity that preemptively aims to 

identify and address potential safety 

and/or ethical concerns related to a 

system or product.

Source: American Society for Quality - FMEA Template: https://asq.org/-/media/public/learn-about-quality/data-collection-analysis-
tools/asq-fmea-template.xls?la=en
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BACKGROUND Usable Hazard Analysis for AI Engineering

Provan, D. J., Rae, A. J., & Dekker, S. W. A. (2019). An ethnography of the safety professional’s 
dilemma: Safety work or the safety of work? Safety Science

Rae, A., Provan, D., Aboelssaad, H., & Alexander, R. (2020).  A manifesto for Reality-based Safety 
Science.

Industry Hazard Analysis methods 
are generally driven by regulations, 
not safety science. 
But what happens when there are 
currently no regulations for what you 
are developing?
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BACKGROUND Usable Hazard Analysis for AI Engineering

Engineering a Safe World: Systems Thinking 
Applied to Safety (2012) Nancy G. Leveson

Traditional models of hazard analysis 
assume linear causality. 
As AI presents non-deterministic 
behavior, new methods must reflect 
more complex models of causality.
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BACKGROUND Usable Hazard Analysis for AI Engineering

Ballard, S., Chappell, K. M., & Kennedy, K. (2019). 
Judgment Call the Game: Using Value Sensitive Design 

and Design Fiction to Surface Ethical Concerns Related to 
Technology

Martelaro, N., & Ju, W. (2020). What Could Go Wrong? 
Exploring the Downsides of Autonomous Vehicles.

Preliminary hazard analysis generally 
encompasses generative and 
collaborative brainstorming 
sessions.
Gamification may increase 
engagement.
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MOTIVATION Usable Hazard Analysis for AI Engineering

Motivation …

Can we develop new structured thinking methods

and systems engineering tools to support effective 

and engaging ways for preemptively considering 

failure modes in AI systems?
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RESEARCH Usable Hazard Analysis for AI Engineering

11
Semi-Structured Interviews

9
Survey Responses (Recently Launched)

~ 30 minutes/each
Discussions focused on …
● Current hazard analysis process
● What is/isn’t working well
● Unique considerations of hazard analysis 

for AI-based systems
● Challenges with hazard/ risk 

considerations

~ 20 minutes to complete
Questions focus on …
● Recent professional experiences 

surrounding hazard analysis
● Standards employed (ISO, IEC, IEEE)
● Formal hazard analysis processes used
● Tooling used (spreadsheets, project 

management software …)
● Satisfaction with current processes & 

tools
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RESEARCH Usable Hazard Analysis for AI Engineering

Limited Tooling
available to support 
hazard analysis 
activities

Incompatibility of such 
processes with modern 
development practices

Unique challenges 
posed by working with 
non-deterministic ML 
systems

Role of company 
culture in the support 
of these efforts

Time pressures 
inherent to competitive 
markets

Initial Findings
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DISCUSSION - EXPERIENCES Usable Hazard Analysis for AI Engineering

FOR THOSE IN INDUSTRY ….

Are you doing Hazard Analysis in your practice? 
If so, how and when?

FOR THOSE IN ACADEMIA ….

Are you teaching Hazard Analysis in your classes? 
If so, what and why?
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Preliminary Hazard Analysis

Develop Hazard Analysis

Product Development Process

Implement Mitigations
& Validate Effectiveness

Submit Regulatory
Documentation
(if required)

Deploy/Monitor Use
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Preliminary Hazard Analysis

What is done?
● Group brainstorming/ ‘whiteboarding’ 

sessions involving multiple disciples
● Exploring combinations of components that 

may lead to hazardous situations (hazard, 
trigger event) as well as potential 
consequences

What opportunities are there?
● Better understanding of what has gone wrong 

with similar predicate products (Known 
Problems Analysis)

● Access to relevant and easily-searchable 
incident databases

● Better communication across disciplines 
(especially between technical & non-technical 
fields)
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Develop Hazard Analysis

What is done?
● Smaller group of people (esp safety 

engineers) will work to refine & formalize 
content generated from preliminary HA

● Assignment of severity usually happens in this 
part of the process (negligible to catastrophic)

● Prioritization - often influenced by severity 
and probability of occurrence 

What opportunities are there?
● Tool that could more accurately predict the 

probability of something occurring
● Tool that could suggest potential attack 

vectors
● Tailoring of risk assessment framework to 

better suit considerations of particular 
product

● System to better gauge the potential societal 
impacts of components/ algorithms, which is 
much more unique to AI development
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Product Development Process

What is done?
● Iterative product development process
● Continuous changes to individual systems 

that may be tightly coupled with other 

systems overseen by different disciples
● Demonstrated need for traceability of 

requirements and design history states

What opportunities are there?
● Overall monitoring system that is cognizant of 

the coupling between and complexities of 
individual components

● Tool to help with traceability and version 
control

● Ability to provide quick, regular access for 
engineers to review (HA involves a lot of 
different review)

● Tool that could allow effective comparison of 
tradeoffs
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Implement Mitigations
& Validate Effectiveness

What is done?
● Implementing mitigations and validating the 

effectiveness of those mitigations typically 
occurs at later stages of product development

● If any residual risk remains, might have to do 
a residual risk assessment after

● Auditing and sub-auditing reports

What opportunities are there?
● Tools that can easily add new potential 

hazards found to original list: During testing, 
may encounter series of events that might 

lead to a new hazard, then must update 
original list 
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

“ANALYSIS”

GENERATIVE FORMAL

Preliminary Hazard Analysis

Develop Hazard Analysis

Product Development Process

Implement Mitigations
& Validate Effectiveness

Deploy/Monitor Use

Submit Regulatory
Documentation
(if required)
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Requirements & Known Problems Inform Initial Hazard Analysis

Preliminary Hazard Analysis

Develop Hazard Analysis

Product Development Process

Implement Mitigations
& Validate Effectiveness

Deploy/Monitor Use

Submit Regulatory
Documentation
(if required)
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HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Preliminary Hazard Analysis

Develop Hazard Analysis

Product Development Process

Implement Mitigations
& Validate Effectiveness

Deploy/Monitor Use

Submit Regulatory
Documentation
(if required)
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DISCUSSION - TIMELINE Usable Hazard Analysis for AI Engineering

FOR THOSE IN INDUSTRY ….

Is this timeline representative of your experiences in industry?
If not, how have your experiences diverged?

FOR THOSE IN ACADEMIA ….

At what stage of the development process do you feel has the most opportunity for 
research and improvement? 



[DISTRIBUTION STATEMENT A] This material has been approved 
for public release and unlimited distribution.  Please see Copyright 
notice for non-US Government use and distribution.

Exploring Opps in Usable Hazard Analysis Processes for AI Engineering
© 2022 Carnegie Mellon University

HAZARD ANALYSIS TIMELINE Usable Hazard Analysis for AI Engineering

Product Development Process Deploy/Monitor Use

Where are incidents, near-misses, and other 
indicators of potential failure logged during the 
development process?

Government 
databases 
(VAERS, MAUDE, 
CAERS), Non-
profit/ 
independent 
databases (ISMP, 
AIID, AIAAIC)
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DISCUSSION - TIMELINE Usable Hazard Analysis for AI Engineering

FOR THOSE IN INDUSTRY ….

How does your organization document incidents/harms internally and/or externally?

FOR THOSE IN ACADEMIA ….

Do you teach any documentation techniques in your classes? 
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AI INCIDENT DATABASE Usable Hazard Analysis for AI Engineering

“Much like the transportation sector before it 

(e.g., FAA and FARS) and more recently

computer systems, intelligent systems require 

a repository of problems experienced in the 

real world so that future researchers and 

developers may mitigate or avoid repeated 

bad outcomes.”

Source: AI Incident Database:

https://incidentdatabase.ai/apps/discover

Source: AI Incident Database:

https://incidentdatabase.ai/about

https://www.faa.gov/data_research/accident_incident/
https://www.faa.gov/data_research/accident_incident/
https://www.nhtsa.gov/research-data/fatality-analysis-reporting-system-fars
https://www.nhtsa.gov/research-data/fatality-analysis-reporting-system-fars
https://cve.mitre.org/cve/
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AI INCIDENT DATABASE Usable Hazard Analysis for AI Engineering

Source: Federal Aviation Administration -
Accident & Incident Data:

https://www.ntsb.gov/Pages/AviationQuery.aspx

Source: NHTSA - Fatality Analysis Reporting System: 
https://www.nhtsa.gov/research-data/fatality-analysis-

reporting-system-fars

Source: NIST - National Vulnerabilities Database
https://nvd.nist.gov/

Source: US FDA - MAUDE:
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cf

maude/search.cfm

Source: US CDC & FDA - VAERS:
https://vaers.hhs.gov/data.html

Source: US FDA - CAERS:

https://www.fda.gov/food/compliance-enforcement-
food/cfsan-adverse-event-reporting-system-caers#files

CYBERSECURITY TRANSPORTATION

MEDICAL/PRODUCTS
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DISCUSSION - DATABASE USES Usable Hazard Analysis for AI Engineering

FOR THOSE IN INDUSTRY ….

How might the AI Incident Database provide the most use to you?

Are there other databases that you have successfully used?

FOR THOSE IN ACADEMIA ….

How might you leverage the AI Incident Database in your research
or teaching? 
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LEARN MORE + SHARE YOUR EXPERIENCES

Paper presented at the AAAI 

Symposium on AI Engineering

tinyurl.com/hazards-ai-eng

Survey re: hazard analysis 

practice in industry

tinyurl.com/hazards-ai-

survey


