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Carnegie Mellon University (CMU)

Pioneering discoveries that enrich the lives of
people on a global scale

» Turning disruptive ideas into success through leading-
edge research

e
Carnegle « 2021 U.S. News and World Report rankings:
Mellon - #1 in computer engineering, Al, cybersecurity, and

software engineering

UIliVGI'Sity - #2 in overall computer science

- #3 in data analytics/science
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CMU Software Engineering Institute (SEI)

Bringing innovation to the U.S. government

* A Federally Funded Research and Development
Center (FFRDC) chartered in 1984 and sponsored by
the DoD

 Leader in researching complex software engineering,
cyber security, and artificial inteligence (Al)
engineering solutions

» Critical to the U.S. government’s ability to acquire,
develop, operate, and sustain software systems that
are innovative, affordable, trustworthy, and enduring
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CERT Division: Birthplace of Cybersecurity

Trusted

Conducting research for the U.S. Government in a non-
profit, public-private partnership

Valued

Collaborating with military, industry, and academia
globally to innovate solutions

Relevant

Achieving technology and talent results for our mission
partners
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Zero Trust Guidance/Associated Documents
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NIST Zero Trust Model Components

Control Plane

Data Access
Policy

Policy
Decision
Policy Point
Administrator

Industry
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'
|
|
'
'
'
|
'
|
'
|
I
'
'
I
|
'
|
'
|
I
'
'
I
|
'
|
'
|
I
|
'
|
'
|
'
'
'
|
|
'
'
'
|
'
'
'
|
|
'
'

B
|
'
'
'
|
|

e —— -

ID
Management

Threat
Intelligence

Untrusted Policy Trusted

Enforcement
Point
Activity Logs System Enterprise
Data Plane Resource
Carnegie Mellon Unjversity Zero Trust Corsiderations [[DISTRIBUTION STATEMENT A] This material has been approved for public
© 2022 Carnegie Mellon University release and unlimited distribution. Please see Copyright notice for non-US

Software Engineering Institute Government use and distribution.



SEIl Zero Trust Journey

SEI Cybersecurity Engineering Assessment

Prepare Plan Assess Implement
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Cybersecurity Engineering Assessments

Health Check

Mission Risk Diagnostic (MRD)

Security Engineering Risk Analysis
(SERA)
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Engage with Us

Download software and tools

Participate in education offerings
Attend an event
Search the digital library

Read the SEI Year in Review

Explore our research and capabilities

Collaborate with the SEI on a new project
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https://www.sei.cmu.edu/publications/software-tools/index.cfm
https://www.sei.cmu.edu/education-outreach/index.cfm
https://www.sei.cmu.edu/news-events/events/index.cfm
https://resources.sei.cmu.edu/library/
https://resources.sei.cmu.edu/asset_files/AnnualReport/2021_001_001_736261.pdf
https://www.sei.cmu.edu/research-capabilities/index.cfm
https://www.sei.cmu.edu/about/work-with-us/index.cfm

Contact Us

Carnegie Mellon University
Software Engineering Institute

4500 Fifth Avenue

Pittsburgh, PA 15213
888-201-4479

iInfo@sei.cmu.edu

www.sei.cmu.edu
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