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Splunk Query Name: Last 30 Days - Possible Theft of IP

Terms: 'host=HECTOR [search host="zeus.corp.merit.lab" Message="A user account was disabled. *"
eval Account_Name=mvindex (Account Name, -1) | fields Account Name | strcat Account_Name
"@corp.merit.lab" sender_address | fields - Account_Name] total bytes > 50000 AND

recipient address!="*corp.merit.lab" startdaysago=30 | fields client ip, sender address,
recipient address, message_ subject, total bytes'

Carnegie Mellon University Insider Threat Ov erview [DISTRIBUTION STATEMENT A] This material has been approved for public
R ‘7 . n - © 2022 Carnegie Mellon University release and unlimited distribution.
Software Engineering Institute



Scope of the Insider Threat
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Full-Time Employees
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Part-Time Employees
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Contractors

Technology
Social Engineering Damage to Organization’s
Reputation
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Insider IT Sabotage Overview

Background

Risk Model

Insider IT sabotage: msider incidents in which the insider uses information technotogy fo
direct specific harm &t an crganization or individual

Motivations: revengs, pomarily in response to a negative work-retated event such as a
demation, transfer. dispute with a co-worker, or termination
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Incident progression: an insidar's unmat expectations (pay, promotion, workioad, efc. ), _I_"._ : Fraree {AM 'L'ﬁv(,,yj » ] | :.".:':'L‘:,,, ‘
combinad with personal predispositions (history of rule violations, cowodker conflicts, efc ), o N ST A Techial | st Fias
may lead to disgruntiement. Disgruntied insiders may begin to exhibit behavioral o Saactiont }‘“ [Mm..m,, 5
precursors (decline In work performance / attendance, etc, ), which may be discovered by ,mv,,}‘ = [m;m .
the organezation, who in tum imposes sanctions. Sanctions can lead 1o increased = Expectation BN Monitorng | *
disgrunttement, pushing an insider down the path to an incident. Technical precursors ; ] Percelvad Anhot 14
follow, Including satting up unknown access paths to conceal activity. Without sufficient e e,‘ S pociation ' insider Attack | |
technical and hehavioral monitoring, the organization's parceived risk of an insider attack £ cagon | | | Fukiiment I \ : !
may be lower than the actual risk. This can lead to an organization over-trusting an insider, 5% Fﬁn?mv— S
which in combination with decreased monitoring, can impair the organization’s abiity to Personal \ Precos tatng | R ‘{ Trust of Imndﬂ_rJ.
detect an altack | Peadispositon | L__Evem
Associated Potential Risk Indicators Applicable Data Sources
e + Repeated violation of organizatonal policies and procedures Account creation logs Identity management Change and
systems configuration
Stressors +* Co-worker conflicts management systems
Concaming * Sudden decline in job performance or work attendance
Behaviors = Aggressive of violen! behavior
+ Unauthorized modification or deletion of critical system Intrusion detection / User activity monltoring Backup system access
configurations prevention systems jogs
* Unauthonized modification or deletion of logs or backups
a + Creating and using backdoor, shared, non-attributable, and
armiul Act unauthorized accounts ;
+ Downloading and installing malicious code and / or hacking Confidential / Human resource Employee performance
tools anonymous reporting management systems management systems
* Tampaering with, disabling, or attempting o disable security systoms
controls
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Insider Threats Iin the SDLC — Observed Vulnerabilities

*Neglecting to define
authentication and role-
based access control
requirements simplified
insider attacks.

eNeglecting to define
security
requirements/separation of
duties for automated
business processes
provided aneasy method
forinsiderattack.

*Neglecting to define
requirements for
automated data integrity
checks gave insiders the
security of knowingtheir
actions wouldnotbe
detected.

elLack of code reviews
allowedinsertion of

e|nsufficient attention to
securitydetailsin
automated workflow
processes enabled insiders
to commit malicious

-0 e|nability to attribute actions
activity.

to a single userenabled a
project leaderto sabotage
team’s development
project.

eInsufficient separation of
duties facilitatedinsider
crimes.
enotdesignedatall

enoone to “check the
checker”

eNeglecting to consider
security vulnerabilities
posed by “authorized
system overrides” resulted
inan easymethod for
insidersto “getaroundthe
rules”.

backdoorsinto source code.

elLack of enforcement of
documentation practices
and backup procedures
prohibited recovery efforts
when aninsider deleted the
onlycopyof source code for
a production system.

eUse of the same password
filefordevelopmentand
the operationalsystem
enabledinsiders to access
and stealsensitive data
from the operational
system.

eUnrestricted access to all
customers’ systems enabled
a computer technicianto
planta virus directlyon
customer networks.

eLack of configuration
control and well-defined
business processes enabled
libelous materialto be
published to organization’s
website.

elLack of code reviews
facilitated insertion of
malicious code.

e|neffective configuration
control practices enabled
release of unauthorized
code into production.

e|neffective orlack of backup
processes amplifiedthe
impact of mass deletion of
data.

*End-user access to source
code forsystems theyused
enabled modification of
security measures builtinto
the source code.

elgnoringknown system
vulnerabilities providedan
easyexploit method.
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Best Practices for Insider Threat Mitigation

1 - Know and protect your critical assets.

12 - Deploy solutions for monitoring employee actions and
correlating information from multiple data sources.

2 - Develop a formalized insider threat program.

13 - Monitor and control remote access from all endpoints,
including mobile devices.

3 - Clearlydocumentand consistentlyenforce policies and
controls.

14 - Establish abaseline of normal behavior for both
networks and employees

4 - Beginning with the hiring process, monitor and respond to
suspicious or disruptive behavior.

15 - Enforce separation ofduties and leastprivilege.

5 - Anticipate and manage negative issuesin the work
environment.

16 - Define explicit security agreements for any cloud
services, especiallyaccess restrictions and monitoring
capabilities.

6 - Considerthreats from insiders and business partnersin
enterprise-wide risk assessments.

17 - Institutionalize system change controls.

7 - Be especiallyvigilantregarding social media.

18 - Implementsecure backup and recoveryprocesses.

8 - Structure managementand tasks to minimize
unintentional insider stress and mistakes.

19 - Close the doors to unauthorized data exfiltration.

9 - Incorporate malicious and unintentional insider threat
awareness into periodic securitytraining for allemployees.

20 - Develop a comprehensive employee termination
procedure.

10 - Implementstrictpassword and accountmanagement
policies and practices.

21 - Adopt positive incentives to align the workforce with the
organization.

11 - Institute stringentaccess controls and monitoring
policies on privileged users.
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http://resources.sei.cmu.edu/library/asset-view.cfm?assetID=540644

A Holistic Approach to Insider Risk Management

Formalized and Defined Insider
Risk Management Program (IRMP)

Integration with Enterprise
Risk Management

Organization-Wide
Participation

Practices Related to Managing
Trusted External Entities (TEES)

Oversight of Program
Compliance and Effectiveness

Prevention, Detection, and
. . Response Infrastructure

Insider Risk

Confidential Reporting

Procedures and Mechanisms

Insider Threat Training
and Awareness

Management
Program

Insider Threat Incident

Response Plan Techniques, and Practices

Communication of Insider
Threat Events

Protection of Workforce Member
Civil Liberties and Privacy Rights -

IRMP Policies, Procedures,
and Practices

Positive Incentives
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@ Data Collection and Analysis Tools,
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For More Information
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https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://ieeexplore.ieee.org/abstract/document/8424655
https://resources.sei.cmu.edu/asset_files/WhitePaper/2018_019_001_521706.pdf
https://insights.sei.cmu.edu/insider-threat/2018/10/insider-threat-incident-analysis-by-sector-part-1-of-9.html
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=423704
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=446367
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=451065
https://web.archive.org/web/20170122065908/http:/resources.sei.cmu.edu/library/asset-view.cfm?assetid=48668
https://resources.sei.cmu.edu/asset_files/Presentation/2016_017_001_474306.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=454613

Questions / Discussion
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