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Insider Threat Research at the SEI

Conducting data collection, 

modeling, analysis, and 

outreach to develop socio-

technical solutions to 

combat insider threats

Splunk Query Name: Last 30 Days - Possible Theft of IP

Terms: 'host=HECTOR [search host="zeus.corp.merit.lab" Message="A user account was  disabled. *" | 

eval Account_Name=mvindex(Account_Name, -1) | fields Account_Name | strcat Account_Name

"@corp.merit.lab" sender_address | fields - Account_Name] total_bytes > 50000 AND 

recipient_address!="*corp.merit.lab" startdaysago=30 | fields client_ip, sender_address, 

recipient_address, message_subject, total_bytes'
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Individuals

Current or Former

Ful l-Time Employees

Part-Time Employees

Temporary Employees

Contractors

Trusted Business Partners

Organization’s 
Assets

People

Information

Technology

Faci lities

Intentionally or 
Unintentionally

Fraud

Theft of Intellectual Property

Cyber Sabotage

Espionage

Workplace Violence

Social Engineering

Accidental Disclosure

Accidental  Loss or Disposal of 
Equipment or Documents

Negatively Affect 
the Organization

Harm to Organization’s 
Employees

Degradation of Confidentiality, 
Integrity, or Availability of 

Information or Systems

Disruption of Organization’s 
Abi l ity to Meet its Mission

Damage to Organization’s 
Reputation

Harm to Organization’s 
Customers

who have or 
had authorized 

access to 

Scope of the Insider Threat

use that access
to act in a way 

that could
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Insider IT Sabotage Overview
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Insider Threats in the SDLC – Observed Vulnerabilities

Requirements Definition

•Neglecting to define 
authentication and role-
based access control
requirements simplified 
ins ider attacks. 

•Neglecting to define 
security 
requirements/separation of 
duties for automated 
business processes 
provided an easy method 
for insider attack. 

•Neglecting to define 
requirements for 
automated data integrity 
checks gave insiders the 
security of knowing their 
actions would not be 
detected.

Des ign

•Insufficient attention to 
security details in 
automated workflow 
processes enabled insiders 
to commit malicious 
activi ty. 

•Insufficient separation of 
duties faci litated insider 
crimes.
•not designed at all

•no one to “check the 
checker”

•Neglecting to consider 
security vulnerabilities 
posed by “authorized 
system overrides” resulted 
in an easy method for 
ins iders to ”get around the 
rules”.

Implementation

•Lack of code reviews
al lowed insertion of 
backdoors into source code.

•Inability to attribute actions 
to a  s ingle user enabled a 
project leader to sabotage 
team’s development 
project. 

Deployment

•Lack of enforcement of 
documentation practices
and backup procedures
prohibited recovery efforts 
when an insider deleted the 
only copy of source code for 
a production system. 

•Use of the same password 
file for development and 
the operational system 
enabled insiders to access 
and s teal sensitive data 
from the operational 
system. 

•Unrestricted access to a l l  
customers’ systems enabled 
a computer technician to 
plant a  virus directly on 
customer networks.

•Lack of configuration 
control and well-defined 
business processes enabled 
l ibelous material to be 
published to organization’s 
website.

Maintenance

•Lack of code reviews
faci litated insertion of 
mal icious code. 

•Ineffective configuration 
control practices enabled 
release of unauthorized 
code into production. 

•Ineffective or lack of backup 
processes amplified the 
impact of mass deletion of 
data.

•End-user access to source 
code for systems they used 
enabled modification of 
security measures built into 
the source code. 

•Ignoring known system 
vulnerabilities provided an 
easy exploit method. 
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Best Practices for Insider Threat Mitigation

1 - Know and protect your critical assets. 12 - Deploy solutions for monitoring employee actions and 
correlating information from multiple data sources.

2 - Develop a formalized insider threat program. 13 - Monitor and control remote access from all endpoints, 
including mobile devices.

3 - Clearly document and consistently enforce policies and 
controls.

14 - Establish a baseline of normal behavior for both 
networks and employees

4 - Beginning with the hiring process, monitor and respond to 
suspicious or disruptive behavior.

15 - Enforce separation of duties and least privilege.

5 - Anticipate and manage negative issues in the work 
environment.

16 - Define explicit security agreements for any cloud 
services, especially access restrictions and monitoring 
capabilities.

6 - Consider threats from insiders and business partners in 
enterprise-wide risk assessments.

17 - Institutionalize system change controls.

7 - Be especially vigilant regarding social media. 18 - Implement secure backup and recovery processes.

8 - Structure management and tasks to minimize 
unintentional insider stress and mistakes.

19 - Close the doors to unauthorized data exfiltration.

9 - Incorporate malicious and unintentional insider threat 
awareness into periodic security training for all employees.

20 - Develop a comprehensive employee termination 
procedure.

10 - Implement strict password and account management 
policies and practices.

21 - Adopt positive incentives to align the workforce with the 
organization.

11 - Institute stringent access controls and monitoring 
policies on privileged users.

http://resources.sei.cmu.edu/library/asset-
view.cfm?assetID=540644

http://resources.sei.cmu.edu/library/asset-view.cfm?assetID=540644
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A Holistic Approach to Insider Risk Management
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The Common Sense Guide 
to Mitigating Insider 
Threats, Sixth Edition

Balancing Organizational 
Incentives to Counter 

Insider Threat

Navigating the Insider 
Threat Tool Landscape: 

Low-Cost Technical 
Solutions to Jump-Start an 

Insider Threat Program

Insider Threats Across 
Industry Sectors

Insider Threats in the 
Software Development 

Life Cycle

Effective Insider Threat 
Programs: Understanding 

and Avoiding Potential 
Pitfalls

Analytic Approaches to 
Detect Insider Threats

Spotlight On: Insider Theft 
of Intellectual Property 
Inside the United States 

Involving Foreign 
Governments

Workplace Violence & IT 
Sabotage: Two Sides of the 

Same Coin?

An Insider Threat Indicator 
Ontology

For More Information

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://ieeexplore.ieee.org/abstract/document/8424655
https://resources.sei.cmu.edu/asset_files/WhitePaper/2018_019_001_521706.pdf
https://insights.sei.cmu.edu/insider-threat/2018/10/insider-threat-incident-analysis-by-sector-part-1-of-9.html
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=423704
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=446367
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=451065
https://web.archive.org/web/20170122065908/http:/resources.sei.cmu.edu/library/asset-view.cfm?assetid=48668
https://resources.sei.cmu.edu/asset_files/Presentation/2016_017_001_474306.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=454613
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Questions / Discussion


