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A central theme of the 2017 U.S. National Security Strategy is the “growing 
political, economic, and military competitions” between the United States 
and several state adversaries, one of which is Russia.1 Russia’s early 2014 
invasion and annexation of Crimea made it clear how far Moscow would go 

to advance its interests, including the redrawing of internationally recognized bor-
ders. U.S. competition with Russia occurs at many levels, from the military arena—
and Russia’s armed forces have been bolstered by large investments and ambitious 
reforms over the past ten years—to the economic, political, and social realms. 

The RAND Corporation has conducted extensive research on how and why 
the United States is engaged in strategic competition with Russia. This Perspective 
reviews 58 RAND reports on this topic from 2015 through mid-2020. These reports 
do not offer a comprehensive view of competition with Russia; the military and 
informational aspects of the competition are overrepresented, partially because of 
sponsor requirements. However, the reports offer original insights on key aspects of 
the deteriorating U.S.-Russia relationship.

https://www.rand.org/pubs/perspectives/PEA290-2.html
https://www.rand.org
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This review covers several issues pertaining to the 
competition, including Russia’s strategic goals and pri-
orities, the policies and measures through which Russia 
attempts to fulfill these goals, how Russia’s actions affect 
U.S. strategic interests, how effective U.S. responses have 
been, and which additional steps might further protect 
U.S. interests. The review also includes studies that take a 
broader view of what is at stake in this competitive inter-
national environment and how competition with Russia 
might differ from competition with other adversaries—
particularly China. This review excludes tactical-level 
studies that offer detailed comparisons of U.S. and Russian 
military capabilities or examine the value of specific assets 
or systems under certain warfighting conditions. 

This review first highlights major findings across the 
RAND studies, then discusses key themes that RAND 
researchers have found particularly relevant in the context 
of U.S.-Russia strategic competition. A concluding section 
outlines topics for additional research that could further 
inform the work of strategy and policy development. 

Major Findings

Using various methodological approaches and theoretical 
perspectives, the RAND studies have coalesced around a 
set of nine relatively consistent findings:

1. The U.S.-Russia strategic competition will likely be 
long-lasting.

2. States “in between” Russia and member states of the 
North Atlantic Treaty Organization (NATO) are at 
the center of this competition.

3. Conventional war between the United States and 
Russia is unlikely (but the United States should 
nonetheless prepare for it).

4. Russian hostile actions below the threshold of war 
are expected to continue.

5. Russia’s achievements in this competition are lim-
ited so far.

6. The United States has the lead but could diminish 
its advantage by implementing the wrong policies.

7. Engagement remains possible—and desirable—with 
Russia.

8. The United States can help its allies and partners 
address gray zone threats.

9. These same allies and partners play key roles in 
helping the United States prevail.

Competition Is Here to Stay

Several studies gauged the expected duration of the com-
petition between the United States and Russia. Is this com-
petition more like a sprint, in which victory can be quickly 
achieved, or is it more like a marathon? The research 
clearly points toward the latter. Neither side appears par-
ticularly keen on working toward a new détente. As Samuel 
Charap, Jeremy Shapiro, and Alyssa Demus put it in 2018, 
“Overall, both sides distrust each other fundamentally, 
view each other as attempting to interfere in each other’s 
domestic politics, and think the other is inherently aggres-
sive and expansionary.”2 Russia is likely to remain a U.S. 
rival until at least 2030 because of its desire to change the 
U.S.-dominated international order, its insistence on main-
taining influence over its neighborhood, and its military 
buildup.3
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This mistrust appears particularly strong on the Rus-
sian side, with research showing that “many Russian policy-
makers appear to believe that the prospects for a stable, 
long-term accommodation with NATO are limited.”4 The 
mistrust predates the tensions borne out of the Ukraine 
crisis; it is rooted in a perception of the current U.S.-led 
international order as denying Russia the place it deserves 
while threatening Russian interests.5 In 2017, a team led by 
Bryan Frederick stated that “Russian elites appear to have 
increasingly concluded that the United States and NATO 
represent long-term political and potentially military 
threats to the current regime in Moscow.”6 The longstand-
ing U.S. commitment to democracy and liberal values is 
perceived by Russia as, at best, a threat to regional stability 
and, at worst, an existential threat to the Russian regime; 
this represents another point of irreconcilability between 
the two countries.7 Given the right circumstances, Russia 
might undertake expeditionary interventions similar to the 
one in Syria, although its threshold for engaging in such 
interventions will be high.8

On the U.S. side, concerns likely will grow as Russia 
pursues a military buildup that will provide the capabilities 
to threaten the interests of the United States and its allies. 

Initiated in 2008, Russia’s military reform effort has borne 
fruit, and its capability for high-intensity conventional 
warfare continues to grow.9 The economic, demographic, 
and societal factors that support Russia’s military buildup 
appear relatively stable in the medium term,10 and this 
trend should produce an “incremental modernization of 
Russia’s military,”11 creating a potential security challenge 
for the United States.12 

This military modernization is likely to have different 
effects in different military areas: 

Russian C4ISR [command, control, communica-
tions, computers, intelligence, surveillance, and 
reconnaissance] and long-range strike is likely to 
improve, posing a greater threat to fixed U.S. and 
allied positions. Air defense and [electronic warfare] 
are likely to continue to experience gradual improve-
ment in the coming years. While Russia is unlikely 
in the near term to significantly improve the quality 
of its indirect fires or adopt next-generation ground 
vehicles, among other things, its existing capabilities 
will continue to pose a threat.13 

Moreover, Russian security policy goals, which have 
remained relatively consistent throughout Russia’s (and, 

Russia’s mistrust predates the tensions borne out of the 
Ukraine crisis; rather, it is rooted in a perception of the 
current U.S.-led international order as denying Russia the 
place it deserves. 
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arguably, the Soviet Union’s) history,14 are not expected to 
change in the near future.15

Competition between the United States and Russia 
will likely be the new normal in the near future, and this 
view appears to be shared by several U.S. European allies.16 
As summarized by Michael J. Mazarr and his colleagues 
in 2018, “the emerging era of competition is likely to be a 
long-term, persistent struggle for advantage, something to 
be managed rather than won.”17

In-Between States Are at the Center of the 
Competition

A key element of the U.S-Russia competition is the political 
and strategic orientation of the in-between states—states 
that are located between the NATO alliance and Russia. 
These states are Ukraine, Moldova, Belarus, Armenia, 
Georgia, and Azerbaijan. In 2018, Charap, Shapiro, and 
Demus described “the question of their status” and “the 
broader regional order as it relates to them” as “what really 
divides Russia and the West.”18 Among these former Soviet 
Union republics, Ukraine—the largest by far in terms of 

both population and territory—plays a particularly impor-
tant strategic role for Russia.19 

Russia’s desire to influence these countries’ political 
orientation and to keep them within its so-called sphere of 
influence has deep historical roots.20 This desire can con-
flict both with U.S. support for liberal democracy and with 
the U.S.-endorsed notion that sovereign countries have 
the right to pursue membership in the institutions of their 
choice—including Western institutions, such as NATO and 
the European Union (EU).21 Accommodation with Russia 
on this issue appears particularly unlikely.22 

Meanwhile, tensions are likely to remain high between 
Russia and these countries, most of which perceive Mos-
cow’s ambitions as a potential threat. As David A. Shlapak 
noted in 2018, 

Many of Russia’s neighbors are discomfited by 
some of its approaches to securing its local droit de 
regard—which have included direct imperial expan-
sion, the acquisition of clients or satellite states, or 
attempted subversion. The Kremlin’s recent behavior 
has done nothing to assuage the concerns of those 
who find themselves ensconced on its borders.23 

The United States operates at a disadvantage in these 
in-between states. Russia’s increasing ability to rapidly 
deploy forces, should it choose to do so, is an underlying 
threat that bolsters its informal dominance of the region.24 
In the gray zone domain, Russia’s ability to conduct hostile 
actions also is relatively stronger in former Soviet nations 
and neighboring states than outside that geographic area.25 
(Gray zone tactics are hostile actions that aim to further 
Russia’s strategic interests while remaining below the 
threshold of what could be perceived as an open act of war 
that invites armed retaliation.)

Competition between the 
United States and Russia 
will likely be the new 
normal in the near future.
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Attempts to engage the in-between countries can be 
difficult because they often already are permeated by Rus-
sian influence. In 2019, James Dobbins and colleagues 
examined whether the United States could “make [Rus-
sia’s] foreign commitments costlier” in the Caucasus, but 
they found little opportunity to do so: “Russia enjoys even 
greater geographic advantages there, making it consider-
ably more expensive, for instance, for the United States to 
defend Georgia than for Russia to threaten it.”26 Belarus, 
too, offers limited prospects. Losing its only true ally in 
the region would be extremely damaging to Russia, but 
the United States is unlikely to be able to bring about that 
loss, and Russia might choose to prevent such an outcome 
through the use of military force.27

Building the capacity of some of these states, par-
ticularly in the security realm, could be a more promis-
ing option.28 A 2017 study led by Christopher S. Chivvis 
argued that 

efforts to strengthen the political, economic, and 
military capabilities of non-NATO allies susceptible 
to Russian interference, if well handled, should also 
help to reduce incentives for Russian aggression and, 
thereby, the incidence of small wars along Russia’s 
periphery.29 

A 2015 study led by Olga Oliker similarly noted that 
“reducing vulnerabilities to subversion and creating more-
robust, stable governments should help reduce prospects 
of conventional attack and at least marginally strengthen 
resistance thereto.”30 Such assistance could be made con-
ditional on political and economic reforms. The assistance 
could provide the additional benefits of making these 
regimes more stable and less vulnerable to Russian subver-
sion in the long term.31

Focusing on political and economic reforms in these 
countries without making fundamental decisions about 
their alignments with Russia or the West was also the rec-
ommendation of Dobbins and Andrei Zagroski.32 Likewise, 
in 2017, Andrew Radin and Clint Reach foresaw an engage-
ment strategy that would combine some degree of recogni-
tion of Russian interests in these countries without closing 
the door to their potential integration in Western institu-
tions.33 Charap further proposed a revised regional order 
based on alternative approaches in the areas of security 
architecture, economic integration, and regional conflicts.34 

Conventional War Is Unlikely—but the 
United States Should Still Prepare for It

Competition is here to stay, but conventional war between 
the United States and Russia remains unlikely. Russia 
appears to be well aware of its conventional inferiority in 

Russia’s increasing ability 
to rapidly deploy forces, 
represents an underlying 
threat and bolsters its 
informal dominance of the 
region.
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comparison with NATO and of the damage that a conflict 
with NATO would inflict.35 Moscow also believes that 
NATO’s commitment to come to the defense of its mem-
bers is sufficiently strong to make conventional aggression 
against a NATO member a very risky undertaking.36 

The Baltic states have generally been considered among 
the most vulnerable areas to a Russian attack because of 
their proximity to Russia and their limited abilities to 
stop or even slow a potential Russian offensive.37 NATO’s 
deterrent posture in the Baltics is not particularly strong; 
it lacks the number of troops and the infrastructure that 
would be needed to support a quick and effective response 
to Russian aggression in the region.38 However, there is 
no indication that controlling all or even part of the Baltic 
states’ territories is a strategic objective for Russia.39 One 
RAND study cited Polish and Finnish officials and analysts 
who interpret Russia’s aggressive posturing—such as the 
deployment of nuclear-capable missiles in Kaliningrad—as 
mere “bullying” or “intimidation” rather than as a precur-
sor to an imminent Russian conventional attack against its 
neighbors.40 Russia also appears to have tried to achieve its 

strategic objectives in Syria while carefully avoiding a con-
frontation, with Russian forces stopping short of actions 
that might have provoked the United States.41

However, the unlikelihood of a conventional Russian 
attack does not mean that a strong deterrent posture is 
unnecessary. A Russian conventional attack against NATO 
would have such dramatic consequences that it is worth 
investing in measures to prevent it. As David Ochmanek 
argued in 2015, 

an estimate of the likelihood of a conflict is not a 
criterion in selecting scenarios for force planning. 
Scenario development is not and should not be an 
exercise in prediction. Throughout the Cold War, 
most observers believed that a Soviet-led Warsaw 
Pact invasion of Western Europe was unlikely, 
but this in no way invalidated the need to prepare 
forces (conventional and nuclear) to counter such 
an invasion; indeed, by doing so, NATO hoped to 
ensure that the probability of invasion remained low 
because a rational Soviet leader would be deterred 
from attempting it.42

Other studies concurred that, as long as the risk of 
Russian aggression exists, the U.S. military should be pre-
pared to counter it as an “insurance policy against a cata-
strophic disaster”;43 addressing NATO members’ vulner-
abilities to Russian aggression would reduce the likelihood 
of such an attack taking place.44 

Some studies went further by contending that the 
United States has not invested enough in deterrence. In 
2019, a team led by Timothy M. Bonds found a significant 
gap between the U.S. policy to deter Russia and the U.S. 
resources required to fulfill that objective.45 Another study 
warned that both the U.S. European Deterrence Initia-

Competition is here to 
stay, but conventional 
war between the United 
States and Russia remains 
unlikely. 



7

tive (formerly the European Reassurance Initiative) and 
NATO’s Enhanced Forward Presence are merely tripwires, 
and not even effective ones, because of their small sizes; 
they would be unlikely to deter an aggressor.46 Further-
more, NATO airpower faces two serious shortcomings for 
deterring aggression in the Baltic states: “First, the time 
line of the fight, as revealed by extensive wargaming, is 
so rapid that there would be insufficient time for NATO’s 
air forces to stop the Russian advance,”47 and “[a]irpower 
would also have limitations in preparing the battlefield for 
any NATO counteroffensive operations.”48

Denying Russian forces from the Baltic states would 
also be difficult. These countries’ shared borders with 
Russia would facilitate a quick, devastating blow.49 Russia 
is aware that it would be at a sharp disadvantage in a pro-
longed conflict with NATO,50 but it “enjoys a favorable cor-
relation of forces in a short-warning regional conflict on its 
borders,” and its geographic position and ability to send in 
reinforcements promptly would give it a significant time-
distance advantage early in a military campaign.51

Some elements of Russia’s military reorganization sup-
port these types of quick offensives: 

Recent reforms have made a substantially larger 
percentage of the land components of the Rus-
sian Armed Forces available at higher readiness 
for short-notice contingencies, while reducing the 
total number of units; units can deploy by rail to 
quickly build ground combat power within Russia in 
response to a crisis.52 

Russian and Soviet history show several examples 
of military operations designed to accomplish specific 
objectives in a very small amount of time.53 More broadly, 
although NATO’s military capabilities largely surpass 

those of Russia, the balance of forces locally is in Russia’s 
favor, with the ground forces of NATO’s northeastern 
members being no match for the forces of Russia’s Western 
Military District.54 One way to address these issues would 
be strengthen the current deterrent posture in the Baltic 
states,55 although this could come with significant risks.56 

Hostile Actions Below the Threshold of War 
Are Expected to Continue

Although a conventional war with Russia seems unlikely, 
Moscow’s use of gray zone tactics—also described as 
“hybrid,” “unconventional,” or “political warfare” tactics—
is well-documented and persistent.57 These actions take 
place in a variety of domains, from cyber and economics 
to information and politics, and are aimed toward various 
objectives, such as sowing dissent among national and local 
communities, steering them toward a more pro-Russia 
stance, or intimidating them.58 

Similarly, cyber operations are meant to coerce and 
influence.59 Russia’s use of these tactics bears similarities 
to the methods used by other U.S. adversaries, particularly 
China.60 Both Russia and China use social manipulation 
tactics and “appear to view such techniques as a source of 
leverage relative to open societies.”61 Overall, gray zone 
tactics will be one of the main challenges that the United 
States will face in the coming decade, and the occurrence 
of such actions is likely to increase.62 

Although gray zone tactics largely occur in “nonmili-
tary areas of power,”63 they likely would be used to support 
any conventional Russian attack. Gray zone actions also 
can be precursors to a conventional attack; as Radin stated, 
“the major vulnerability to hybrid warfare in the Baltics 



8

lies in Russian conventional forces that may ‘back up’ or 
accompany nonviolent or covert Russian aggression.”64 
For instance, a conflict scenario in which paramilitar-
ies and civilians prepare and facilitate the incursion of 
Russian special operations or conventional forces into a 
neighboring country—similar to what happened in east-
ern Ukraine—is theoretically possible.65 However, Russia’s 
willingness to risk such actions would likely depend on 
whether this neighbor is a NATO member. Using such tac-
tics to support conventional operations might help Russia 
compensate for its conventional inferiority against NATO, 
reduce the length of a conflict, and possibly deny NATO 
the time to send reinforcements.66 

One way to compete in the information domain 
would be to provide the U.S. Department of Defense and 
U.S. Army greater means to operate. This might include 
expanding existing authorities, bringing in more personnel 
from the reserves with expertise in information operations 
and information-related capabilities, and rewarding these 
areas of expertise to make information-related careers 
more attractive.67 Another recommendation pertains to 
U.S. intelligence capabilities, which are critical to detecting 
political warfare.68 In the intelligence domain, the United 
States would benefit from “better intelligence gathering 

and coordination and a clearer understanding of the signs 
of Russian covert aggression.”69 

The United States could improve its response in the 
domains of information operations and social manipula-
tion in other ways. After a thorough examination of the 
characteristics of such operations,70 researchers found that 
preparing for and countering these threats might include 
the following strategies: avoiding countermessaging (and 
improving U.S. and NATO messaging  instead),71 exposing 
and blocking Russian propaganda, building the resilience 
of populations most susceptible to be the targets of Rus-
sian propaganda, promoting local media that counter this 
propaganda, and tracking and analyzing Russian media 
content to maintain high awareness of the threat.72 

Russia Is Not Particularly Successful in Any 
Area of This Competition 

Russia is often characterized as a near-peer competitor of 
the United States, but one should not overestimate how well 
Moscow is doing in this competition. Russia’s track record 
appears middling at best, and no major change in the con-
ditions that could raise its chances of success is expected in 
the near future.

Russia’s use of gray zone tactics bears similarities to the 
methods used by other U.S. adversaries, particularly 
China.



9

Russia’s economic, demographic, and social conditions 
are not particularly good. The country’s challenges include 
“looming demographic imbalances, severe environmental 
degradation, and the contradictions between authoritarian 
forms of governance and populations with access to greater 
material resources and outside sources of information”73—
all challenges that Russia shares with China.74 In the case 
of Russia, such trends are likely to persist over the next two 
decades.75 Partly because of these trends, regime stability 
is uncertain;76 Russian President Vladimir Putin watches 
closely—and warily—the reaction of the Russian elites and 
public to his actions.77 Russia’s challenges are reflected 
by the state’s sensitivity to cost (with military campaigns 
all done on the cheap);78 its long list of military vulner-
abilities, from its comparative disadvantage in ground 
force resources to the decline of its scientific and technical 
capital;79 and its inability to effect a long-term strategy in 
the Middle East.80 Doing nothing—in other words, let-
ting “the Russian government continue its poor regulatory 
regime, its state control, and its wasteful investments”—
might be the best U.S. course of action in some cases.81 

Some of Russia’s negative prospects were worsened by 
the Ukraine crisis. Russia had benefited economically from 
better integration into the global economic and financial 
system, but international sanctions and the drop in foreign 

investment that followed Russia’s aggression in Ukraine 
damaged Russia’s growth.82 A negotiated solution to the 
Ukraine crisis that included the termination of sanctions 
would likely have a significant positive effect on Russia’s 
growth.83

Even in areas in which Russia is seen as proficient, 
such as gray zone actions, there is little evidence of success. 
For instance, “the analysis suggests that much of Russian 
propaganda—including relatively expensive endeavors like 
RT [Russia Today]—may neither be as well-watched nor 
well-believed as some might presume.”84 An analysis of 
five cases of Russian gray zone campaigns has shown some 
degree of tactical success but, overall, strategic failure.85 
This failure might be partly the result of internal bureau-
cratic conflict that degrades Russia’s ability to pursue effec-
tive information and political warfare. One study found 
that “Russian intelligence services and other actors com-
pete and often collide in conducting their missions and are 
at times pursuing divergent agendas”—a challenge that is 
not lost on the Russian leadership.86

Meanwhile, there is little evidence that Russia’s efforts 
at hostile social manipulation have achieved any of their 
main objectives.87 As Mazarr and his team pointed out, 

Even in cases where outcomes have matched Rus-
sia’s objectives, Moscow has not been inventing the 

There is little evidence that Russia’s efforts at hostile 
social manipulation have achieved any of their main 
objectives.
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grievances that produced a few recent electoral or 
referendum outcomes—it has only been adding its 
voice to many others saying largely the same things. 
It is difficult to separate out the unique effect of 
each additional voice. One of the main imperatives 
going forward is for additional research into such 
questions.88 

The impact of cyber operations has been similarly 
disappointing for Russia.89

Overall, it appears that the measures that Russia is 
most likely to use—such as disinformation or economic 
pressure—are unlikely to be successful, while actions that 
would be more threatening for NATO—such as the use of 
“little green men”—are less likely to occur.90 As a result, the 
West tends to overestimate Russia’s ability to “win” the gray 
zone competition, while underestimating its own resilience.91

One reason for this apparent lack of success might be 
that Russia’s gray zone targets are more resilient than is 
sometimes described. One study found that in the gray 
zone, “there are no obvious major vulnerabilities that 
Russia can easily exploit to its advantage within NATO”;92 
another study found that European countries present only 
limited vulnerabilities to trade or financial pressures from 
Russia.93 The regions at risk closest to Russia (for instance, 
the Baltic states) have strong governance and institutions 
to respond to the threats, while those that lack such char-
acteristics (such as Bulgaria, Greece, and Romania) are 
farther away from Russia and therefore are less likely to 
be targets of Russian subversion.94 The threat of Russian 
agents infiltrating a NATO or EU member appears limited 
as well. Potential candidates, such as Bulgaria and Greece, 
are not in a position that would allow them to unilaterally 
change NATO or EU policies,95 while countries that could 

challenge views within those organizations (such as the 
United Kingdom, France, Germany, and Italy) are not par-
ticularly vulnerable to Russian gray zone threats.96

Finally, disrupting energy, trade, or financial flows 
could be costly for Russia, which also depends on the reve-
nue associated with these flows. The vulnerabilities of such 
disruptions run both ways and limit Russia’s leverage in the 
countries that it might be tempted to target.97 

Conversely, the United States could exploit Russian 
weaknesses. Russia’s economy represents its greatest vul-
nerability across all domains, and the most effective pres-
sure point for the United States might be Russia’s overreli-
ance on oil and gas revenue.98 The United States also has a 
variety of military options, including investments in new 
military technologies,99 to overextend Russia. However, 
targeting Russia’s energy revenues instead has two major 
advantages: limited risks and limited costs.100 

The United States Has the Advantage but 
Should Tread Carefully

Just as Russia is struggling, the United States is doing 
relatively well. First of all, while Russia struggles to build 
reliable security relationships, the United States has a solid 
network of allies and partners that value their relationships 
with the United States.101 Second, the U.S. military budget 
dwarfs that of Russia.102 Third, U.S. military advantages 
include not just personnel numbers and capabilities but 
also proficiency in combat operations; the United States 
has extensive training and real-world experience.103 Fourth, 
the ability of Russian ground forces to deploy out of area is 
limited; Russia has insufficient sustainment capability and 
lacks basing, overflight, and naval access.104 As one study 
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noted, “this gap enhances deterrence and will be hard for 
[Russia] to close.”105

However, with the wrong policies, the United States 
could squander its advantages in three notable ways. The 
wrong responses to the Russian challenges could (1) create 
unnecessary risks of escalation, (2) waste resources, and 
(3) prove counterproductive. 

In relation to the first risk, a 2020 study examined the 
military elements that could lead to unintended escalation 
between Russia and NATO.106 Although U.S. and NATO 
force deployments in Europe are important deterrents to a 
potential Russian attack against the Baltic states,107 Russia 
could exploit these deployments in several ways. As Radin 
pointed out in 2017, “Russian propaganda harps on the 
theme of NATO’s aggressive intentions, and any buildup 
of NATO forces will inevitably feed into Russia depic-
tions of NATO as seeking to encircle and isolate Russia.”108 
Russia also could feel genuinely threatened by such a move 
because it is particularly sensitive to NATO’s capability 
to undertake conventional precision strikes at depth.109 
RAND studies have examined the potential impact on 
Russia of various posture reinforcement scenarios and 
assessed the pros and cons of U.S. deployments, includ-
ing exercises, in Europe. Comparing the benefits of such 
a presence (increased deterrence, quicker availability for 
contingencies in Europe and nearby) with its costs (escala-
tory risk, opportunity cost), one study has found that if 
significant U.S. forces are to be positioned in Europe, then 
Central Europe might be less inflammatory than a location 
closer to the Russian border.110 

The escalation risk of a U.S. and NATO posture 
enhancement in Eastern Europe would depend on several 
factors. One factor is how Russia would perceive its own 

strength—and NATO’s strength—at the time of the rein-
forcement. If Russia perceives NATO’s strength to be high, 
the new posture might look particularly threatening to 
Moscow.111 Another factor is timing; for instance, the 2017 
study led by Frederick found that Russia has historically 
perceived a greater threat when announcements on missile 
defense are made at the same time as NATO discussions 
on defense posture.112 Therefore, it is useful to be careful 
with timing. Other precautions that the United States and 
NATO could take to limit not just the risks of escalation 
with Russia but hostile local reactions include limiting 
force presence to non–Russian speaking areas, refraining 
from deploying assets or engaging in activities that could 
be perceived as promoting regime change in Russia, and 
investing in public relations campaigns to explain the 
rationale behind the U.S. force presence and activities to 
local populations.113 

From Russia’s perspective, U.S. or NATO actions that 
could lead to regime change in Moscow or undermine Rus-
sia’s nuclear deterrent would be acutely threatening and 

While Russia struggles 
to build reliable security 
relationships, the United 
States has a solid network 
of allies and partners.
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destabilizing.114 The latter threat, in particular, requires 
special attention from the United States and NATO as they 
deploy systems that might be perceived by Russia as a direct 
threat to its ability to retaliate to a nuclear attack, thus 
increasing its incentives to strike first. As one study put it, 

Given the centrality of Russia’s nuclear deterrent to 
its security, Russia may be willing to run substantial 
risks to forestall further development of systems that 
may affect strategic stability. The disconnect between 
the two sides over the implications of NATO devel-
opment of these systems thus has the potential to 
lead to conflict.115 

The second risk is wasted resources. U.S. strategies 
designed to deter or overextend Russia should not inad-
vertently overextend the United States by imposing high 
opportunity costs. For instance, a strategy of maritime 
reinforcement around Russia might remove resources from 
the Asia-Pacific region, where they are needed in the com-
petition with China.116 

The third risk is counterproductivity. Several options 
would appear to be particularly counterproductive for the 
United States because they would be costly, destabilizing, 
or both.117 Such suboptimal options would include 

posturing fighters close to Russia; reposturing or 
deploying more ballistic missile defense; and devel-
oping such exotic weapons as conventional inter-
continental ballistic missiles (such as Prompt Global 
Strike), space-based weapons, or spaceplanes.118 

Similarly, larger and more-frequent NATO exercises 
in Europe would be seen as a potential boost for deterrence 
but “would, however, become disproportionately expensive 
if they involved deployment of significant U.S. ground 
forces based in the contiguous United States, particularly 
those involving heavy equipment.”119 

U.S. actions could also prove counterproductive in the 
gray zone domain. One study of information operations 
strongly warned against “heavy-handed anti-Russia mes-
saging,” because it could backfire.120 Another (counterin-
tuitive) risk would be to be “too successful”: One report 
warned that “political warfare can lead to unpredictable 
outcomes,”121 while others advised that a Russia under the 
firm authority of Putin might not be the most dangerous 
scenario for the United States because “declining regime 
stability has the potential to lead to a more unpredictable 
Russian foreign policy,”122 and a post-Putin era might see 
an even more aggressive leader come to power.123 The 

From Russia’s perspective, U.S. or NATO actions that 
could lead to regime change in Moscow or undermine 
Russia’s nuclear deterrent would be acutely threatening 
and destabilizing.  
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United States should also be careful not to give too much 
credit to its opponent when its actions do not effectively 
warrant it, as in the case of “exaggerated claims” in the 
United States of Russian effectiveness at social manipu-
lation.124 Furthermore, some options to address the gray 
zone challenges posed by Russia might undermine U.S. 
values. This issue is particularly salient when assessing how 
to mitigate the threat of Russian information operations 
and social manipulation,125 with one study highlighting 
potential adverse effects on freedom of speech.126

Finally, some countermeasures could prove counter-
productive by damaging U.S. relations with its allies, par-
ticularly if the United States were to promote policies that 
its allies perceived as intruding in domestic politics. The 
treatment of Russian-speaking populations in the Baltic 
States could raise such concerns. Raphael S. Cohen and 
Radin noted that “the Baltic countries believe that they 
should have the lead role in developing policy toward Rus-
sian speakers,” making it fairly unlikely that they would 
welcome U.S. assistance in this domain.”127 Ben Connable 
and his team put such concerns in a broader context: 

Improving measures-short-of-war capabilities and 
reducing risks to negotiated and tacit thresholds will 
require careful balancing between improvement in 
tactical capability and risks to U.S. prestige, influ-
ence, treasury, and moral standing.128

Competition Does Not Preclude 
Engagement

Several studies make clear that competition with Russia 
does not render engagement irrelevant. The fact that 

the United States and Russia still share some common 
interests—the 2017 report by Radin and Reach, for 
instance, mentions the maintenance of the United Nations 
system—suggests that engagement remains possible.129 
As Oliker and her team argued in 2015, the United States 
should develop a strategy toward Russia “that hedges 
against the worst possible outcomes, yet does not give up 
on Russia in the long-run or foreclose potential new oppor-
tunities for cooperation should they arise.”130 

Some degree of engagement with Russia might rein-
force deterrence and prevent escalation. Only through com-
munication with Russia can the United States and NATO 
make clear that their actions do not have offensive inten-
tions, but aim only to reassure and protect NATO mem-
bers.131 This two-track policy of deterrence and engagement 
is reminiscent of the relationship that the United States had 
with the Soviet Union from the mid-1960s to the end of the 
Cold War.132 This policy is also similar to the one adopted 
by some U.S. allies, as “most European states [. . .] have also 
been careful to keep channels of communication open with 
Moscow on a number of issues, from the implementation of 
the Minsk II agreement to counterterrorism and Syria.”133 

Some degree of 
engagement with Russia 
might reinforce deterrence 
and prevent escalation. 
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Discussions of conventional arms control in Europe would 
benefit from an understanding of both the potential escala-
tory perils in the NATO-Russia relationship and the types 
of measures that could prevent such escalation.134 Discus-
sions of confidence-building and risk-reduction measures 
with Russia could also be useful in managing specific, 
emerging issues, such as the development of military artifi-
cial intelligence.135

Engagement can take various forms. Oliker, Michael J. 
McNerney, and Lynn E. Davis proposed a “strategy of resil-
ience and engagement,”136 while another study has called 
for a “small steps” approach toward “islands of coopera-
tion,” such as Russia-Georgia trade talks or structured dis-
cussions at the Organization for Security and Co-operation 
in Europe.137 Engagement could take place in the economic 
domain through new bilateral agreements or a dialogue 
between the Western-led and Russian-led trade blocs.138 
Engaging with Russia to extend the New Strategic Arms 
Reduction Treaty beyond 2021, as President Joe Biden and 
Putin agreed to do in early 2021, should help provide more 
transparency, stability, and predictability and prevent an 
expensive arms race.139

The United States Can Help Allies and 
Partners Address Gray Zone Threats

The United States has a variety of options to deter Russia, 
either by threatening punishment or by denying it the abil-
ity to gain from aggression.140 In the gray zone, an effec-
tive alternative course of action might be to build U.S. and 
NATO resilience to Russian attacks.141 Building resilience 
would undermine Russia’s ability to opportunistically 
exploit existing vulnerabilities because “[r]ather than 
manufacturing political crises from start to finish, Russia 
appears to operate by creating pressure and intensifying 
social divides, and then taking advantage of crises once 
they emerge.”142 

This approach toward resilience would be particularly 
relevant in the realms of information operations and social 
manipulation—where Russia, like China, seeks to take 
advantage of “seams and gaps in the social and information 
fabric of other countries.”143 This opportunistic mindset of 
Russia’s leadership is also at work in the Middle East, where 
Moscow shows a “short-term, pragmatic, and transactional 
approach to the region”144—an approach that has shown 
some evidence of success but also presents risks and might 
be difficult to sustain.145

The United States can help its allies address their own 
vulnerabilities, which could limit Russia’s opportunities 
to conduct subversion operations.146 Security cooperation 
and partner capacity-building represent key tools in this 
regard.147 The United States can help its allies improve their 
total defense and unconventional warfare capabilities148 by 
building, in effect, a deterrent force that has the additional 
value of being defensive in nature and thus less inflam-
matory for Russia than new conventional deployments in 

Building resilience would 
undermine Russia’s ability 
to opportunistically exploit 
existing vulnerabilities. 
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Europe.149 One study that examined potential activities 
of these types that the United States could develop with 
Sweden, Finland, the Baltic States, and Poland has argued 
in favor of “deeper engagement” with these countries to 
bolster deterrence against Russia in the region.150 U.S. part-
ners in the Black Sea region could also benefit from U.S. 
assistance against cyber and other gray zone threats, such 
as disinformation, and from more intelligence sharing.151

The civil affairs components of U.S. military services 
have important roles to play in building the resilience of 
U.S. allies.152 More broadly, the country expertise and the 
degree of political, economic, and military awareness that 
civil affairs components provide are particularly valuable 
to the U.S. military in the domain of information opera-
tions153 because “to successfully conduct psychological 
operations, one has to know the target population’s atti-
tudes and culture.”154 Civil affairs teams also play impor-
tant roles in upholding the U.S. and NATO enhanced force 
posture in Eastern Europe. As one report noted, “The 
provision of services by U.S. or NATO civil affairs teams 
is highly beneficial, especially in predominately Russian-
speaking areas.”155 Another study suggests ways in which 
partner capacity-building could be enhanced. These ways 
include “improving the quality and capacity of niche areas 
such as foreign area officers, units focused on providing 
security-force assistance, information operations, and mili-
tary medical units” and “increasing the training, special-
ization, and tours of duty for U.S. personnel.”156

U.S. Allies and Partners Play Key Roles 
in Helping the United States Prevail in the 
Competition

Just as the United States can help its allies and partners 
build resilience for the U.S. and NATO deterrence posture 
in Europe, working with these allies and partners can help 
the United States prevail in the competition with Russia 
(and China).157 As mentioned earlier, having allies and 
partners that value this relationship is a key advantage 
over Russia, which lacks a similar network.158 Providing 
military aid to allies and partners represents a way for the 
United States to take action against Russia while avoiding 
confrontation with this nuclear-armed rival.159

Working with allies and partners is particularly 
important when it comes to responding to gray zone 
actions.160 As noted by Morris and his team in 2019, “the 
United States should work with allies and partners to 
enhance resilience and build tools for competitive success 
against less-aggressive, more-gradual gray zone tactics, 
which are likely to remain persistent.”161 It is critical to 
ensure that U.S. responses are aligned with those of local 
partners.162 Security cooperation represents one way to 
address the gray zone challenge—for instance, by conduct-
ing appropriate exercises with allies. Although military 
exercises increasingly include hybrid components, one 
study recommended going further to “incorporate cyber 
capabilities, new intelligence approaches, civilian officials, 
special operations and nonmilitary (e.g., law enforcement) 
security forces, and various political and economic tools 
(e.g., public diplomacy actions, sanctions).”163

More generally—and looking beyond the gray zone—
some studies argued that the United States and its allies 
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should increase the pace of their exercises. These should 
focus particularly on “robust and increasingly realistic 
deployment and warfighting exercises, combined with 
aggressive home station and predeployment training.”164

Major Themes

Beyond the individual findings outlined earlier, RAND 
research on strategic competition with Russia points to 
four broader themes about what this dynamic means for 
the United States:

1. the nature of the competition between the United 
States and Russia

2. the benefits for the United States of relying on mul-
tilateral action and supporting such multilateral 
forums as NATO

3. the need for a whole-of-government approach that 
would allow U.S. military and civilian actors to 
jointly counter Russian influence and coercion 
efforts in the military, economic, political, and 
social domains

4. the ways in which United States can respond to Rus-
sia’s growing conventional capabilities. 

Nature of the Competition

RAND research focused on the objects of the United States 
and Russia’s competition and identified key points of fric-
tion between Russia’s strategic objectives and U.S. strategic 
interests. Overall, Russia “seeks to protect the security of 
the regime, its influence within its region, and its influ-
ence as a great power.”165 Competition with the United 
States arises because Russia “sees U.S. leadership, and its 

continuing effort to expand liberal democracy, as a threat 
to these goals.”166 A complementary interpretation, which 
encompassed other U.S. adversaries in addition to Russia, 
alluded to these same three points—regime protection, 
regional influence, and power status—while emphasizing 
the regional aspect of the competition: 

The sources of competition lie in a few identity 
asserting major powers determined to achieve key 
regional goals while pushing back against U.S. pre-
dominance and the disproportionate U.S. influence 
in setting global norms.167 

Russia’s first strategic objective—securing its borders 
and regime—is clearly the most important one; to some 
extent, the other two objectives serve this first one. Russia’s 
defense posture reflects this preoccupation: 

Russia’s military is postured to defend its homeland 
and vital industrial and population centers, using 
layered, integrated air defenses and a limited number 
of defensive bulwarks and buffer states to buy space 
and time to react to potential strikes or invasion.168 

Another report noted that “Russia sees itself largely on 
the defensive,”169 partly because of the role that it believes 
the United States has played in creating or encouraging the 
popular protest movements that triggered the color revolu-
tions in eastern Europe and the Arab Spring—movements 
that destabilized or replaced existing regimes.170 Secur-
ing borders involves some extent of control over one’s 
periphery (the second objective);171 this explains Russia’s 
fixation on the status of the “in-between states” and “the 
broader regional order as it relates to them.”172 Involvement 
in regions farther away—such as the Middle East—gives 
Russia an opportunity to strengthen its claim to great 



17

power status (the third objective).173 The United States and 
Russia are also engaged in an ideological competition, with 
Russia promoting “anti-Westernism, polycentrism, anti-
liberalism, and conservatism” and trying to amplify the 
voices of those groups in Europe that share similar views.174

However, the vast power differential unbalances the 
competition between the United States and Russia. As 
Dobbins, Howard J. Shatz, and Ali Wyne argued in 2019, 
“Russia is not a peer or near-peer competitor but rather a 
well-armed rogue state that seeks to subvert an interna-
tional order it can never hope to dominate.”175 The Mazarr 
team reached a similar conclusion in 2018 when it com-
pared the U.S.-Russia and U.S.-China competitions: Unlike 
China, “Russia has the potential to cause difficulties on 
specific issues but does not have the global economic role 
or overall national power to reshape the system absent self-
destructive bouts of aggression.”176

This power differential helps explain why Russia has 
invested heavily in subversion and has resorted to gray 
zone measures, from supporting insurgents to interfering 
in foreign elections.177 Subversion, particularly when it tar-
gets groups from which Russia is excluded—such as NATO 
or the EU—provides Russia a chance to gain regional influ-
ence.178 This dynamic, in turn, suggests a possible response 
from the United States: “Maintaining and even strengthen-
ing transatlantic cohesion across all dimensions—military, 
diplomatic, and even economic . . . .”179

Importance of Multilateral Action

Multilateral institutions represent the international order 
that Russia—and, to an even larger extent, China—is 
trying to reshape in its favor. This international order is 

one that the United States helped build and in which it 
plays a leading role; therefore, multilateral institutions rep-
resent a U.S. “competitive advantage” in its strategic com-
petition with both Russia and China.180 Such institutions 
create the norms of acceptable behavior—an important 
source of power in such areas as information and cyber, 
where Russia is particularly active and where norms are 
being created. Establishing clear norms  makes it possible 
to establish “attribution and clarity as to the norms violated 
and by whom.”181 Social media represents another area for 
which clear and enforceable norms are needed.182 

In addition, multilateral institutions can play impor-
tant roles in countering gray zone actions, particularly as 
target countries might be wary of reprisals if they respond 
unilaterally.183 It is important for the United States to 
prevent Russia (and China) from seeking to reshape inter-
national organizations according to their respective world-
views and ideologies, as they naturally tend to do.184 If the 
United States chooses retrenchment rather than its tradi-
tional global leadership role, both Russia and China could 
try to fill the void.185 

Better coordination could encourage multilateral 
action. NATO, in particular, could benefit from greater 

The vast power differential 
unbalances the 
competition between the 
United States and Russia.
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coordination in responding collectively to Russia’s below-
the-threshold actions.186 A collective cyber deterrence 
policy, clearly articulating red lines that might invite retali-
ation, would be another improvement.187 Another domain 
in which NATO could make progress is intelligence coordi-
nation. In 2017, Radin and colleagues noted that “Although 
NATO has made progress in developing institutions for 
intelligence sharing, NATO’s structures and processes for 
intelligence sharing remain cumbersome and dependent on 
often-reluctant nations to share,”188 suggesting that more 
bilateral intelligence sharing might be necessary to com-
pensate for NATO’s weaknesses in this regard.189

Importance of a Whole-of-Government 
Approach

Countering Russian threats cannot be solely a U.S. military 
task; an effective response requires a whole-of-government 
approach. As Cohen and Radin put it, “The U.S. military 
has a key role to play in deterring aggression (and pos-
sibly in assisting responses), but, in many cases, it will not 
have a leading role.”190 This is particularly the case for U.S. 
efforts to counter Russian gray zone activities, which would 
require civilian organizations in key roles.191 Potential U.S. 
responses to such activities include military, diplomatic, 

informational, and economic options.192 Russia itself has 
long adopted an approach that mobilizes not only its entire 
government but also commercial firms, oligarchs, religious 
leaders, foundations, and other nongovernmental entities.193

To counter Russian social media influence, for instance, 
the United States would benefit from better coordination 
not just between the executive and legislative branches but 
also with public-private partnerships.194 One study recom-
mends that the United States “institute a formal mechanism 
for information-sharing that includes key players from the 
U.S. government and private social media companies.”195 
When engaging with its allies, the United States should 
similarly seek to develop whole-of-government strategies to 
build the resilience of these countries.196

There is little evidence that such an inclusive approach 
is being implemented to match the whole-of-government 
threat posed by Russia. As Robinson and her team noted 
in 2018, “interagency coordination remains a fundamen-
tal challenge” when the United States seeks to respond to 
political warfare, particularly information operations.197 

Countering Russian threats cannot be solely a U.S. 
military task; an effective response requires a whole-of-
government approach. 
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Key U.S. Capability Gaps Against Russia’s 
Conventional Capabilities

RAND has built a large body of research on Russia’s mili-
tary capabilities, doctrine, and strategy. Scott Boston and 
Dara Massicot outlined Russia’s tactical and operational 
preferences;198 Radin and his team presented different 
models of development for Russia’s ground combat capa-
bilities.199 Both streams of research highlight areas in 
which the United States should develop its own capabilities 
to ensure that it does not fall behind. Ochmanek delin-
eated the following capability areas as the most critical 
for the United States to develop to retain an edge against 
Russia (as well as China): “Enhanced capabilities to strike 
the enemy’s attacking forces early in a conflict,” “resilient 
basing,” “rapid suppression and/or destruction of enemy 
air defenses,” “dominant situational awareness,” and “cyber 
defense and offense.”200 The United States might also mod-
ernize its long-range and short-range military aircraft, 
procure more munitions, and strengthen its space-based 
assets.201

Infrastructure represents another area of need. A 2015 
report by Oliker and her team called for new NATO infra-
structure in the Baltics, Bulgaria, Poland, and Romania 
in the areas of command and control, intelligence, and 
cyber.202 In a similar vein, a 2017 report by Chivvis and his 
team proposed reinforcements of air defense and deterrence 
in the Baltic region through adequate NATO infrastructure, 
proper training and equipment for forward air controllers, 
capabilities to respond to the antiaccess/area denial chal-
lenge, agreements on basing and overflight rights, closely 
integrated command and control, and better allied interop-
erability.203 A 2020 report by Anika Binnendijk and her 

team echoed the latter two recommendations by calling for 
a “high degree of interoperability and integration between 
European fifth-generation fighters and NATO’s other air 
and joint forces” to achieve maximum effect in a high-
intensity conflict with Russia.204

Conclusion: Areas for Further 

Research

Systematic and rigorous exploration of the following five 
topics could shed further light on how the United States 
could retain its competitive advantage over Russia:

1. conditions in the in-between countries
2. Baltic military and civilian capability gaps
3. deterrence impacts, improvements, and exercises
4. military, political, social, and economic vulnerabili-

ties of U.S. allies and partners
5. fault lines between U.S. adversaries.

First, building on the finding that in-between coun-
tries are at the center of the competition, more research is 
needed on the Russia-related risks in European countries 
that are not part of NATO and on what the competition is 
and should be in these countries. Cohen and Radin cited 
Belarus, Bosnia and Herzegovina, Moldova, Serbia, and 
Ukraine as particular countries of interest.205 U.S. interests 
in these countries could be stated more explicitly. As one 
report suggests, “Additional research on U.S. and Russian 
interests, operations, and the risk of conflict is needed to 
evaluate and improve U.S. foreign policy in non-EU and 
non-NATO countries, and to prepare for the greater risk of 
conflict that might emerge from within these societies.”206 
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It would be particularly useful to identify warning 
signs of Russian aggression in these countries, based on 
their past interactions with Russia, and to be able to “dif-
ferentiate between ‘everyday’ Russian exercises and influ-
ence operations and the start of a large-scale campaign 
mirroring the operation in Crimea.”207 Understanding 
how the Russian military learns from recent operations 
might also help anticipate its behavior; however, “the Rus-
sian military is more adaptive than it was in the past,” and 
“variance in future operations should be anticipated.”208

Second, improving the defense and resilience of the 
Baltic states would benefit from additional research. 
The topic of engaging U.S. special operations forces with 
their Baltic counterparts is well covered, but a more-
comprehensive understanding of Baltic military and civilian 
capability gaps is still lacking,209 although some important 
work has been done on the total defense and unconven-
tional warfare capabilities of these countries.210 Another 
gap in knowledge is the precise amount of investment 

required—and the order of investment priority—for NATO 
to come to the defense of the Baltics with large combat 
formations, if needed.211

Third, more research is needed on various issues related 
to deterring Russia. For example, what is the impact of the 
U.S. deterrence policy against Russia on the perceptions 
of other U.S. adversaries?212 What NATO infrastructure 
improvements could best enhance U.S. deterrence of Russia 
in the Baltics—and how much would this cost?213 

Another set of questions, from a 2019 study led by Paul 
Davis, are focused on exercises for deterrence: 

What should be the composition and frequency of 
NATO exercises that could enhance deterrence? 
What role should nuclear weapons (including their 
command and control) play in those exercises? How 
much would those exercises cost? How can those 
exercises be structured so as to not provoke Russian 
fears of a preemptive attack?214 

The role played by nonnuclear long-range weapons 
and cyber weapons on deterrence also deserves additional 
scrutiny.

Fourth, mapping the military, political, social, and 
economic vulnerabilities of U.S. allies and partners would 
be a much-needed first step to address the vulnerabilities 
and protect these countries from Russian coercion.215 One 
report suggested developing “better tools for identifying 
and attributing disinformation on social media,”216 while 
another called for a better understanding of the dynam-
ics that allow social manipulation to be successful and of 
efficient ways to counter such manipulation.217 Methods 
to isolate Russia’s specific contribution in waging disin-
formation campaigns are needed to differentiate Russian 
messages from other voices that might convey similar 

Further research could 
produce a better 
understanding of the 
potential fault lines 
between Russia and 
China.
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messages,218 and more-sophisticated tools are necessary 
to detect information operations at the aggregate, rather 
than the individual, level.219 Another question of interest is 
under which circumstances cyber operations, as opposed 
to information operations, can be successful—recognizing 
that this has generally not been the case for Russia.220 

Fifth, it might be useful to identify the fault lines 
between U.S. adversaries. Research could produce a better 
understanding of the potential fault lines between Russia 
and China—for example, how China would react if the 
United States were to integrate a policy of limited engage-

ment into its competition with Russia. Specifically, the 
United States could engage with Russia on the issue of 
strategic arms control—an area of disagreement between 
Russia and China.221 Identifying other areas of disagree-
ment between China and Russia could present opportuni-
ties for the United States.

Focusing on these understudied questions could lead 
to new and improved ways for the United States to reassure 
allies, limit Russia’s ability to do harm, and maintain the 
U.S. advantage.
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