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26

https://www.trendmicro.com/en_us/research/17/d/pawn-storm-abuses-open-authentication-advanced-social-engineering-attacks.html
https://www.proofpoint.com/us/blog/threat-insight/ta2552-uses-oauth-access-token-phishing-exploit-read-only-risks
https://www.microsoft.com/security/blog/2020/07/08/protecting-remote-workforce-application-attacks-consent-phishing/
https://security.googleblog.com/2017/05/protecting-you-against-phishing.html
https://www.menlosecurity.com/blog/from-your-account-is-deactivated-to-oauth-the-evolution-of-phishing


References/examples:
https://www.trendmicro.com/en_us/research/17/d/pawn-storm-abuses-open-
authentication-advanced-social-engineering-attacks.html
https://www.proofpoint.com/us/blog/threat-insight/ta2552-uses-oauth-access-
token-phishing-exploit-read-only-risks
https://www.microsoft.com/security/blog/2020/07/08/protecting-remote-
workforce-application-attacks-consent-phishing/
https://security.googleblog.com/2017/05/protecting-you-against-phishing.html

https://support.google.com/cloud/answer/9110914?hl=en

27

https://www.trendmicro.com/en_us/research/17/d/pawn-storm-abuses-open-authentication-advanced-social-engineering-attacks.html
https://www.proofpoint.com/us/blog/threat-insight/ta2552-uses-oauth-access-token-phishing-exploit-read-only-risks
https://www.microsoft.com/security/blog/2020/07/08/protecting-remote-workforce-application-attacks-consent-phishing/
https://security.googleblog.com/2017/05/protecting-you-against-phishing.html


28



29



30



31



32



33



34



35



36



• Redirect URI not always sufficient -- pointed out by Daniel Fett to IETF 
OAuth Working Group in October 2020
• https://mailarchive.ietf.org/arch/msg/oauth/RjbSwFR

mLsk0EgAY2Ter-nw66EY/
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