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Introduction

The presentation describes the broad mission context driving Air and Missile Defense (AMD) | ~
the development and the approach used to creating a Digital =
Engineering Environment (DEE) for the Joint Staff J8’s Joint i Tl W Y
Integrated Air and Missile Defense Organization (JJAMDO). S VENLIE . o B
SOI.(W 5 .'IDO X
This includes the development of top-level mission threads for wﬁ ‘&: m"'"m ;{I‘
IAMD which can be specialized to address different mission WWMSM » ...,m
upport A |Frc
sets, including Counter Unmanned Aerial Systems (C-UAS) as 5 :
uppo‘rTArea \‘ ______ =
well as Cruise Missile Defense (CMD). e e
ﬂrationa e,
‘Support Area
Strategic Deep Operational Deep Close Tactical Operational Strategic
. ) ) '2:: El.r:: Maneuver Area Support Area Stz.p:rt SuA;:::n
The presentation includes perspectives from the DEE team, Area —_— ' (THARDIGHD)

MITRE, as well as the end user, JJAMDO.
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IAMD Mission Space

Figure 1. Subcategories of Threats

=

--------- Not adequately defined in joint doctrine
Defined in joint doctrine
Recently added to joint doctrine

o g
Escort Sweep Includes active and passive defense
and some offensive operations

Air Defense

Integrated Missile Defense (IMD)
Defense against rockets,
conventional artiliery, and mortars

UAS orweapons —— — — !
ceanyingUA%D I’_ ™ i

Defense against Defense against
conventional

manned A/C

Defense against all ranges of I '
Ballistic Missiles capabie of
endo & exo-atmospheric flight

- |IAMD: Integrated Air and Missile Defense

Defense against ;
= SEAD: Suppression of Enemy Air Defenses guided missiles :

«C-A/C: Counter Aircraft — — I
- C-UAS: Counter Unmanned Aerial System ; ;
- IMD: Integrated Missile Defense Hybrid threat may include Hybrid

Long-range rockets
integratedwitha
guidance system

- C-RAM: Counter Rockets, Artillery, and airbreathingand
Mortars non-airbreathing traits.

Ex: Maneuverable re-entry
vehicles

Hypersonic Glide Vehicles

= CMD: Cruise Missile Defense

- BMD: Ballistic Missile Defense

- Airbreathing: Uses air for propulsion
and/or for maneuvering

- Non-airbreathing: Does not primarily use

air for propuision and/or for maneuvering Combination of both

Airbreathing / Uses Aerodynamics for Maneuvering Non-Airbreathing / Ballistic Trajectory

Credit: Gabriel Almodovar, Daniel P. Allmacher, Morgan P. Ames lll, and Chad Davies, JFQ 88, 1 Quarter 2018
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Key Insight

A Digital Engineering Environment
developed for any IAMD mission can be
easily re-factored to address the others.

Current work is focused on analysis of
Countering Small Unmanned Aerial Systems
(C-sUAS) - has been expanded to Cruise
Missile Defense of the Homeland (CMD-H) in
FY21, and will be expanded to support
Ballistic Missile Defense (BMD) in FY22

O 8mD

@® cvp-H

Different scales, but a
similar mission thread

Scale (time, space, velocity)

Find-Fix-Track-Target-
iy ® csuas

>
»

Threat Autonomy
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Two Complementary Analytical Approaches

 Start with knowns — e Start with requirements —

* Given existing C-sUAS system * Given adversary capabilities and BF
parameters, determine the optimal CONOPs, de.ri.v.e the required C-
set of capabilities for a given sUAS capabilities and parameters

that optimize performance for a
given scenario.

scenario.

Blue \
(« ) =
Eod X A
D\ J
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ME Approach and Methodology

ME Analysis Planning - Alignment crucial: ME Analysis Execution Reporting and GRA
Problem = Scenario = Vignette(s) = Measures = Analysis Selection = Model(s) / Data Trial Archutectures & Efficacy Documentation
@) O ~© ~O ~O ~O )
Problem Statement Mission Mission Metrics Designof Analysis ~ Define MTs / METs Perform Analysiy/ Document Study
- Questions Characterization * MOS & MOES - Run Modes conclusions
» Suspected Gapls) « Scenarios Succe_ss and * Define Trial *» Define Architectures = Mission Efficacy *Selected
—_eTechnologies ol *Vignettes | Effectiveness 7 °RP|’°°C€'("°5 to be g ‘asis baseline |eSensitivi | Architecture
‘ R « ROE/CONOPS u *Quantifiable and L Saiated (reference case Analyses (if req.) | |*ME Analysis Report
1" Concepts i Relevant *Define per trial:  blue forces) e e ata R e e
Threat Laydown o Top-down & o Data (alt. blue force & «Dedisional
( * Timeframe of interest )| | © lterative o End-oroducts  *Gather Data/Models | |*Confidence-level e
\ — /) \_decomposition /) \2=""P Y Q J
ROE = Rules of Engagement } JJ
MOS = Measures of Success Repeat until desired confidence is achieved
MOE = Measures of Effectiveness
MET = Mission Engineering Thread
MT = Mission Thread

ME process begins with the end in mind, a carefully articulated problem statement, the
characterization of the mission and identification of metrics, and working through the collection
of data and models needed to analyze the mission and document the output results.

MITRE

Source: OSD Mission Engineer Guide - https://ac.cto.mil/wp-content/uploads/2020/12/MEG-v40 20201130 shm.pdf
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DE Framework within Mission Engineering (ME)
O O (s N6 .

Problem Statement Mission Mission Metrics Designof Analysis ~ Define MTs / ms\ Perform Document Study
S Ouestions Characterization |+ MOs & MOEs - " : : Run Conclusions
. - i Success and *Define Tria * Define Architectures | |«mission Effi - Selected
,.?‘:med Sfp(s) .\s,ci;:;t': I| Effectiveness approaches to be o “as-is’ baseline .s,':s::,c, o Architecture
=1 8 « ROE/CONOPS *Quantifiable and [: evaluated (reference case 7| Analyses (ifreq.) | |*ME AnalysisReport J>
i = Ass th R§| evant *Define per trial: blue YO(CGS) [~ |=Monte-Carlo 1 s Curated Data L
SARSIONY " Link MOEs: o Models o ‘To-8e’ alternative | | o, ot 7ation /Models for reuse
-Tr';eat Lag_cllpwn o Top-down & o Data (alt. blue force & +Cost Trades  Decisional
NS ll:o“?imup O Analytics performance) °Cg?\ﬁdrenoe level Briefings
i O Iterative *Gather Data/Models g
( *Timeframe of interest l Secomposition ) \ @ End-products / A ) )
|
|
Central Model Simulation Visualization . . . .
E— 1 Simplifying the execution of
JOVE Excel I .
a mﬁ‘—mé : Steps #3, #4 and #5 in the
Nee ME process
R X il | P

e | QY ; Results and
= * Recommendations
=

NIPR / SIPR Cloud Environments

Supporting JIAMDO DEE

Data

MITRE
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JIAMDO DE Environment — Process Flow

Source Data Central Model Simulation Visualization
Name, Description \ JOVE RShiny
Function(s) B 9
Performance Parameters i & m ‘
Subsystems / Comm / C2
Unit Cost
MATLAB
s o i
()
W X i
JCSFL 4
CONOPs / C2 schemes AFSIM ’ ,’
TTPs, Shot Doctrine ?? _ﬁ_ -
DODAF Artifacts ?
NIPR / SIPR Cloud Environments
ICD, CDD, IPL
— Develop Here...
OPLANs
| MITRE NERVE F Scripts Techniques Visualizations User Interface O
N N N\ N
Ingest Data ONCE
MITRE SMil Scripts
— Reuse & Share | ) .

MANY TIMES

...Deploy Here

> | DoD SIPR Cloud : ( Full Digital Toolchain Analysis )—b
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CUAS Digital Engineering Environment

Product Type: Scopes the viewpoint of each product

Stakeholder Needs Use Cases System Context Measures of Effectiveness
: : Fixed / Semi- Fixed @ i
Mission Level: What Mission Overview Dynamic Targeting Use Cas e @ Meas ures of Effectiveness

problem is being C-UxS Systems
modeled ﬁ E‘ @

C-UAS CDD Requirements C-UAS Dynamic Targeting Costltems
System Requirements System Behavior System Structure Measures of Performance
System of Systems: s luy = 558
= | | System Sensing Performance
Describes the SoS to System Satis fy Matrix C-UAS System A C-UAS System A
address the problem
H . ™ Kinetic Effectors Performance
and \(erlfy the B I =
solutions. Notional So$ C-UAS System B
C-UAS System B Non-Kinetic Effectors Performance
Simulation Requirements Simulation Behavior Simulation Structure Test Case
Model: Describes how
the M&S applicaton will : =

represent a portion of

the problem space to Baseline  To Be Config S
validate the solutions Config 52 Q +

Baseline Systems

To Be Systems
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System Context — C-UAS System List Operational Requirements from JCO CDD

I teme I Te
o st | (U) The Joit G-UAS capabiity shall detect and track multple
P T gy  Groyoe = et Pt B[ 1 Detect and Track (Growp 1,28 3) with ther effective range to
3 spoae g = I evronnr support C-UAS operatons.
3 grpTyp G 3 spon w//Fouo) clude the Unmanned Acrio less than or equal to X bs.
1 B Y [ 1.1 Detect and Track Size (group 1-2) which may include a ground control station (GCS), X km on the ground and UAVS weighing > X Ibs. (Group 3).
. (hmmex A)
3| Bt ) 1.2 Detect and Track Atude (ULLFQUO) Must detect and track UAS operating at an altitude of < X ft. Mean Sea Level (MSL) (Groups 1-2) and UAV(Group 3)
] 1 B cuardan T3 roType - GoupTpe = Rapd Protpe at < XMsL.
[ r— 5 .
« Bwown Sponsor g« . UiFouo) X knots indicated 1-2) and UAY (Group 3) at £
Hwa 3 sy ng . = 8 T D 13 Detect ond Track Speed X knots ndicated aispeed.
- ” GroupType = Moble/ Mourt Aot
5| Eouns [ ey cregrpe = Fomd St £ » | Euwos Ew::'mr s ) [ 1.4 Detect and Track Range WIFouo) performing ISR
[T e r: e ) [ 1.4.1 Fixed Detect and Track Ronge (U) The Joint C-UAS capabilty shall deect group 1, 2, & 3 UASS actively and passwely
o Bowe a EHews e B T e s TR ()u; L": ();;::u :;J)AS ‘capabilty shall detect group 1, 2, & 3 UAS active at ranges up to > X km (Group 1), > X km (Group 2) and
ORI - GrooTgs » Foad  SemE int C- i ive ot ran >Xikm >k (Group 2) an
7| Bows 2| i 3 growpType  GropType [ 14.1.2 Foed Actve Sensr O ()T ot CUKS copblily shll e g . 283 UAS cve at rangesup of > X kim (Grop 1) X km (rop 2) g
9 spon : areg = TS0 > Xkm (Group 3)
N 9 groupTyp - GroupType = Moble/ eunt Aot [ 14,15 Fiued Passive Sensr Threshald (U) The Jont C-UAS capabilty 12,83 Uk >Xkm
3| Hwes 9 spone : g = UsAF [ 1.4.1.4 Fined Passive Sensor Objective (U) The Jont G-UAS capabilty shall detect group 1, 2, & 3 UAS passive at ranges Up to > X km
o] Bammmic st ol W T B[R 1.2 Moble Detect and Track Range (0) Moblle C-UAS capabity shll detect group 1. &2 UAS whie on the move or at halt
BT — %) W [ spon : g = USHC & 1.4.2.1 Moblle Actve Sensor Threshold (U) Mablle C-UAS capabiltyshall deect group 1 &2 UAS actve at > X km
10| [ ootantie T Tp ey I (G 1.4.2.2 Mablle Acte Sensor Objectve () bl C-UAS copabiy shall etec group 1 & 2 UAS actve at > X km
n| Eowm gwatie : o =) Rewit [ Spone : g = USE [ 1.4.2.3 Mablle Pessve Sensor Threshold (U) Moble C-UAS capabilty shal detect group 1 &2 UAS passive ot > X km
3 Spmee 0 = 50 [ gropype  GrougType =2 [ 14.2.4 Moble Passie Sensor Objectve (U) Moblle C-UAS capabilty shall Getect group 1 &2 UAS passive t > 8km
2| [ oo msr e et o el o K [ Spone : g = USAF [ —— (U) ot C-UAS Capabilty shaltrack vith > X probabilty of erto fr tracking based on method used for tracking/gec-location
3 spoce o - S Product Type: Scopes the viewpoint of each product
[ —— 2 Ewon o oy
=[N Savicl [ sponse : g = USHC
3 guuatipe: [ grvpType  GroupType = Rapid Prottype
«| Houss PR =
a [0 spomor : trog = 54 o B sponsor : g = REQUIREMENTS
woTe = et St [ grovpype  GoupType = Foed | Semi -1 L
b a Stakehalder Nesds Use Cases System Context Measures of Efsctiveness

m » | Bwoo
 F—r—
T g @ ;
Fixed ] Somi. Fixed S
Wission Overview Dynamic Tagaling Uso Caso Measures of fectivencss

adlie System Requirements —

Measures of Performance e o C-UAS System to CDD Requirements Matrix

. S
Sensing Performance 7ol PR — TT—
System Requirements. System Behavior System Structure Measures of Performance " Satisy (amphed) '3[ Detect and Track Range 8
£ i
System of Systems: o . =i H ie3 Blid.gih 4
= Faise Alorm i s ) Spsom Seniag Porormance H 1L Tr3ids
E]D ome _ [ s [ v [ e [ m [Setem] Describes the SoS to (NI i - . i g EE ibiils § i3
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B[] CuAs System A Notiona So§ Cunssstons = 1 H 11iis it
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B [7] Radar B Em “ g
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B [ sensors 2 al
B /& camera Bua 1852 n ' ! -
[] 2.3.4 Placeholder Systems X
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Data Exchange with Operational Simulation

«system context»
Baseline SoS
«block» 4
«block»
C-UAS System A «Passive Sensor»
i BE Ant
«block»
«Jammery Too
«
RE Effector «Radio Transeiver»
«block» Fiocio
«Explicit Weapon» gensor DJI Comms
«Costitem» % %
Interceptor EO/IR Camera
Specification Enter
«block» : - ;
«Patforms Diagram Properties... Shift+Enter
‘QC;S“Z"" R Select in Containment Tree Alt+B
node
g Select in Structure Tree
GoTo >
«blockn» A >
«Radar Sensor» Display
«Costlterms Related Elements >
Radar A blue Comms Refactor >
«block» Tool >
«Wired Transeiver» il
Blue Comms Show Diagram Info
| v | Show Diagram Frame
Complete
Export to Sim... 2 Export Simulation Components ..>
AutoStyler >
Concept Modeling >
br. 5]
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Operational Simulations: A Comparison

Capable of Effects Chain Analysis

Graphical User Interface

Simulation Type

Scenario Scale

Fidelity

Simulation Timeliness

Real-Time Simulation View

Applicable Missions

Base Laydown System

Defended Area Analysis

Physics-Based Behaviors

Blue C2 Modeling

Red C2 Modeling

Terrain Specification

Engagement Metrics Calculated (Out of Box)
Surveillance Metrics Calculated (Out of Box)

Threat Tracking Metrics Calculated (Out of Box)

© 2021 The MITRE Corporation

Yes

Discrete Event
Scalable
Low-Med

Fast

v

C-UAS, CMD

AV N NN

In Progress No (Planned)

Discrete Event Batch Monte-Carlo

Single Base Single Base to Theatre Level
Low Med-High

Med Slow

v

C-UAS CMD, BMD

v

v v

v v

(In Progress)

AN N NN
A N NN
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Visualization Dashboard: System Summary

BF-2 RF-1 :

Surveil/Detect

FAAD-C2

Track

TEWA Act

@

NINJA

LIDS EW

KuRF

COYOTE 1C

System Contribution Dlagram

AN/TPQ-50

HVA

+

Map Controls
Hide Platforms -
= ra
v

Map Display

(@ Detection &Kill Locations
Detection Events Heat Map
Kill Events Heat Map

DJI16
Kill Time: 0.20078:
Killing Platform: !

Assess

Q Detection
< Kill
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Visualization Dashboard: Laydown Comparison

BF-2 RF-1 :

0.96

Avg Detects

Leaflet | © OpenStreetMap contributors © CARTO

Avg Kills

Leafiet | © OpenStreetMap contributors © CARTO
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% Red Threats Killed

0.76

9% Threats Breached

0

Duration of HVA
Detection

9996.6

Cost

0.52

9% Detection Prevented

Plan

% Red Threats Killed

HVA Survivability

% Threats Breached

% Killed Before HVA
Detection

Duration of HVA
Detection

Cost

% Detection
Prevented

BF-3 RF-1 -

0.99

% Red Threats Killed

0.96

HVA Survivability

0.91

% Killed Before HVA
Detection

0

Duration of HVA
Detection

0.91

% Detection Prevented

+

.
. i
.
Avg Detects
8
6
4
-2
-0
Leafiet | © OpenStreetMap contributors © CARTO
+

Avg Kills

Leaflet | © OpenStrestMap contributors © CARTO
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Visualization Dashboard: MOE Analysis

9% Red Threats Kllled

o
X-Axis Variable: 9% Killed Before HVA Detection ¥ Y-Axis Variable: % Red Threats Killed v %iDetection Prevented
— BF-1 RF-1
% Killed Before HVA Detection
BF-1 RF-2
1 ‘ . L] - e a L] ae - [
= BF-2 RF-1
Laydown: BF-3 RF-2
0.9 ¥ < Killed Before HVA Detection: 0.64 % Killed outside 2KM BF-2 RF-2
l % Red Threats Killed: 0.91 w— BF-3 RF-1
. » . . .
0s ‘ = BF-3 RF-2
0.7 # % Red Threats Killed
0.6 ‘
0.5 + Duration of HVA Detection
0.4 ’
% Threats Breached
0.3 T
0 0.2 0.4 0.6 0.8 1 HVA Survivability
% Killed Before HVA Detection
Plan Cost 9% Red Threats Killed % Red Assets Killed HVA Detection Duration HVA Survivability % Threats Breached
10.006k 1 Pre-$IVA pataction 0.23556 1 1
10k
8k
6k
4k
2k
0.03k 0.33333
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Visualization Dashboard: Sensitivity Analysis

JOVE Sensitivity Analysis Runner

a ¥ 10-2771700152

C:/users,

Standol. . hva _RF-1

[1] "C:/Users,

System Parameters

EW_LIDS EW Effector vs DJI PK, COYOTE 1C_EFFECTS vs DJI PK, EW_NINJA EWvs DJI PK -

/hva_ps/Inp RE-1"

‘jiamdo/3i

Sensitivity Analysis MOE Results (3 Parameters)

9% Red Threats Killed 9% Killed Befors HVA Detection 5 Detection Prevented

Sensitivity Analysis Design

EW_LIDS EW Effector vs DJI PK

Current 05 a
0
COYOTE 1C_EFFECTS vs DJI PK L
Current: 02 —
0
EW_NINJA EW vs DJI PK °
Current: 025 T
0

1 #Breakpoints.
OR RSO %
01 02 04 05 06 08 09 1
@ 1 Breakpoints
T T { | . ! 4
01 02 03 04 05 06 08 09 1

Run Controls

Simulation duration

13

Simulation trials

10

P> Save & Run Simulations | & Save JOVE Simulations

plan

EW_LIDS EW Effector vs DJI PK

Plan
Plan12
Flan 13
Plan1s
Flan1s
Flants
Plan 17
Flante

Flan 13

Design

COYOTE 1€_EFFECTS vs DJI PK

Visuslize

EW_NINJAEW vs DJI PK

015

015

015
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015

015

0.566666666666667 -

0.433333333333333 -

Percent Change: 18.42%

Real-time experimentation and

EW_LIDS EW Effector vs DJI PK

07 0.766666666666667
Current: HVA Survivability

visualization of results

COYOTE 1C_EFFECTS vs DI PK

% Red Threats Killed Cost % Detaction Prevented HVA Survivability

9% Threats Breached

0.833333333333333

% Killed Before HVA Detection

Duration of HVA Detection

9% Killed outside threshold
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* Digital Engineering Environment live and supporting C-UAS and CMD-
H analytical exercises with multiple M&S tools available
* Available at UNCLASS external to MITRE for JJAMDO
* Available at SECRET internal to MITRE

* FY22 Next Steps
* SIPR Deployment
* AFSIM Integration
* BMD Analysis Capability
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Thank-You!

MITRE Contacts:
Jon Kim (jhckim@ mitre.org)
Matt Cotter (mjcotter@mitre.org)
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