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Goals of Presentation

Show potential role of a pipeline-oriented (DevSecOps) assurance case (AC)
» Prioruse of ACs focused on gaining release decision from oversight body
Show potential value/benefits of a pipeline-oriented AC

» Justify exit criteria for pipeline stages

» Define evidence needed to meet (evolving) exit criteria

* Provide basis for reassurance activity, e.g.,

* What evidence needs to be refreshed to maintain confidence that (relevant) exit
criteria continue to be met

A properly annotated AC defines exit criteria for each pipeline stage as well as showing
how each stage contributes to overall system assurance
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Presentation Approach

Show (by example) how AC helps define exit criteria for the PLAN phase

» AC justifies what we need to know before something can be released to the IMPL
phase
- Show how the AC could be used in the PLAN phase on each iteration of the DevSecOps loop

Construct an example forthe PLAN phase
» Choose a desired system property, e.g., availability
* Focus on one class of reasons why the property might not hold, e.g.,
- Resource exhaustion (due to poor design or unauthorized user actions)
» Show part of a possible AC for this situation (use CWE to start with)
 Contrast exit criteria for the PLAN phase from criteria for the IMPL phase
 Postulate a change to the system and show the reassurance case
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The Common Weakness Enumeration

The Common Weakness Enumeration (CWE)
* A list of commonly seen types of SW/HW design and implementation weaknesses

« Examples of categories: Authentication Errors, Authorization Errors, Bad Coding
Practices, Concurrency Issues, Data Validation Issues, Privilege Issues, Resource
Management Errors

* There are 21 CWEs in the Resource Management Errors category (CWE 399)
- We have grouped these into
» Resource Exhaustion Errors (4 CWES)
* Initialization Errors (3 CWES)
 Other Issues (14)

* In this presentation we focus on Resource Exhaustion Errors
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Exploit CWE

Use CWE to identify possible problems, e.q.:

Undue demand

Resource
exhaustion _,_/
) Resource leaks
4 -
CWE 399: Resource 1 Initialization errors o
T s 3
Management Errors .
\_ Otherissues o
14
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Exploit CWE

CWE 410: Insufficient Resource Pool - The software's resource
pool is not large enough to handle peak demand, which allows
an attacker to prevent others from accessing the resource by
using a (relatively) large number of requests for resources.

Resource CWE 770: Allocation of Resources Without Limits or Throttling -
exhaustion . I Undue demand I The software allocates a reusable resource or group of resources on
1 I’ behalf of an actor without imposing any restrictions on the size or
number of resources that can be allocated, in violation of the
k intended security policy for that actor.
Resource leaks -
(5)
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Exploit CWE

Undue demand

-

\ Resource leaks

CWE 771: Missing Reference to Active Allocated
Resource - The software does not properly maintain a
reference to a resource that has been allocated, which
prevents the resource from being reclaimed.

CWE 772: Missing Release of Resource
after Effective Lifetime - The software

CWE 401: Missing release of
memory after effective lifetime

does not release a resource after its

effective lifetime has ended, i.e., after the
resource is no longer needed.

/-;'ZI,I:

CWE 775: Missing release of file
descriptor or handle after effective
lifetime

CWE 1091: Use of object without
invoking destructor method
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Assurance Case Linked to CWEs

[ Reasons for doubtingthe top-level claim ]

\ 4

. D3.1: There is an external DoS attack
Top-level claim e D)

D3.2: Internally allocable resources

D4.2: undue demand

have been exhausted because of ...

s —4\_ D4.3: resource leaks
D2.1: Unless the
system runs out of = D3.3: No acceptable behavior has
resources because .. been SDECiﬁEd (ROQMTS, DES) or

implemented (IMPL) for use when a

e Lol 0 sl resource limit is (about to be) reached

meets its operational
requirements in a timely manner \_ D3.4: [Other reasons]

a

\3—( D2.2: Unless Etc. Etc. )
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Assurance Case Linked to CWEs

Confidenceincreasesas doubts arereduced

D3.1: There is an external DoS attack

D4.2: undue demand

D3.2: Internally allocable resources
have been exhausted because of ...

~ X D4.3:resource leaks
D2.1: Unless the
system runs out of ~  D3.3: No acceptable behavior has
resources because ... been specified (RQMTS, DES) or

implemented (IMPL) for use when a
resource limit is (about to be) reached

C1: (Availability) The system
meets its operational

requirements in a timely manner \_ D3.4: [Other reasons]

a

\3—( D2.2: Unless Etc. Etc. )
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Assurance Case Linked to CWEs

D3.1: There is an external DoS attack

D3.2: Internally allocable resources D4.2: undue demand I

have been exhausted because of ... [
~ = D4.3:resource leaks

D2.1: Unless the

system runs out of = [ D3.3: No acceptable behavior has
resources because .. been SDECiﬁEd (RQMTS, DES) or
—_— i ted (IMPL) for us
C1: (Availability) The system lmplemen. o UL
. \ \_ ] resource limit is (about to be) reached
meets its operational
requirements in a timely manner \_ D3.4: [Other reasons]
\3—( D2.2: Unless Etc. Etc. )
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Assurance Case Linked to CWEs

D3.2: Internally allocable resources D4.2: undue demand

have been exhausted because of ... e

D4.3: resource leaks
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Assurance Case Linked to CWEs

(C5.3: Allocation of resources is
limited or throttled to prevent
overload (CWE-770) (DES, IMPL)

(22)
D3.2: Internally allocable resources D4.2: undue demand ( C5.4: Allocable resources are sufficient
have been exhausted because of .. i(’ \ to meet peak demand (CWE-410) (DES)
C5.5: A resource is released when it is no
BYLEE wemien el - longer needed (CWE-772) (DES, IMPL)
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Assurance Case Linked to CWEs

(C5.3: Allocation of
resources is limited or
throttled to prevent
overload (CWE-770)

D6.1: Unless there is an unidentified
allocatable resource

D6.2: Unless there is an allocatable
resource type for which no per-user
request limits have been set

D6.3: Unless limits are too low to
permit acceptable system aperation
under peak mission scenarios

O™

Ly

Ev7.2: A table of allocatable resources
showing that each resource type is
assigned an allocation request limit
(RQMTS, DES)

Ev7.3: Analysis of code showing that
each allocation request enforces the
specified limit (IMPL)]

Ev7.4: Analysis of the resource limits
(in Ev7.2) showing that they are not so
low as to prevent achievement of
mission success under peak use

f
L

D8.2: But the analysis is
badly done

D8.3: But the table of
allocatable resources (Ev7.2)
has changed since the last
time the analysis was done
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Reassurance Case Example

D2.1: Unless the analysis in EV7.4
shows unacceptable results

C1: A change to the evidence EV7.2 is
acceptable (resource limit table) D3.1: Unless the analysis model is

R incorrect or incomplete
O IR2.2: S,
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Summary

We have shown:

* How an AC based on CWESs can suggest the evidence that needs to be gathered to
increase confidence in a system’s behavior

* How the AC can identify exit criteria for a stage in the DevSecOps pipeline

* What evidence needs to be refreshed to maintain confidence that (relevant) exit criteria
continue to be met after a change (the reassurance case)
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