Carnegie Al Engineering
Mell()n Thinking through how to build Al better

University

Software Engineering

: OCTOBER 2021
Institute

Dr. Rachel Dzombak
rdzombak@sei.cmu.edu

Digital TransformationLead, SEI Al Division




Dr. Rachel Dzombak
Lead, Digital Transformation

CMU Software Engineering Institute
Al Division

Carnegie Mellon Univel'sity © 2021 Carnegie Mellon University [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution. 3

Software Engineering Institute



Setting the Stage
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Today, those basic
physical, digital, and
biological technologies
are Intersecting to
create even more
change.
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Which is driving
large scale systems
transformations in
many industries.
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We are collectively faced
with designing the
systems of the future
accommodating both
technology AND people.
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What kind of world
do you want to
design?
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Whatis Al?

“It is the science and engineering
of making intelligence machines,
especially intelligent computer
programs.”

- John McCarthy, MIT, 1956
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Whatis Al?
PRI

e “Al refers to the ability of machines to
perform tasks that normally require
| . human intelligence — for example,
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ol experience, drawing conclusions, making
FirmestloyAlLso Adveve predictions, or taking action — whether
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digitally or as the smart software behind
autonomous physical systems.”
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Whatis Al?
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“Al refers to the ability of machines to
perform tasks that normally require
human intelligence — for example,
recognizing patterns, learning from
experience, drawing conclusions, making
predictions, or taking action — whether
digitally or as the smart software behind
autonomous physical systems.”
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Whatis Al?

medium.com data-flair.training appypie.com cdotrends.com towardsdatascience.com
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future of Al" says INFORM ... The Future of Artificial Intelligence ... Future of Artificial Intelligence | Top ... Al FOR GOOD - The Future of Work - Y... Future of Artificial Intelligence ...
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The future of Al
What is the Future of Al? | Know About ... Al and the Future - Design Engineering Future of Artificial Intelligence ... Artificial Intelligence and Google The Future Of Artificial Intelligence ...
edureka.co design-engineering.com eduinpro.com fairobserver.com elearningindustry.com
1
The Future of Labor in an Al World 31 Ways Al Will Affect the Future of ... is Al the Future of Business Intelligence Is Al set to transform the future of ... Artificial Intelligence: Now, and the ...
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Whatis Al?

medium.com data-flair.training appypie.com

cdotrends.com towardsdatascience.com

o) - ' Ly, /- AN Future of e ,
-—“’i There’s a sense that Al is a magical
f technology that’s going to transform
i s I i Industries and replace humans, putting
people out of work.

uture of Al

But we're not anywhere near that point.

What is the Future of Al? | Know About ... Al and the Future - Design Engineering

- Ken Goldberg, UC Berkeley
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The Future of Labor in an Al World 31 Ways Al Will Affect the Future of ... is Al the Future of Business Intelligence

Is Al set to transform the future of ... Artificial Intelligence: Now, and the ...
datanami.com cobizmag.com dataflog.com

healthcareit.com.au retailreco.com
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Whatis Al?

Machines are very good at
precision; theyre very good
at calculating numbers and
pattern recognition.

- Ken Goldberg, UC Berkeley
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At CMU, we aim to take a comprehensive view of Al
development.

Defining Acquiring B Manipulating Developing Decision

Challenge Data Data Model Making
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At CMU, we aim to take a comprehensive view of Al
development.

Defining Acquiring B Manipulating Developing Decision

Challenge Data Data Model Making

Human Interaction
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At CMU, we aim to take a comprehensive view of Al
development.

Defining Acquiring B Manipulating Developing Decision

Challenge Data Data Model Making

Human Interaction
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We want to progress Al from
iIndividual tools to human-
centered, robust and secure,
and scalable systems.
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Whatis Al Engineering?

Al engineering is a field of research
and practice that integrates the
principles of software engineering,
systems, computer science, and
human-centered design to create and
Implement Al systems In accordance
with human needs for mission
outcomes.
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Artificial Intelligence Engineering | Software Engineering ...
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Why Al engineering?

[
Organizations realize that Al hold great promise and power. =
]
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It is hard to get Al right. S/

Many organizations aren’t prepared and don’t have the I o o
needed expertise. I I I S D
0 o
We are part of CMU — a world leader in Al. _85%
Most work is a race to Al capability. of Al deployments will fail
through 2022.

[1] Gartner. “Gartner Says Nearly Half of CIOs Are
Planning to Deploy Artificial Intelligence.” 2018.

Carnegie Mellon Univel‘sity © 2021 Carnegie Mellon University [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution. 22
Software Engineering Institute



Why Al Engineering?

Traditional software and system engineering are critical to building reliable Al
systems, but there are important differences and gaps.

Many modern Al systems are built using machine learning.

Traditional Software

Analytical

Explicit instructions given by
programmer

Reducible and decomposable
Deterministic

Machine Learning

Empirical

Behavior learned from data or
experience

Opaque (and lots of math)
Unpredictable

“Teaching, not micromanaging” — Peter Norvig
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“There is no book of
spells, there’s just magic.”
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“There is no book of
spells, there’s just magic.”

... of course, Al isn’t magic.
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“There is no book of
spells, there’s just magic.”

... of course, Al isn’t magic.

We believe there are best practices,
processes, tools, and frameworks that
can improve deployment of Al and enable
trust and confidence — our National

Initiative aims to define and share them.
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What factors cause Al system “Incidents™?

Failures in...

Specification: the system's behavior did not align
with the true intentions of its designer, operator, etc.

Robustness: the system operated unsafely because
of features or changes in its environment, or in the
Inputs the system received

Assurance: the system could not be adequately
monitored or controlled during operation

B Specification ™ Robustness M Assurance B Unknown/unclear

74 total incidents

Source: https://incidentdatabase.ai/taxonomy/cset
Credit to Partnership on Al and the Center for Security and Emerging Technologies (CSET)
at Georgetown University
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https://incidentdatabase.ai/taxonomy/cset

Al Engineering Pillars

Scalable Al
Accommodate the size,
speed, and complexity of
mission needs

Robust and Secure Al
Operate reliably when faced

with uncertainty or threat

Human-Centered Al
Designed with the goal of
working with, and for, people

Scalable management of data and models
Enterprise scalability of Al development and deployment
Scalable algorithms and infrastructure

Robustness of Al components and systems
Designing for security challenges in modern Al systems
Testing, evaluating, and analyzing Al systems

Understand context of use, sense changes over time
Scope and facilitate human-machine teaming
Methods, mechanisms, and mindsets for critical oversight

Carnegie Mellon University © 2021 Carnegie Mellon University
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Human-Centered Al

Pair Checklist with Ethical Principles.
Reduce risk and unwanted bias.

Support inspection and mitigation planning.

Checklist and Agreement - Downloadable PDF:
I Jl ) il I o id=

Carnegte Mellon University

Software Engineering institute

Designing Ethical Al Experiences: Checklist and Agreement

USE THIS DOCUMENT TO GUIDE THE DEVELOPMENT of accountabie derabed, respect™, seloe,
hommst, and tseble actiiciad intellgencs |AL systarms with & Sy ey dignwd onah
‘3
Teoooing Framwwavk 20 Guide Deeeiaomend try Corok Smith, avakable o tutpeoiansvungratel 1

iretial version sf this dooumeit was peesetiod weth the pages Doy Trostevartiy AL

We will desgn oor Al system Ve work 10 ypeculatively We valum transparency with
WiILh the toBoming In mind sientiy the hall range of the goal of engender ing trust

re Al

Team Sgnanies and Daee

Abaut the SEI Comeact Us
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Robust and Secure Al

Learn the wrong thing

(Gu etal., 2017)

Do the wrong thlng
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Reveal the wrong thlng
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(VanHoudnos, et al., 2020)
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Scalable Al

Two Distinct Eras of Compute Usage in Training AI Systems

ctatlop/s-day
100 days of compute
AlphaGoZero

*  3.4-month

10 days of compute doubling

Neural Machine ~
Translation _

s *TI7 Dota 1vl

VGG _ 3

o

ResNets
AlexNet
.
3. 4&-month doubling
Deep Bellef Nets and
layer-wise pretraining 4 o 78
DON

-
u

TD-Gammon v2.1. ®
BILSTM for Speech

©
LeNet-5

NETtalk.
ALVINN

-
RNN for Speech

Perceptron ¢ First Era  Modern Era
.

Black HornetNano

OpenAl: Al and Compute, May 2018.
https: nai.com/bl i-and-com

Thompson et al., "The Computational Limits of Deep Learning,”

2020. https://arxiv.org/pdf/2007.05558. pdf
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Carnegie VMellon University

Al Engineering;
11 Foundational Practices

Recommendationsfor decision makers from experts in software
engineering, cybersecurity, and applied artificial intelligence

A s, Aoctrms Wntioer s s b Ortmi

Authors

Angela Horneman, Analysis Team Lead
Carnegie Mellon University Software Engineering Institute

Andrew Mellinger, Sr. Software Developer
Carnegie Mellon University Software Engineering Institute

Ipek Ozkaya, Principal Researcher

assetid=633647 Carnegie Mellon University Software Engineering Institute

For more information, write to info@sei.cmu.edu

Available for Download Today
Al Engineering:
11 Foundational Practices

‘Developing viable and trusted

Al systems that are deployed to
the field and can be expanded
and evolved for decades requires
significant planning and ongoing
resource commitment.”
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1. Ensure you have a problem
that both can and should be
solved by Al.

Software Engineering Institute
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2. Include highly integrated
subject matter experts, data
scientists, and data architects in

your software engineering teams.
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11. Treat ethics as both a
software design consideration
and a policy concern.
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. Cs i
National Al YR

é Advocate for
\ Al Engineering

N Collaborate to Build
P 4 the Discipline

4 s University
Engineering RIS
Initiative CrEeSting

Institute

? Support the
X Research Agenda

Al Engineering

An Emergent Discipline for
Human-Centered, Robust and
Secure, and Scalable Al

https://www.sei.cmu.edu/our-work/artificial-intelligence-engineering/
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https://www.sei.cmu.edu/our-work/artificial-intelligence-engineering/get-involved.cfm

