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The United States’ strategic competitors are conducting cyber-enabled campaigns to erode U.S. 
military advantages, threaten our infrastructure, and reduce our economic prosperity.  The 
Department must respond to these activities by exposing, disrupting, and degrading cyber 
activity threatening U.S. interests, strengthening the cybersecurity and resilience of key potential 
targets, and working closely with other departments and agencies, as well as with our allies and 
partners. 
      ~2018 Department of Defense Cyber Strategy  
 

INTRODUCTION 

In the last decade, China has increased its asymmetric approach to dealing with territorial 

disputes in the South China Sea, especially within the cyber domain.  The United States is rightly 

concerned about China's increased cyber-attacks against Association of Southeast Asian Nations 

(ASEAN) with whom China harbors territorial disputes.  These behaviors against regional 

nations will increase as China looks to counter any protest to its territorial claims and influence 

its version of international cyber norms.  According to the RAND study, The Thickening Web of 

Asian Security Cooperation, “China's ultimate geopolitical objective is to push the United States 

out of the Asia-Pacific.”1  The United States however, is an interested and influential partner in 

this domain and must take additional aims to combat China's provocative cyber behavior, 

specifically using robust security cooperation within the military instrument of power.  The 

United States must develop effective bilateral cybersecurity coordination with three of the most 

influential nations in the region to counter China's provocative actions or risk further 

deterioration of influence.  First, China is aggressively increasing its attacks against competing 

nations in the South China Sea.  Second, ASEAN has limitations as a regional cyber leader, 

rendering them ineffective in this domain on a timeline of relevance.  Third, the United States 

must invest in bilateral cyber relationships with Singapore, Vietnam, and the Philippines to 

                                                
1  Scott W. Harold et al., The Thickening Web of Asian Security Cooperation: Deepening Defense Ties Among U.S. 
Allies and Partners in the Indo-Pacific (RAND Corporation, 2019), 278. 



2 
 

 

counter China's malign activities in the South China Sea and protect United States’ interests in 

the region.   

AN EMBOLDEND CHINA – INCREASING CYBER-ATTACKS 

 China's strategy, history of attributed offensive attacks, and study of historical precedent 

directly correlate to its increase in cyber-attacks on competing countries.  First and foremost, 

cyber effects can be challenging to attribute to the initiator.  Additionally, such effects have 

rarely resulted in armed conflict.  Therefore, cyber conflict is a relatively easy way for an actor 

to use low-cost, highly available tools to create harmful effects across any instrument of power.  

China’s overarching military strategy is to continually exploit the competition continuum below 

the level of armed conflict and uphold the “Chinese tradition of “subjugating the enemy without 

fighting.””2  China's use of cyberspace effects has increased over time and is in direct support of 

its desire to “safeguard national sovereignty, unity, territorial integrity and security.”3 China also 

adopted a systems warfare approach whereby focusing on destroying or disrupting the 

opponent's operations systems, so they no longer have the ability to fight.4  Similarly, China’s 

cyber strategy demands “the use of information […] to influence or control the direction of an 

opponent’s decision making activity.”5  Thus, cyber effects are an excellent asymmetric option 

for China to deter or retaliate against other countries’ claims to territory in the South China Sea 

without fear of kinetic retaliation.   

                                                
2 Angela Poh and Weichong Ong, “PLA Reform, a New Normative Contest, and the Challenge for ASEAN,” Asia 
policy 14, 14, no. 4 (2019): 112. 
3 Anthony H. Cordesman, “China’s New 2019 Defense White Paper,” Policy File (Center for Strategic and 
International Studies, 2019), 7. 
4 Jeffrey Engstrom, Systems Confrontation and System Destruction Warfare: How the Chinese People's Liberation 
Army Seeks to Wage Modern Warfare (RAND Corporation, 2018), ix-xiii.  
5 Miguel Alberto Gomez, “Awaken the Cyber Dragon: China’s Cyber Strategy and Its Impact on ASEAN,” Journal 
of Communication and Computer 10, (2013): 799. 
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In addition to a strategy supporting China's use of cyber effects, multiple examples 

demonstrate its increase in frequency and severity of cyber-attacks to influence China’s 

opponents.  According to the Center for Strategic and International Studies, major attributable 

cyber-attacks from China have increased over 340 percent since 2007 with no hope of decreasing 

due to its systems-based warfare approach.6  More specifically, in 2012, PRC sponsored hackers 

launched defacement and distributed denial of service (DDOS) attacks against the Philippines to 

retaliate against its territorial claims in the South China Sea.7  In 2017, attributed Chinese cyber-

attacks were launched against India, Indonesia, Vietnam, the Philippines, and Singapore, 

attacking high-level government representatives to steal passwords, access government systems, 

and gather intelligence on individuals’ whereabouts.8  As recent as April of this year, Chinese 

hackers targeted Vietnamese government officials with a punishing phishing campaign amid the 

on-going territorial dispute between the two nations.9  This gives little doubt that China will 

continue to increase the volume and severity of cyber-attacks against nations with whom it 

harbors territorial disputes and any supporters.  In addition to retaliatory type actions, there is 

historical precedence for cyber operations supporting forced land reclamation.  

China is astutely aware of Russia's approach to Crimea's annexation and uses it as an 

exemplar in hybrid operations, blending cyber and traditional domains for land reclamation.  In 

early 2014, Russia used extensive information operations and cyber-attacks to support its 

invasion and annexation of Crimea from Ukraine.10  Through a combination of DDOS attacks, 

                                                
6 “Significant Cyber Incidents | Center for Strategic and International Studies.”  
7 Gomez, “Awaken the Cyber Dragon: China’s Cyber Strategy and Its Impact on ASEAN,” 801.  A distributed 
denial of service (DDOS) attack occurs when a website is flooded with so much traffic that it renders the website 
unusable.  
8 Jeevan Vasagar and Leo Lewis, “Chinese Hackers Shift Focus to Asia after US Accord,” FT.com, 2017, n/a,  
9  Shannon Vavra, “Suspected Chinese Hackers Aim Attacks at Vietnamese Government Officials,” CyberScoop, 
2020, https://www.cyberscoop.com/south-china-sea-maritime-hacking-vietnam/.  
10 Michael Kofman et al., Lessons from Russia’s Operations in Crimea and Eastern Ukraine (Santa Monica, CA: 
Rand Corporation, 2017), 6–9.  
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disabling the electronic election system, and social media denial, Russia maintained a 

competitive advantage and hindered Ukraine's command and control that led to the physical 

repossession of Crimea.11  The international community has done little to hold Russia 

accountable for this violently aggressive act.  Thus, the precedence exists for cyber-attacks 

supporting territorial repossession with little international repercussion.  Shortly after Russia's 

actions, China began building up features in the South China Sea and constructed military bases 

on newly developed islands to justify its claim to those territories.12  This island building was 

likely because China knew the North American Treaty Organization (NATO) would not penalize 

them due to similar inaction after Russia’s annexation of Crimea.13  With China's strategy clearly 

outlining an increase in information operations to wield systems warfare, an increase in 

frequency and severity of cyber-attacks against Southeast Asian neighbors, and historical 

precedence for cyber-attacks supporting land reclamation without accountability, there must be a 

regional or global counterbalance to China's malign activities.  ASEAN should be the regional 

leader, but has limitations in the newest human-made domain.   

ASEAN LIMITATIONS AS A REGIONAL CYBER LEADER 

 One would assume that ASEAN is the prime regional organization to help members 

counter China's malign cyber activities with an increased focus on cybersecurity, intense desire 

for regional cyber norms, and the rapidly growing digital economy.  However, due to the 

difficulty of reaching consensus, the nature of sovereign territories to focus on domestic policy 

over regional needs, and a difference in cyber maturity, ASEAN is hard-pressed to counter 

China's omnipresent threat in the cyber domain at the speed of relevance.14  Southeast Asia is 

                                                
11 Kofman et al., Lessons from Russia’s Operations in Crimea and Eastern Ukraine, 50–52. 
12 Walter C. Clemens, “Cyber and Other Powers in Asia,” Asian perspective 43, 43, no. 3 (2019): 586. 
13 Walter C. Clemens, “Cyber and Other Powers in Asia,” 586. 
14 Shashi Jayakumar, "Will there be One ASEAN Voice on Cyber?" Newstex.. 
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one of the fastest-growing Internet economies globally, “hitting $100 billion in 2019, and 90% of 

the region's 360 million internet users connecting primarily through their mobile devices.”15  

This means that cybersecurity will continue to be vital to countries in the South China Sea since 

every digital connection constitutes an additional cyber-attack surface for the adversary.  Since 

2015, ASEAN has taken legitimate steps to increase its commitment to promoting cybersecurity 

and international norms while maintaining its heterogeneous cultural identity and commitment to 

consensus building.16  By creating the 2017 ASEAN Cybersecurity Cooperation Strategy, the 

2018 ASEAN Ministerial Conference on Cybersecurity, and the ASEAN Information and 

Communication Technologies (ICT) Masterplan 2020, one can see the strategic commitment to 

cybersecurity and the critical linkages amongst all members.17  However, despite a deep 

commitment to these basic principles and norms, ASEAN struggles to reach consensus, which 

drives varied cybersecurity implementation.   

ASEAN's strong culture grounded in sovereignty and consensus-building makes ASEAN 

less than ideal as the sole regional partner to counter China's cyber actions.  The heterogeneous 

regional regimes, combined with the desire for consensus among all nations and particular 

sensitivity to any norms that could jeopardize sovereignty cause ASEAN to work at the slowest 

participant's pace.18  Cyber norms are particularly susceptible to this cultural phenomenon since 

there are multiple approaches to how sovereignty applies in this human-made domain.  

Consequently, despite ASEAN's desire for advancement in cybersecurity policy, its habit of 

ruling via consensus at the slowest member's speed significantly limits its ability to counter 

                                                
15 Elina Noor, “Positioning ASEAN in Cyberspace,” Asia Policy 15, no. 2 (2020): 2. 
16 Candice Tran Dai and Miguel Alberto Gomez, “Challenges and Opportunities for Cyber Norms in ASEAN,” 3, 3, 
no. 2 (2018): 217–35; Noor, “Positioning ASEAN in Cyberspace,” 107–14. 
17 Noor, “Positioning ASEAN in Cyberspace,” 107-108. 
18 T. W. Feakin, L. Nevill, and Z. Hawkins, Cyber Maturity in the Asia-Pacific Region, ed. 2016; Tran Dai and 
Gomez, “Challenges and Opportunities for Cyber Norms in ASEAN,” 228–29. 
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China in the immediate future.  In addition to overcoming ASEAN's cultural aspects, the region's 

cyber maturity varies considerably, making a singular approach for cyber ineffective.19   

 Cyber (digital) maturity is the idea that every country has a varying degree of 

development in “ICT, adoption of digital products and services, as well as growth of the digital 

economy.”20  This measure of maturity, along with political regime type, correlates to whether a 

nation is likely to engage in more significant cyber issues and how they might address them (see 

Appendix for complete description).21  Elina Noor from the Asia-Pacific Center for Security 

Studies agrees and suggests that “not all ASEAN member states have the requisite legal, 

technical, or judicial capacity to prosecute cyber-related offenses.”22  Thus, it is in the United 

States' best interest to find additional ways to counter China's actions that are supportive of 

ASEAN, but at a faster rate and willingness then its natural tendencies allow.  Bilateral, military 

cyber partnerships are the best way to counter China’s actions. 

INDIVIDUALIZED BILATERAL COOPERATION 

Individual relationships with influential nations in the region will be the most effective 

and fastest way to counter China's provocations.  In the short term, the United States and 

individual partners can share different skills and techniques and support digital capacity building 

where “both the donor and beneficiary states learn from each other.”23  If the United States fails 

to fill that void, China absolutely will considering China is physically closer and regional nations 

are economically intertwined with China as it look to expand its Digital Belt Road Initiative.24  

Alarmingly, China's version of norms look to “bypass domestic restrictions on privacy, 

                                                
19 Fergus Hanson et al., “Cyber Maturity in the Asia Pacific Region 2017,” 9-11.   
20 Tran Dai and Gomez, “Challenges and Opportunities for Cyber Norms in ASEAN,” 222. 
21 Tran Dai and Gomez, “Challenges and Opportunities for Cyber Norms in ASEAN,” 220-222. 
22 Adam Segal et al., "The Future of Cybersecurity Across the Asia-Pacific," Asia Policy 15, no. 2 (2020) 57-59.  
23 Paul M. Nakasone and Michael Sulmeyer, "How to Compete in Cyberspace," -Accessed 27 September 2020; 
Noor, “Positioning ASEAN in Cyberspace,” 114. 
24 Poh and Ong, “PLA Reform, a New Normative Contest, and the Challenge for ASEAN,” 127. 
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democracy, and transparency, which are Western normative standards.”25  To help advance 

regional and global cyber norms, the United States needs to partner with the right nations to 

effectively use cyberspace against China in the South China Sea.26  This appraoch supports 

USCYBERCOM's “defend forward” strategy.27  The idea is to seek out the adversary in gray 

space, not just sit in a [cyber] defensive posture and wait.  Additionally, cyber-attacks become 

less effective as information about the malware or attack vector is shared.28  Therefore, open 

dialogue, strategic cyber relationships, and persistent engagements are critical to combatting any 

adversarial cyber actor.  Bilateral engagements focused on confidence-building measures, 

information sharing, and best practices are crucial to protecting the United States and its partners 

from further exploitation by Chinese cyber-attacks.  

COUNTRY ANALYSIS AND RECOMMENDATIONS 

Bilateral cooperation with any ASEAN nation would provide a mutually beneficial 

partnership with the United States to counter China's cyber tactics.  However, due to finite 

budgets and limited high-demand, low-density practitioners, certain countries in ASEAN lend 

themselves more advantageous, individual partnering where the United States could be the most 

effective.  When one evaluates the individual nations against cyber maturity, territorial claims, 

and current U.S. relations, Singapore, Vietnam, and the Philippines are the best candidates to 

establish immediate military cyber cooperation partnerships.  

Singapore is a cybersecurity powerhouse and shares a similar vision to the United States 

regarding cyber policy and cyber norms.  According to the International Cyber Policy Center in 

2017, Singapore was the most digitally mature nation in ASEAN and third in the entire Asia-

                                                
25 Poh and Ong, “PLA Reform, a New Normative Contest, and the Challenge for ASEAN,” 116.  
26 Noor, “Positioning ASEAN in Cyberspace,” 110.  
27 Nakasone and Sulmeyer, “How to Compete in Cyberspace.” 
28 Nakasone and Sulmeyer, “How to Compete in Cyberspace.” 
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Pacific region, even surpassing China.29  Singapore developed a cybersecurity strategy and 

created a national level Cyber Security Agency.30  During its 2018 regional ASEAN 

chairmanship, Singapore established the ASEAN Cyber Capacity Program and the ASEAN-

Singapore Cyber Center of Excellence.  “The center's focus on training, research, and 

information exchange on strategy, policy, legislation, and operations related to cyberspace was 

deliberately designed to align cyber diplomacy efforts with operational issues.  This, in turn, 

facilitates regional coordination toward a unified perspective on international platforms.”31  

Therefore, Singapore is an advocate and regional leader in cyberspace and declared that it is 

“committed to strong international collaboration for our collective global security.  Singapore 

will actively cooperate with the international community, particularly ASEAN, to address 

transnational cybersecurity and cybercrime issues.”32  The United States military should move 

urgently to establish more technical level relationships with the “inclusion of cyber operators 

[…] who actually do the hacking in bilateral dialogues.”33  Additionally, since Singapore does 

not currently hold any territorial claims to the South China Sea, China is likely to see a robust 

cyber relationship with Singapore much less provocatively than others.  For these reasons, 

Singapore is the best candidate for immediate, bilateral military cybersecurity cooperation.   

Like Singapore, Vietnam is equally poised to have a mutually beneficial military cyber 

relationship with the United States.  First and foremost, Vietnam is the 2020 ASEAN chair, 

which provides an excellent opportunity to support ASEAN's long-term goals while focusing on 

a bilateral partnership in the near-term.  Lower than Singapore, Vietnam ranked fourteenth on the 

                                                
29 Fergus Hanson et al., “Cyber Maturity in the Asia Pacific Region 2017,” 9-11.   
30 Jayakumar, "Will there be One ASEAN Voice on Cyber?"  
31 Noor, “Positioning ASEAN in Cyberspace,” 113. 
32 "Singapore's New Cybersecurity Strategy Announced." SMB World Asia (Online) (2016). 
33 Alex Grigsby, "The End of Cyber Norms," 59, no. 6 (2017) 109-122. 
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2017 cyber maturity report but has matured quickly since the reports publishing and since its 

2018 Law on Cybersecurity.  “By the end of January this year, Vietnam had 68.17 million 

Internet users, accounting for 70% of the population.”34  With rapid economic and digital growth 

and a vision of bringing Vietnam into the 50 leading countries on the United Nations E-

Government Development Index, there are equally as many opportunities for cyber threats, 

thereby making cybersecurity a top national priority.35  Vietnam is also navigating a hotly 

contested territorial claim against China in the South China Sea and is subject to China’s 

bullying tactics.36  Since we know China will continue to use cyber for retaliatory actions against 

nations, Vietnam would be of particular importance for a bilateral relationship with the United 

States.   

One other factor that is different from Singapore is that a military cyber relationship 

provides additional thawing of relations between the United States and Vietnam in the post-

Vietnam War era.  The United States has made tremendous progress in its relationship with the 

former adversary.  However, confidence-building measures in cyber provide an excellent 

opportunity to solidify the renewed relationship below the strategic level and break down any 

lingering wariness.  Events such as “training, exercises, and exchanges can serve to build 

critically important personal relationships among current and rising defense and political leaders 

and represent promising, often low-cost investments that two or more actors make in each 

other.”37  However, some opponents argue that Vietnam's authoritarian regime's desire to 

internally control the Internet and focus on offensive cyber with tactics mimicking China 

                                                
34 "MIL-OSI Asia Pacific: Vietnam, Singapore Boost Cooperation on Cybersecurity."  
35 "MIL-OSI Asia Pacific: Vietnam, Singapore Boost Cooperation on Cybersecurity." 
36 Fergus Hanson et al., “Cyber Maturity in the Asia Pacific Region 2017,” 9-11.   
37 Harold et al., The Thickening Web of Asian Security Cooperation: Deepening Defense Ties Among U.S. Allies and 
Partners in the Indo-Pacific, 349–350. 
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Advanced Persistent Threats (APTs) should keep the United States from considering Vietnam for 

further partnership.38  Nevertheless, if Vietnam is committed to its eCommerce transformation, 

then “stricter internet control [will] dampen innovation and impact the growth of Vietnam's 

digital economy and its competitiveness,” and that does not appear to be something Vietnam is 

willing to risk.39  The United States also needs to be willing to take some risk.  An opportunity to 

partner with a nation that behaves similarly in the cyber domain to one of the United States’ most 

significant competitors will allow operators to gain insight into resemblances and threats that can 

be equally as detrimental to the United States. if not defended against quickly.   

Like Vietnam, the Philippines offer an opportunity for the United States to bolster a 

moderately mature digital partner with Chinese contested territorial claims to the South China 

Sea and is susceptible to bullying tactics.  In terms of cyber maturity, the Philippines is right 

behind Vietnam. In 2019, experts projected that the Philippine digital economy would expand 

more than 250 percent from $7 billion in 2019 to $25 billion by 2025, providing plenty of attack 

surface for Chinese hackers.40  Philippines lays claims to the Scarborough Shoal and the Spratly 

Islands in the South China Sea, but its public discontent with China caused the Philippines to be 

a repeat target of Chinese cyber-attacks.  In 2012, China and the Philippines were involved in 

mutual cyber-attacks that surrounded their island disputes.41  An attack followed this in “August 

2016 called the South China Sea Remote Access Trojan program, where hackers extracted 

confidential information from the Philippines' Department of Justice and the major international 

law firm that represented nation-states” at the Permanent Court of Arbitration for the territorial 

                                                
38 Tran Dai and Gomez, “Challenges and Opportunities for Cyber Norms in ASEAN,” 228–29. 
39 Nguyen Phuong, "The Truth about Vietnam’s New Military Cyber Unit," Diplomat (Rozelle, N.S.W.) (2018).  
40 "PHL Digital Economy seen at $25 Billion in 2025." Business Mirror, 2019. 
41 Mark Manantan, "The Cyber Dimension of the South China Sea Clashes," Diplomat (Rozelle, N.S.W.) (2019).  
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disputes.42  In April 2020, a Chinese cyber-espionage group deployed two malicious software 

variants that targeted government and private organizations in the Philippines, which 

corresponded to the “20-year negotiation between the Philippines and Indonesia on their 

maritime boundary treaty.”43  The timing and tempo of such attacks should be of immediate 

concern to the Philippines and partner nations alike.   

Lastly, the United States should consider a tactical cyber relationship as a method to 

repair the Philippines' strained relationship since President Duterte took office.  If escalations 

with China take the United States to the point of armed conflict, locations from which to power-

project in Southeast Asia will be of strategic importance.  The Philippines is a critical location 

for United States operations.  The United States is in an excellent position to use a bilateral cyber 

relationship to restore ties with the Philippines while offering them recent cyber technology and 

an opportunity to protect themselves from revisionist China.   

CONCLUSION 

An emboldened China continues to increase it cyber-attacks against nations in the South 

China Sea.  “Knowing that China's approach toward the South China Sea has never relied on 

one-dimensional or oversimplified tactics,” the United States and ASEAN partners can expect 

that China will evolve its approach to “cement its unilateral control of the resource-rich stretch 

waters” by continuously increasing cyber-attacks.44  Despite ASEAN's progress in the cyber 

domain, cultural limitations make such progress insignificant compared to the speed of China’s 

attacks. The DoD needs to focus on rapidly increasing bilateral cyber relationships within the 

region while supporting long-term goals for international cyber norms.  Therefore, to secure the 

                                                
42 Manantan, "The Cyber Dimension of the South China Sea Clashes." 
43 Manantan, "The Cyber Dimension of the South China Sea Clashes."  
44 Manantan, "The Cyber Dimension of the South China Sea Clashes." 
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global commons and ensure freedom of navigation through cyber, the United States military 

should immediately invest in bilateral cyber relationships with Singapore, Vietnam, and the 

Philippines.  Doing so will ensure the United States and its bilateral partners increase its 

resiliency against Chinese tactics, grow emerging relationships in cyber, and ultimately deter 

China from its continued predatory actions in the South China Sea.   
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APPENDIX – CYBER MATURITY 

Below is an extract from Cyber Maturity in the Asia Pacific Region 2017 Report, published by 

the International Cyber Policy Centre from the Australian Strategic Policy Institute.  It outlines 

the weighting of each category considered (Table 1) and the weighted scores for each country 

(Table 2).45  Page 2 give a detailed description of each weighted factor.  Table 3 represents the 

author’s data compilation on which countries lend themselves to mutually beneficial, immediate 

bilateral cyber relationships. 

 

 

                                                
45 Hanson et al., “Cyber Maturity in the Asia Pacific Region 2017,” 9-11. 
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Table 3: Combined Data on Maturity, Territorial Claims, and Status of U.S. Relations 

ASEAN Member 

(Most recent year as 

Chair) 47 

Cyber 

Maturity 48 

Territorial 

Claim 49 

Current Status of U.S. Relations 
50

  

Additional Factors 

Singapore (2018) 87.7 No Expansive and enduring; US is largest 

foreign investor 

Regional Leader in 

Cybersecurity;  

Malaysia (2015) 73.2 Yes Moderate/expanding; 18th largest 

trading partner 

 

Brunei (2013) 54.7 Yes Moderate; stable  

Indonesia (2011) 54.3 No Moderate; stable  

Thailand (2009) 54.0 No Key U.S. Ally; 20th largest trading 

partner 

 

Vietnam (2010) 53.6 Yes Rapidly expanding; fastest growing 

exports for both countries 

recent thawing of 

relations; authoritarian 

regime 

Philippines (2006) 49.9 Yes Enduring, expanding; U.S. one of 

largest investors and third largest 

trading partner 

Critical geostrategic 

position and long-time 

partner; recent UNCLOS 

ruling against China 

Cambodia (2012) 36.2 No Minimal; expanding  

Laos  

(2016) 

30.3 No Minimal  

Burma (2014) 29.9 No Minimal  

 

                                                
47 Association of South East Asian Nations, “ASEAN Chair,” Association of South East Asian Nations. 
48 Hanson et al., “Cyber Maturity in the Asia Pacific Region 2017,” 9-11. 
49 William Pesek, "Making Sense of the South China Sea Dispute," Forbes Asia, 22 August 2017. 
50 "U.S. Department of State, Bilateral Relations Fact Sheets."  


