Carnegie Mellon University
Software Engineering Institute

RESEARCH
REVIEW
2020

About the President's Cup
Cybersecurity Competition

Matt Kaar

[DISTRIBUTION STATEMENT A] Approved for public release and
unlimited distribution.




RESEARCH REVIEW 2020

Copyright 2020 Carnegie Mellon University.

This material is based upon work funded and supported by the Department of Homeland Security under Contract No.
FA8702-15-D-0002 with Carnegie Mellon University for the operation of the Software Engineering Institute, a federally funded
research and development center sponsored by the United States Department of Defense.

The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an
official Government position, policy, or decision, unless designated by other documentation.

NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS
FURNISHED ON AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND,
EITHER EXPRESSED OR IMPLIED, AS TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS
FOR PURPOSE OR MERCHANTABILITY, EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL.
CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM
FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.

[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution. Please see
Copyright notice for non-US Government use and distribution.

This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without
requesting formal permission. Permission is required for any other use. Requests for permission should be directed to the
Software Engineering Institute at permission@sei.cmu.edu.

DM20-0893

Carnegie Mellon University About the President’s Cup Cybersecurity Competition [DISTRIBUTION STATEMENT A] Approved for public release and

- . © 2020 Carnegie Mellon University unlimited distribution.
Software Engineering Institute



RESEARCH REVIEW 2020

About the President's Cup Cybersecurity Competition

What is the President’s Cup Cybersecurity Competition?
Competition video demonstration
Benefits to the DoD
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The President’s Cup Cybersecurity
Competition is a national cyber
competition to identify, challenge, and
reward the best cybersecurity talent in the
federal executive workforce. The 2019
Executive Order 13870 established the
annual competition.
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Hosting challenges from across the &)
National Initiative for Cybersecurity =
Education (NICE) Cybersecurity f
Framework, competitors face a diverse
array of challenges and require an
extensive skill set to succeed.
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The competition highlights cybersecurity
talent in the federal government, and
promotes careers in the field, where there
are an estimated 500,000 unfilled
cybersecurity-related positions throughout
the public and private sectors.
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2019 Competition

« SEI approved to execute July 2019.

« EO required winners to be selected by
end of CY2019.

« Two online qualifying rounds
* One in-person final round

« 200 teams and 1,000 individuals from the
Federal government

« 82 cybersecurity challenges +
‘escape room’ video game livestreamed
during the finals
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2020 Competition Changes

Separate individual competition tracks:
- Track A — Incident Response/Forensics
- Track B — Exploitation and Vuln Assessment

/

« Partial credit challenges
A * Practice content from 2019 competition
A

« CMU Entertainment Technology Center
developed new team finals scenario

PRESIDENT'S CUP (will be open sourced post-competition)
CYBERSECURITY COMPETITION
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President’'s Cup Team
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Video Demonstration
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Benefits to the
Department of Defense
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Benefits to the DoD

« Quantitative assessment of cyber
operators and teams

« Competition platform for large-scale
evaluation

« Observation for comparing
techniques

 AI/ML for repeatable observation
at scale
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The End

For more information, contact:
Info@sei.cmu.edu
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