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Data Breach
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here’'s what to do

By Rob McLean, CNN Business
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Cost of a breach

Figure 2:

Global average total cost of a data breach

Measured in US$ millions

FY2014 FY2015 | FY2016 | FY2017 FY2018

Source - IBM and the Ponemon Institute's annual Cost of a Data Breach_report
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Threat to emerging technologies
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Open-source software
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Threats in Open-source software

Vulnerabilities in official container images

700
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node postgres nginx httpd mongo mysql couchbase memcached redis ubuntu
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The cost of fixing defects

A
30x
5) 4
1X
Requirements Coding Intergration Acceptance Production
Testing Testing
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DevSecOps

DevSecOps

Static Analysis Audit
Threat Model Lo
Policies

Code Review

Threat
Intelligence

Monitor
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Validation
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Penetration
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The situation now

Change ininternet use in London (left) and New York (right) between Wednesday 19 February and
Wednesday 18 March. Red shows a decreasein traffic, green shows anincrease. (Cloudfare)
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It starts with culture

]

Automation Architect Software Developer/Tester

Release Manager s UX Professional

DevOps Evangelist Security Engineer

The more integrated and familiar your
o team is with each other, the less painful o

and costly communication will be.

. Realize the importance

ﬁ Be transparent and lean « Invest time in innovation
of collaboraton
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Creating a DevSecOps pipeline

Artifactory Production Production
Start Build Deploy Staging Setup Staging Deploy UAT Test Production Setup  Deploy Approval Deploy End
® =
A4
Source: NotSoSecure
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Hooks secret Security Application Code monitor the
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Security plugins in IDE

SonarLint

& console | SonarLint On-The-Fly ):K] * ¥ = O | sonarlint Rule Description £ & = O

12 items

Null pointers should not be dereferenced

Date ~  Description (squid:52259)

31 days ago @ The return valus of "toString" must be used. §
#% Bug € Major

31 days ago | A MNullPointerException might be thrown as feo' is nully

31 days ago {1 "foo" is already 4 Go to i)l A reference to null should never be dereferenced/accessed. Doing

32 days ago @@ Replace this us Copy Ctrl+c @ sowill cause a NullPointerException to be thrown. At best, such

32 days ago @@ Replace this us a an exception will cause abrupt program termination. At worst, it

Copy Details 3 == N

ﬁ@uss a variable = ;¢ could expose debugging information that would be useful to an

@eReplaca this us X Delete attacker, or it could allow an attacker to bypass security measures.

B@replacs this us setect & . Note that when they are present, this rule takes advantage of

& remove this ur Showin 4 @CheckForhull and @Nonnull annotations defined in JSR-305 to

SRemove this ur  properties Alt+Enter understand which values are and are not nullable.

R Al B0 e ] @Nullable denotes that, under some unspecified circumstances,
Issues reported "on the fly" by SonarLint ¢ lssue locations L€l the value might be null. To keep false positives low, this annotation

Snyk Vuln Scanner

(%] Problems & Jwvadoe (il Declaration & Console 5 Error Log | | Snyk View 2 »8°=0
Titke Dependency Package Fix
» jaua-goot-aclipee
¥ snyk-dema-todo 42 vulns, 99 vulnerable dependency paths
@ arbitrary Flle Write via Archive Extraction [Zip Sl adm-zip@0.4.7 adm-zip@0.4.7 adm-zip@d.4.11
¥ & arblirary Coda Execution clenviEl 1.0 clenven. 2.1
» @ Arbitrary Code Execution tap@5.8.0 jE-yami@a 110 tap@E.A.0
» @ Arbitrary Code Execution lep@5.68.0 js-yamb@3.01.0 tap@5.8.0
* @ prbitrary Code Execution wBp@5.6.0 Is-yamb@3 1.0 BpEsa.0
* @3 Arbltrary Code Execution tap@5.e.0 IE=yamb@311.0 tapi5.e.0
¥ @ arblrary Code Execution PG AL ReyambPa 61 BapEI113
-» coveralls@213.3
-5 J5-yamiE36.1
* @ Arhitrary Code Execution wBpEs.6.0 Is-yami@3 6.1 tapEs.a.0
D Content & Code Injection (X551 marked@0.3.5 marked@0.3.6
3 Code Injaction dustjs-linkeding2 5.0 dustis-linkedin@2.6.0
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Pre commit hooks

=» NoteTaker git:(chapter/6/6.2) X git push origin chapter/6/6.2
husky > npm run -s prepush (node v8.1.3)

/Users/rahulgaba/workspace/mywork/NoteTaker/app/index. js
'clickHandler' is assigned a value but never used

'clickHandler' is missing in props validation

% 2 problems (2 errors, @ warnings)

husky > pre-push hook failed (add --no-verify to bypass)
error: failed to push some refs to 'https://github.com/master-atul/react-native-plus-plus-code.git'

Talisman Git hooks
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Secrets Management

Kubernetes Pod

Vault Auth
@ App Container
—_—
Secrets

HashiCorp

Vault O o

AWS Secrets manager

XA4

X
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Software composition analysis

snyk sjmaple b | Vulnerability DB Docs g2 My account

Dashboard  Reports  Projects Integrations  Sertings

Search repositaries Search Add projects
B | Imparting projects. View log

[ GitHub @

) simaple/goof

@

[ package.json CN [ M85 W viewreportandfix [Testdaily | w | Tested a o

) simaple/java-goof @
[ pom.xmi View report | Testaaily &

[ todalist-core/porm. xml View report and fix 1 Test daily o

[ codolist-web-common/pom.xml View report and fix [ Test daily o

1 todolist-web-st pom. xml View report and fix | Test daily o

C) simaple/jdk9-jigsaw @®
] session--jshell/jshell-Examples/pom. xm! View report [ Test ity o

[ session-3-jshell/shel FX/pom. xml View report | Test daily -]

[ session-3-jshell/teamshell/pom.xml 7 ﬂ Bl M | View report and fix j Testdaily v \ T -

) simaple/shallow-goof @
[ package.json View report and fix [Testdaily o] Tested 28 minures age o
) simaple/spring.goof @

[ pom.xm! -1 View report and fix | Testdaily |~ | Tested an hour ago

Owasp dependency check Sonatype

@ULUFISI:{_ Osonatype
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Static Analysis

Quality Gate
Bugs Vulnerabilities

4
& Bugs

Code Smells
67d®

Debt

Coverage

90.1%

Coverage

Leak Period: since 7.1.1-SNAPSHOT
started 2 months ago

110 09 20

6 Vulnerabilities & New Bugs 6 New Vulnerabilities

2.6k 2d @ 58

& Code Smells New Debt & New Code Smells

18k 87.4%

Coverage on

Unit Tests 5.3K New Lines to Cover

Tools that can be used — SonarQube, Bandit

Carnegie Mellon University
Software Engineering Institute
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Dynamic Analysis

0 Untitled Session - OWASP ZAP 2.5.0

Eile Edit View Analyse Report Tools Online Help

[E=SE=E =
Pokdediode v) ) DM A& @ D00 ODE £V e P0XELE  © |
@ Sites | 4 [ auick Start [ = Request | Response<=
[cYr == | Header. Ten 7] |Body. Tex B B0
¥ [ Contexts L; GET https://kdartstage.kdealer.com/Home/Login HTTP/1.1
[Z] Default Context User-Agent: Mozilla/5.® (Windows NT 6.1; WOWG4; rv:53.@) Gecko/20100101 Firefox/53.@
v @ Msites Accept: text/html,application/xhtml+xml,application/xml;a=0.9,+/*;0=2.8
B Accept-Language: en-Us,en;q=0.5
»
Er!npsffmsnaklamnmrs122207 net Accept-Encoding: br
¥ & P htipsilkdartstage kdealer.com Cookie: s_fid-2DBSF53EB9AAS399-2BA38143FF6BDEAT; ASP.NET_Sessionld=iSeetBqyuc54rzs2xfbhajrulibwizStVKOLodIsXSNAVCFBOs=; s_cc=true; s_sq=%
¥ [ ¥ Dashboard 5 __RequestVerificationToken=QXIDTSEngiWURCXAZRIGAGFuhC1K9BY Ted3S_7a0cS2n7Q450LdHIXMiGEKU76KwWaNTqOICHRARW3IGZag_Ulr-z52c1
P GETviewDashboard Connection: keep-alive
= Upgrade-Insecure-Requests: 1
[ GET GetividgatTree Host: kdartstage.kdealer.com
|| FIGET GetWidgefTree(id)

| FPOST:GetKpiDataByWidgetiD_Read(ChartTypg
|| P POST:readGraph{MonthiD, YearlD,chart,dir,dst §
[ P FixedOperationReport
| FIGETViewFixedOperationReportRevise
¥ [ MHome
| P POST:ActivityDetailHome_Read(filter,group, pa:
| | FGET-Logout
™ GET:Login
|| FIPOST:GridAssignmentsNew_Readifilter,group)
|| FPOST:HomeGrid_Read(agoregate filter,group,|
9] p B8 POST-LoginPassword UserName,

&

__Requ¥
0s 5
[ = History | S Search | [R5 alerts | | output | 5 Spider # »
¥ New Scan * Progress: l2 Context Default Context \'] inm 100% < Current Scans:0 * URIs Found: 6 © [=] Show Messages y,;g
| Processed | Method | URI | Flags @
[a
5 ly
@ POST htps:ifkdartstage kdealer.com/Homel/Login
r=9 onet wetnnl
Alerts 0 Fi2 W7 @Q Current Scans L} ho @0 #o0 0
—— — — N — T T - —
Tools that can be used — OWASP ZAP, Nikto
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Embedding security into laaS

Vulnerabilities in official container images u vk
700
642
. 2018 ) 2019
600 580
100 89 85 g3
72 69
- T &7
47 . 47 S0 47 S0
. . . :
. | “HF
0
node postgres nginx httpd mongo mysql hb hed redis ubuntu
Tools that can be used — Snyk, Docksan
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Compliance as Code

v tls-compliance < 4 Pipeline Changes Tests Artifacts O ¢ a ] n | X

Branch: master 3 @ 1m3s No changes

Commit: e5fa399 © 3 minutes ago Push event to branch master

/ All tests are passing
\J Nice one! All 20 tests for this pipeline are

passing.
Passed - 20
TLS Compliance Test / Host github.com port 443 proto tcp should be reachable - gsk-tls-testing.tls <1s
TLS Compliance Test / Host github.com port 443 proto tcp should be resolvable - gsk-tls-testing.tls <1s
TLS Compliance Test / Host github.com port 443 proto tcp connection should not match /connection refused/ - gsk-tls-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with protocol == "ssI2" should not be enabled - gsk-tls-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with protocol == "ssI3" should not be enabled - gsk-tis-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with protocol == "tis1.0" should not be enabled - gsk-tls-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with protocol == “tis1.1" should not be enabled - gsk-tls-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with protocol == "tls1.2" should be enabled - gsk-tls-testing tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with cipher == "/_anon_WITH/i" should not be enabled - gsk-tls-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with cipher == "/_WITH_NULL/i" should not be enabled - gsk-tls-testing.tls <1s
TLS Compliance Test / SSL/TLS on github.com:443 with cipher == "/_WITH_EXPORT/i" should not be enabled - gsk-tis-testing.tls <1s

Tools that can be used — Inspec, Kitchen ClI
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Vulnerability Dashboard

]
¢
-Q

High Low Tatal Closed False Positive

Project Analytics

Web Applications Scan Hetwork Scan Static Scans

YOO

Compliance Summary

Complance Buinmary

Audit Status
mserens

Tools that can be used — ArcherySec, DefectDojo
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Alerts and Monitoring

Received Wednesday, 13 Mar 2019 1:11:23 AM
From <root@d7bcc98bcc2a>
To <soc@eshoppeweb.com>
Subject *“Attack Alert From SOC Team™

Plain Text ~ Source Download

Hi Team,
We suspect new attack alert on our eshoppeweb, below alert event:

2019/03/12 19:41:21 [error] 33%33: *99 [client 192.168.210.1] ModSecurity: Access dented with code 403
(phase 2). Matched "Operator "Ge' with parameter '3’ against variable "TX:ANOMALY SCORE' (Value: "15")
[file "/usr/local 'owasp-modsecurity-crs/rules REQUEST-949-BLOCKING-EVALUATION conf"] [line "44"] [id
"949110"] [rev ""] [msg "Inbound Anomaly Score Exceeded (Total Score: 15)"] [data ""] [severity "2"] [ver "]
[maturity "0"] [accuracy "0"] [tag "application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag
"attack-generic"] [hostname "192.168.210.1"] [ur1 "/logm.action"] [unique_id "133241968195.951815"] [ref "],
client: 192.168.210.1, server: ~"(.+)$, request: "POST /login.action HTTP/1.0", host: "waf .eshoppeweb.com”,
referrer: "http:/'waf eshoppeweb.com/view.action”

Modsecurity notification

Carnegie Mellon University
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Qand A
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