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Agenda

• Data breach
• Open-source software
• DevSecOps
• The current situation
• Transforming from DevOps to DevSecOps
• Q & A
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Data breach
Why Organizations Need DevSecOps Now More Than Ever 
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Data Breach
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Cost of a breach

Source - IBM and the Ponemon Institute's annual Cost of a Data Breach report
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Threat to emerging technologies
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Open-source software
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Threats in Open-source software
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Why Organizations Need DevSecOps Now More Than Ever 

DevSecOps
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The cost of fixing defects
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DevSecOps
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The situation now
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Why Organizations Need DevSecOps Now More Than Ever 

DevOps to DevSecOps
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It starts with culture
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Creating a DevSecOps pipeline
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Security plugins in IDE
SonarLint

Snyk Vuln Scanner
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Pre commit hooks

Talisman Git hooks
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Secrets Management

AWS Secrets manager
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Software composition analysis

Owasp dependency check Sonatype
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Static Analysis 

Tools that can be used – SonarQube, Bandit
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Dynamic Analysis 

Tools that can be used – OWASP ZAP, Nikto
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Embedding security into IaaS

Tools that can be used – Snyk, Docksan
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Compliance as Code

Tools that can be used – Inspec, Kitchen CI
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Vulnerability Dashboard

Tools that can be used – ArcherySec, DefectDojo
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Alerts and Monitoring

Modsecurity notification
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Q and A
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