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Slide Source: MITRE

Cloud Computing is a model for enabling ubiquitous, convenient, on-demand network 
access to a shared pool of configurable computing resources that can be rapidly 
provisioned and released with minimal management effort or service provider 
interaction. [1]
-Pay-per-Use – Pay only for the IT resources you use
-Resource Pooling - Shared, multi-tenant, location-independent
-On-demand - Self-service, real-time, automatic provisioning
-Network Accessible - Available over the Internet
-Elastic - Automatically scaled up and down as needed
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Slide Source: MITRE
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Slide Source: MITRE
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Slide Source: MITRE
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Slide Source: MITRE
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Slide Source: MITRE

Cloud First (2011) evolved to Cloud Smart (2019)
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Slide Source: MITRE

Source: Updated Guidance on the Acquisition and Use of Commercial Cloud 
Computing Services (2014) [2]

DoD Cloud Acquisition Business Requirements:
Analyze Cloud Services using DoD Memorandum, "Use of Enterprise 

Information Technology Standard Business Case Analysis," October 23, 2014. 
DISA provided cloud services must be considered as part of the BCA.

DoD Cloud Acquisition Security Requirements: 
Publicly released, Unclassed DoD information may be hosted on 

FedRAMP approved cloud services.
For more sensitive data, cloud providers must consult the DoD Cloud 

Computing Security Requirements Guide (SRG) and receive a DoD Provisional 
Authorization (PA). 

Commercial cloud services for Sensitive Data must be connected to 
customers through a Cloud Access Point provided by DISA or through a CAP provided 
by another DoD Components

Components are responsible for cyberspace defense of all information 
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and missions hosted in commercial cloud services. Requires collaboration and 
information sharing among the component, DISA, and the CSP.
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Slide Source: DoD Cloud Strategy [3]

Note: Current status of protests with JEDI and DEOS are slowly getting resolved, 
however, effective implementation is still somewhat uncertain
Fit-for-Purpose – when General Purpose cloud can not support mission.  Requires 
approval from the DoD CIO.  Should be developed to support the enterprise
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Slide Source: MITRE
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Slide Source: MITRE
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Slide Source: DISA-Cloud-Playbook-v2.pdf [4]
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Slide Source: MITRE

Creating Vision, Goals & Priorities is key to adoption success & should be done first
ECAF can be used as an assessment tool to determine areas of strengths & weaknesses
Identifies interactions & inter-dependence of activities to successfully adopt cloud
Flexible & iterative, activities may be revisited as necessary

Not a schedule, some activities may be quick, other may be projects
Not all areas of the framework may be necessary for every sponsor or situation

Some activities may already be cloud ready
Not performing an activity potentially increases risks
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Slide Source: MITRE
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Slide Source: 
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf [5]
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Slide Source: https://docs.microsoft.com/en-us/azure/cloud-adoption-
framework/overview [6]
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Slide Source: MITRE

23



Slide Source: MITRE

3PAO: Third-party assessment organization
P-ATO: Provisional Authority to Operate
JAB: (FedRAMP) Joint Assessment Board
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Slide Source: DoD Cloud Computing Security Requirements Guide, Version 1, Release 3 
[7]

Accreditation Process:
1. FedRAMP - a government-wide program that provides a standardized approach to 

security assessment, authorization, and continuous monitoring for cloud products 
and services used by the Federal Government.

2. FedRAMP+ - the concept of leveraging the work done as part of the FedRAMP 
assessment and adding specific security controls and requirements necessary to 
meet and assure DoD’s critical mission requirements.

3. DoD Provisional Authorization (PA) - an acknowledgement of risk based on an 
evaluation of the CSP’s CSO and the potential for risk introduced to DoD networks.

Cloud security information impact levels are defined by the combination of: 
1) the sensitivity or confidentiality level of information (e.g., public, private, classified, 

etc.) to be stored and processed in the CSP environment; and 
2) the potential impact of an event that results in the loss of confidentiality, integrity, 

or availability of that information.
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IL2: Accommodates DoD information that has been approved for public release (Low 
confidentiality, Moderate Integrity)
IL4: Accommodates DoD Controlled Unclassified Information (CUI) (e.g., FOUO)
IL5: Accommodates DoD CUI and National Security Systems (NSS)
IL6: Accommodates DoD Classified Information up to SECRET
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Slide Source: MITRE
Slide Source: [8]
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Slide Source: https://attack.mitre.org/matrices/enterprise/cloud/ [9]
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Slide Source: Enterprise Architecture v2.0 [10]
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Slide Source: https://www.microsoft.com/security/blog/2018/06/06/cybersecurity-
reference-architecture-security-for-a-hybrid-enterprise/ [11]
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Slide Source: MITRE
Slide Source: https://azure.microsoft.com/en-us/services/security-center/ [12]
Slide Source: https://docs.microsoft.com/en-us/azure/security-center/security-center-
intro [13]
Slide Source: https://docs.microsoft.com/en-in/azure/active-
directory/fundamentals/active-directory-compare-azure-ad-to-ad [14]
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Slide Source: https://devblogs.microsoft.com/azuregov/implementing-zero-trust-with-
microsoft-azure-identity-and-access-management-1-of-6/ [15]
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Slide Source: MITRE

Katy Warren comment:

Hosting costs can be enormous if performed incorrectly or based on incorrect 
assumptions and data, well performed right-sizing is actually rare and difficult; real 
savings usually occurs when tech refreshes requires purchasing less computers
Use of FFP contracting tends to lead to more expensive cloud costs (i.e., contracting 
types influence costs)
Significant costs include:

training everyone on cloud
business process changes
changes in contractor and CSP contract management practices
migration project costs
poor acquisitions
poor technical architecture
security failures

Benefits include
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better mission outcome (improved business processes)
continued tech sustainability and evolution
rapid deployments ONLY IF security can perform ATOs quickly
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Slide Source: MITRE
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Slide Source: MITRE
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Slide Source: MITRE
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Slide Source: AWS: https://calculator.aws/#/addService [16]
Slide Source: Azure: https://azure.microsoft.com/en-us/pricing/calculator/ [17]
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Slide Source: MITRE
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Slide Source: https://cloud.cio.gov/strategy/ [18]
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Slide Source: https://www.ibm.com/cloud/learn/microservices [19]
Slide Source: https://hackernoon.com/how-microservices-saved-the-internet-
30cd4b9c6230 [20]

Microservices Image: https://hackernoon.com/how-microservices-saved-the-internet-
30cd4b9c6230

Microservices are not necessarily exclusively relevant to cloud computing but there are 
a few important reasons why they so frequently go together—reasons that go beyond 
microservices being a popular architectural style for new applications and the cloud 
being a popular hosting destination for new applications.
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Slide Source: https://www.ibm.com/cloud/learn/microservices [19]

Container image: https://archive.turbonomic.com/wp-
content/uploads/2014/04/ContainerIconBlue-min.jpg
Docker image: https://www.docker.com/company/newsroom/media-resources
Kubernetes image: https://blogs.vmware.com/cloudnative/files/2017/12/1024px-
Kubernetes_logo.svg_-1024x181.png

43



Slide Source: https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-
continuous-delivery-integration.html [21]
Slide Source: https://www.ibm.com/cloud/learn/devops-a-complete-guide [22]
Slide Source: https://www.ibm.com/cloud/learn/devsecops [23]

DevSecOps image: https://sasg.arizona.edu/sites/default/files/devsecops_diagram.png
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Slide Source: DoD Enterprise DevSecOps Initiative (Software 
Factory) [24]
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Slide Source: https://digital.ai/periodic-table-of-devops-tools [25]

The Periodic Table of DevOps Tools is the industry's go-to resource for identifying best-
of-breed tools across the software delivery lifecycle.
Created by DevOps practitioners for DevOps practitioners, over 18,000 votes were cast 
across more than 400 products in 17 categories to produce the 2020 Periodic Table of 
DevOps Tools.
Whether you are starting fresh, filling gaps, or replacing existing DevOps tools, get 
started by using Periodic Table to identify the right tools for your DevOps pipeline.
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Slide Source: MITRE

IBM and Oracle are other commonly used Commercial Government Clouds. Provisional 
Authority to Operate (P-ATO)
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Slide Source: [26]
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Slide Source: https://aws.amazon.com/compliance/shared-responsibility-model/ [27]
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Slide Source: DoD Enterprise DevSecOps Initiative (Software 
Factory) [24]

52



53


