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TECHNOLOGY AND SECURITY POLICY

Moscow's Digital Offensive —

Building Sovereignty in Cyberspace

Carolina Vendil Pallin and Mattias Hjelm

Summary

*  Russia is pursuing a long-term policy that aims to build its cyber sovereignty.

e The law on a “sovereign internet” appeared in 2019, but the concrete plans were evident in 2014 and present among the security

services as long-term aspirations even further back.

e The goals are strategic — to escape what Russia sees as U.S. dominance in the cyber sphere and to increase control over

information flows within the “Russian segment of the internet”.

e  Russia has built up a capability to perform cyber operations over at least two decades, from relying on “mercenary” hackers and

crude distributed denial of service attacks (DDoS) to employing its own specialists and utilising advanced malware.

e Russia’s current bid for an international treaty on information security goes back to the late 1990s.

*  Moscow aims to achieve a high degree of coordination for this policy across different government ministries, agencies and

services as well as with parliament and the leading Russian internet companies.

BUILDING SOVEREIGNTY IN CYBERSPACE *

What the West perceives as a Russian digital offensive
stems to a considerable degree from a deep-seated sense
of insecurity in Moscow — both of being under attack and
of lagging behind technologically. Russia’s intelligence and
security community, moreover, has been keenly aware of
how the global internet infrastructure setup affects the
intelligence balance of power. These concerns intensified
after the Snowden leak exposed how advantageous the U.S.
and its allies’ position is when it comes to passive intelli-
gence-gathering over the internet.”

From these basic premises for Russia’s cyber strategy
follows the conclusion that he policy it pursues is long-term,
coordinated and, therefore, difficult to influence.

Information is potentially an existential security threat
in what Moscow designates as “a Russian segment of the
internet”. This view dominated early within the military
and security community inside Russia, but for many years
the digital sphere in Russia remained relatively free. The
Russian political leadership initially brought national mass
media, especially television, under control, but largely
neglected the internet as a catalyst for political protest and
unrest. This changed with the Arab Spring and the demon-
strations in Moscow in 2011-2012. From that point, the
Russian government directed its attention towards not just
strengthening but also enforcing legislation and other mea-
sures that would also allow it to control information on the
internet. This, however, proved a far from easy task. Absent
the possibility of controlling the global internet, the option

left for Russian authorities was always to hammer out so-
mething approaching a territorially defined information
space and claim Russian sovereignty. Russia has also deve-
loped its capability to conduct cyber operations and step
by step built a coalition of likeminded countries around
its bid on how to frame international information security.

RUSSIA DOES NOT HAVE A CYBER PORTFOLIO
Anyone looking for a distinct cyber strategy in Russian
official security documents will be disappointed. The
upper house of parliament, the Federation Council,
drafted a cyber strategy in 2011, but the Federal Security
Service (FSB) opposed this initiative. No separate Russian
cyber strategy was to exist, only an information security
doctrine combining technical and psychological aspects.
Consequently, there is no separate government authority
dealing exclusively with cyber affairs, no military cyber
domain and no cyber portfolio when the Russian govern-
ment is involved in international talks: instead, there is an
information space, an information security doctrine and
a Russian position on international information security.
Cybersecurity and cyber operations are an integrated
part of the larger Russian concepts of information security
and information operations.” This is an important caveat
when one embarks on any attempt to analyse Russia’s
position on cyber. Often the debate becomes blurred and
at times even misleading. When Russia talks of internatio-
nal information security, it incorporates the need to protect
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its own information space not only against hacker attacks
but also against content that is illegal in Russia. This illegal
content can be child pornography or terrorist propaganda,
but it can also be political opposition websites or blackli-
sted reporting by human rights activists. Russia internatio-
nally promotes this position with vigour and consistency,
as do China and a number of other authoritarian countries
that have similar policy goals and cooperate with Russia
within, for example, the United Nations (see below).

In practice, however, Russia determines that it also
needs to divide the concept of information security into
technical information security and psychological informa-
tion security. This is certainly the case when Russia designs
measures to develop its own technology as well as processes
for countering information and communications techno-
logy (ICT) threats. For example, there is an ambitious and
prioritised national project on “Digital Economy” and
within it a sub-programme on “Digital Security”, as well as
an elaborate system for detecting, countering and elimina-
ting ICT threats. It is also clear that Russia has developed
its capability to engage in cyber operations (see below).

In Russia’s Information Security Doctrine, the
prioritised goals can be divided into four main areas:

1. to protect critical information infrastructure;

2. to reduce the country’s dependence on imported
technologies, including hardware, electronic com-
ponents and software;

3. to control content in what Russia sees as its national
segment of the internet;

4. to promote its view of information security
internationally.

For obvious reasons, the doctrine only lists threats to
Russian information security and the measures planned
to counter these. However, there is ample evidence that
Russia also engages in offensive measures. The most ob-
vious example is the increased incidence of cyber opera-
tions attributed to Russia, but Russia also has a plan on
how to shape the global digital landscape more to its taste
and then, not least, in its immediate neighbourhood. And,
again, the focus is on shaping the information space as a
whole to Russia’s advantage. Digital measures are only a
part of this overall goal.

RUSSIA’S SOVEREIGN INTERNET

Russia’s illegal annexation of Crimea resulted in condem-
nation and sanctions from the U.S. and the European
Union. With the downing of the Malaysian airliner MH17

over Ukraine, a new round of sanctions increased con-
cerns in Moscow about Russia’s dependence on the global
internet infrastructure. There had been no threats or even
hints about cutting Russia off from this infrastructure. In-
side Russia’s political system, however, forces that had been
championing measures to create a so-called “internet kill
switch”, since the late 1990s, and the drafting of the 2000
Information Security Doctrine,* seized on the opportunity
to further this agenda. At a national Security Council me-
eting on 1 October 2014, Vladimir Putin outlined many
of the main themes that would dominate the 2016 In-
formation Security Doctrine. He especially mentioned
the need for Russia to build a ‘sovereign internet’ that,
if necessary, would be independent of the global internet
infrastructure.

This proved easier said than done. Only in 2019 did
draft legislation appear. At that point, the idea had become
both to create a kill switch and to introduce additional
means for sifting and blocking unwanted content traffic
on Russian territory. This signified that all internet pro-
viders on Russian territory would be obligated to install
equipment by 2021 to block what the government defines
as illegal information from reaching internet users. The
law also introduces stricter government control over inter-
net infrastructure — most importantly concerning inter-
net exchange points, cables that cross its national borders
and routing rules. The government agency for supervising
communication and media, Roskomnadzor, will play a key
role in supervising which routes internet traffic should take
inside Russia. A centre under Roskomnadzor will take over
and direct traffic on Russian territory in case of an emer-
gency or threat. In addition to this, Russia intends to make
sure it has the necessary infrastructure for its internet to
function even when operators are unable or unwilling to
connect to the global internet infrastructure; this would
be a Russian ‘domain name system’, with DNS servers on
Russian soil. Government authorities are also obliged to
conduct cyber exercises each year. °

Somewhat ironically, Russia’s broad definition of infor-
mation security and its ambition to control content has
led it to focus on the technical aspects, the cyber aspects.
The law on a sovereign internet was not a sudden whim
but rather a step further in Russia’s long-term strategy to
increase control and surveillance. This now takes place
through everything from registries of forbidden websites,
so-called blacklists, and laws making it mandatory to store
user data on Russian soil, to demands on companies such

FOI _
Swedish Defence Research Agency
SE-164 90 Stockholm

— Tel: +46 8 5550 3000
www.foi.se



as Yandex to hand over encryption keys to Russia’s security
services.®

Encryption has been a continuing concern for Rus-
sian authorities wanting to control information flows in-
side the country. In September 2020, Russia’s Ministry for
Digital Development suggested legislation that would ban
encryption that prevents identification of webpages.” One
of Russia’s main concerns was probably its previous inabi-
lity to block websites efficiently. Its experience from trying
to block the Telegram messaging service in 2018 no doubt
contributed to this. Roskomnadzor, Russia’s government
agency for supervising communication, ended up preven-
ting access to millions of webpages, as Telegram’s founder,
Pavel Durov, hid the messaging service on IP addresses
in Amazon Web Services and Google Cloud. In the end,
Telegram continued to function relatively well, while the
blocking activity crippled other internet services.® To add
insult to injury, the number of Telegram users in Russia in
2018 increased, rather than the opposite.

New digital solutions, thus, often thwart Russia’s
control measures. For example, protocols that hide which
DNS an internet user directs a request to have become in-
creasingly normal; DNS over HT'TPS, or DNS over TLS,
encrypts this information. One of Russia’s four planned
cyber exercises during 2020 aimed to examine whether it
was possible to block traffic that used these protocols. In
the end, no exercise took place, because of the pandemic.’

RUSSIAN CYBER OPERATIONS — IMPLAUSIBLE
DENIABILITY

Russia denies any involvement in cyber operations abroad.
Its official response to all allegations of Russian hacking
is that Russia does not meddle in the internal affairs of
other countries. The accompanying text to the draft legis-
lation on a sovereign internet even maintained that a rea-
son for its necessity was the U.S. National Cyber Strategy
from 2018, which accuses Russia of reckless cyberattacks.
‘Under these conditions defence measures are necessary
in order to ensure the long-term and reliable work of the
Internet in Russia.”

Attribution of cyber operations is complex and seldom
absolute but rather a question of degree and politi-
cal considerations."" This is one of the reasons why IT-
security reports often make the attribution in terms of,
for example, ‘a Russia-affiliated attacker’ or ‘a Russia-based
cyber actor’. Nevertheless, both target countries and IT-
security firms have now attributed cyberattacks either to

Russia, or referred to them as “Russia-sponsored”, especi-
ally after the 2016 U.S. election. This is the result of exten-
sive cyber forensics efforts complemented by intelligence
sources. Also, Washington took the lead when it decided
to adopt a policy of going public with its capacity to track
down who is behind a cyber operation and to “name and
shame” the countries responsible, following an increase in
Chinese, North Korean and Russian attacks. In July 2020,
the European Union sanctioned Russian military officers
for cyberattacks for the first time."

Experts believe Russia to be among the top five countries
when it comes to cyber operation capabilities.'® Russian in-
telligence services first encounter with information gathe-
red through hacking probably dates back to the Soviet era,
when German hackers contacted the KGB to sell their
exploits.” In the Russian Information Security Doctrine
from 2000, Russia still called for a ban on the use of ICT
for military means. Since then, a number of cyber opera-
tions have been attributed either to Russia, or Russia-af-
filiated — from the distributed denial-of-service (DDos)
attacks against Estonia in connection with the moving of
a Soviet war memorial, the Bronze Soldier, in 2007, to the
hacking of about 250 American federal agencies and bu-
sinesses through an update of SolarWinds’ software, in
2020.

The attacks have become more sophisticated over time.
Most likely, the Russian security and intelligences services
began by relying on the enlistment of external hackers and
purchased ready-to-use spyware. In time, they also went on
to build their own dedicated units for cyber operations and
pursued a policy of recruiting bright young IT specialists
at hacker competitions, for example. In some cases, the
hackers behind the cyberattacks are probably only affilia-
ted with Russian authorities. However, there is an increa-
sing amount of evidence that there are regular intelligence
units, which conduct cyber operations. For example, the
U.S. Mueller Report firmly attributed the attack against
the Democratic Party in 2014 to the Military Intelligence
Directorate (GRU), down to identifying the specific GRU
unit.'®

Russia is also the victim of cyberattacks and convinced
that it is the target of coordinated and continuous infor-
mation warfare. Its build-up of cyber warfare capabilities
has taken place over decades in part as a response to this
threat perception. There is some evidence of infighting
between different branches of the intelligence and security
services and there is not, of course, any published cyber
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operations strategy. Russia’s overall track record when it
comes to cyber operations, however, is evidence that the
offensive component of Russian cyber strategy is long-term
as well as coordinated at the strategic level.

RussIAN DIPLOMACY AND CYBER

Russia’s position on international regulation of cyber-
space is also far from new. Russia proposed a resolution
in the United Nations as early as 1998." The General
Assembly adopted a modified version of that resolution
the following year."” Russia’s initiative became the starting
point for a UN dialogue process on potential norms and
confidence-building mechanisms in cyberspace. From the
very beginning, there was a significant difference in the
approach to information security between Russia and the
Shanghai Cooperation Organization (SCO) countries on
one side and Western liberal democracies on the other.'
Despite conceptual disagreements, the dialogue led to the
creation of a UN Group of Governmental Experts (UN
GGE), which subsequently turned into the main inter-
national vehicle for discussions on rules of behaviour for
states in cyberspace and resulting in a number of consensus
reports. However, the apparent failure of the UN GGE in
2016-2017 again highlighted the irreconcilable differences
between the two camps. The stalemate probably made
Russia explore other ways of pushing forward its agenda,
even as the planning for the 2019-2021 UN GGE was
underway.

Since 2014, Russia has signed over 30 ICT deals bila-
terally and with regional organisations.' This is consistent
with the objective stated in Russia’s 2016 Information
Security Doctrine to expand Russia’s international co-
operation. Russia, together with China and Central Asian
states that agreed with Russia’s policy suggestions, also
submitted an SCO International Code of Conduct for
Information Security to the UN General Assembly in
2011 and again in revised form in 2015.%° The code is in
many ways a global application of Russia’s (and China’s)
aspirations for state sovereignty and territoriality in the
digital space. Among Western countries, the concern is
that this could become a way of legitimising censorship
and state control over the internet. Russia’s longstanding
objectives are national security and regime stability and its
endeavours within the international information security
framework demonstrate a remarkable continuity in this

regard.

In 2018, the UN General Assembly adopted two new
resolutions in the field of cybersecurity. Russia initiated
both of these. The first resolution created an openen-
ded working group (OEWG) to run parallel with the al-
ready existing UN GGE. The resolution calls for ‘rules,
norms and principles’ of responsible state behaviour in
cyberspace.?” Unlike the GGE’s twenty-five handpicked
member states, the OEWG is open to all interested UN
member states. Russia aims to position itself as a defender
of the rules-based international order as well as committed
to multilateral solutions to international challenges. In one
of its statements on the draft final document, Russia even
referred to the OEWG as a ‘cyber General Assembly’.*?
The OEWG reached a compromise in a report in March
2021. The report endorsed the language and recommen-
dations of the GGE process, but the human rights element
was weaker. In addition, the concluding paragraph men-
tioned that proposals had been put forward on ‘additional
legally binding obligations’.*?

Russia launched a second resolution, adopted in
the Third Committee of the General Assembly, about
cybercrime prevention as an alternative to the Budapest
Convention. Russia argues that the document is of a tech-
nical nature and intended to help combat illegal activity on
the internet.”! However, the resolution’s wording is vague
and could just as easily legitimise authoritarian surveillance
and limit freedom of expression on the internet. Among
the countries that sponsored Russia’s resolution on cyber-
crime are Belarus, China, Iran, North Korea, Venezuela
and Syria.*

These two resolutions constituted a success in Moscow’s
long-term efforts to adjust the international normative
environment more to its preferences. Russia promotes an
alternative to the Western vision of global internet gover-
nance, where the core prerequisite is state sovereignty.” To-
gether with countries like China, it seeks to constrain what
it sees as the prevailing U.S. hegemony in cyberspace. Ide-
ally, it would like to transfer power from institutions such
as ICANN (Internet Corporation for Assigned Names and
Numbers) to the UN level, where states would negotiate
and decide on global internet governance.

Both resolutions are the result of a painstaking process,
where Russia has been building alliances with like-minded
countries. A strategy of using regional organisations — not
least the ones where Russia had a leading role — was evident
by 2011 and formalised in official documents from at least
2013.%* Russia’s measures for internet control are attractive

FOI . —

Swedish Defence Research Agency
SE-164 90 Stockholm

Tel: +46 8 5550 3000
www.foi.se



to countries with hybrid and authoritarian regimes, inclu-
ding those within the Commonwealth of Independent Sta-
tes (CIS).” In line with this, the meetings of the Collective
Security Treaty Organization (CSTO) shifted focus to cy-
ber-related threats after the Arab Spring.”® Inside BRICS,
consisting of Brazil, Russia, India, China and South Africa,
Russia has pushed through agreements in the information
security sphere.”” The most comprehensive cooperation is
arguably within the framework of the SCO.*

Russia has also made a bid to contribute to international
standards on encryption. The International Organization
for Standardization (ISO) has already approved one stan-
dard developed by the FSB’s Centre for Information
Protection and Special Communications. Another
proposed algorithm, however, is pending approval from
ISO, after experts warned that it possibly contained a flaw
in one of its components that could undermine the secu-
rity of encrypted material. A debate quickly ensued as to
whether the flaw was intentional or not. Russia denied
such allegations.”

In parallel, Russia has gradually strengthened its bureau-
cracy to coordinate efforts on the international level. When
Russia drafted its letter proposing a cyber arms control
agreement in 1998, these questions were probably within
the remit of the military and security elites.*® Russia adop-
ted its first Information Security Doctrine in 2000. An
important person behind it was the first deputy secretary
of the Russian Security Council, Vladislav Sherstiuk, who
came from the Soviet security service (KGB). In 2003,
Sherstiuk went on to create the Institute of Information
Security, tasked with promoting Russia’s vision for a future
international treaty on information security.

Russian diplomat Andrei Krutskikh chaired both the
first and the second GGE in the UN General Assem-
bly. In 2014, Russia appointed Ambassador Krutskikh its
Special Representative for International Cooperation on
Information Security. From January 2020, he is also the
head of a new department inside the Russian Ministry of
Foreign Affairs, the Department of International Infor-
mation Security. There is, moreover, a separate directorate
for information technologies, created in 2012, inside the
Presidential Administration. This directorate was reorga-
nised in 2018 and is probably one of the main vehicles
behind the 2019 legislation on a sovereign internet.”!

It is too early to say exactly how these organisational
changes will influence Russia’s activity in the sphere of
international information security. The fact that Russia has

established a new MFA department indicates that these
issues have moved up on the Kremlin’s agenda. Krutskikh
is likely to have the support of stronger in-house exper-
tise when defending Russia’s position — adding to his own
long-term experience on these matters.*”

RUSSIAN CYBER DILEMMAS

Russia’s policy may be long-term and coordinated, but
this does not mean that there are no challenges ahead.
Sovereignty is something of a domestic policy mantra, but
hammering out just what it means to be sovereign on the
internet is quite another matter than simply stating it. One
dilemma that Russia faces when it comes to its legislation
on a sovereign internet is that technology tends to develop
faster than legislation. In other words, additional legislative
and other initiatives will probably have to follow on after
the law on a sovereign internet; and perhaps often one step
behind technology developments, as is the case with new
encryption solutions.

Russia’s capacity to conduct cyber operations has in-
creased, while its policy of denial has remained the same.
This might have served Russia well to start with, but there
could be a problem of ”diminishing returns”, as the targets
of cyberattacks come to understand what is going on and
start to devise a unified and calibrated response.®® Russia
is already facing a tougher environment for conducting its
cyber operations and policy of denial; the U.S. response
to Putin’s overture on restarting bilateral talks on informa-
tion security in September 2020 bears testimony to this,
irrespective of whether Russia’s proposal was grounded in
a genuine wish to start talks or not. A leading Russian IT
security firm, Kaspersky Lab, has seen its market in the
U.S. diminish after allegations that it had close links to the
ESB, and the Russian encryption algorithm will probably
have to undergo rigorous tests and examinations before, if
at all, getting a stamp of approval.

A number of cyberattacks have demonstrated how
potent they are in combination with psychological ope-
rations that use the information the hackers obtained.
This has made other states than Russia sensitive to how
intimately connected cyber issues are with psychological
information attacks. Cyber operations are also in the West
increasingly becoming a way of referring to something bro-
ader than just attacks against ICT systems. The agenda
has shifted since it became clear how vulnerable many
democracies are to cyber-based information operations.
However, although the international environment may
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have become more conducive to Russia’s diplomatic cyber
agenda, Russia has at the same time undermined its posi-
tion as a reliable partner with which to negotiate and close
agreements. Few Western countries will be interested in
reaching agreements that cannot be verified and enforced.
Russia’s activity in this field has underlined the importance
of understanding what Russia brings to the table and why.

Russia’s main dilemma in the future, however, will be to
stay in the technology race. Russia remains dependent on
imports when it comes to certain electronic components,
ICT equipment, programmes and operating systems. It is

unlikely that Russia will overcome this dependence any
time soon, or completely. So far, Russia has been using
both Western and Chinese technology, but there will
continue to be a tendency for Moscow to become more
dependent on China as technological competition hardens,
trade wars intensify and international tensions increase. In
the end, Russia might not even actively choose China.
Forces that it will be unable to influence will have made
the choice for Moscow and sovereignty will remain a
chimera. B
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