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Computers in Federal departments and agen- 
cies annually issue unreviewed payments and 
other actions involving billions of dollars in 
Government assests. These actions are often 
wrong. They can cost the Government huge 
sums of money; exactly how much no one 
knows. 

This report describes the ways computers 
issue unreviewed actions and the causes for 
incorrect actions. It suggests remedies to cor- 
rect the situation Government-wide. 
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COMPTROLLER GENERAL OF I-HE UNITED STATES 
WASHINGTON, D.C. 20548 

B-115369 

To the President of the Senate and the 
b 

Speaker of the House of Representatives 

Many Federal agencies use computers to initiate actions 
that are not reviewed by people. This report describes the 
many problems that have been experienced by agencies that use 
computers this way and offers some suggestions on how to 
solve them. 

We made our study pursuant to the Budget and Accounting 
Act, 1921 (31 U.S.C. 53), and the Accounting and Auditing Act 
of 1950 (31 U.S.C. 67). 

We are sending copies of this report to the Director, 
Office of Management and Budget; the Secretary of Commerce; 
the Administrator of General Services; and the heads of Federal 
departments and independent agencies. 

-Comptroller General 
of the United States 
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COMPTROLLER GENERAL'S 
REPORT To THE CONGRESS 

IMPROVEMENTS NEEDED IN 
MANAGING AUTOMATED 
DECISIONMAKING BY COMPUTERS 
THROUGHOUT THE FEDERAL 
GOVERNMENT 

DIGEST ---a-- 

Federal agency computers cause more than 1.7 
billion payments and other actions a year with- 
out anybody reviewing or evaluating whether 
they are correct. Many agencies use computers 
in this way. At a minimum, Government computers 
issue annually: 

--Unreviewed authorizations for payments or 
checks (excluding payroll) totaling $26 bil- 
lion. 

--Unreviewed bills totaling $10 billion. 

--Unreviewed requisitions, shipping orders, 
repair schedules, and disposal orders for 
material valued at $8 billion. 

COMPUTERS CAN ISSUE 
INCORRECT ACTIONS 

Computers are complex data processing machines 
which are indispensable to the day-to-day oper- 
ations of most Federal agencies. They can proc- 
ess data quickly and are especially useful in 
business-type applications which involve repet- 
itive processing of large volumes of data. How- 
ever, computer actions are only as good as the 
computer programs (or software) that make the 
computers operate and the data within the sys- 
tem. Computers can cause incorrect actions if 
these factors are wrong. The result is over- 

payments and unnecessary or premature costs. '-. 

i Some agencies' internal audit reports show that 
bnreviewed incorrect actions have been issued 

by several Government computers, incurring over- 
payments and unnecessary or premature costs of 
tens of millions of dollars annuam For ex- 
ample: 

--Computers of one military department incurred 
increased inventory pipeline and transporta- 
tion costs of $2.2 million because of erro- 
neous software. (See p. 1~3.) 

Upon removal, the report Tear w. 
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--One military agency's computer caused mil- 
lions of dollars in unnecessary and/or 
premature overhaul of equipment because of 
software and data problems. (See pa 14.j 

Computers issuing incorrect actions over an 
extended period of time increase the impact of 
overpayments, unnecessary costs, and so on. It 
is important to detect incorrect actions. It 
is equally important to correct them as early 
as possible. 

In this report, software that instructs com- 
puters to issue unreviewed actions are being 
called automated decisionmaking applications. 

CAUSES FOR INCORRECT 
COMPUTER ACTIONS 

Incorrect computer actions occur because of 
software problems and/or data problems. The 
causes of these problems are numerous. 

Software problems, for example, can be caused 
by inadequate communications between people 
involved in software development. (See pp. 20 
to 27.) 

Data problems, for example, can be caused by the 
use of input forms that are too complex. (See 
pp. 29 to 32.) 

FEDERAL POLICY AND 
/ -AGENCY MANAGEMENT 

uere is no Federal-wide policy, guidance, or 
other instructions on how computers issuing 
unreviewed actions should be managed by Federal 
agencies. There is little checking or monitoring 
of output on an ongoing or short-term periodic 
basis. Internal audit reviews of these co-mputer 
actions are made sporadically or not at all.' 

-J- 
Several things can be done that will disclose 
some of the problems before they occur and/or 
before computers make decisions that can cause 
incorrect actions for an extended period. 
These practices should be considered for 
Government-wide use. (See pp. 47 to 49.) 
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RECOMMENDATIONS 

GAO believes that, since automated decision- 
making applications have not previously been 
recognized as a separate problem area requir- 
ing management attention and since millions 
of dollars are presently being wasted.as the 
result of actions generated by such systems, 
the Office of Management and Budget should 
act immediately to improve the situation. 
Specifically, GAO recommends that the Direc- 
tor, Office of Management and Budget, in his 
oversight capacity, require that: 

--Each agency determine whether any of its 
computer operations involve automated de- 
cisionmaking applications. 

--The agencies review each operation to de- 
termine whether incorrect actions are being 
taken as a result of these applications. 
(Pending issuance of technical guidelines 
by the National Bureau of Standards for 
making such reviews, the agencies should ex- 
amine enough automatically generated deci- 
sions to provide a basis for deciding 
whether incorrect decisions are occurring 
and, if so, should take the necessary steps 
to correct the situation causing the in- 
accurate decisions.) 

--Before any new automated decisionmaking ap- 
plications are initiated by an agency, the 
proper steps are taken to insure correct de- 
cisions. This would include, pending is- 
suance of National Bureau of Standards guide- 
lines, a carefully chosen combination of in- 
dependent review of systems design, adequate 
testing before implementation, and periodic 
testing of decisions after implementation, as 
discussed in this report. 

--Agencies make reports on the actions taken, 
and establish an appropriate mechanism for 
monitoring reports. 

GAO recommends that, because the National Bu- 
reau of Standards has responsibilities for 
technical aspects of automatic data proc- 
essing, the Secretary of Commerce direct the 
Bureau to issue technical guidelines for de- 
veloping, using, technically evaluating, 

Iear Sheet 
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documenting, and modifying these applications 
in the Federal Government. When issued, these 
guidelines should contain certain criteria for 
independent technical reviews and for monitor- 
ing of these applications to insure problems 
are detected and corrected promptly. The Gen- 
eral Services Administration should incorporate 
the Bureau guidelines in its agency directives. 

In addition, GAO recommends that: 

--As the General Services Administration sug- 
gested, the Civil Service Commission develop 
and add to its automated data processing 
training curriculum courses in automated de- 
cisionmaking applications so that managers, 
technical personnel, and auditors will be- 
come better equipped to deal with them in 
an appropriate manner. 

--Internal audit groups in agencies having au- 
tomated decisionmaking applications partici- 
pate actively in design, test, and reviews 
of such systems to carry out their respon- 

~-sa&li..lij?s. _Y ---- _____ __. __ _. -- -- 

Finally, GAO suggests that the Joint Financial 
Management Improvement Program consider this 
area for ongoing attention. 

GAO is sending copies of this report to all 
departments and independent agencies for their 
information, use, and guidance pending issu- 
ance of the Office of Management and Budget 
and the National Bureau of Standards material. 

GAO received comments from several agencies. 
They agreed in principle to the need for in- 
creased management attention to automated 
decisionmaking applications. (See pp. 53 to 
55.) 
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CHAPTER I ---------- 

INTRODUCTION ----.--------- 

Many early business applications on computers involved 
entering, manipulating, and summarizing data and generating 
reports. Most output produced by these computers was 
manually reviewed (1) for correctness and/or (2) to decide 
what actions should be taken on the basis of the output 
report. 

As more complex computer processing developed, the 
applications became more innovative. Computers were assign- 
ed certain repetitive decisionmaking work which duplicated 
steps people had taken to do the job previously. The output 
of these computers is frequently not reviewed by people 
(that is, no manual review). 

These types of applications have no established name. 
We are calling them automated decisionmaking applications. 

AUTOMATED DECISIONMAKING APPLICATIONS ___- _____ - ____ ---------_----_--_----- 

Automated decisionmaking applications are computer 
programs that initiate action (though output) on the basis 
of programable decisionmaking criteria established by 
management and incorporated in cornouter instruction. The 
distinguishing characteristic of these applications, as com- 
pared to other computer application programs, is that many 
of the computer's actions take place without manual review 
and evaluation. 

An inventory application is an example of a computer 
application program. If the computer processing of a regui- 
sition for material reduces the onhand quantity below the 
reorder point and if the computer issues a purchase order 
without anyone reviewing the proposed procurement quantity, 
then the application is an automated decisionmaking appli- 
cation. Some of the computer output of these applications 
is reviewed. In the foregoing example, the application 
may call for manual reviews of quantitites on all purchase 
orders over $5,000, with all purchase orders under that 
amount being released without review. 

We reviewed these applications because (1) billions 
of dollars are involved in the unreviewed actions that 
they initiate and (2) of indications that funds were being 
wasted because of incorrect actions. 
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CHARACTERISTICS 

One objective of using computers operating under auto- 
mated decisionmaking applications is to take advantage of 
their speed, accuracy, storage capabilities, and capacity 
to obey predetermined instructions. These applications 
are needed in part, because of the tremendous volumes of 
information to be obtained, manipulated (processed), analyz- 
ed, and acted on in carrying out agency missions and goals. 

Automated decisionmaking applications process large 
volumes of transactions put into the computer system from 
various sources. They make repetitive decisions that, in 
many cases, previously have been made by people. The 
decision instuctions, built into the program, ask questions 
about the transactions and then initiate many actions through 
output. The actions depend solely on the criteria (logic) 
and data inside the computer system. 

Computer program 

The computer program (software), written by people, 
instructs the computer (1) to examine the input data and/ 
or data already in automatic data processing (ADP) files, 
(2) to perform logical decisionmaking steps and computa- 
tions in processing the data, and (3) to initiate actions 
in the form of output as a result of this process. 

Input 

Data is usually obtained by people from various sources 
and is put into the computer in machine-readable form 
(including punched cards, optical character recognition 
documents, paper tape, magnetic ink character recognition 
documents, and direct keyboard entry). The data can be 
entered directly for processing or can be recorded on ADP 
files for processing at a later time. 

output 

The application outputs are such things as (1) direc- 
tives to act (such as orders to ship material), (2) payment 
authorizations or checks, (3) bills, and (4) notices. A 
large percentage of the output of these applications is not 
manually reviewed and evaluated by people. 

The following illustration shows a computer operating 
under automated decisionmaking applications. 

2 
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The form of output varies (including listings, magnetic 
tapes, preprinted forms, and punched cards). These outputs 
indicate the decisions resulting from computer processing 
directed by the software. 

The outputs that are not reviewed or evaluated are 
usually issued to the organizations and people which take 
the action being directed or which are being paid, billed, 
or notified. 

Some of the output of many automated decisionmaking 
applications is manually reviewed. Under "management by 
exception" principles, some output, the nature and extent 
of which is determined by management, is sent to people in 
the organization for manual review and evaluation. This 
technique allows people to consider criteria, factors, and 
information not contained in the computer system in deciding 
whether the computer-directed action should be taken. For 
these applications manual intervention takes place only for 
the actions output for review. 

The criteria for directing manual review of the output 
are contained in the decisionmaking part of the program. In 
the inventory application example, the program would direct 
that purchases over $5,000 be output for manual review. The 
applications can be programed so that none of the output will 
be manually reviewed or evaluated before actions are taken. 

CONTRAST WITH OTHER COMPUTER APPLICATIONS 

Application programs designed to provide output to peo- 
ple for information and analysis are not automated decision- 
making applications. Many types of these application pro- 
grams are used in Government, and the outputs are sent to 
people for review before actions are taken. 

Typical application programs that are not automated 
decisionmaking applications include: 

--Systems that make recommendations, all of which are 
manually reviewed before actions are taken. 

--Management and other information systems which pro- 
vide data to various levels of managers to assist 
them in making policy, management, and operating 
decisions. 

--Most mathematical models. 
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CHAPTER 2 

USE OF AUTOMATED DECISIONMAKING APPLICATIONS 

BY FEDERAL AGENCIES 

Many Federal agencies use automated decisionmaking 
applications to support their functions. Annually, more than 
a billion actions, involving billions of dollars, in direc- 
tives to act, to make payments, to issue orders for material, 
and to bill for amounts owed are initiated. They also issue 
millions of notifications to people outside the Government. 

INFORMATION ABOUT AUTOMATED DECISIONMAKING 
APPLICATIONS USED BY FEDERAL AGENCIES 

We wanted to learn how these applications were used and 
to obtain data on their characteristics and monetary impact 
on Federal operations, but we found no central inventory. We 
therefore developed a questionnaire to gather information 
about Federal automated decisionmaking applications and dis- 
tributed it to 15 agencies that use computers extensively. 
The information we wanted included: 

--Functions supported by these applications. 

--Numbers of these applications and their impact on op- 
erations (including output produced and annual volume 
and monetary impact). 

--Whether certain parts of the decisions were being man- 
ually reviewed. 

We obtained more detailed information about selected 
automated decisionmaking applications to understand and il- 
lustrate typical uses. 

Almost all the agencies we contacted gave us examples of 
their automated decisionmaking applications. The information 
is summarized below. 



Defense 
departments 

and 
agencies 

Air Force 
Army 
Defense Supply 

Agency 

Navy 

Number 
of 

examples 

Civil 
departments 

and 
agencies 

14 Agriculture 
14 Commerce 

9 

18 - 

General Services Ad- 
ministration 

Health, Education, 
and Welfare 

Housing and Urban 
Development 

Interior 
Transportation 
Treasury 
Railroad Retirement 

Board 
Veterans Administra- 

tion 

Number 
of 

examples 

6 
4 

5 

8 

6 
10 
18 

4 

3 

9 

Total 55 - 73 - 

Total number of examples obtained--l28 

FUNCTIONS SUPPORTED BY AUTOMATED 
DECISIONMAKING APPLICATIONS 

The questionnaires showed that automated decisionmaking 
applications supported many functions. A compilation of re- 
sponses is presented below. 

Number of Number of 
times function times function 

Function was cited Function was cited -- 

Controlling 48 Maintenance 30 
Notification 48 Procurement 30 
Fiscal 46 Diagnostic 23 
Payment 46 Scheduling 20 
SUPPlY 44 Disposal 17 
Billing 41 Cataloging 13 
Distribution 38 Personnel 11 
Eligibility 31 Safety 9 

NUMBER OF AUTOMATED DECISIONMAKING 
APPLICATIONS AND THEIR IMPACT ON 
FEDERAL AGENCIES 

No one collects statistics on these applications for 
the Federal Government as a whole, so we could not determine 
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the total number. Some of the agencies responding to our 
questionnaire said their responses consisted of representa- 
tive applications. Therefore, our report about automated 
decisionmaking applications and their impact represents only 
a part of th e Federal-wide total. 

The responses identified 128 applications which issued 
several different types of unreviewed output. The nature of 
the output and its estimated annual impact on Federal.opera- 
tions, both in volumes and dollars, are summarized below. 

Nature of output 

Total 
Number Total monetary 
cited actions impact -- 

(000 (000,000 
omitted) omitted) 

Payment authorizations or 
checks to: 

Contractors or grantees 
Members of the public 
Government employees 

(other than payroll) 
Bills sent to: 

Contractors 
Government organizations 
Members of the public 

Purchase orders or supply 
requisitions 

Directives to ship material 
Directives to dispose of ma- 

terial 
Production, repair, or rework 

schedules or instructions 
Notifications to members of 

the public 
Other 

10 8,700 $ 7,221 
23 715,000 18,589 

3 

3 100 15 
17 17,300 6,549 
18 19,100 3,298 

24 28,000 
22 260,200 

11 8,000 

12 

21 22,200 
48 447,300 

Total 212 

200 

191,300 

1,717,400 

8 

4,456 
a/2,500 

a/56 

~/1,150 

N/A 
N/A 

a/Represents the value of material on which these actions - 
were taken. Information collected indicates that the 
transportation costs represent about 5 percent of the value 
of material shipped; the disposal costs about 3 percent of 
the material disposed of; and production, repair, or re- 
work cost about 23 percent of the value of the material. 

The actions and monetary impact in the preceding sched- 
ule are for only a portion of the 212 output types. Many re- 
sponses indicated that this data was not readily available. 
Our followup confirmed this. 
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REASONS FOR OUTPUT OF ACTIONS -_--- _.__ -----_--__-_---___-__ 
FOR MANUAL REVIEW AND EVALUATION --~~~---~~~~-~~-~--~~~_--~-_-_- 

Some of the applications initiate all actions without 
review. Most are designed, however, under the management-by- 
exception principle, which results in some of the output being 
reviewed by employees before the actions are implemented. 

Several reasons given by agencies for reviewing some of 
the output are shown below. 

Times cited --------__ 

Monetary value of indicated action exceeds 
prescribed dollar limitations 43 

Criticality of the action to be taken 28 
Eligibility factors related to the action 21 
Geographic considerations of various types 11 
Health and safety considerations related 

to the action 10 

The percentage of actions initiated automatically varies 
from one application to another and can be adjusted by chang- 
ing the processing criteria. The percentage of unreviewed 
actions identified by agencies 
is shown below. 

participating in this study 

Percent of 
actions unreviewed --------------.---- 

100 
90 to 99 
80 to 89 
70 to 79 
60 to 69 
50 to 59 
Below 50 

No data provided 

Number of applications ---------------------- 

35 
42 
13 
14 

5 
3 

14 
2 -- 

Total 128 

AN EXAMPLE OF WHAT AUTOMATED __-- ____- -- ___- -----------.-- 
DECISIONMAKING APPLICATIONS DO _______ --- ____ --------------- 

Automated decisionmaking applications are designed to 
make internal decisions of varying degrees of complexity and 
to generate output containing the action to be taken. An 
example of one of these applications is shown in this section. 
Other examples are presented in chapter 3. 
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Customer returns program 

The Defense Supply Agency (DSA) uses an automated 
decisionmaking application--credit returns--to evaluate in- 
quiries from military activities on what to do with sur- 
plus DSA-managed material. The options are to (1) return 
the material for credit, (2) return it without credit, or 
(3) dispose of it. 

DSA's computers receive the requests in machine-readable 
form. The application identifies the commodity and refers to 
pertinent data about it from the ADP files (such as informa- 
tion on the quantities of the material already stored in 
DSA's inventory and expected future requirements). Using 
this and still other data, the application tells the activ- 
ity what to do with the material. Usually these directives 
are sent without manual review. 

During a recent l-year period, two of the six DSA sup- 
ply centers issued the following unreviewed directives using 
this application. 

Estimated volumes of 
unreviewed directives issued 

Number of Value of Nature of 
directives directives material 

Ship the material (with or 
without credit) to the DSA 
supply system 174,000 $ 76,000,000 

Dispose of the material 62,000 24,000,OOO -- 

Total unreviewed advices 236,000 $100,000,000 
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CHAPTER 3 

AUTOMATED DECISIONMAKING APPLICATIONS 

CAN MAKE BAD DECISIONS 

Whether actions initiated automatically by the computer 
are correct or not largely depends on (1) the internal logic 
of the program and (2) the data that is fed into the system. 

Computers will produce bad decisions (1) if programers 
and analysts make misjudgments or errors in establishing 
the decisionmaking criteria or (2) if the application is not 
designed and/or coded in a manner that properly implements 
the decisionmaking criteria. Changing circumstances can make 
adequate decisionmaking criteria in the software obsolete, 
and bad decisions will occur if the software is not changed. 
Failure to design appropriate checks on input data, such as 
edit checks, can contribute to bad decisions. These applica- 
tions can also make bad decisions if the data supplied to 
them is incomplete or incorrect or if the data is not ob- 
tained or processed quickly. 

Some internal audit groups have reported on bad deci- 
sions made by Government automated decisionmaking applica- 
tions. The computer-inititated actions caused the agencies 
to incur tens of millions of dollars of unnecessary costs, 
premature costs, and overpayments. 

Such bad decisions may also harm individuals and impair 
an agency's ability to carry out its mission effectively. 

CONDITIONS LEADING TO BAD DECISIONS 

Adverse conditions common to several agencies have been 
reported. These conditions, resulting in the applications 
automatically initiating uneconomical or otherwise incorrect 
actions, can be broadly categoried as (1) software problems 
and (2) data problems. 

Software problems 

Several software problems that can cause bad decisions 
by automated decisionmaking applications include: 

--Designing software with incomplete or erroneous deci- 
sionmaking criteria. Actions have been incorrect be- 
cause the decisionmaking logic omitted factors which 
should have been included. In other cases decision- 
making criteria included in the software were inappro- 
priate, either at the time of design or later, be- 
cause of changed circumstances. 

10 
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--Failing to program the software as intended by the 
customer (user) or designer, resulting in logic 
errors often referred to as programing errors. 

--Omitting needed edit checks for determining complete- 
ness of input data. Critical data elements have been 
left blank on many input documents, and because no 
checks were included, the applications processed the 
transaction with incomplete data. 

Data problems 

Input data quality is frequently a problem. Since much 
of this data is an integral part of the decisionmaking pro- 
cess, its poor quality can adversely affect the computer- 
directed actions. Problems include: 

,-Incomplete data used by automated decisionmaking ap- 
plications. Some input documents prepared by people 
omitted entries in data elements which were critical 
to the application but which were processed anyway, 
The documents were not rejected when incomplete data 
was being used. In other instances data which the 
application needed and which should have become part 
of ADP files was not put into the system. 

--Incorrect data used in automated decisionmaking ap- 
plication processing. People have often uninten- 
tionally introduced incorrect data into the ADP sys- 
tem. This incorrect data affected application deci- 
sions. 

--Obsolete data used in automated decisionmaking ap- 
plication processing. Data in the ADP files became 
obsolete due to new circumstances. The new data 
may have been available but was not put into the 
computer. 

Conditions that have been 
reported by internal audit 

Unfavorable conditions were identfied by 32 internal 
audit reports of 7 agencies. These reports, issued during 
a 23-month period, demonstrated that the same conditions 
occurred in different agencies and were therefore common 
problems. The audit reports, however, did not show the to- 
tal occurrences and dollar impact of these conditions, past 
or present, in federal automated decisionmaking applications. 
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The results of our analysis of these audit reports are 
summarized in the following 
see app. V.) 

Category and 
condition 

Software problems: 
Incomplete, erroneous 

or obsolete decision- 
making criteria 

Programing errors 
Criteria or programing 

(note b) 
Absence of needed edit 

checks 
Data problems: 

Data elements incom- 
plete 

Data elements incorrect 
Data elements obsolete 

table. (For further details, 

Number 
of 

agencies 

6 10 16 
5 17 30 
3 3 3 

Number of 
internal 

audit 
reoorts 

14 
10 

11 

5 

Number of 
times 

condition 
was 

reported 
(note a) 

30 
10 

14 

11 

a/Each condition can occur more than once. Software problems, 
such as programing errors, may have occurred in more than 
one portion of the program or the condition may have been 
observed at more than one location, each designing its own 
program. The data conditions were based on the number of 
different data elements that were either incomplete, in- 
correct, or obsolete at least once. 

b/Internal audit reports were not sufficiently detailed to 
arrive at an opinion as to whether the problem was in cri- 
teria or programing. 

Only 13 of the 32 reports had estimates of the monetary 
impact of bad decisions, but these estimates ran to tens of 
millions a year in unnecessary and premature costs and in 
potential overpayments. Some reports cited specific cases 
but provided no estimates of the total monetary impact. 
Other reports cited potential mission impairment and possible 
harm to individuals. 

The following sections are based on internal audit re- 
ports selected from the 32 reports obtained. 
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SOFTWARE PROBLEMS REPORTED 

Examples of software problems are presented to 
demonstrate the problems frequently experienced with auto- 
mated decisionmaking. The examples are not intended to be a 
criticism of the agencies involved, because these problems 
can occur wherever these applications are used. 

Army processing of requisitions 
for shipment to overseas locations 

Several Army inventory control points provide material 
support to overseas customers which submit requisitions for 
materials to the control points. Automated decisionmaking 
applications are used to screen material availability at U,.S. 
depots. The computer produces a directive which is automat- 
ically issued to a depot to ship material to the overseas 
customer. These applications process over 100,000 overseas 
requisitions annually. 

Early in the 1970s the Army implemented a system de- 
signed to improve supply support to overseas customers from 
U.S. depots. The control points were instructed to design 
their ADP applications so that material would be issued from 
east coast depots to satisfy European customers and from west 
coast depots to satisfy Pacific customers. Controls were 
required to prevent the software from releasing cross-country 
shipments without manual review. 

The Army Audit Agency examined the applications in ef- 
fect at five control points. At four activities it found 
that the applications were not adequate to insure maximum 
filling of requisitions from the appropriate depots. For 
instance, in the initial requisition processing for overseas 
customers, the software used by one of the high-volume con- 
trol points screened stock availbility at eight depots be- 
fore finding the appropriate depot. For releasing back- 
ordered-stock requisitions, depots on the opposite coast 
were often selected for material availability. The auditors 
reported that, at three control points, controls to prevent 
the automatic release of material from the wrong depots were 
not implemented and material was automatically released for 
cross-country shipments. At least two control points used 
software that existed before the criteria for supporting 
overseas activities were developed. 

The audit agency estimated that, because of the use of 
this erroneous criteria, unnecessary transportation costs of 
$900,000 a*year were incurred. In addition, $1.3 million 
was incurred in increased inventory investment (pipeline) 
costs. 
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The Army Materiel Command agreed with the audit agency's 
assessment of the problem and promised to revise the criteria 
contained in Army-control point applications. 

Navy scheduling of aircraft 
equipment for overhaul 

The Navy's central manager for aircraft spare equipment 
and parts uses a computer to identify and schedule overhaul 
for reparable components needed for future use. Until April 
1974 the application used was called the Navy integrated 
comprehensive reparable item scheduling program. L/ 

This application considered inventory on hand, require- 
ments, and other data in ADP files to determine 

--which components should be scheduled for overhaul, 

--what quantities should be overhauled, 

--which depots should do the work, and 

--what priorities depots should give in deciding which 
items should be overhauled first. 

Depots used punched card output as the basis for sched- 
uling components for induction into their overhaul facil- 
ities. Priority levels shown on the output affected the de- 
pots' decisions regarding which items and quantities would 
be overhauled first. (Not all the quantities the program 
indicated for overhaul were processed because of limited de- 
pot overhaul capacity.) 

The priority levels shown in the output ranged from 
level 0 (zero)-- highest priority--to level 3--lowest prior- 
ity. 

During a l-year period, 2/ Navy facilities spent about 
$145 million to overhaul aircraft components valued 

JJIn April 1974 the Navy integrated comprehensive reparable 
item scheduling program was replaced by another automated 
decisionmaking application called cyclical repair manage- 
ment. We believe that the problems that occurred in the 
first program could affect cyclical repair management in 
a similar way, but GAO's review did not evaluate the new 
program. 

z/The figures presented are for an overlapping but not iden- 
tical period. The overlap is 6 months. 
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at about $797 million-- mostly on the basis of the program's 
output. The Naval Audit Service, reviewing the operation, 
identified several major software problems, all of which 
resulted in overstating overhaul requirements. 

--A data element used in computing priority level 1 
contained data that resulted in duplications 'in com- 
puting levels 2 and 3. Gross overhaul requirements 
scheduled by the program were therefore overstated. 
When the program was designed, this duplication was 
overlooked. 

--Data elements showing recurring material usage, used 
to compute levels 2 and 3, were greatly overstated 
because of two software problems. 

1. Required reductions to the material usage quan- 
tities were not made automatically, because cer- 
tain Navy activities were leaving a data ele- 
ment blank on input documents sent to the cen- 
tral manager. Our followup determined that be- 
cause of the designer's oversight or judgment 
errorp no edit check was placed in the software 
to detect this missing data. 

2. There were no software procedures for automat- 
ically reducing recorded material usage quan- 
tities when customers canceled back orders and 
requisitions. Our followup disclosed that when 
this application was designed, the designer be- 
lieved that canceled back orders and requisi- 
tions would rarely occur. 

The Naval Audit Service estimated the effect of these 
incorrect actions was millions of dollars in unnecessary and 
premature overhaul costs. Although the Navy Command offi- 
cials did not agree with the auditor's reported figures, 
they agreed that the problems identified were valid. Cor- 
rective actions have been taken or initiated. 

A GAO report (B-162152, May 21, 1974) "Better Methods 
Needed for Canceling Orders for Materiel No Longer Required" 
discussed the Navy's practice of not automatically reducing 
recorded material usage when unfilled customer orders were 
canceled. The report stated that "we estimate that this 
overstatement resulted in annual unnecessary materiel buys 
and repairs totaling about $10 million." Of that amount, 
more than $3 million was for repairs initiated by this auto- 
mated decisionmaking application. 
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DATA PROBLEMS REPORTED 

The following examples of data problems show how bad 
data can adversely affect the actions directed by automated 
decisionmaking applications. 

Veterans Administration payments for 
apprenticeship and other on-jobtraining -- 

The Veterans Administration (VA) uses a computer appli- 
cation to make monthly payments to more than 185,000 veter- 
ans in apprenticeship or other on-job training. This appli- 
cation is designed to make payments at a rate that decreases 
every 6 months, under the assumption that veteran's pay will 
increase as he learns his trade. 

Data put into the computer is the basis for automati- 
cally determining the rates at which the veteran will be 
paid. Each month, additional data is put in regarding the 
veteran's continuing eligibility to receive the payments. 

This application is programed to read input documents 
and distinguish apprenticeship and other on-job training 
awards from other types of education awards. When the appli- 
cation recognizes these on-job training awards, it refers to 
appropriate rate tables to determine the proper payment. 
The application refers to a new lower rate every 6 months 
and automatically initiates payments at the reduced rate. 
Annually, this application initiates about 1.4 million un- 
reviewed checks for more than $225 million in apprenticeship 
and other on-job training awards. 

Two types of input documents initiate payments for 
these awards. An original award document is designed to 
initiate payments to a veteran not previously receiving them. 
If the veteran has already received benefits and there is a 
need for (1) reentrance, (2) a supplemental award, or (3) new 
key data such as dependency changes, a different input docu- 
ment (supplemental award code sheet) is prepared. Both 
documents contain data elements that allow the computer to 
determine that it is an apprenticeship and other on-job 
training award and that the reducing rate table should be 
used. 

The data entry on the supplemental award document that 
causes the program to build the scheduled rate reduction is 
code 77 in a data element called change reason. 

VA internal auditors reported that 22 of 121 tested 
supplemental award documents for these benefits did not 

16 



contain change reason code 77 on the input documents (the 
data problem). These documents were received from 10 dif- 
ferent VA locations. The application accepted and processed 
the documents because the software did not contain an edit 
check to disclose and reject documents with incomplete en- 
tries in this data element (a related software problem). 

Because the data was incomplete, the computer used a 
single rate for the entire period of training at the highest 
step indicated. This problem caused potential overpayments 
of $700,000. 

Possible causes cited for processing incomplete input 
documents included new personnel--requiring additional 
training-- and fatigue. The designer overlooked the needed 
edit check, a software problem, in preparing the detailed 
and complex software. 

Army processing requisitions -- 
for radioactive material 

The Army uses a computer to automatically process cus- 
tomer requisitions for commodities. One Army agency uses an 
application to process at least 250,000 requisitions annually 
for material valued at a minimum of $250 million. About 35 
percent of the customer requisitions are output for manual 
review and evaluation for any of several reasons. The re- 
maining 65 percent are processed without manual review. 

Some commodities the agency manages contain radioactive 
material. The Army master data ADP file is supposed to con- 
tain a special control code (code 8) in a specific data ele- 
ment for commodities containing radioactive material. This 
code, which should be put in by item managers, prevents 
automatic issues. The item managers receive commodity req- 
uisitions for review and evaluation. This manual interven- 
tion is required to insure that the requisitioners are (1) 
authorized to receive the material, (2) aware of the radio- 
active content, and (3) aware of the safeguards that must be 
used. 

The Army Audit Agency reviewed 86 radioactive commod- 
ities which the agency managed to determine if the proper 
special control item codes were contained in ADP files. The 
review showed that 29 of the commodities were incorrectly 
coded. 

--Eleven commodities were coded as a regulated item 
(code 1) but not as radioactive. (A regulated item 
is one that is scarce, costly, or highly technical.) 
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--Eighteen commodities contained an 0 code in the ADP 
files. An 0 code indicates that no special controls 
or handling are required. Many requisitions for 
these commodities are processed automatically. 

Most of the incorrectly coded commodities had been in the 
supply system 4 to 13 years. 

During the Audit Agency's review of 1 year's transac- 
tions, at least 38 customer requisitions were automatically 
filled for 18 incorrectly coded commodities. Army customers 
and foreign governments under military assistance programs 
were issued 423 units on these 38 requisitions. 

Since the commodities were incorrectly coded, the item 
managers did not coordinate the issue of the units with the 
38 customers. Consequently, there was doubt that the cus- 
tomers should have been issued the material or that they 
were aware of the radioactivity in the commodities. 

Army officials cited the following possible reasons for 
the incorrect codes contained in ADP files. 

--The item managers who prepared the input to ADP files 
may not have been fully aware of the requirements and 
procedures for coding radioactive material. 

--The agency’s health physicist may not have notified 
the item managers of the radioactivity contained in 
these commodities. 

--The item managers may have been notified but failed 
to input the correct data codes. 

Army officials agreed with the Audit Agency's findings 
and said they would (1) correct the ADP files for all radio- 
active commodities, (2) reemphasize to item managers the 
need for assigning the proper special control item code to 
commodities, and (3) have a health physicist study the com- 
modities to insure that the items could be used safely by 
the customers that received them automatically. The special 
study determined that the commodities involved could be 
safely used by the recipients. 

INTERNAL AUDITS OF AUTOMATED 
DECISIONMAKING APPLICATIONS 

Since published internal audit reports were the sources 
of our information on bad decisions, we asked nine internal 
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audit groups about the nature, approaches, and frequency of 
scheduling audits of these applications. 

We learned that certain internal audit groups rarely 
became involved in the applications’ logic because they 
lacked the expertise to effectively make such studies. 

No internal audit group has prepared lists of agency 
automated decisionmaking applications and scheduled reviews 
of their decisions, either routinely or- when the system is 
modified. However, several audit groups schedule specific 
agency functions for audit, and if the functions are sup- 
ported by these applications, auditors will get involved in 
the internal decisionmaking logic to evaluate the agency’s 
performance. 

Agency functions are generally audited on a cyclical 
basis, but the cycle may be anywhere from 2 to 8 years. 
Ordinarily, the frequency of review is not dependent on 
whether the function is supported by an automated decision- 
making application. In addition, auditors may review func- 
tions and related automated decisionmaking if there is (1) a 
special request or (2) an indication of a problem based on 
complaints. On the basis of approaches taken by internal 
audit groups, it appears that many of these applications go 
unaudited for long periods of time or may never be audited. 

Although many of the audit reports adequately show many 
of the common problems that exist, they do not show the 
overall impact of the problems for all automated decision- 
making applications. In fact, there is no basis for estimat- 
ing the total impact of bad decisions currently being made 
by these applications. 
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CHAPTER 4 - 

CAUSES OF BAD AUTOMATED DECISIONS ---- 

The two basic automated decisionmaking application 
problems, software and data, are often interdependent. For 
example, automated decisionmaking applications making bad 
decisions because of incomplete data elements on input docu- 
ments illustrate both a data problem and a software problem 
because (1) input documents have not been properly prepared 
(data) and (2) edit checks for completeness have not been 
properly designed (software). Other problems, such as when 
incomplete or erroneous decisionmaking criteria are used 
(software) and incorrect data is put into the application 
(data), can occur independently. 

The problems in each of these two areas are caused by a 
variety of factors. We identified many causes of these 
problems by (1) corresponding with people experienced in 
software design and data management, (2) discussing them 
with officials of selected Federal agencies, and (3) ana- 
lyzing published internal audit reports. 

SOFTWARE PROBLEMS -- - 

Computer programs are usually developed and modified 
by a combination of people: the user (or customer), that 
requires the computer assistance; the designer (or analyst), 
who translates the requirements of the user into a logical 
structure; and the programer, who translates the logic into 
program instructions which can be recognized and used by the 
computer. 

The software development and modification process was 
similar at each Federal agency we visited. Variations are 
not related to the process itself but rather involve such 
factors as 

--organizational setup and physical locations: 

--titles of people performing various aspects of the 
work: and 

--nature of the documentation that will be prepared, 
such as use of program flow charts. 

Causes of software problems 

Agency officials said that the design or modification 
and programing of software could not be guided by specific 
instructions on how best to do the work. Instead, agencies 
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rely on people who know (1) the function supported by the 
computer and (2) the art of design and coding so that the 
computer can perform the desired tasks. Some agencies pro- 
vide broad guidelines on the process, the documents to be 
used in the process (documentation), and at one agency, 
instructions on what designers and programers should con- 
sider when doing the work. 

The user initiating the work sets forth many of the 
specifics regarding the internal decisionmaking criteria 
to be used. Often the designer makes some decisions. Both 
act on the basis of their knowledge of the function, avail- 
able guidelines in terms of management instruction or legis- 
lation, their oerceptions of the transactions to be process- 
ed , and communications with each other. Sometimes they will 
call on operations research experts to help them design new 
criteria, while sometimes they will use existing criteria 
to process similar transactions. 

The designer takes the established criteria and pre- 
pares mo.re specific documentation which is used for program- 
ing. The design and programing documents developed become 
very detailed and complex, because the computer is instruct- 
ed to operate in a logical step-by-step manner on a large 
number of different conditions. Even less complex appli- 
cations can consist of thousands of individual instructions 
that must be designed and programed to do what the user 
and designer perceive to be correct. 

The designer and user are usually responsible for 
designing edit checks into the program. This includes 
checks for the completeness of data elements on input 
documents. According to agency officials, edit checks are 
placed in the software for data that is critical to the 
decisionmaking, such as when incomplete or erroneous data 
can affect the determinations made by the computer. Some 
officials said that edit checks are placed for almost every 
data element. One agency is making an overt effort to 
limit edit checks to reduce the number of documents reject- 
ed by the computer. 

In developing software, it is generally accepted that 
the lines of communication between the user and designer 
and the designer and programer must be effective. 

To identify some of the causes for the software prob- 
lems presented in chapter 3, we 

--discussed them with Federal officials at several 
agencies; 
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--received responses to questionnaires from 257 
individuals who are experienced in the areas of ADP 
software design, modification, and programing; and 

--analyzed causes cited by internal auditors. 

A schedule summarizing some of the causes of software 
problems is followed by a discussion of each. 

Summary of Causes of Software Problems 

Cause 

Opinions of people Identified from 
answering the questionnaire-- contacts 
degree of cause (note a) with officials Cited as a 

Moderate Somewhat of Federal cause by 
to small agencies internal 

very large or none (note b) auditors 

Inadequate 
communications 
between the parties 
to software design 

Incorrect perceptions 
of the nature of 
actual transactions 
to be processed 

Inadequate documentation 
preventing adequate 
reviews of software 

Time constraints 
hampering the effec- 
tiveness of the 
design process 

Absence of written 
criteria or guidelines 
for designers to follow 

Detail and complexity 
involved in designing, 
coding, and reviewing 
software 

Reliance on the expertise 
and experience of 
people doing the work 
(state of the art) 

Undetected changes in 
circumstances making 
the application obsolete 

State of the art in 
software testing which 
prevents testing all 
possible conditions 

251 4 

233 22 

229 28 

216 40 

204 49 

177 79 

171 a3 

167 90 

164 91 

X 

X 

X 

X 

X 

X X 

X X 

X X 

X 

a/The questionnaire presented "some possible causes of the design conditions 
(problems) * * *," and asked that "based on your software design experience 
* * * indicate the degree to which you believe each of these causes contrib- 
utes to the design condition (problems) in general." The responses allowed 
were to a: very large degree, somewhat large degree, moderate degree, some- 
what small degree, very small degree, or not at all. 

b/Our contacts were made with various or-ganizational elements, excluding inter- 
nal audit, within five agencies: Department of the Navy; Department of the 
Air Force; Department of Health, Education, and Welfare; Veterans Administra- 
tion; and National Bureau of Standards. 
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The problems identified are caused at various phases 
of the software design process including 

--user determinations, 

--designer actions, and 

--program coding. 

Many problems are not detected through the review and test 
phases of the process and are therefore continued through 
implementation and operation of the automated decisionmaking 
application. Officials at the National Bureau of Standards 
and the Air Force believe that it is impossible to insure the 
design of completely error-free software under the current 
state of the arts 

Inadequate communication between 
the parties to-software design 

At least three groups of people must adequately com- 
municate to develop or modify the applications successfully. 
Assuming that the user knows what he wants the computer 
to do and that his criteria are correct, inadequate communi- 
cations of this information can result in developing soft- 
ware that is not exactly what the user wants. 

Much has been written about the communication problem 
in software development, and it is generally recognized as 
a human problem. 

Incorrect perceptions of the nature 
of actual transactionstobeprocessed 

Decisionmaking criteria used in these applications have 
sometimes been erroneous, because people developing them made 
wrong assumptions about the nature of the transactions that 
were to be processed. They may have relied on limited data 
about the transactions and established the criteria on their 
judgment. 

Officials of one agency believed that a large percent- 
age of automated decisionmaking application software prob- 
lems were caused at the very beginning of the design 
process by people involved in defining requirements and 
establishing decisionmaking criteria. 

In other cases, the designer may have used criteria 
contained in existing software to process transactions in a 
similar, but not identical, environment. Sometimes this is 
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done to shorten design and programing time, but it can and 
has caused problems. 

Inadequate documentation preventing 
adequate reviews of software - 

In our October 8, 1974, report (B-115369) "Improvement 
Needed in Documenting Computer Systems," we noted that some 
agencies had not developed adequate guidelines for prepar- 
ing good documentation. Several Federal officials said 
that this was still a problem and that documentation for 
many computer applications (including automated decision- 
making) was inadequate. 

The report stated: 

"In one case documentation explaining the objec- 
tives of the computer system was not prepared by 
the systems analyst. Without this information, 
management could not adequately monitor the 
system's development. * * * the system did not 
accomplish the results originally intended by 
management. 

"In another case, inadequate documentation was 
cited as causing management to spend over a year 
to determine how the various programs in a 
complex system operated." 

Adequate design documentation is needed to allow for 

--reviewing the work done during application design and 
modification, 

--making the necessary modification, 

--correcting errors when they are detected, and 

--insuring the application is operating as intended. 

Time constraints hampering the 
effectiveness of the design process 

Many systems containing these applications are design- 
ed or modified because of legislation or other high-prior- 
ity requirements imposed by top management. Often this 
calls for implementation by a specific date. Developing 
and/or modifying software within the required time frames 
can hamper efforts to insure its adequacy. Agencies that 
must make changes to these applications on the basis of 
legislation include VA and the Department of Health, 
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Education, and Welfare (HEW). The Department of Defense 
often must make software modifications based on high-prior- 
ity requirements imposed by top management. 

Absence of written criteria or 
guidelines for designers to follow 

Federal officials had many opinions about the need for 
and nature of written guidelines that should be provided to 
designers of software. The agencies we visited had varying 
degrees of formal guidelines, but none provided instructions 
on how to do design work. 

Some officials who believe that written criteria and 
guidelines on how to design software are not desirable refer 
to the process as an art that cannot be guided or improved 
by written instructions. However, the consensus of responses 
to our questionnaires indicates that the absence of criteria 
or guidelines can be a major cause for some automated deci- 
sionmaking application problems. 

Detail and complexity involved in 
designing, coding, and reviewing software 

Even smaller applications can be extremely complex and 
detailed when designing and coding the processing logic and 
edit checks. The complexities and detail involved may also 
hamper the review process that may exist. 

An illustration of the problem is VA's automated deci- 
sionmaking application for supplemental education benefit 
awards-- which is a small part of VA's total education 
applications. This program consists of more than 1,100 
lines of code covering about 420 decision points. One Navy 
automated disposal application-- also a relatively minor 
program compared to others-- contains about 7,300 lines of 
code with more than 290 decision points. More complex 
software, such as the Navy cyclical repair management pro- 
gram, has more than 64,800 lines of code with at least 630 
decision points. 

The sheer detail and complexity of the process can 
cause design and programing errors and omissions which are 
not caught in review and testing. Therefore, bad decisions 
occur. 
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Reliance on the expertise and 
experience of people doing the work -- 

The nature of the design process causes agencies to 
rely on designers who must be experienced in both the 
software design and the function to be supported by these 
applications. 

Federal designers are 

--schooled in the art of software design and learn 
the function to be supported, 

--experienced in an operating function and learn 
the art of software design, or 

--former programers and are promoted to the design 
function. Programers are generally schooled in 
writing code in specific computer languages. 

Much reliance is placed on the individual designer’s 
ability to convert user requirements to the type of detail- 
ed logic needed for programer coding. Reliance is also 
placed on the programer’s ability to write code according 
to the logic given him. Because of the detail and complex- 
ity involved, it is difficult for management to review and 
assess every aspect of the designers’ and programers’ work. 

Undetected changes in circumstances 
making the application obsolete 

A cause for erroneous decisionmaking criteria includes 
the failure to identify and/or to relate changes in pro- 
cessing circumstances to the operation of the application. 
Once the application is operational, it will make decisions 
--good or bad --on the same basis until it is modified. 

Not recognizing changed circumstances so that appli- 
cations could be modified could result in bad decisions 
based on criteria that were correct when designed, but 
which no longer applied. 

State of the art of program 
testing which prevents testing 
all possible conditions 

The current state of the art makes it difficult for 
agencies to test for all conditions that may occur during 
the transaction processing. Most agencies cannot even 
be sure that the tests have exercised every line of code. 
As result, accepted software can contain design and/or 
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coding errors not identified during the test phase. Some 
of these errors may not be detected until long after the 
application becomes operational. 

The inability to test for all conditions also pre- 
cludes a full evaluation of user and designer criteria 
built into the program (if and when such evaluation is 
attempted.) 

DATA PROBLEMS 

Data used by the computer in making decisions comes 
from a variety of sources, both internal and external to 
the agency that has the computer. A tabulation of the 
various sources of data input for the 128 automated deci- 
sionmaking applications identified is presented below. 

Source of input document 

Number of applications 
in which the originator 

was cited 

People within the agency 
operating the application 49 

People located outside the 
agency operating the appli- 
cation but within the same 
Federal department or 
independent agency 23 

People located in non-Govern- 
ment activities 12 

People located in other Federal 
departments or independent 
agencies 7 

Control over the completeness, accuracy, and currency 
of data largely depends on the source. Obviously, the cor- 
rectness of an application operated at an agency where all 
the data comes from outside sources largely depends on the 
quality of data submitted. Some controls can be applied to 
incoming input, but they cannot guarantee completely error- 
free data. 

According to some Federal officials, the largest 
single data problem is validating input data. However, 
data quality must be controlled from the moment data enters 
the system until the automatic processing is complete. 
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Types of controls for data -- 

There are two basic types of controls for insuring 
the completeness, accuracy, and currency of data used by a 
computer in making decisions. 

1. External controls are procedures developed outside 
the computer system. The objective is to check the 
quality of data to be put into and contained in the 
computer system. The controls include such things 
as manual procedures designed to determine if data 
is recorded completely and accurately on input doc- 
uments and whether documents are being received 
and/or processed on time. 

2. Internal controls generally do not involve human 
intervention. Many of these controls are built 
into the software. They include edit checks for 
completeness, logical relationship tests (does the 
data make sense?) and reasonableness checks (to 
isolate predetermined out-of-bounds conditions). 

According to the National Archives and Records Service, 
General Services Administration (GSA), both types of con- 
trols are necessary and no automated decisionmaking applica- 
tion can be reliable if either type of control is deficient. 

These applications use data originally prepared by 
people. The data input process often consists of people 

--filling out hard copy documents, l/ often on prede- - 
signed standard forms, and 

--converting the data to a form that can be read 
by the computer --machine-readable form. 

As part of the external controls that should exist, 
the people doing the work should be qualified and adequate- 
ly trained. Adequate guidelines should be given to these 
people on a timely basis instructing them how to fill 
out the documents involved, including what entries should 
be made under varying circumstances. The forms (hard copy 
and input) should be designed to be as simple as possible 

A/Under some circumstances, such as source data automation 
and direct input devices, hard copy documents are not 
prepared. 
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. . 
to allow for easy reading by people. Procedures should 
exist for reviewing (i.e., statistical sampling) input 
documents to test their completeness and accuracy. 
Controls should also provide for timely processing of 
the data. 

If incomplete or inaccurate data enters the computer 
system undetected, automatic actions can be incorrect. The 
actions will continue to be incorrect if that data is. 
stored in ADP files and reused. These applications can 
also make incorrect decisions if current data is not put 
into the system. 

Causes of data problems 

To identify some of the causes of the data problems, 
we 

--contacted Federal officials at several agencies, 

--received responses to questionnaires from 205 
individuals who are experienced in the area of 
data management in computers, and 

--analyzed causes cited by internal auditors. 

A schedule summarizing some of the causes of data 
problems is followed by a discussion of each. 
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Summary of Causes of Data Problems 

Opinions of people Identified from 
answering the questionnaire contacts 
--degree of cause$ (note a) with officials Cited as a 

Moderate Somewhat of Federal cause by 
to small agencies internal 

Cause very large or none (note b) auditors 

Forms designed and used 
for input preparation are 
too complex. 183 21 X 

ADP files are not always 
adequately reviewed to 
assure that good data is 
being used. 178 26 X X 

Instructions to people 
preparing data input are 
not always provided, are 
provided late, or are not 
adequate. 175 30 X X 

Preparers of data input 
are not always adequately 
trained; 159 46 X X 

Manual reviews of input 
documents are not always 
adequate. 144 61 X X 

High volumes of transactions 
cause input preparers to 
make errors (workload 
pressures). 131 73 X X 

a/The questionnaire presented "some possible causes of the data conditions 
(problems) * * * ti and asked that "based on your data management experi- 
ence * * * indicate the degree to which you believe each of these causes 
contributes to the data condition (problems) in general." The responses 
allowed were to a: very large degree, somewhat large degree, moderate 
degree, somewhat small degree, or very small degree, or not at all. 

b/Our contacts were made with various organizational elements, excluding 
internal audit, within six agencies: the Department of the Navy; De- 
partment of Health, Education, and Welfare; 
National Bureau of Standards; 

Veterans Administration; 

and Civil Service Commission. 
National Archives and Records Service; 
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The errors occur at the source of data preparation. 
They are not detected by the various internal controls in 
the software because controls for the specific error (1) 
are not designed or (2) cannot be designed. 

Forms designed and used for 
input preparation are too complex 

Using simple forms to record, collect, transmiti and 
process information for input to computers improves the 
completeness and accuracy of the data eventually used by 
all computer application programs. The more complex the 
forms are, the more prone they are to data errors, which 
can affect the correctness of actions initiated by auto- 
mated decisionmaking applications. 

ADP files are not always 
adequately reviewed to assure 
that good data is being used 

A recognized external control technique is to output 
and review data contained in ADP files. Failure to do this 
can result in obsolete or otherwise incorrect data used in 
automated decisionmaking applications. Incorrect decisions 
are therefore initiated. Without reviews, it is possible 
for some data errors to remain undetected for years and to 
allow for an accumulation of errors compounding the problem. 

Instructions to people preparing data 
input are not always provided, are 
provided late, or are not adequate 

It is important to provide clear instructions to people 
preparing input documents. Timely updating of these instruc- 
tions when changes occur is also important. The failure to 
issue clear and timely instructions can cause data errors 
that may not be detected by internal controls. 

Preparers of data input are not 
always adequately trained 

Most training in the input data preparation area is 
done by individual agencies, because it must be geared 
toward the individual application, each with its own 
special forms, data content, and related input media. 

Inadequate training of persons involved in processing 
data to the computer (such as filling out forms and 
punching cards) can lead to high error rates which result 
in bad decisions made by these applications. 
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Manual reviews of input documents 
are not always adequate 

External controls include selective manual reviews of 
input documents to determine completeness and accuracy. 
These reviews, made by supervisors or quality control groups, 
should be geared toward measuring the quality of data 
entering the system, including determining trends, signi- 
ficance, and sources of errors. 

When there are different types and sources of input, 
review procedures should cover them all. Developing and 
monitoring statistical error rates is important. The review 
procedure, however, should also include determining the 
errors' potential materiality so that management can make 
judgments on where corrective actions should be taken. 

Manual reviews supplement internal controls by (1) 
disclosing needed software data validation (such as edit 
checks) that is missed because of software problems or 
(2) identifying trends of material data errors which are 
not detected by software data validation. 

High volumes of transactions 
caused inputpreparers to make 
errors (workload pressures) 

Automated decisionmaking applications are designed, 
in part, to help organizations cope with the high volumes 
of transactions that have to be processed. Although the 
computer processes the data once it is entered, the volumes 
of documents (hard copy and machine readable) that must be 
prepared are tremendous. For example, we estimated that 
during a 12-month period, the VA Center, Philadelphia, 
Pennsylvania, prepared more than 4 million documents for 
input to computers. Other VA activities throughout the 
United States also prepare such input documents. The 
Navy Aviation Supply Office (ASO), also in Philadelphia, 
annually receives about 10 million transaction reports 
for input to computers. The transaction reports are 
mainly prepared by Navy facilities that receive, store, 
and issue aeronautical equipment. 

The volumes of data that must be processed by people 
recording material on original documents and preparing 
machine-readable documents can lead to workload pres- 
sures that result in data errors. 
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CHAPTER 5 

c FEDERAL MANAGEMENT OF 

AUTOMATED DECISIONMAKING APPLICATIONS 

Although we believe that most decisions made by these 
applications are correct, we know from audit reports we re- 
viewed that they also make bad decisions that cost the Gov- 
ernment many millions of dollars annually. Additional'ly, 
bad decisions can impede agency mission achievement and may 
result in harm to people. 

To a large degree software design and data quality con- 
trol are an art. Much of the process is imperfect because 
people instruct the computer and supply data to it. 

The fact that computers will act only as instructed by 
people I and on data prepared by people, makes them particu- 
larly susceptible to incorrect output, which in an automated 
decisionmaking application causes incorrect actions. 

Undetected errors in preparing the software--whether 
caused by the user, the designer, or the programer--can 
cause the computer to repeat bad decisions. These errors 
will continue until the problem is detected and corrected. 

Data problems may be random or repetitive. The repeti- 
tive problems resulting from such items as inadequate in- 
structions and complexity of forms will also continue until 
corrective actions are taken. 

RESPONSIBILITIES FOR ADP MANAGEMENT 
IN THE GOVERNMENT 

Public Law 89-306, the Brooks Act, specifies the major 
ADP management responsibilities of the Office of Management 
and Budget (OMB), the General Services Administration (GSA), 
and the Department of Commerce. 

Under this act, the Administrator of General Services 
is charged with economic and efficient purchase, lease, and 
maintenance of,.ADP equipment by Federal agencies. The Ad- 
ministrator also has some control over using ADP equipment. 
The Department of Commerce is authorized to provide scien- 
tific and technological services for ADP systems and to 
make recommendations concerning ADP standards. This is 
carried out through the National Bureau of Standards' Insti- 
tute for Computer Sciences and Technology. The act states 
that the authority granted to the Administrator of General 
Services and to the Secretary of Commerce is subject to 
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policy and fiscal control by OMB. This constitutes 
oversight responsibility for the area. 

In response to Government needs for training and 
education in ADP, the Civil Service Commission's Bureau of 
Training operates an ADP Management Training Center. 
This center offers a variety of courses to Federal civil 
and military personnel. Certain portions of their curriculum 
address the controls area in automated systems. The material 
presented should assist in alerting managers who take these 
courses to possible control weaknesses in their agency's 
operations. 

No Federal-wide guidelines on automated 
decisionmaking applications 

Neither GSA nor the Secretary of Commerce has considered 
these applications as a separate subject matter for management 
consideration. There are, therefore, no established Federal 
guidelines for identifying, developing, operating, or moni- 
toring these applications to insure that they are operating 
effectively and economically. 

POLICY ACTIONS BY FEDERAL AGENCIES TO MANAGE 
AUTOMATED DECISIONMAKING APPLICATIONS 

No Federal agencies we contacted had considered these 
applications separately from other types of computer appli- 
cation programs in issuing management instructions. When 
instructions on software design had been issued, they were 
general and dealt with such things as 

--levels of approval required to initiate and process 
a design project; 

--concepts of project management--including setting 
priorities, establishing target dates, and 
requiring cost-benefit studies: 

--the phases of software design and the documentation 
required; and 

--testing and certification requirements. 

Considering the current state of the art and the human 
problems that existp we agree with those Federal officials 
who contend that issuing detailed instructions on how to 
design these applications (or other computer application 
programs) will not in itself materially reduce many of the 
errors that are made in them. 
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Inventories of automated decisionmaking 
applications - 

Agencies have done little to establish centralized 
information on computer application programs that identifies 
these applications and shows their characteristics. 
Characteristics include the (1) nature of actions initiated, 
(2) monetary and other impact on operations, and (3) nature 
and sources of input. Information is sometimes available 
within an agency but must be pulled together from different 
sources. This is done mainly when requested by higher level 
sources, such as headquarters, a budget committee, or an 
agency such as GAO. It is not normally done. 

WHAT AGENCIES DO 

We studied what Federal agencies do in designing, 
modifying, testing, and operating these applications. We 
also studied how these agencies manage data entered and 
contained in their computers. The studies were made at 
selected agencies of the Department of Defense (Navy), HEW 
(Social Security Administration), and VA (education and 
insurance applications). We also visited a responsible 
headquarters agency in the Department of the Air Force to 
discuss these subjects on a limited basis. 

We examined policy and existing procedures and 
practices for managing computer application programs but did 
not verify that they were being employed as described to us. 

Despite the apparent variances in the nature and types 
of policies and instructions issued, the same types of 
problems exist at these and other agencies. 

Design and modification 

VA had no written instructions for designing or modify- 
ing computer application programs. VA told us that it relied 
on written text material as a guide. VA has issued instruc: 
tions on establishing and controlling software design proj- 
ects, establishing approval levels, and establishing prior- 
ities and target dates. 

The Social Security Administration (SSA) has issued a 
guide that describes the various phases of the design and 
modification processes, establishes review and approval 
steps, and describes who is responsible for doing the work. 

Neither agency has issued instructions on how to do the 
design work or what to consider when doing such work. VA 
officials do not believe that it is necessary or even 
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feasible to issue such instructions. SSA assumes that 
designers and programers are adequately trained and experi- 
enced since courses are continually offered so that skills 
can be maintained at a satisfactory level. 

The Navy Fleet Material Support Office (FMSO) is the 
central design activity for Naval Supply Systems Command ac- 
tivities. They have issued instructions to designers and 
programers in the form of information processing standards. 
The instructions provide guidance on what designers and pro- 
gramers are supposed to consider when doing the work, in- 
cluding 

--customer and mandated requirements; 

--logical sequencing of ADP actions; 

--types of input and output; 

--data formats and uses; 

--data accuracy, completeness, and currency require- 
ments; 

--error and exception conditions (edit checks); and 

--data volumes and frequencies. 

Independent reviews of designed 
and modified product - 

The reviews of the detailed designed product 1/ are 
generally made by the user and/or the people doing-the war-k. 
According to agency officials the extent of these reviews 
varies from 

--a page-by-page analysis made by AS0 of products de- 
signed by FNSO to 

--a less formalized cursory review made by supervisors 
or management. 

L/Usually consisting of a narrative or flow-chart descrip- 
tion of the processing to be followed by the computer dur- 
ing operation. 
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We observed no requirements for making independent re- 
views of the detailed designed product. Essentially, the 
people doing the work are responsible for doing the detailed 
reviews. 

The Air Force Audit Agency independently reviews se- 
lected data processing systems before they are implemented 
(preimplementation reviews). These reviews, made at four 
Air Force design activities, include evaluating the designed 
computer application programs and related edit checks. 

This approach requires the auditor to become familiar 
with functions supported by applications, as well as learn- 
ing basic software design and data control concepts. It in- 
cludes reviewing and evaluating (1) the decisionmaking cri- 
teria, (2) the program coding, (3) the edit checks, and (4) 
other potential data problems. 

The Audit Agency had never calculated the cost savings 
that resulted from identifying and correcting potential 
problems before the applications were placed into operation. 
A major reason cited was that since corrective actions were 
often taken on the spot, there was no need for estimating 
unnecessary costs that. would otherwise have resulted during 
operation. 

Preimplementation audit reports of the Air Force Audit 
Agency showed that many of the problems that had been re- 
ported in operational automated decisionmaking applications 
were identified during preimplementation reviews, and Air 
Force design officials agreed that the problems existed. 
For instance, reports showed examples of 

--erroneous decisionmaking criteria 

--programing error-s, and 

--inadequate data controls. 

We discussed the concept of independent preimplementa- 
tion reviews with the Deputy Director of the Air Force 
Office of Data Automation. He agreed with the concept of 
such independent reviews but. preferred that the reviews be 
made by independent teams within the design activity. He 
believes that auditors should become involved in evaluating 
designed or modified applications as soon as possible after 
the applications are placed into operation. 

Despite not making a savings analysis on preimplementation 
changes, the Air Force Audit. Agency believes that. preimplemen- 
tation reviews should continue because: 

31 



--The quality of data systems is improved as a result 
of Air Force Audit Agency reviews. 

--The dollar impact of resources managed by many auto- 
mated systems is a proper subject for special audit. 

--Systems audits during the development stage help in- 
crease the auditor's knowledge of the systems. 

--The ability to make effective and efficient follow-on 
audits of operations is enhanced by the preimplemen- 
tation reviews. 

Testing ---.- 

After the designed or modified application program is 
coded, agencies test the loqic to determine whether the pro- 
gram will run and will perform the processing desired by the 
user. A description of the nature of testing by each agency 
follows. 

--Programers at the Navy FMSO prepare predetermined 
test cases and files to test the logic of the pro- 
gram. If the results are satisfactory, the user op- 
erates the program with a duplicate ADP file and a 
selected number of actual transactions, which varies 
with each application. Some of the selected transac- 
tions are traced to determine if the program is op- 
erating as intended and whether the decisions being 
made are the same as operating personnel would make 
under the circumstances. The user advises FMSO if 
there is a problem. 

--Programers and designers at SSA test both test cases 
and actual transactions. The number of selected 
transactions will vary depending on the complexity of 
the program. The user is required to certify that 
the program is operating according to the user's re- 
quirements. 

--VA primary testing is done by independent system 
auditors assigned to the Department of Data Manage- 
ment. The system auditors are independent of the 
programers and designers, although they also work 
for the same department. The system auditors use a 
large number of test cases that have been developed 
and reused during the years. An automated comparison 
of the processing is made before and after the logic 
changes, and the differences are printed out. Unless 
there are many differences, all are reviewed for cor- 
rectness. The cases that are not printed are not 
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reviewed. The auditors must certify that t.he logic 
conforms t.o the user requirements or issue exception 
rep0rt.s when it. does not. 

Federal officials recognize that. the current. state of 
the art in program t.est.ing is imperfect.. According t.o Offi- 
cials of the 1nstitut.e for Comput.er Sciences and Technology 
of the Nat.ional Bureau of Standards, most test. procedures 
currently used do not insure that. all lines of codes have 
been exercised. Officials at. the agencies visited agree 
that. it is virtually impossible to test for every condit.ion, 
but say they do the best. they can by 

--testing as many conditions as considered feasible and 
necessary and 

--adding to test case material conditions which caused 
problems during operations but. had not. been identi- 
fied during the original test. phase. 

The Institute and the Air Force consider the t.est. phase an 
area where the current. state of the art must be advanced. 

The Institute was aware of numerous examples of com- 
puter application programs which were considered to be ade- 
quately tested but which, during operat.ion, ran into serious 
problems and caused incorrect. act-ions. As a result, the In- 
stitute in cooperation wit.h the National Science Foundation 
worked on methods to improve the state of the art.. 

One recently developed procedure is a software program 
that will monitor tests of computer applicat.ion programs 
written in FORTRAN (a programing language) e This program 
counts the number of t.imes each line of code has been 
exercised by test. cases. Even though there is no insurance 
that. every conceivable condition will be t.est.ed, there is 
insurance t-hat each line of code has been tested at. least. 
once. Until recent.ly, this capability was not generally 
available. 

In a February 1972 report, the Air Force said that. 
soft-ware design and t.est.ing were the two most. critical prob- 
lems in ADP requiring furt.her research and development. In 
July 1973 the Air Force entered int.o a contract for the 
development. of the type of software device that the Insti- 
tute had developed but for a different. programing language. 

Monitoring of program operation 

VA and t.he Navy largely rely on (1) internal auditor’s 
reviews and (2) feedback from people affected by bad 
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decisions or operating ,personnel to identify automated 
decisionmaking application problems. No formal systematic 
monitoring of the applications' output is made, with one ex- 
ception; VA audits education payments to veterans in excess 
of a predetermined amount. We believe that this is of lim- 
ited value in identifying many costly systematic problems in 
automated decisionmaking applications because some types of 
transactions will never be reviewed. 

SSA has a formal monitoring group continuously taking 
random samples of automated decisionmaking application out- 
put. According to SSA officials, this sampling has identi- 
fied design and programing errors and repetitive data errors 
causing erroneous payments in operating automated decision- 
making applications. Examples of the kind of errors identi- 
fied by this monitoring function include: 

--Design, coding, or data problems in the automatic 
computation or recomputation of initial or subsequent 
benefits. 

--Data problems in processing notices which affect. pay- 
ments. 

--Design or coding problems in the updating of master 
data records (ADP files). 

--Inadequate preparation of data. 

SSA told us that system design and coding errors, as 
well as systematic repetitive data errors, were corrected as 
a result of this procedure. However, it could not give us 
statistics on numbers of errors found or their potential 
monetary impact, because SSA did not have this kind of 
information. l/ - 

SSA requires categorizing, in addition to monitoring, 
the reasons for required program modifications. The cate- 
gories include: 

--Incomplete or incorrect performance requirements or 
program specifications. 

--Logic errors or program omissions. 

L/Monitoring procedures are not always carried out as soon 
as new programs are placed into operation. The supplemen- 
tal security income program, an automated decisionmaking 
application, did not have full-scale monitoring during its 
initial operational periods. 
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--Incomplete validation of input data. 

--System-produced data not in accordance with specifi- 
cations. 

--Incomplete testing. 

HEW headquarters said that a consulting firm noted a 
need for continuing reviews and evaluations of, among other 
things, applications software. The firm suggested that a 
four-member team, including an auditor, be responsible for 
reviewing selected applications on a short-term cyclic basis 
including (1) reviewing the application against the original 
specification to determine that the software was performing 
as intended and (2) determining whether application programs 
had been adequately modified when the processing circum- 
stances changed. HEW did not accept the firm's report. 

Data control 

The sources of data input vary for the following loca- 
tions. 

--Navy ASO, Philadelphia, receives much of its data 
from external sources including (1) contractors for 
new aeronautical equipment entering the supply system 
and (2) other Navy activities that receive, store, 
and issue aeronautical equipment. 

--SSA, Baltimore, Maryland, receives most of its data 
from about 1,300 offices and centers throughout the 
United States. 

--The VA data processing centers in Hines, Illinois, 
and Philadelphia, receive data from several VA sta- 
tions throughout the country. 

Internal controls 

Our review shows that, even though written procedures 
may not exist, agencies develop and program extensive edit 
checks in software to help insure the validity of data coming 
into the system. Agency officials admit that, although ex- 
tensive work is done to analyze potential data errors during 
the design process, edit checks cannot be designed to iden- 
tify all types of data errors. 

In many cases erroneous but acceptable data may be 
placed on input documents. Because such data can represent 
a valid situation, there may be no way to design an edit 
check to insure that it is correct. Also, edit checks will 
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not catch errors not conceived of--and therefore not 
considered-- in designing edits. 

Agency officials agreed that, because of the detail and 
complexity involved in the design process, potential edit 
checks may be missed. 

Examples of the types of checks observed at the three 
agencies visited included 

--edit checks for incomplete data elements; 

--reasonableness checks; for example, rejected documents 
containing numerical values above or below a predeter- 
mined amount in a given data element: 

--logical checks: for example, checks for impossible 
conditions, such as negative inventory balances or 
alphabetic characters contained in data elements that 
were designed to contain only numeric characters; and 

--data relationship checks; for example, comparing data 
elements with other data on the same input document 
and/or contained in ADP files. 

External controls 

Because agencies receive input from numerous sources, 
we limited our study of external controls to the controls 
at the agencies actually visited (VA Center, ASO, and SSA). 

--VA has written procedures for several external con- 
trol functions which include (1) random sampling of 
input documents to identify and develop statistics 
which are used for identifying error rates and error 
sources, (2) selected verification of eligibility 
data contained in ADP files, (3) date stamping and 
sampling of documents to control the timeliness of 
documents processed, and (4) controls over unproc- 
essed (pending) documents. 

--ASO makes no manual reviews of supply-related data 
received from Navy activities and therefore primarily 
relies on (1) controls at the data preparing site and 
(2) internal controls designed in the AS0 software. 
AS0 makes selected manual reviews of data received 
from contractors on new aeronautical components before 
the data is allowed to enter the system. 
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--SSA basically relies on the (1) internal controls 
designed into the software, (2) end-of-line monitoring 
procedures, and (3) manual reviews at the vast num- 
bers of offices and centers preparing the data. 
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CHAPTER 6 

AUTOMATED DECISIONMAKING APPLICATIONS CONTINUE TO ------_--_------_-_--~--~~~--~~~~-~~-~-----.---~-- 

MAKE BAD DECISIONS UNTIL PROBLEMS ARE CORRECTED 

Errors made by users, designers, and programers of 
automated decisionmaking applications, if not identified 
and corrected in the review and testing phases of the design 
process, can cause bad decisions which will continue until 
the errors are detected and corrected. When an insignifi- 
cant error for a given action is multiplied by thousands or 
millions of the same type of actions over a period of time, 
the error is compounded. Unnecessary costs will grow and 
become large. An error allowed to exist for 5 years will 
cost the Government more than if the error is detected and 
corrected within, for example, 3 months after the automated 
decisionmaking application is in operation. 

ERROR DETECTION 

In previous chapters we discussed what agencies do to 
detect design and data problems. Because errors get through 
design and test processes and because data errors are made, 
early detection of them is important in reducing the cumula- 
tive effects of bad decisions. 

ERROR CORRECTION 

Detecting errors occurring in automated decisionmaking 
application software and/or data will not, by itself, stop 
the unnecessary costs being incurred. When detected, action 
must be taken to correct the errors by modifying the soft- 
ware, or improving the data quality, or both. 

We have noted some instances in which problems were 
identified but corrective actions were not taken for a long 
time. An example follows. 

Navy use of overstated demands in 
automated decisionmaking applications 

A GAO report, B-162152, May 21, 1974, noted that in 1969 
Navy auditors saw a need to design a routine in the standard 
computerized supply management system used by Navy inventory 
control points for removing from ADP files past material 
usage quantities (demands) associated with canceled requisi- 
tions. The demands recorded in these ADP files were used by 
several automated decisionmaking applications. 
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The report noted that in 1969 Navy command officials 
agreed with the need to properly adjust demand forecasts 
for invalid orders but said that it would not be able to 
correct the problems before 1971 because of other priority 
work. The report said that, at the time of the GAO review 
in 1972, the Navy was still not eliminating from ADP files 
demands related to invalid orders. 

We estimated that about $34 million in invalid demands 
were in Navy ADP files and that these overstated demands 
resulted in unnecessary materiel buys and repairs totaling 
about $10 million a year. At least $3 million in annual 
unnecessary costs were initiated by automated decisionmaking 
applications using this overstated demand data. 

The design change to correct the condition had not been 
made at the time of this review, so we discussed the reasons 
for the delay with appropriate Navy officials. 

We were told that, because of the GAO report and direc- 
tion received from the Department of Defense, a high-priority 
project was established on June 14, 1974, to make the needed 
design modification. 

The reasons cited by Navy officials for the 5-year delay 
in initiating the modification included 

--disagreements within the Navy on whether all canceled 
requisitions should result in reducing recorded de- 
mands, 

--high-priority workload at the design activity mandated 
by higher headquarters levels in both the Navy and the 
Department of Defense, and 

--lack of pressure placed on the Navy command and design 
activity by the inventory control points since reduced 
demands could result in budget reductions. 

AGENCY PROCEDURES FOR TIMELY CORRECTION -----------------------------------~--- 
OF SOFTWARE DESIGN PROBLEMS -----------------------.---- 

Agencies establish priorities and target dates for soft- 
ware design and modification projects. Agency guidelines 
also require cost-benefit studies to justify establishing 
and committing resources to a large design effort. 

According to some Federal officials, however, little 
attention is given to doing cost-benefit studies which 
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demonstrate either (1) how much will be saved by eliminating 
an automated decisionmaking application problem that exists 
or (2) how much the continuing automatic decisions will cost 
the Government if the problem is allowed to go unchanged. 
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CHAPTER 7 - 

OPINIONS ON WAYS TO PREVENT OR REDUCE 

THE IMPACT OF PROBLEMS IN - 

AUTOMATED DECISIONMAKING APPLICATIONS 

We believe that, despite the imperfect state of the 
art in application design and the widespread problems of 
getting quality data to the computer, every Federal agency 
using these applications should consider doing certain 
things to prevent or reduce the impact of the problems 
identified in this report. 

We issued a questionnaire to 200 members of each of the 
following professional associations that are dedicated to 
furthering the quality of ADP-produced products: 

--The Association for Computing Machinery’s Special 
Interest Group for Business Data Processing. 

--The Association for Computing Machinery’s Special 
Interest Group for Management of Data. 

--The Society for Management Information Systems. 

The questionnaire described the various problems that 
we had observed in both the software design and data areas 
and requested the members to rate possible solutions pre- 
sented in terms of their effectiveness and cost benefit, 
The ratings were designed to determine the validity of each 
solution, assuming each application involved spending millio 
of dollars or had an impact on people, 

Ins 

Some of the solutions can be applied before the applica- 
tion becomes operational to prevent problem conditions. 
Some of the solutions were to be applied after the automated 
decisionmaking application became operational to detect prob- 
lem conditions early. If timely correction is made, the im- 
pact will be reduced. 

A total of 263 people responded to the questionnaire. 
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Summary of People 

Answerins the GAO Ouestionnaire 

Portion of questionnaire 
qualified to answer 

Affiliation of data - 
Design Design Data 

processing professional and data only only Total - ~ 

Commercial concern 136 45 4 185 
Academic 34 10 1 45 
Government 25 1 1 27 
Not indicated 4 2 0 6 -- - - -- 

Total 199 58 6 263 = -- - 
POSSIBLE SOLUTIONS--SOFTWARE PROBLEMS 

Some of the highly rated solutions to the various de- 
sign conditions are: 

--Documentation should be prepared that highlights (1) 
key portions of the automated decisionmaking criteria, 
(2) data elements that are critical to the decision- 
making, and (3) the edit checks placed (or justifica- 
tions for omitting them) in the software. A formal- 
ized synopsis of these items should be prepared for 
review and approval by top management. 

--Qualified auditors or others who are independent of 
designers and users should review the designed appli- 
cation before it is placed into operation. Others 
could include a design team independent of the origi- 
nal designer and user. They would be responsible for 
evaluating the (1) adequacy of the decisionmaking 
criteria, (2) logic in the coded application, and (3) 
needs and uses of edit checks to detect incomplete 
data elements put into the application. 

--Similar independent teams should review the operation 
of these applications shortly after they are imple- 
mented. The objectives would be to evaluate the ade- 
quacy of the decisionmaking criteria in an operational 
environment and to provide for early detection of any 
bad decisions. This would allow for early correction 
of problems. 

--Some form of cyclical system monitoring of actions 
initiated by operational automated decisionmaking ap- 
plications should exist. Teams composed of (but not 
restricted to) designers, users, and auditors could 
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analyze application-initiated actions to (1) see if 
desired results were achieved the best way, (2) 
identify unforeseen circumstances that would require 
modifying the application, (3) determine that the 
actions were as the user and designer intended, and 
(4) insure that decisionmaking was not adversely 
affected by incomplete data not being screened by an 
edit check. 

--The designer and user should,be physically located in 
the same place during design phases to allow for con- 
stant communication. In effect, the design would be 
a joint effort and would help to insure that adequate 
decisionmaking criteria were contained in the applica- 
tion. 

--Priorities should be established for software modi- 
fication (changes) which are at least partially based 
on the cost of continuing incorrect automatic actions 
if no changes are made within a short time. 

--The initiator of the needed software modification 
(for example, headquarters, user, audit team, and/or 
others) should be informed about the status of the 
change and be provided with confirmation that the 
changes have been made. 

POSSIBLE SOLUTIONS--DATA PROBLEMS 

Some of the highly rated solutions to the various data 
conditions are to: 

--Establish followup procedures for insuring the (1) 
timely receipt of data preparation instructions and 
(2) use of instructions by data preparers. 

--Emphasize in training the importance of complete and 
correct data on computer input documents. 

--Make selective manual verification of key data on 
input documents and in ADP files with hard copy docu- 
ments and with the data originator. 

--Establish a single organization (data base adminis- 
trator) that could be responsible for the above steps 
as well as evaluating and testing internal and external 
data controls employed and input documents designed 
and used. 
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CHAPTER 8 

CONCLUSIONS , RECOMMENDATIONS, AND - 

AGENCY COMMENTS 

Automated decisionmaking applications initiate the 
spending of billions of dollars a year without anyone re- 
viewing and evaluating the individual actions. They are 
also used to support a multitude of functions that, although 
not directly related to money expenditures, can affect mis- 
sion achievement and make decisions regarding individuals. 

Many of these applications make bad decisions because 
of various software and data problems. The causes of the 
problems are numerous. Dad decisions may result in unneces- 
sary costs and overpayments of hundreds of millions of dol- 
lars a year --exactly how much is unknown. Such bad deci- 
sions can also impair mission performance and harm individ- 
uals. 

In the current imperfect environment, the chances of 
continuing bad decisions and unnecessary costs are great. 
Actions are needed. We believe that it is necessary- r-here- 
fore to develop and issue Federal-wide guidelines tc taster 
uniform cost-effective practices that will (1) minimize the 
chances of problems occurring, (2) detect as soon as pos- 
sible the problems that do occur in operating automated de- 
cisionmaking applications, (3) correct problems as early as 
possible to reduce their adverse impact, and (4) insure 
that the practices are being effectively applied. 

Some practices we consider necessary to meet these ob- 
jectives already exist at some agencies. For instance, we 
observed testing, joint design, and inclusion of internal 
data controls. We also observed some established data man- 
agement practices which could identify data input problems. 

Several practices considered by us and by data process- 
ing professionals to be cost effective in reducing the 
chances or impact of bad decisions were not being applied to 
all crucial automated decisionmaking applications. This indi- 
cates a need for central guidelines in such areas as: 

--Preparing documentation and/or a formalized synopsis 
that highlights, for example, key decisionmaking cri- 
teria, data elements critical to the decisionmaking, 
and edit check placement to facilitate thorough re- 
views by others. 
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--Slaking preimplementation reviews of the designed or 
modified applications and internal data controls. 
The reviews should be made by groups that are in- 
dependent of the designer or user. The groups should 
consider evaluating, among other things, the (1) ade- 
quacy of the decisionmaking criteria, (2) logic in 
the coded application, and (3) needs and uses of edit 
checks contained in these applications. 

--Analyzing actions initiated by these applications as 
soon as possible after they are placed into operation 
to insure that (1) they are operating as intended, 
(2) the intended operation is the most economical and 
effective method, and (3) circumstances that were not 
considered during design have not arisen. 

--Cyclical or ongoing monitoring of automated decision- 
making application output to insure that (1) desired 
results are achieved most economically and effec- 
tively, (2) new circumstances have not arisen that 
will require changes to the decisionmaking or other 
processing criteria, (3) the logic is correct, and 
(4) decisiomaking is not adversely affected by incom- 
plete data not being caught by an internal edit check. 

--Establishing priorities and target dates for software 
modification which are at least partially based on the 
unnecessary costs of continuing incorrect automatic 
actions and keeping the initiator of modifications in- 
formed of the status of the changes. 

--Establishing a single point in each organization that 
would have prime responsibility for insuring that 
these applications are making decisions based on the 
best data available by (1) evaluating and testing the 
data and data controls (internal and external), (2) 
adequately training data preparers, (3) reviewing the 
adequacy and currency of instructions given data pre- 
parers and insuring they are complied with, and (4) 
insuring that forms designed for data processing 
minimize the chances of data errors. 

To begin focusing on what should be managed, top man- 
agement in each agency should be aware of the automated de- 
cisionmaking applications that exist (operational and under 
development), the functions they support, their monetary and 
other impacts, nature and sources of input, the output- 
initiated actions, the programed reasons for any manual in- 
tervention, and other important characteristics. 
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Agencies should be required t.o take st.ock of their 
automated decisionmaking applications. This action should 
include ascertaining whether their current practices for de- 
veloping, modifying, and operating such applications, to- 
gether with related data controls, are adequate to surface 
problems of t-he t.ypes discussed. Guide1 ines should be 
issued to indicat.e cost-effective correct.ive procedures, 
and agency management should insure that automated deci- 
sionmakinq applications are under control. 

RECOMMENDATIONS --- 

We believe that, since automated decisionmaking appli- 
cations have not. previously been recognized as a separate 
problem area requiring management. at.tention and since mil- 
lions of dollars are presently being wast.ed as the result. 
of act-ions generated by such systems, t.he Office of lvlanaqe- 
ment and Budget (OMB) should act. immediately to improve the 
situation. Specifically, we recommend t.hat OMB, in its over- 
sight. capacit.y, require that: 

--Each agency determine whether any of its computer op- 
erations involve automated decisionmaking applica- 
tions. 

--The agencies review each operation to determine 
whether incorrect actions are being taken as a result. 
of these applications. (Pendinq issuance of technical 
guidelines by the National Bureau of Standards for 
making such reviews, the agencies should examine 
enough automatically generated decisions t.o provide a 
basis for deciding whet-her incorrect. decisions are 
occurring and, if so, should t.ake the necessary steps 
to correct the situat.ion causing the incorrect. deci- 
sions. ) 

--Before any new automated decisionmaking applicat.ions 
are initiated by an agency, the proper steps are taken 
to insure correct decisions. This would include, pend- 
inq issuance of the National Bureau of St.andards 
guide1 ines, a carefully chosen combination of inde- 
pendent. review of systems design, adequate test.ing 
before implement.at ion, and Lperiodic test-ins of de- 
cisions aft.er implementation, as discussed earlier 
in this report. 

--Agencies report. on the actions taken and est.ablish 
an appropriate mechanism for monitoring such reports. 

We recommend that, because the National Bureau of Stand- 
ards has responsibilities for technical aspects by ADP, the 
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Secretary of Commerce direct. t.he Bureau t:o issue technical 
guidelines for developing, using, technically evaluating, 
documenting, and modifying these applications in t.he Fed- 
er al Government.. When issued, these guidelines should con- 
tain cert.ain criteria for independent. technical reviews and 
for monitoring of t.hese applicat.ions to insure problems are 
detect.ed and corrected prompt.ly. The General Services Ad- 
lniaist.ration should incorporate 3ur-eau guidelines in its 
agency directives. 

In addit.ion, we recommend that: 

--As GSA suggested, the Civil Service Commission de- 
velop and add t-o its ADP training curriculum courses 
in automated decisionmaking applications so t.hat 
managers, t.echnical personnel, and auditors will be- 
come better equipped to deal with the.3 in an appro- 
pr iate manner. 

--Internal audit. groups in agencies having automated 
decisionmaking applications participate actively in 
design, test, and reviews of such systems to carry 
out. their responsibil i ties. 

Finally, we suggest t-hat. t-he Joint Financial Management. 
Improvement. Program consider this area for ongoing at.tention. 

We are sending copies of this report to all departments 
and independent agencies for t-heir informat:ion, use, and 
guidance pending issuance of the OMB and National Bureau of 
Standards mater ial. 

AGENCY COMlYENTS -__I- 

We issued the proposed report to several agencies for 
comment.. Their replies indicate general agreement. as to t.he 
problems report.ed and varying opinions on the recommenda- 
t.ions. 

With respect to t-he problems, the Associate Deputy Ad- 
ministrator, VA, agreed that there was a need for sound man- 
agement. of current large sophisticated data processing sys- 
t.ems . 9e said the report. was useful in identifying and con- 
solidating the problems associated with automated decision- 
making applications. Iie believes that the formulat.ion of 
st.andards relating to these applicat.ions is imperat.ive. 

The Assistant Secretasy, Comptroller, HEW, said that. 
no one would disagree that. software and data problems exist 
and that such problems could result in aut.omated decision- 
making applicat.ions that made erroneous decisions in some 
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cases. He believed that as much emphasis should be placed 
in preventing software errors as in detecting and correcting 
them. He agreed that the current state of the art in soft- 
ware development could not assure error-free software. 

The Assistant Secretary of Defense, Comptroller, said 
that most of DODss automated systems fit the definition of 
automated decisionmaking applications, although damage re- 
sulting from errors in some systems was less direct and less 
measurable than in disbursing and supply systems. He added 
that our statements of possible solutions to software and 
data problems are logical and constructive and that while 
they are similar to many DOD practices, their documentation 
will assist system developers, auditors, and operators. 

The Acting Administrator, GSA, said that the report 
performed a valuable service in identifying automated de- 
cisionmaking applications as an area of data processing con- 
cern and, as such, warrants wide circulation to ADP software 
managers in the Federal Government. He strongly agrees with 
our solutions for software and data problems, including 

--preimplementation and postimplementation system re- 
views by independent groups and 

--cyclical system monitoring. 

The agencies had varying opinions on the tentative 
proposals contained in our proposed report. We have 
weighed their comments and considered them in formulating 
the proposals in this report. For example, we proposed 
that the agencies involved report to GSA on actions taken 
in response to our recommendations. Upon consideration 
of the responses to our proposed report, we have modified 
our recommendation to provide for OMB to determine an 
appropriate reporting mechanism. 

Also in response to our proposed report, the Acting Ad- 
ministrator, GSA, suggested that the National Bureau of 
Standards could develop Government-wide guidelines for in- 
formation systems development which could specifically in- 
clude automated decisionmaking. 

On January 12, 1976, we discussed the suggestion with 
the Director, Institute for Computer Sciences and Technology, 
National Bureau of Standards, who agreed to the need for 
Government-wide technical guidelines that would include 
developing, using, modifying, reviewing, and monitoring auto- 
mated decisionmaking applications and said that budgetary 
resources would be solicited for the National Bureau of 
Standards to perform this task. The guidelines, when 
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completed, would be issued as part of the Federal information 
processing standards series for use by Federal agencies. 

We informally discussed the recommendations with OMB 
officials who have responsibilities in the ADP area. They 
believe that the report points out important problems in 
this area and agree that issuing policy guidance is appro- 
priate. 

We discussed our recommendations to the Civil Service 
Commission with officials of the ADP Management Training 
Center who agreed to further emphasize controls in their 
ADP training. 
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DEPARTMENT OF HEALTH. EDUCATION. AND WELFARE 

OFFICE OF THE SECRETARY 

WASHINGTON. D.C. 20201 

Mr. Gregory J. Ahart 
Director, Manpower and 

Welfare Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Ahart: 

The Secretary asked that I respond to your request for 
our comments on your draft report to the Congress entitled, 
"Improvements Needed in Managing Computer-Based Automated 
Decisionmaking Applications in the Federal Government." 
They are enclosed. 

We appreciate the opportunity to comment on this draft 
report before its publication. 

Sincerely yours, 

John D. Young; 
C%-&istan't Secretary, Comptroller 

Enclosure 
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COMMENTS ON GAO'S DPJiFT REPORT ENTITLED 
"IMPROVEMENT NEEDED IN MANAGING 

COMPUTER-BASED AUTOMATED DECISION MAKING 
APPLICATIONS IN THE FEDERAL GOVERNMENT" 

OVERVIEW 

The draft report identifies a certain type of EDP application 
which GAO calls an Automated Decision Making Application, 
(ADMA) , and notes that ADMAs are widely used by Federal 
agencies. The report points out that the distinguishing 
characteristic of ADMAs, as compared to other computer 
application programs, is that many of the actions initiated 
by the computer take place without review and evaluation 
by people. According to GAO, there are indications that 
funds are being wasted because of incorrect, unreviewed 
actions. 

The report discusses, at some length, the use of ADMAs by 
Federal agencies, and points out that ADMAs can make bad 
&cisians. It categorizes the causes of these bad decisions 
6s being software problems or data problems, then goes on 
to identify and discuss the reasons for these problems. 

B4o one rail1 disagree that software and data problems do 
exist, and that such problems can result in ADMAs that make 
erroneous decisions in some cases. It is of utmost importance, 
therefcre, ii,at such problems be prevented during the design 
and implementation of the system. While we are of the opinion 
that the current state of the art in software development 
techniques and test techniques cannot assure that error free 
software can be designed, techniques are available that can 
contribute significantly to the reduction of software errors. 
F'urthermore, practice has suggested that the method of 
organization of a development effort can have a favorable 
iinp)aI=t Oil the i3rrsr l2-.-Cl as well as the development cost. 

Since the state of the art of dcvclopment and testing techniques 
cannot assure error-free! software, it is of equal importance 
that reviews of systems take place before operation, shortly 
after implement=ition, ant1 on continuing or cyclical basis 
for operational systems. The cxterlt of review of an ADMA 
should be a function of the probability and impact of errors. 

The report discusses v;lr-ious ways to prevent or reduce the 
impact of problem conditions in AD.MAs. In our opinion, the 
possible solutions mcntivned in tho report arc, for the most 
part, reasonable. WC\ wc~ulcl, howcvcr, place a greater emphasis 
than made in thr GAO rCljC)rt on (1) involvement of the user 
in the dcvelopml>nt OF :ITI ADMA and (2) approaches to reducing 
probability of c'rrc)r:' <it- the der;iqn and test stages rather 
than cml>hasizilrcl ~I-~oI‘ Llc‘t:c:ction ,&d correction in the 
oper‘3tional 51 c~c;t'. 
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GAO concludes that the development and use of ADMAs is 
necessary but because of the current imperfect environment, 
chances of continuing bad decisions and unnecessary costs 
are great. Consequently, GAO believes that it is necessary 
to develop Federal-wide policy to foster uniform cost- 
effective practices that will minimize the chances of 
problems occurring, detect the problems as early as possible, 
and assure that the practices are being effectively applied. 

GAO RECOMMENDATIONS AND HEW COMMENTS 

RECOMMENDATIONS 

Because GSA is responsible for developing Government-wide 
policy on ADP management and for seeing that the policy is 
carried out by the departments and agencies, GAO recommends 
that the Administrator, GSA: 

MS 

-- 

Require the identification and characterization of 
ADMAs used by Federal agencies. (A starting point 
for material to be included can be the types of data 
GAO obtained during its study of ADMAs -- volume of 
transactions, impact of decisions, etc.). Thiy ;,vill 
provide agency management and auditors with bas 
information on where their resources could best be 
applied, 

Issue policy requirements and guidelines for the 
management of ADMAs in the Federal government. Most 
importantly, the policy and guidelines should 
establish criteria for independent reviews and 
monitoring of ADMAs to assure that problems are 
detected and corrected in a timely manner. The policy 
should also include criteria for cost-effective 
development, modification, documentation, review 
and testing of ADMAs. 

-- Require agency reporting concerning (1) actions taken 
based on the criteria and (2) problems identified and 
corrected as a result of independent reviews and 
monitoring of ADMAs. Justification of cost effective 
ways of managing ADMAs should be included. 

HEW COMMENTS 

With respect to GAO's first recommendation, we do not believe 
that it would be useful to have all agencies identify and 
characterize their ADMAs. To do so would result in the 
preparation of an enormous volume of reports covering 
hundreds of ADMAs. Since it is unlikely that GSA would be 
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able to effectively utilize these reports, their development 
and preparation would be a waste of agency time and resources. 
For similar reasons, we do not favor GAO's third recommenda- 
tion which would require agencies to submit reports concerning 
the actions taken pursuant to GSA policy directives. 

We agree in principle with the second recommendation -- that 
GSA establish guidelines for the management of ADMAs in the 
Federal Government. The establishment of guidelines would 
encourage agencies to utilize acceptable practices for 
developing, modifying, reviewing and monitoring their ADMA 
systems. 

We are of the opinion that such guidelines as GSA might 
develop must be flexible to recognize that ADMA systems are 
of varying complexity and of varying impact in terms of 
probability and cost of errors. Thus, practices employed 
for the development, modification, review, and monitoring 
of a particular ADMA should be oriented,towards overall cost 
reduction, i.e., expected cost of errors plus cost of 
development, modification,... In light of the diversity of 
ADMAs, we do not believe that it is practical to establish 
"policy requirements" at this time. We believe that a more 
effective procedure would be for GSA to issue guidelines and 
then to periodically conduct on-site reviews and audits of 
various agency ADMAs. The objective of such review would 
be twofold: (1) determination of the extent to which guide- 
lines were being followed by agencies and (2) determination 
of the effectiveness and efficiency of the recommended 
practices so that they could be developed and refined based 
on actual experience. 

Furthermore, as we indicate in the Overview to these comments, 
we believe that efforts to eliminate errors during develop- 
ment is of equal importance to the review and monitoring 
efforts. Therefore, we suggest modifying the second recommen- 
dation to read: 

"Issue guidelines for the management of ADMAs in the 
Federal Government. These guidelines should include 
recommended practices and criteria for cost effective: 

1. development, modification and testing of ADMAs 
to reduce error levels in software and data 
collection, 

2. documentation of ADMAs for internal and external 
uses, 

3. review and monitoring of ADMAs both as continuing 
activities by systems and user personnel and by 
independent groups." 
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OTHER COMMENTS AND SUGGESTIONS ON THE REPORT 

1. In the third paragraph on page 58 of the draft report, 
a statement is made that "Q-I SSA official said that they 
assume that designers and programmers are adequately 
trained and experienced and that such instructions are 
not necessary." This is not an accurate statement. 
We suggest that GAO change the sentence to read: 

"An SSA staff member said that designers and 
programmers are adequately trained and experienced 
since there are continuing courses offered in 
systems i.esign so that skills can be maintained at a 
satisfactory level." 

2. In the last paragraph on page 65, the second sentence 
reads "According to SSA officials, this sampling has 
identified many design and programming errors and 
repetitive data errors causing erroneous payments in 
operating ADMAs." The word "many" is misleading in 
that this is an end of the line operation and most 
errors are discovered in validations, etc. long before 
these operations are performed. The sentence should 
read: 

"According to SSA staff members, this sampling has 
identified design and programming errors and repe- 
titive data errors causing erroneous payments in 
operating ADMAs." 

3. The first paragraph on page 66 begins "SSA advised us 
that many system design and coding errors, as well as 
systematic repetitive data errors, are corrected as a 
result of this procedure." For the same reasons given 
in the preceding paragraph of our comn\er:ts, the >lord 
"many" is misleading and should be deleted. 

[See GAO note, p. 61.1 

5. There is considerable overlap and duplication in several. 
chapters of the report. In particular, we suggest that 
Chapters 3 and 4 be combined to improve readability. 
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6. We believe, in general, that the report tends to under- 
play the importance of the user in the development of an 
ADl4A. We note with interest that in the opinion of 
"people answering the questionnaire" (page 36 of the 
report) the most often cited problem is "inadequate 
communications between the parties to software design." 
The second ranked problem in this list is "incorrect 
perceptions of the nature of the actual transactions to 
be processed." 

Furthermore, in Chapter 7, "Opinions on ways to prevent 
or reduce the impact of problem conditions in ADMAs," 
respondents from several professional organizations 
suggest that "Physical collocation of the designer and 
user should be accomplished during the design phases 
to facilitate constant communication. In effect, the 
design would be a joint effort and would help to insure 
adequate decision-making criteria contained in the ADMA." 
Despite the importance of these cau$es of errors and of 
this recommendation of professionals to overcome them, 
the policies advocated by GAO in Chapter 8 fail to address 
the necessity of user involvement. 

Therefore, we suggest that the GAO report place greater 
emphasis on the participation and responsibility of the 
user in an ADMA system. In commenting on the draft GAO 
report "GAO Guidelines for Management Information 
Processing Systems," May 1974, HEW stated: "The 
Guidelines include the user in the system development 
from the standpoint of user education as opposed to user 
participation. While user education is important, it 
is not enough. The success or failure of a system is 
critically dependent on user involvement and participation." 
We believe that this dependency is even more critical in 
an ADMA system. 

7. The importance of personnel selection and training for 
ADMA development, operation, monitoring and review should 
be given greater emphasis in the GAO report. Designers 
and programmers should be familiar with design tools and 
techniques, e.g., structured and modular flowcharting 
and programming, decision tables, data base design tools, 
data element management, data collection alternatives. 
Management should be aware of alternative organizations 
for system development, e.g., chief programmer teams. 
Designers should also be aware of techniques for testing 
and monitoring systems including statistical sampling 
approaches. Knowledge can be obtained via government 
or private sector training courses. 

GAO note: Material no longer related to report has 
been deleted. 
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VETERANS ADMINISTRATION 
OFFICE OFTHE ADMINISTRATOROF VETERANS AFFAIRS 

WASHINGTON, D.C. 20420 

NOVEMBER 2 8 1975 

hr. Gregory J. Ahart 
Director 
Manpower and Welfare Division 
U.S. General Accounting Office 
Washington, D.C. 20548 

Dear Mr. Ahart: 

We appreciate the opportunity to review and comment on your 
draft report relating to the management of automated decision-making 
applications and are in agreement that there is a need for sound manage- 
ment of the large, sophisticated data processing systems in existence 
today. 

[See GAO note.] 

Your report has proved useful in identifying and consolidating, 
in one place, many of the problems associated with automated decision- 
making applications in a clear, straightforward language. We believe 
that the formulation of standards relating to these applications is 
imperative, and have already begun to draft our own general requirements 
and guidelines. 

Sincerely y 

Di+ 

kmiate Deputy Administrator-In fia a ass IJ~ 

RICHARD L. ROUDEBUSH 
Administrator 

GAO-note: Deleted comments refer to material discussed 
in our draft report but not included in this 
final report. 
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UNITED STATES OF AMERICA 

GENERAL SERVICES ADMINISTRATION 
WASHINGTON. DC 20405 

DEC 29 1975 

Honorable Elmer B. Staats 
Comptroller General of the United States 
General Accounting Office 
Washington, D. C. 20548 

Dear Mr. Staats: 

We appreciate the opportunity to review your draft report “Improvements 
Needed in Managing Computer-Based Automated Decisionmaking Applica- 
tions in the Federal Government. ” 

The report performs a valuable service in identifying automated decision- 
making applications (ADMAs) as a discrete area of data processing 
concern and, as such, warrants wide circulation to ADP software 
managers in the Federal Government. 

We strongly agree with the following GAO recommended solutions for 
software and data problems: 

. Pre-implementation and post-implementation system audits 
by independent groups. 

. Cyclical system monitoring. 

. Joint system design by users and ADP systems analysts. 

In addition to the management solutions mentioned in the report, there 
are modern computer programming techniques which can aid in increasing 
the integrity of any system. Developing detail logic with decision tables 
rather than flow charts is particularly effective in data editing applications. 
The use of “top down” programming and “chief programmer teams” is 
proving SUCCeBSfUl in minimizing errors. Employment of a data base 
administrator throughout both the developmental and operational stages 
of a system will help assure that valid data is being processed, 

Keep Freedom in Tour Future With U.S. Savings Bonds 
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While we generally agree with the conclusions and recommended solu- 
tions for software and data problems contained in the report, we do not 
agree with the recommendations that GSA issue policy and guidelines 
for the management of ADMAs nor that GSA require agency reporting to 
allow monitoring of agency performance. Rather we would suggest, since 
ADMAs are part of the broader universe of information systems develop- 
ment, that: 

. The National Bureau of Standards, with GSA cooperation, 
develop government-wide guidelines relating to information 
systems development which chould specifically include auto- 
mated decisionmaking. 

. Agencies report to their own agency head regarding decision- 
making criteria, ADMA problem identification and corrective 
actions taken, and that these reports be made available for 
review by OMB and GSA, in line with review provisions in 
Federal Management Circular 74-5. 

. The Civil Service Commission include in its management 
training programs a course on automated decisionmaking 
stressing the need for cost effective development, joint 
systems design by users and ADP systems analysts, systems 
monitoring and auditing of ADMAs. 

Because of the significance of this report, we had the opportunity to have 
the Ad Hoc Committee for Implementation of P. L. 89-306 briefed by a 
representative from GAO prior to issuance of this draft. This Committee 
is chaired by the Commissioner, ADTS, and representatives from ADP- 
intensive agencies are committee members. At a later meeting, our 
comments were discussed and the Committee generally concurred in the 
approach GSA is proposing. 

If you have any questions, please let us know. 
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ASSISTANT SECRETARY OF DEFENSE 
WASHINGTON, D.C. 20301 

2 JAN 1976 

Mr. Donald L. Scantlebury 
Director, Division of Financial & 

General Management Studies 
U.S. General Accounting Office 

Dear Mr. Scantlebu-ry: 

The Secretary of Defense has asked me to respond to your proposed 
report on managing automated decision making by computers in the 
Federal Government (OSD Case #4175). 

The report sets out automated decision making applications (ADMA) 
of computers as a problem of unique major proportions because their 
outputs are not reviewed by humans. The implication is that this 
characteristic causes much greater risk of dollar losses and 
requires special management attention. Within DOD, most of our 
automated systems fit the definition, although damages resulting from 
errors in some systems are less direct and less measurable than 
in disbursing and supply systems. 

The systems management effort within DOD has for some years taken a 
multidisciplinary approach. Responsibility is placed on functional 
users of systems to specify their functional algorithms precisely, 
to accept responsibility for their documentation, and to participate 
in rigorous pre-implementation and prototype tests. Data automation 
personnel are subjected to quality control of systems modules during 
development, testing, and initial operations. Internal auditors are 
encouraged to provide advisory assistance to systems development 
personnel, particularly with respect to such aspects as internal 
controls and audit trails. DOD training activities and professional 
meetings of both audit and ADP personnel stress the importance to our 
mission effectiveness and resource control of constant and continuing 
quality control. The many quotations of DOD internal audit findings 
in your draft report testify to our active program. 

In addition we are participating, as is your office, in the current 
research project of the Institute of Internal Auditors on 'Systems 
Auditability and Control.'* We look forward to their findings for 
additional assistance in this area of mutual concern. 
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Because of the unique problems of automated systems, we have and will 
continue to develop and apply special measures to their quality control. 
However, they are in no way exempt from standard Federal accounting 
system certification, management reviews, and internal audit controls. 
The net effect then is to increase management control of automated 
systems in comparison to manual systems. 

Your statements of possible solutions to software and data problems 
are logical and constructive. While they are similar to many DOD 
practices, their documentation in a compact set will assist our system 
developers, auditors and operators. 

With respect to the recommendations included in the draft report, we 
interpret GSA's charter in the ADP field to address procurement of 
ADP equipment, supplies and services. Your report is aimed at a 
different arena, that of functional procedures and accounting controls. 
Accordingly, we recommend that: 

1. The subject be proposed as a matter of continuing interest 
by the Federal Financial Management Improvement Program. The 
inter-agency effort of senior financial managers is an appropriate 
forum for exchange of new procedures and techniques. 

2. Pertinent and documented studies, research reports, methods 
and techniques be provided by developing agencies to the National 
Technical Information Service (NTIS) of the Department of Commerce 
for dissemination at cost to other potential users in accordance 
with the NTIS charter. 

3. The report be issued as a study, retaining the findings and 
conclusions but deleting the recommendations and substituting the 
following: 

"Each Federal Agency should review its internal regulations 
and procedures for management of ADMA systems to assure 
protection of mission effectiveness and government resources 
from system errors. Each agency should establish specific 
internal procedures to assure that internal controls and 
audit trails for error detection and correction are made 
a part of system design specifications, tested prior to 
system implementation, and included in routine and 
special audits throughout their operational life." 
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APPENDIX IV APPENDIX IV 

Thank you for an informative and valuable research effort. The 
opportunity to comment on the draft report is appreciated. 

Sincerely, 

.r 
c-ts . 
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APPENDIX V 
* 

APPENDIX V' 

INTERNAL AUDIT REPORTS ON 

AUTOMATED DECISIONMAKING APPLICATIONS 

Title of 
report 

Army Audit Agency: 
Coordinated 
Audits of Depots 

(Maintenance 
Operations) 

U.S. Army Train- 
ing Center, In- 
fantry and Fort 
Polk 

Direct Support 
System 

Materiel Obli- 
gation Valida- 
tion Procedures 

Catalog Function 

Naval Audit Service: 
Servicewide 
Audit of the 
Aeronautical Re- 
parable Compo- 
nents Program 

Headquarters, 
Pacific Missile 
Range, Point 
Mugu, Califor- 
nia 

Navy Aviation 
Supply Office, 
Philadelphia, 
Pennsylvania 

Date 

3/ 4/74 

12/21/73 

10/16,'73 

2/ 8/74 

a/21/73 

12/ 6/73 

ll/ l/73 

10/16/72 

Type of 
application Problem identified 

involved Software Data - 

Maintenance 
workload 
acceptance 

Requisition- 
ing 

Requisition 
processing 

Procurement 
cancellation 

Automated pro- 
curement and 
requisition 
processing 

Overhaul sched- 
uling 

Requisitioning 

Redistribution 

X 

X 

X 

X 

X 

X 

X 
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Title of 
report 

Naval Audit Service 
(continued): 

Aviation Supply 
Office, Philadel- 
phia, Pennsyl- 
vania 

Navy Aviation 
Supply Office, 
Philadelphia, 
Pennsylvania 

Auditor General, De- 
fense Supply Agency: 

Physical Inven- 
tory Procedures 
and Practices 

Medical Supply 
Functions 

Mobilization 
Reserve Re- 
quirements at 
Defense Supply 
Centers 

TY?.? of 
application Problem identified 

Date involved Software Data -- 

6/15/73 Requisition ' X 
processing 
and redistri- 
bution 

12/10/74 Overhaul sched- 
uling and re- 
distribution 

11/24/72 Physical inven- 
tory requests X 

9/ 5/73 Customer re- X 
turns, requisi- 
tion processing 
and stock attri- 
tion 

5/18/73 Customer returns X 

Veterans Administra- 
tion, Fiscal Audit: 

Audit of On-Job 5/ 8,'74 Payments 
and Apprentice- 
ship Training 
Awards Processed 
by OCR 

Processing De- g/17/73 Payments 
pendency Changes 
from Supplemental 
Award Code Sheets 

X 

X 

X 

X 
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Title of 
report 

Veterans Administra- 
tion, Fiscal Audit 
(continued): 

Processing Awards 
after Entitlement 
is Exhausted 

Nonrecovery of 
Accounts Receiv- 
able from Re- 
sumed BCL Ac- 
count Payments 

Retroactive 
Payment Adjust- 
ments 

Updating Ac- 
counts Receiv- 
able Deduction 
Amount from 
Amended Awards 

Duplicate Chap- 
ter 34 Educa- 
tion Payments 

Interior, Office of 
Survey and Review, 
Audit Operations: 

Review of Con- 
tract No. 
NOOC14205253 
With the Navajo 
Tribe, Window 
Rock, Arizona, 
Bureau of In- 
dian Affairs 

Agriculture, Office 
of Inspector General: 

Programs Option 
B Provisions of 
the 1972 Feed 
Grain Set-aside 
Program 

Type of 
application 

Date involved 

8/ 2/73 

4/20,'73 

8/31/73 

4/12/73 

8/ 2/74 

10/29/73 

10/25/73 

Payments 

Payments 

Payments 

Payments 

Payments 

Payments 

Payments 

APPENDIX + 

Problem identified 
Software Data 

X 

X 

X 
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Title of 
report 

Agriculture, Office 
of Inspector General 
(continued): 

Loading Order 
Issuance Proc- 
essing and Set- 
tlement 

Type of 
application Problem identified 

Date involved Software Data 

8/ 8/73 Loading order 
settlement 

Agriculture, Office 
of Audit: 

Automated Ac- 2/15/74 Payments and 
counting Service billings 

HEF iJ Audit Agency: 
Administrative l/ 9/74 Payments 
Costs Incurred 
and Benefit Pay- 
ments Made Under 
the Health In- 
surance for the 
Aged Act 

Administrative 12128173 Payments 
Costs Incurred 
and Benefit Pay- 
ments Made Under 
the Health In- 
surance for the 
Aged Program 

Administrative 
Costs Proposed 
and Operations 
Relating to Ben- 
efit Payments 
Under Medicare 

Administrative 
Costs Claimed 
and Benefit 
Payments Made 
Under the 
Health insurance 
for the Aged 
Program 

6/28/74 Payments 

5/24/74 Payments 

X 

X 

X 
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Title of 
report -- 

Type of 
application Problem identified 

Date involved Software Data --- 

HEW Audit Agency 
(continued): 

Administrative ll/ 9/73 Payments X 
Costs claimed 
and Supplementary 
Medical Insurance 
Benefit Payments 
Made Under Health 
Insurance for the 
Aged Program 

Administrative 11/12/73 Payments 
Costs and Bene- 
fit Payments 
Under the Health 
Insurance for 
the Aged Program 

Administrative 
Costs Claimed 
and Benefit 
Payments Made 
Under the Health 
Insurance for 
the Aged Program 

5/ l/73 Payments 

Administrative 4/12/74 Payments 
Costs and Benefit 
Payments Made Un- 
der the Health 
Insurance for 
the Aged Act 

X 

X 

X 

X 

X 
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