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1. Introduction

This report presents the second of three hands-on exercises on basic software
reverse engineering with the ultimate objective of learning the way that a particular
malware (malicious software) is communicating across a network and developing
software to detect and reveal these communications in plaintext, in vivo.

Remote access trojans (RATs) are a type of malware that persist on the infected
machine (“Bot”) after compromise and provide the malicious actor in control of the
malware with remote access to the infected machine via established command-and-
control (C2) channels. As with all malware, RATs are typically spread through
phishing emails or websites where the software is downloaded without the user
knowing; it can also spread by taking advantage of vulnerabilities in software
running on the victim’s devices. This report details the second of three software
reverse-engineering exercises, which can be completed cumulatively or
individually as each accomplishes a specific task and builds off the previous
exercise. These exercises and their reports demonstrate the effects and
communications of RATs and guide participants through a series of steps to
uncover, analyze, and develop software to detect the malware. -2

In the first exercise, Wireshark, a network protocol analyzer, is used to analyze the
malware traffic between the C2 server and the infected machine (Bot), then
Volatility, a memory forensics tool, is used to analyze an image of the infected hard
drive (memory dump) and find and extract the malicious program (binary).>* In
this second exercise, Ghidra, the National Security Agency’s (NSA) open-source
software reverse-engineering framework, is used to reverse engineer the
communications between the C2 server and the Bot by analyzing the malicious
binary.> In the third exercise, the US Army Combat Capabilities Development
Command (DEVCOM) Army Research Laboratory’s (ARL’s) open-source
network forensic analysis framework, Dshell, is used to develop a “Dshell plugin”
or “Dshell decoder” to decode the RAT malware communications, which will
enable detection and support mitigation.®

2. Setup and Configuration

The reverse-engineering hands-on exercises consist of three virtual machines
(VMs): one is used as the C2 server, one is used as the Bot, and one is used as the
Analysis VM, which is placed in between the C2 and Bot machines with a
promiscuous port, allowing it to see all traffic between the C2 and Bot machines.
This setup is seen in Section 5. Participants use the Analysis VM throughout these
exercises to analyze malware traffic between the machines, extract the malware



from the hard disk and analyze the memory dump, reverse engineer the
communications by analyzing the malware binary and, finally, develop software to
detect and reveal these communications in plaintext.

The setup configuration consists of the following software elements:
« VirtualBox’ (Version 6.0)
« Two Windows 7 Home Basic 32-bit VMs?
« One Ubuntu 18.04 LTS Linux 64-bit VM’
«  Wireshark® (Version 3.0)
. Volatility* (Version 2.1)
« Ghidra’ (Version 9.1.2)
« Dshell® (Python 2)
« ArchDeus (a set of scripts that mimic communications notional to RATSs)

The Analysis VM was set up as an Ubuntu Linux machine with Wireshark,
Volatility, Ghidra, and Dshell installed. The C2 machine was set up with scripts to
communicate commands to the Bot machine. A promiscuous port was set up to
allow the Analysis VM to view all of the traffic between the C2 and Bot machines.

The entire exercise runs on the DEVCOM Army Research Laboratory South
Cybersecurity Rapid Innovation Group (CyberRIG) Collaborative Innovation
Testbed, which provides an isolated environment, ensuring that all the
environmental artifacts are segregated from any real systems. Participants access
the Analysis VM via a web-based interface to allow any system with a web browser
to be used, and to isolate the exercise and its contents from the participants’
machines.

3. Learning Objectives

This exercise teaches participants the following:

. Participants gain a better understating of how RATs work, which entails
malicious actors using C2 channels to remotely control infected machines.
The effects of the malware on the sandbox environment should emphasize
the importance of securing computer systems and detecting and preventing
malware.

« Participants gain experience in software reverse-engineering basics,
including the ability to use a disassembler to convert binary code into
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human-readable instructions; specifically, in this case, the Intel x86
instruction set architecture. While there is less emphasis on the assembly in
this exercise, there are many steps in the exercise that provide additional
information for more advanced participants, including the reasoning behind
the x86 stack and how it works.

« Participants learn about the Microsoft Portable Executable format, and how
executables and dynamic-link libraries are wrapped in this file format.

« Participants learn how to use Ghidra and several of its features, including its
decompiler, automated binary analysis, textual and graphical view modes,
and how to find and cross-reference strings in binaries. An understanding of
these capabilities and their usage provides the knowledge needed to
decompose and then reconstruct simple communication schemes used by
malware samples.

4. Methodology

In creating these software reverse-engineering exercises, we started with the desire
to provide a hands-on learning approach to the development of a Dshell malware
decoder. By leveraging multiple analysis tools and techniques to analyze the
malware and its communications, we provide a way for participants to learn and
practice forensic techniques and gain enough knowledge about the malicious binary
and its actions to understand its inner workings and develop a uniquely crafted
Dshell decoder, which enables detection and supports mitigation.

While developing these exercises, we intended for them to be educational for
participants with varying levels of experience in network security, forensics, and
programming. We chose to create scripts that mimic C2 communications notional
to RATs and leverage a simple rotational cipher to encrypt the data, which provide
an approachable, but still educational, malware binary to uncover, analyze, and
decode. Novices will learn a breadth of knowledge and be able to step through the
exercise instructions, understand the overall scenario, and develop the basic Dshell
decoder. Experts will move more quickly through the exercises, but still learn new
tools and analysis techniques, and can aim for going above and beyond in analysis,
forensics, practicing using these tools, and in developing an efficient and effective
Dshell decoder. We purposely used simple encryption and code so all participants
can follow along, but more versed participants will notice the applicability of these
same techniques for analyzing and decoding highly complex, encrypted, and
obfuscated malware. This exercise could be modified to use a more complex
encryption method or malware to increase its difficulty and provide more advanced
educational material.



In creating this exercise, we began by creating a VM installed with the Ubuntu
18.04 LTS Linux 64-bit operating system. Subsequently, we installed Java,
specifically OpenJDK, using the standard Ubuntu apt repositories using the
following command:

sudo apt-get install default-jdk

Afterward, we installed the NSA’s Ghidra software reverse-engineering tool and
its dependencies using the binary installation package provided on their Ghidra
website.” Lastly, we created a shortcut script in the user’s home directory called
ghidraRun that would instantiate the software.

5. Exercise

5.1 Mission Briefing

The briefing for the software reverse-engineering exercise is as follows:

You are a member of the special task force Weltall-42. You have been charged with
uncovering a new and deadly RAT known as ArchDeus. Your team was able to 1)
recover an infected hard drive with the infection and 2) place yourselves between a
malware “command and control” (C2) and a “Bot” (or victim machine) as seen in
Fig. 1.

Communication Flow

Command and Control
(AKA C2 server) e.g., grab keystrokes, launch files...

-I—E/f-

38.127.171.107 38.127.177.107

Promiscuous Port
(you can "hear" everything)

Analysis
VM

You are
here

Fig.1  Reverse-engineering exercise network scenario



The overall software reverse-engineering exercise series is separated into three
main exercises, which build off each other to determine key information but can
also be stand-alone exercises. This report covers the second exercise.

1) a. Analyze malware traffic between the C2 server and the Bot using a tool
called Wireshark.

b. Extract malware from a hard disk by analyzing the hard drive and pulling
out the infected process using a tool called Volatility.

2) Reverse engineer the communications between the C2 server and Bot by
analyzing the malware with a tool called Ghidra.

3) Develop a decoder for the malware traffic (Detection and Decoding
Mechanism) using a tool called Dshell.

This exercise requires about 1.5-2 h to complete.

5.2 Gear Up: Reverse Engineer Malware Communications

You must now reverse engineer the binary you found to learn the encoding used in
the communication.

1) Start the Ghidra binary analysis tool by opening a terminal and executing
the following command in the terminal:

ghidraRun

After the splash screen and tip screen, you should see the window in Fig. 2.



Ghidra: NO ACTIVE PROJECT

File Edit Project Jools Help
EREERBEIRS
Tool Chest

Active Project: NO ACTIVE PROJECT

= NO ACTIVE PROJECT

Filter: el

| Tree View [ Table view |

Running Tools: INACTIVE

Fig.2  Project window

2) Click on File-> New Project, select Non-Shared Project, and press Next.

Name the project archdeus and press the Finish button as shown in Fig. 3.

| g Selact Projact Type o o Select Project Location o

Project Directory: /homelstudent

(® Non-shared Project
(U Shared Project

Project Name: | STSEETE

B o Csemack | e (Lpuen ) (gincel |

Fig.3  Create Project and Name Project windows

3) At the main screen, select File-> Import File... and then choose the file that
you moved to the desktop in the previous exercise:
module.3144.1fd64520.6f4d0000.d1l. Leave all settings as defaults and click
OK on the remaining windows as shown in Fig 4.



mgdit Project Tools Help

New Project... Ctri+N
Open Project... Ctrl+0
Reopen -

Close Project Ctrl+w Import /home/student/Desktop/module.3144.1Fd64520.6F4d0000.d 1D
Save Project Ctrl+S

Delete Project... | Format: [Portable Executable (PE) ‘v] @
Archive Current Project... . L B6:LE: 3 defoultewind =
Restore PI'I:j'—?I:t anguage: xob:LE:3Z:default:windows
Configure... Destination Folder: | archdeus:/
Install Extensions... Program Name: module.3144.1fd64520.6f4d0000.dll

Import File... I _
Batch Import... |_Options... |
Open File System... Ctri+l

Exit Ghidra Ctrl+Q Ccancel

Fig.4  Import windows

4) Double-click on the file you imported. Eventually, Ghidra will bring up the
Analysis Options window (shown in Fig. 5). Do not change any settings, just

click Analyze.
Analyzers Description

Enabled |Analyzer Name

Aggressive Instruction Finder (Prototy... |4
Apply Data Archives

ASCII Strings

Call Convention Identification Options
Call-Fixup Installer

Cendense Filler Bytes (Prototype)
Create Address Tables

Data Reference

Decompiler Parameter ID

v Decompiler Switch Analysis L |

l Select All J l Deselect All J l Restore Defaults J

RERORERED

Analyze [ Cancel J

Fig. 5  Analysis Options window

5) Once the analysis is complete, you will see an Auto Analysis Summary
window. Click OK until you see the Code Browser window shown in Fig. 6.



CodeBrowser: archdeus:/module.3144.1fd64520.6f4d0000.dll

file Edit Analysis Navigation Search Select Jools Window Help
H &= BBED JIDULFEXYR- &% vo VvEIRGLOBS® |4~ @
LRI R = Listing: module.3144.1/d64520.6/4d0000.di O F =r @ C- x| osnpier 4
[E) Headers N . =
(5 .textbss // Headers
B e 44 ram: 6f4d0000-6f4doaff
B .rdata 4
B .data
B .idata A i
B .gfids TMAGE_DOS_HEADER_6f4d0800 XREF[4 afdd
@ .oocfy v =
LS I —3¢
—[ Program Tree = J 6f4d0000 4d Sa 90 IMAGE_DO... g
00 03 00
Tree ™ix 00 00 04 ...
[ Symbol [ R 2 6f4d0000 4d 5a char(2] "Mz e magic
* O Imports
|[» & Exports
||» E# Functions
I » B Labels 6f4d0000 (0] w, 2
|+ B Claeses 6f4d0002 90 00 e 90h e_cblp Bytes of 1
| 6f4d0004 03 00 d 3 ecp Pages in f
> EpNamespaces 6f4d0006 00 00 e oh ecrle Relocation
6f4dooos 04 00 dw 4h e_cparhdr
6f4dD00a 00 00 o Bh e_minalloc
6fadoooc ff 1f v e_maxalloc
6fadoooe 00 00 dw ph ess
Filter: B 6f4d0010 ba 00 dw e_sp
= 6f4d0012 00 00 dw o e_csum B |
- 6f4dD014 00 00 d oh e ip =
Type Manager v X efadoo1s 00 0o e o ecs m
e 6f4d0018 40 00 dw 4 e_lfarle ol
Q 6fadoola 00 00 dw 3h e_ovno overlay nuf =
= [ 6f4d001c 00 00 00 00 00 dwl4] e_res[d] Reserved we
4% Data Types = -7 - S
= § BultinTypes
» [ omodule. 3144.1fd645 | 5
» § windows_vs12_32

Fig. 6  Code Browser window
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Ghidra is a very powerful tool that allows an analyst to look at the inner workings
of compiled applications. It was publicly released in 2019 by the NSA and is unique
in that it is open-source (free), has a nice graphical interface, has extensive support
for various binary files, and comes prepackaged with a decompiler. Its features
include disassembly, which converts the bytes of a file into readable assembly
instructions, as well as a decompiler, which converts the bytes to high-level coding
language. Other features include instruction cross-reference, as well as function,
string, and class identification.’

In this exercise, we want to know how the malware is encoding the
communication. We will start with what we know: the domain name
(google.com), so we will use the string search feature and then we will see where
in the code it is being used.

s st s o s ot ke o s o s o sk st ok s ok s ok s o s o s o sk o sk ot ke ot s o s s sk st sk st ok s ok s ok s o sk sk otk otk otk otk stk ok ok ok ok



6) On the menu bar select Search -> Memory. Click on the String radio button
and enter google.com as the search value (see Fig. 7). Click Search All.

— Search Memory
thisis a
number Search Value: google.com I:]
“one” Hex Sequence: |67 6f 6f 67 31 65 2e 63 6f 6d
Format Format Options
I & | f . 1
() Hex _
= Encoding: |US-ASCI (v
(®) string = !
':::' Decimal [ ] case Sensitive
_J) Binary
() Regular Expression L Escape Sequences
Memory Block Types Selection Scope
f | ff N
(®) Loaded Blocks (® Search all
() All Blocks Search Selection

Advanced ==

[ Next ] [ Previous J [ Search All ] l Dismiss J

Fig.7  Search Memory window

7) Double-click on the result (there should be only one) and then go back to the

Code Browser window. You will now see the string in the code as shown in
Fig. 8.

*module 3144 1fd64520.6f4doooo.dll X

6F540d93 00 7 0oh
6f540d94 0O 7 ooh
6f540d95 00 7 ooh
6f540d96 0O 7 ooh
6T540d97 00 77 6eh

DAT_6f540d98

6f540d98 39 7 39h 9
6f540d99 39 7 39h 9
6f540d9a 39 77 39h 9
6f540d9b 39 77 39h 9
6f540d9¢c 00 7 0eh
6f540d9d 0O 7 ooh
6f540d9e 0O 7 ooh
6f540d9f 0O 7 Boh
| | s_google. com_6f548dad
= I 6f540da0 67 6T 6F ds "google.com”
67 31 65
2e 63 6f |..
6f540dab 0@ 7 Boh
6f540dac 00 77 8eh
6f540dad 00 77 6eh
6f540dae 00 7 0eh
6fs40daf 00 7 0oh

Fig.8  Code view for google.com
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8) Highlight and right click on s google.com 6f540da0 and then select

References -> Show References to s_google.com_6f540da0. Double-click
on the result (there should only be one, as shown in Fig. 9).

Eixp | @® (0o /ES® G508
Referencel(s) dil D ||§_ B &lE-
Loc... b.| Label |C0de Unit |C0ntext
6f4f9... PUSH s5_google... DATA A 00h
77 0oh
77 06h
?? 0h
77 ooh
= AT_6540d98
‘FHter: ] = -
77 3gh 9
7? 39h 9
| ?? 3gh 9
i 6f540dob 39 7 39h 9
|_Program T 6f540d9c 00 77 poh
6f540dod 00 7? 0eh
%) Symbol Tree X 6f540de 00 ) o6h
|£| E 6fs40dof oo 7 ooh
» (D Imports | s_google.com 6f548da0
» [ Exports T 6fs40dad 67 6f 6 ds "google.com"
» [l Functions | 67 31 65
» @ Labels 2e 63 6 ...

Fig.9  Cross-references window

9) Close the Search window and expand the Decompiler subwindow (this is the

right-most window). Notice the use of the string at line 62. Look through the
code at your leisure and then scroll down to line 117 and double-click on
thunk_FUN_6f4faac0.

Now the Code Browser is showing the contents of FUN_6f4faac0. It seems
the author of this malware printed some cleartext to the screen.

10) Look for the line of code where the author calls a function to print the results

of the decoded string “decoding string:...”. What is the name of the function
and variable name? (Hint: function format resembles:
function name(<"printable-text">, (char) <variable-name>);)

function name: variable name:

11)It turns out that the variable you found in 10) contains the decoded

communication string. Look for the function above this, where it is likely that
the string was actually decoded (it should have the same variable name).

function _name:
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12) Double-click on the function name you found in 11). If your decompiler
screen looks like Fig. 10, you have found the encoding/decoding code! It
seems that the encoding is a simple shift cipher. Write a short description
(preferably pseudo-code) of the encoding. (Hint 1: an ASCII chart like this
may help: https://www.petefreitag.com/cheatsheets/ascii-codes/.) (Hint 2: the
ascii character \r is the decimal number 13.)

Eiiting... v [ 2 @ - x Decompile: FUN_6F: % a8l
undefinedd loc:
L] int
jarl = Bx33
T T
while (ivar
*
is
if (param_1 != @) {
ocal_c = 0;
'Ei while (*{char *){param_1 + 1 ) =) {
) 2 if {{*{char *){param_1 + V< a') || {'m < *{char *}{param_1 + Lt K
2 1f ({*({char *}(param_1 + b 'A') || W' = *({char *){param_l + 1M {
if ((*(char =)({param_1 + al_¢) < *n') || (*2* < %(char *) (param 1 + local_c)}) {
undefined] if {(*M" < *({char *}{paran_1 + local <)) E& {*{char *)}{param_1 + local _c} < "'[')}
*{char *){param_1 + local _c} = *{char *}{param_1 + al_c) + -Bxd:
1
T Sf4faecd 55 r }
6fafaecl 8b ec 27 else {
6f4faecd 81 ec cc *(char *}{param_1 + lo } = *{char *){param_1 + 1+ -0Oxd:
69 60 80 1
G6f4faecd 53 T
of4faeca 56 Else {
6f4faech 57 *(char *}{param_1 + local_c) = *(char *)(param_1 + 1+
Gfdfaecc 8d bd 34
f f }
6fafaedz b9 33 @0 else {
08 6o ¥{char *}{param_1 + al_c) = *(char *}{param_1 + )+
Gf4faed? b8 cc cc ‘:I 7
€ CC a = al_c +
gfafaede 13 ab S b ]
6fafaede 83 7d 8 o E=| | | 3
Gf4faee? 75 05 =l i1 | return;
Gf4faeed o5 16 60 | 42
88 68 v ]
ok e s———— Al T

Fig. 10 Decompiler

5.3 Speak to the Ancients

window

A T |4

-t

Test what you have learned: send a message to the C2 server and decode its

language.

1) By hand, encode the text “list commands” using the cipher algorithm that
you identified (spaces are not encoded, and do not include the quotation

marks).

2) Start a new terminal by pressing Ctrl+Alt+t

11



sk sk sk sk sfe ke sk sk sk sk sk sfe ke s sk sk sk s ke sk sk sk sk s ke s sk sk sk sk s ke s sk sk sk s ke s sk sk skeosk sk sk sk sk skosk s ke sk sk sk sk sk sk oskosk sk

Netcat (or nc) is a powerful network testing tool that allows analysts to quickly start
clients and servers, and has many more Transmission Control Protocol/User
Datagram Protocol (TCP/UDP) uses.!’ You can check out a listing of some of these
here: https://www.sans.org/security-resources/sec560/netcat_cheat sheet vl.pdf.

sk sk s sk s ke sk sk sk s sk s ke sk sk sk s sk s sk sk sk sk sk sk ke sk sk sk sk s sk sk sk sk sosk s ke sk sk sk s sk sk sk sk sk s sk sk sk sk sk sk skoske sk ks ok

3) Use the Netcat tool to establish a connection with the C2 server by executing
the following command:

nc <ip address of C2 server> 9999

Recall that the client is constantly connecting and disconnecting to the server
(at 30-second intervals in fact). If you do not receive a message within 3
seconds, press Ctrl+c and keep trying.

Once you receive a message, type in your answer to question 1) and press Enter.

4) Write the response that you get here:

5) Decode the response and write it here:

6) Describe the response and what you think it is:

sk sk st sk s sk sk sk sk sk sk sk sk s s sk sk sk ok sk sk sk sk s sk sk sk sk sk sk sk sk s sk sk sk sk sk sk sk sk sk s sk sk sk sk sk sk sk sk s sk sk sk sk ok sk sk sk skoskoskoskokok

Uber question: Can you list any other masters (C2 servers)? What are their [P

addresses?
sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk

Great job! You have successfully connected to the C2 server and obtained
some additional live information!
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6. Conclusion

After completing this exercise, participants should have a better understanding of
how RATs work, specifically related to the way they communicate and how
obfuscation of the data is used in attempts to hide the encoding scheme. Participants
learned one possible way to uncover, deconstruct, and then reconstruct this
communication using the Ghidra reverse-engineering tool. This exercise and the
related reverse-engineering exercises have been, and will be, shared with
collaborators and partners (including professionals, faculty, and students) to help
establish a common ground for studying, researching, and learning about malware,
analysis tools, and analysis techniques to harden systems and to develop ways to
recover after compromise and detect and protect systems moving forward.

We received positive feedback on these software reverse-engineering exercises
from both cybersecurity novices and experts.

Future exercises could entail a broader scope of the many tools used throughout
these exercises including Wireshark, Volatility, Ghidra, and Dshell and how to fully
leverage the Dshell framework, such as by conducting advanced network forensics
and analysis on a network for threat hunting, learning how to modify and customize
existing decoders to fit an end-user’s analysis needs, learning how an existing
decoder was developed to decode a specific network protocol, or developing a
decoder to detect and decode real, complex network protocols found in the wild
today. Additionally, ARL developed and open-sourced a new and improved version
of Dshell written in Python 3, which was publicly released on GitHub® in
September 2020, and could be used in future exercises.

We hope the information found herein will enlighten students, researchers, and
practitioners in the cybersecurity field with new analysis tools and techniques, and
help spawn ideas to better their security posture and develop new and unique Dshell
plugins/decoders.
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List of Symbols, Abbreviations, and Acronyms

ARL

Bot

C2
CyberRIG
DEVCOM
1P

nc

NSA

TCP
UDP
VM

Army Research Laboratory

infected machine

command and control

Cybersecurity Rapid Innovation Group
US Army Combat Capabilities Development Command
Internet Protocol

Netcat

National Security Agency

remote access trojan

Transmission Control Protocol

User Datagram Protocol

virtual machine
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