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APA-SCOPE: Increasing the Scope of
Automated Protocol Analysis

Final summary report AFOSR Grant FA9550-17-1-0206

June 2020

Prof. Dr. C. Cremers

Objectives

History has shown that the complexity of many deployed security mechanisms makes it
extremely hard for humans to assess their security, missing many possible venues of
attack. One approach that has revealed many subtle attacks is the area of symbolic
protocol analysis, which has been used for example to find attacks on several ISO/IEC
security protocol standards [Basin2013].

The objective of the APA-Scope project was to increase the scope of state-of-the-art
security protocol analysis tools. This will enable the analysis of many safety-critical systems
that are currently out of scope of fully automated analysis.

Methodology and main takeaways

For the project, we pursued two distinct but but ultimately related approaches:

(@) To investigate the effectiveness of simplifying transformations of protocols for
improving scope, and

(b) To investigate the use of human specified proof hints (invariants, lemmas) with the
ultimate aim of automating these in future developments, thereby increasing scope.

We report on each of these in turn.

Simplifying transformations

In earlier works, there had been attempts to develop so-called simplifying attack-preserving
abstractions for security protocol analysis. The underlying idea is that the analysis of a
given protocol P with respect to a property phi can be infeasible for current algorithms;
however, some of the details of the system might be irrelevant. The scientific question then
becomes: can we provide an algorithm A: Protocol — Protocol such that

(@) Given a system S, we can efficiently compute a related system A(P),
(b) A(P) is easier to analyse for protocol analysis tools than A, and
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(c) A is attack-preserving, i.e., if there exists an attack on S, then there exists an attack
on A(S).

If we have such an algorithm A, we can analyse A(P) instead of P directly. If our analysis
yields that the security property holds on A(P) (because there is no attack), then from the
above properties, we can infer there is no attack on the original P, and hence we know the
security property holds for P.

Our investigations within the APA-Scope context revealed that the set of transformations
that were attack-preserving were heavily dependent on the target security properties. Given
a specific property, one can derive an algorithm A, but it is much more complex to do this
generically for all possible security properties expressed in a language. This means that this
approach is much harder for tools that support expressive property languages. We
therefore focused first on the Scyther tool [Cremers], which is very efficient at analysing a
small fixed set of security properties (secrecy and forms of authentication).

For this fixed set of properties, we managed to obtain highly effective simplifying and
attack-preserving transformations. This made the tool much more efficient, and the analysis
of more complex protocols has become feasible. We published this work at one of the top
computer security journals:

e Abstractions for security protocol verification
With Thanh Binh Nguyen and Christoph Sprenger.
Journal of Computer Security, 2018.

Human invariants and moving towards automation

A second approach we considered is to study complex models and their human-generated
invariants. In earlier analysis of early versions of TLS 1.3, we had used state-of-the-art tools
such as the Tamarin prover. These tools allow human operators to specify hints to the tool
in the form of invariants. To analyse the complete TLS 1.3, we needed many such hints and
invariants.

Within this project, and contrary to our earlier attempts, we manually devised these
invariants in a structured approach, analysing dependencies along the way. Ultimately, this
enabled us to achieve two things:

(@) To provide a comprehensive analysis of the full TLS 1.3 protocol, and
(b) To obtain deeper insights into the classes of invariants for such models and their
interdependencies.
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Figure 7: Lemma Map. Bold lemma names with a purple background indicate where manual interaction via the Tamarin visual
interface was required. The remaining lemmas were automatically proven by Tamarin, without manual interaction. An arrow
from one category to another implies that the proof of the latter depends on the former. The Properties box contains the main
TLS 1.3 properties.

We show an image from the resulting paper above. In the box “properties” on the right, we
list the properties of the system we set out to establish. The other boxes indicate manually
constructed invariants, categorized by type. A green background indicates that the Tamarin
prover could automatically prove the property, and a purple background indicates that
some human guidance was needed for Tamarin to find the proof. This type of structural
analysis has provided deep new insights into the type of invariants that are needed for the
analysis of such complex protocols, and how they relate to each other. For example, while
we can see that in the third column, authentication and secrecy invariants are distinct, all of
them ultimately rely on uniqueness lemmas (related to the use of nonces), whereas for the
TLS 1.8 model, the properties of the Diffie-Hellman (DH) exponentiations used in the
derivation of the session keys, are only needed for the secrecy properties.

This work was documented in the following paper, which appeared at one of the top
security conferences.

e A Comprehensive Symbolic Analysis of TLS 1.3
With M. Horvat, J. Hoyland, S. Scott, and T. van der Merwe.
ACM CCS 2017: Proceedings of the 24th ACM Conference on Computer and
Communications Security, Dallas, USA, 2017.

Overall, this work led to extremely promising results for further follow-up work, in which we
aim to automate the generation of the invariants for such complex models. Now that we
have analysed their structure and relations, we are in a position to identify those that we
can likely need and generate.
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Conclusions

We would like to thank AFOSR for their support in performing this research.

The directly visible outcome of the APA-Scope project is two top-tier security papers.
However, the more important impact has been to yield new simplifying abstractions, and
systematic construction of protocol invariants. These have already shown to increase the
scope of our existing methods.

Perhaps more importantly, based on these results, we expect that further investigation into
the automated generation of invariants will open up entirely new classes of protocols and
systems for automated security analysis in the near future.
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