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I ntroduction

ctionable threat intelligence plays a critical role in cybermiafan all respects, from helping to
protect systems and data, to protecting organizations, industries, and eveiesoéngrowing
number of highly publicized breaches have led to tremendous activity in both tiegnabl
private sector to enhance capabilities to collect, utilize, and sjibes threat intelligence.
Many organizations, however, are behind the curve in terms of thrdigémtee, relying predominantly
on static defensive measures and compliance-oriented processes. ohiagditi a threat-oriented
posture is not easy, and change needs to occur across the triad of peopleepeotdsechnologies.

Some organizations have taken the important step of joining a formal indastoy or regional cyber
threat sharing collaborative such as an Information Sharing AnalysisrQ&#R€E). In such
collaborative efforts, members’ capability and resource leveds ¢l on a spectrum. It is important for
the success of information sharing groups to understand the maturity letreds cespective
memberships, and to identify ways to help improve the exchange of tifiratation for all parties.

In this paper we analyze modern cyber operations assessments and prdssmiadineto fill a gap in
the current state of practice. MITRE has developed and piloted the Opbeditions Rapid Assessment
(CORA) methodology with the goal of helping organizations quickly ideati®as in their cyber security
defensive practices where improvements can be made in the colledtinatjan, and sharing of threat
information. CORA is not intended to be a complete review of an organizatigires gecurity program,
but rather focuses on those elements that are critical to the inatiopof threat information into
defensive operations and risk management. We discuss the methodology endefae motivation
behind each of its five main focus areas.

Background and Gap

A large number of highly-publicized breaches are causing executives aridrdetdkers to take a hard
look at their own internal cybersecurity capabilities. In responssy assessment methodologies have
been developed (e.g., by DHS, Mandiant, ISAB&&)evaluate an organization’s current cybersecurity
capabilities and make recommendations for raising its cybersemaityity. To provide an overview for
the current state of the practice and market for these servicesrwti@ized the offerings of a
representative group in the vendor, consulting, and government sectors.lédd®tarview of these
methodologies and their defining characteristics can be found in the Appendi

In the current market for cybersecurity assessment methodologies, teiddour distinguishing
factors: cost, focus, objectivity, and support.

Cost: Many assessments require a large investment of time and fingsaalces, which can be
impractical for many organizations.

Focus: Other assessments vary widely in terms of their focus on diffespat of cyber
defense, including compliance with a particular standard, vulnerabihitiagion tests, or
maximizing value for cybersecurity investment (a cost/benefit petispg Even those aiming to
be broad in scope typically do not assess engagement with external gadtssaring
information about cyber threats.

! See Appendix.

1
©2015 The MITRE Corporation. ALL RIGHTS RESERVED.



Approved for Public Release; Distribution Unlimited. Case Number 15-2853

Objectivity: There are also many tools or service optionsreffdéor sale by private companies in
addition to their assessments, which may resudtlack of objectivity in their evaluation.

Support: Lastly, there are free or inexpensive methodsdimaply provide templates for self-
directed use and do not offer support or engagement

There is a need for a method that provides a #méanted approach, with lightweight but interaetiv
engagement, that covers all elements of an orgamizscyber operations (technical, non-technical,
policy, external engagement, etc.) in an unbiasedobjective manner. The Cyber Operations Rapid
Assessment (CORA) methodology fills this nichehia tybersecurity assessment realm.

CORA is lightweight assessment that provides asimapof an organization’s cybersecurity operations
capabilities, including specific recommendationsifoprovement without specific marketing goals. It
emphasizes threat analysis, incident preventiorrespbnse, and threat intelligence informationiahar
CORA is an effective model for an organization segla quick review of its cybersecurity operations
capability, and as a possible prelude to a mo@oigs assessment.

Cyber Operations Rapid Assessment (CORA)
The CORA methodology is intended to

- Require minimal resources and time for the pardictp

- Focus on areas of cyber security practices criteal threat-aware cyber defense

- Apply to organizations in different industry andvgonment sectors

- Apply to organizations of varying cyber securityabhilities and maturity levels

- Provide specific and tailored guidance about stepsrganization could take to improve their
capabilities

CORA is designed to be useful for both individuajamizations and collaborative information sharing
entities wishing to gain insight into their membepabilities. The CORA approach does not impose
requirements or address regulatory/compliance $sswe does it recommend vendor-specific
tools/services or include a technical vulnerabgigsessment.

Structur e of the Assessment

CORA consists of a participant survey, a prepayateview of survey results, and an interview (eithye
phone or in person) to review the survey respomsesport of recommendations tailored to the
participant is shared during a follow-up feedbagegsion.

Assessment/
Recommen- Feedback
dations

Survey Review of

Completion Responses

Figure1: Assessment Structure

The survey is completed by one or more individdsiliar with the organization’s cyber security
operations and practices. Generally this is theaganof the cyber operations team or an experienced
analyst, but this will vary depending on the sind atructure of the organization.

The survey consists of multiple choice and multgohswer questions that address five core areagef c
operations: Threat Awareness and Training, ToaolsZeta Collection, Internal Processes and
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Collaboration, Tracking and Analytics, and External Engagement. Theprésirainary section to
establish the organization’s distinctive characteristics mdef industry, size, and other aspects relevant
to its threat environment.

Once the completed survey is returned, the organization’s respoasesiawed. The purpose of this
stage is to identify areas for in-depth follow up during the interview.ailajtional comments the
respondent has provided are also reviewed to identify any missing, ambigyauscadarly strong
responses (good or bad) that may indicate a topic worth exploring more fully.

The follow-on interview typically takes one to two hours to completddtilsl involve the primary
survey respondent(s), but may include other organizational members ad tteegsh out responses.
The interview phase is essential for eliciting the context surroundspgpnses and for correctly
interpreting them.

The final survey responses are analyzed and incorporated into a réeargpical report is an eight-slide
briefing that presents areas of strength, opportunities for improvemenh-geWed graphical
representation of the participant’s capabilities in each of the fiyer meeas, and specific
recommendations as to how the organization can advance their capabibties of the five focus areas.
The report is designed to be self-contained, immediately actionable, anitseoaugh to share with
senior decision makers.

Since the CORA assessment is lightweight and can be completed in anshwnt af time, it can easily
and effectively be used to compare organizational capabilities akediffeoints in time. For example,
assessments could be made both before and after implementation of mems yrsprocedures to reveal
any changes in capabilities.

If multiple participating organizations are part of a collaboratifermation sharing group (such as an
ISAC or other industry or regionally based threat sharing group), the CORA metiipdah offer an
aggregated and unattributed summary of the organizational profilea Withgroup. This highlights the
variation in capabilities within a group, and can be used to identify pdtpadamentoring relationships,
or to help tailor training or services for group members. Aggregatednafmn is shared exclusively for
the purposes of awareness, learning, and improvement, and is never sharaitribuded or identifiable
manner with others.

Assessment Areas

In order to collect and leverage threat intelligence towards building ectie#, threat-oriented cyber
defense program, an organization must consider many aspects of its ogvanpin this section we will
discuss the motivation and thinking behind both the initial context questamsllaas the five main
sections of CORA: Threat Awareness and Training, Tools and Datec@atl, Internal Process and
Collaboration, Tracking and Analytics, and External Engagement.

3
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Figure 2. CORA Model Visualization

Organizational Context

It is important to capture basic contextual faothélp generate recommendations that will be féasihd
appropriate for the participating organization asrthe five CORA assessment areas. Organizatargs v
widely in terms of their mission or industry sectand which threats are of primary concern. Diffiere
industries face specific challenges in additiomtre general threats. For example, financial servic
companies may be concerned about sophisticated ciib@nals, defense contractors may be concerned
about APT and espionage, and hospitals may be nwat@bout breaches of personally identifiable
information.

The size and relative maturity of each organizatiust also be considered with respect to theiricybe
defense operations. Cyber defense of any kind resjuésources, and a small to mid-sized company
cannot be expected to support an operational détgais robust as that of a large defense contrawto
financial institution. Newer defense operations eaperience a range of deployment challenges ssich a
lack of experienced staff, incomplete sensor cayerar inefficient communication channels with IT o
business units.

CORA may be used for individual companies as wefioa ISACs (sharing organizations). These two
examples have different needs: unlike an individughnization, an ISAC has almost no assets t@gtot
alternatively, a company’s role in sharing inforioatis different from that of an ISAC’s.

International and geographically dispersed opemataiso present unique challenges such as digtdbut
groups that may span time zones and languagestatitfstandard operating procedures, or NDAs that
prevent full information disclosure. Remote workeray bring their systems to environments that are
much less secure than they would be at a cenfraéoBYOD (Bring Your Own Device) policies may
reduce some IT costs, but can introduce new manta) configuration and security problems. CORA
discovers the qualities of an organization thatlwaeveraged to promote cyber security, and alsset
that hinder these efforts.

Threat Awarenessand Training

Cyber defense requires more than just technicalndes. It requires awareness of the threats an
organization faces across the entire organizatiom the entry-level up to the corporate officers.

4
©2015 The MITRE Corporation. ALL RIGHTS RESERVED.



Approved for Public Release; Distribution Unlimited. Case Number 15-2853

Awareness of threats and risks at the leadership level ido/jarnering sufficient resources for
technical defense and supporting policies. CORA measures the organ&eatirrent effort to instill a
culture of security among all employees. Ideally, an organization igestife importance of cyber
defense and reinforces this culture with regular training, awssersmpaigns, and a well-constructed
and enforced policy.

User populations can vary in degree of sophistication. Policies andlsantraser behavior can vary
widely depending on industry or corporate cultéfeEmployee awareness training programs for cyber
threats are now commonplace in organizations of all kinds, whether through in-ffortseoe
consultancy. Studies have shown that threat education and security trairéngpfoyees improves
individual and enterprise security effotts.

For cyber defenders, training is an important attribute of suctegsftations. Analysts are frequently
trained to use a particular tool or technology but may not receivengabout making the many
judgments required to categorize, analyze and take action on a spéaifc dthis is a challenge often
faced by organizations with a high turnover rate, where expertise may not eé gage new analysts.
In many organizations, jobs or functions can become stove-piped, with litéestexading or visibility
between processes. Business units and individuals under attack aveaystiaformed of the nature of
the threat or its impact, even when an incident has occurred.

Toolsand Data Collection

CORA's second focus is on the technologies employed in defense, and ingrattiewyber defender’s
ease in accessing, searching and processing relevant threat irdormati

Logs from firewalls, intrusion detection systems, and other common seegtityalogies are important
in analysis of attacks. Other logs, such as mail, DNS (Domain Namiee§eand DHCP (Dynamic Host
Control Protocol) are necessary for identifying targets of phishiagks and accesses to known
malicious sites. Not all organizations have the capability or needléztcall types of logs; CORA is
designed to determine whether the right information is getting tagihiepeople at the right time based
on the organization’s mission, threat profile, and resources.

Availability of logs can be a critical issue during incident respofeee organizations may outsource
their email. The provider may not grant access to logs, or will do so ordgitibaal expense. Even
when an organization internally collects logs, accessibility maybstiéin issue if the logs are owned by
an organizational unit under different leadership or with operating wifdrelt incentives. Moreover,
incident discovery often takes significant time after an initialddreand long-term storage of log data
can become a strain on budget and resources.

Whatever logs are available for review, their level of seditityacan present an additional challenge.
Logs that are poorly indexed or scattered across a large number of sarvgreatly delay response
efforts. Ideally, logs are readily accessible to defenders, wedhtrgd, collected in a timely fashion, and
retained for sufficient time to enable historical review.

2 United States Army. “Threat Awareness and Reporting Program.” Army Regulation 381-12. October 4, 2010.
http://www.apd.army.mil/pdffiles/r381_|2.pdf (Accessed August 21, 2015).

3 PCI Security Standards Council. “Information Supplement: Best Practices for Implementing a Security Awareness Program.”
October 2014.

https://www.pcisecuritystandards.org/documents/PCI_DSS_V1.0_Best_Practices_for_lmplementing Security Awareness_Progr
am.pdf (Accessed August 21, 2015).

4 McCrohan, Kevin, Kathyrn Engel, and James Harvey. “Influence of Awareness and Training on Cyber Security.” Journal of
Internet Commerce, 9, |, 2010. http://www.tandfonline.com/doi/abs/10.1080/15332861.2010.4874 1 5#.VdcgCrRhgfE (Accessed
August 21, 2015).
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Understanding and prioritizing security alerts can be difficult witlpooper context. This can include the
type of attack, the vulnerability of the system to the attack, the tsgsinection and criticality of the
system, or the role or job function of users associated with thé&.attac

User reporting can also be an important source of intelligence abtamksatparticularly if the users have
been trained to identify certain types of attacks (e.g., spear phishihgyeprovided with a simple way
to report the activity for further validation and investigation. User regonformation can be entered
into a database for storage and analysis by security staff.

I nternal Processes and Collaboration

Cyber defensive operations include such elements as incident respomgenaalalysis, monitoring,
intelligence analysis, as well as IT functions (e.g., patch managementtadkngperations). Some
functions have a tendency to be stove-piped or slower-moving than otherss louitital for these
elements to work well together. In the event of an attack, actions likkegh@yment of security patches
may need to be accelerated. If an organization outsources certaiorignstich as malware analysis or
log collection, it can potentially lead to issues with communicatiorrdimation, and availability of data.

Relationships between different functions or stakeholders can be ineahdespite their related nature,
IT and security departments prioritize differently and have their own barggatd management
concerns. It is not uncommon that the relationship between the two can becensa@al IT may view
security requests for logs or other actions as a burden, and cyber seeyritiew IT as unresponsive to
their requests.

Coordinating planning and scheduling is important within an organization. IT or bsisiniés can roll-
out systems that tax resources for cyber defenders; security regpisecan drive up costs for system
development and maintenance.

CORA helps cyber defensive operations understand how to prioritize resongees as well as
communicate effectively to management, user populations, and differemédsignits.

Tracking and Analytics

Fusing both local and external knowledge can provide insight into which groupegatentpor actively
attacking an organization. In addition, details of how cyber adversariescgassamaintain a foothold,
and which individuals or projects may be targeted can help to mitigatiertae these adversaries pose.
Organizations use a variety of methods to track indicators and incidemsgidketing systems and file-
shares to wikis and dedicated intelligence databases.

Well-organized threat intelligence can aid and assist incidgmdmee by allowing responders to have a
more complete understanding of the tactics, techniques, and proceduresu3adisy an attacker.
Intelligence may be collected from different sources, some under theatatsstrf an NDA, so it is
necessary to track the source of a given indicator to allow for approgréatrgsor restrictions on
sharing. There has been a rise in organizations offering threagieeldi services for hire. It is not
enough to simply subscribe to a feed and take its information as truth. Pagsegsment of the
accuracy, relevance, and value for an organization of differetiigeince sources is critical.

Analytics require staff with appropriate skills to identify expteithniques, perform trending and
analysis, tune sensors, attribute attacks to given groups, or to mine datg$oof new types of attacks.
CORA points to an organization’s abilities to collect and leveragenmaioon towards defensive efforts.
Reviewing sensors and tools, their use and maintenance, and the informeticetain identifies
potential room for growth in threat-oriented cyber defense.
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External Engagement

There is great potential for collective benefit when orgammratexchange threat intelligence. One
company may observe an attack and notify other potential victims aheagkoAtiother organization
may have advanced malware or other analysis capabilities and canehanelicators that others may
have missed. Companies likely employ different anti-malware or iatraketection technology, thereby
increasing the likelihood that an attacker will be detected by atdaasif the complementary defenses.
Collections of information about attacks against an industry can proséafal trending data or give
insight into the motivations or even the identities of the attacking grobpseTconcepts were given
credence recently in February 2015, when President Obama issued arvexadeti stressing the
critical nature of cyber intelligence sharing as a component of natianaltgé

The increase of threat intelligence sharing among a varietyferfidkry communities has shown to benefit
many. Informal sharing has been a common practice via mailing lists antk dvamunications.

Formal arrangements, such as the Information Sharing and Analysis GE®&s) that are organized
by industry sector, and regional collaboratives, such as the Advanced CgbetySeenter (ACSC) and
the Western Cyber Exchange, provide useful, trusted forums to exchange taitmtaligence and best
practices.

Examples of actionable threat intelligence to share include, baobalieited to, IP addresses, URLs or
malicious hosts, sender accounts of phishing emails, samples of masedra attacks, and intrusion
detection signatures. Such information, when it includes the necesséextc can be used to review logs
for signs of attacks, place blocks in firewalls, or instrument $enso

For these collaboratives to be effective, frequent and timelynghair threat indicators by as many
members as possible is desirable. The capabilities of informdizoimg entities varies widely within a
threat sharing group. Larger, more mature member organizations often contrébbitek of intelligence
and smaller, less-mature member organizations are often more passp@articipants. One of the
goals of CORA is to identify ways for organizations to improve their paation in threat collaboratives,
realizing that not all will have the resources necessary to be primapesafrinformation within the
group. Five sharing roles are defined within the CORA methodology:

- Member: may develop situational awareness, but otherwise does not aetf pnovided

- Checker: collects intel shared with the group, and checks their owmsystet does not report
sightings / findings

- Reporter: checks their own networks, and reports back on sightings / inding

- Contributor: checks their own networks, but also contributes new threcatiodi developed from
their own analysis

- Leader: contributes new intelligence and advanced analysis, and mergonsitese organizations
by providing best practices guidance

Given an organization’s available resources, CORA helps to identify iwgpromote engagement level,
perhaps from Member to Checker, or Checker to Reporter. The intennevisagiback sessions can help
identify impediments to this process. For example, Members may not haesdlieces for appropriate
cyber defense, or may consider their intelligence not actionableanglev valuable enough to be of a
benefit to the group. Checkers may be unwilling to share information due to poégabconcerns, lack
of trust in the other members of the collective, find the reporting mechanisimersome, or perhaps lack
an approved sharing process. Reporters may not have sufficiently trainext ttaffnical capabilities to
generate new intelligence. Increasing participants’ roles in coditibe groups could yield improved

5 The White House. “Executive Order — Promoting Private Sector Cybersecurity Information Sharing.” February 13, 2015.
https://www.whitehouse.gov/the-press-office/2015/02/13/executive-order-promoting-private-sector-cybersecurity-information-
shari (Accessed August 21, 2015).

7
©2015 The MITRE Corporation. ALL RIGHTS RESERVED.



Approved for Public Release; Distribution Unlimited. Case Number 15-2853

cyber defense throughout the group, and ultimately create more robust cybee defess all sectors of
the economy.

Conclusion

Transitioning from a cycle of incident detection/response towanusra preventative and threat-oriented
posture requires transforming an organization’s cyber defenseseffars is not an easy task.
Assessment methodologies are a good way to identify how the triad of peopssas and technologies
can be improved towards this end. We have shown the benefits of CORA, arvebjegid assessment
methodology supported by interactive engagement with MITRE that emphaseagsritelligence and
information sharing.
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Appendix

Mandiant RRA

Mandiant, a part of FireEye, Inc., has been a significant player in thelifity community for over a
decade. Drawing upon this experience and expertise, Mandiant sdRe#gdhse Readiness
Assessment” (RRA) to organizations seeking metrics of theurig Operations Center (SOC) and
incident response capabilities against known best practices. Throogtbmation of workshops
(discussions and interviews), document review, and a table-top exergather information, the
approach gathers insights into six areas: regulatory complianesjzaton, training of incident
responders, incident detection, processes, and technology. This datteid abaording to Mandiant’s
“Core Capability Model” of governance, communications, visibility, iigelhce, response, and metrics.
The client organization ultimately receives an assessment documeamticeent response best practices
overview, a briefing outlining the latest threats, another tabletopisgeand list of key
recommendations.

The RRA is tailored to organizations with significant financiabreces and time. The process can take
several months and can cost hundreds of thousands of dollars. It focuses omcoybietr detection and
response efforts as opposed to prioritizing prevention. Since Matsljganrt of FireEye, a publically-
traded company that sells cybersecurity goods and services, its recortiomsnciame with significant
bias.

See more at: https://dl.mandiant.com/EE/library/Mandiant_8gbDafenseAssessment.pdf

Hewlett Packard SOMA

Since 2008, Hewlett Packard has worked with over 100 organizatithsits “Security Operations
Maturity Assessment” (SOMA). This sample set providemgtbaseline data with which to compare new
clients. Each assessment categorizes organization’s operatiocedges from Level 1 (“Initial”) to Level
5 (“Optimizing”) and recommends that clients perform a SOiMgularly over the course of a few years
to capture progress and identify any corrections. The assessomsists of a series of interviews,
documentation review, discussions, and observations. Clients’tiaahl¢e.g., incident management,
intrusion analysis), technological (e.g., configuration managemsgsatem administration), operational
(e.g., event management, training), and business processesof@gliance, business continuity) across
the security operations domain are scrutinized and reported the iform of a report. This document
includes key findings, recommendations, the maturity score, bedicpss and a roadmap for maturity
improvement.

SOMA'’s degree of rigor and investment is considerable (multiple da/significant cost). HP is heavily
invested in various security operations tools (e.g., ArcSightiff5oTippingPoint, etc.), so it is in their
interest to promote these as solutions. It does not emphdszat analysis nor evaluate external
engagement or information sharing.

See more at: http://www8.hp.com/h20195/V2/GetPDF.aspx/4AA4-4144ENW. pdf

Booz Allen Hamilton COMF

Booz Allen Hamilton has developed “Cyber Operations Maturity FramewQ®MF), a self-
assessment, to help characterize an organization’s cyber operatainaty. It builds upon key
characteristics observed in successful operational responseadieidisn other domains, such as
wildfires and infectious disease. The framework includes both a functiotha maturity model. Both
record data against a set of eleven technical process aregsdmefpiling them into two respective
scores. Each level enumerates an expected set of capabilities forecds @rea. The overall
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framework is intended as a starting point for self-assessment and ean@otwith the data gathering,
analysis, and output is entirely left to the client organization itself

COMF does not include a true methodology nor many detailed recommendations, bstabliect data
on external collaboration. It is best characterized and used as a guddanogent on which to generally
critiqgue organizations’ cybersecurity posture.

See more at: http://www.boozallen.com/consulting/view-our-work/4838329@oohtive-
Cybersecurity-in-a-Connected-World

Department of Homeland Security CRR

The U.S. Department of Homeland Security (DHS) has adapted the CyderrRedtvaluation Method
and the CERT Resilience Management Model (CERT-RMM) — developedrhbgdgia Mellon’s

Software Engineering Institute — into a shorter, more focused cybetgessessment called the Cyber
Resilience Review (CRR). The CRR reviews the protection andrsustat practices within ten domains
and across four asset types:

Domains: asset management, configuration and change management, risk managames
management, vulnerability management, incident management, serviceiitpmianagement,
external dependencies management, training and awareness, and situatiozra ssv

Assets: people, information, technology, facilities

DHS characterizes the CRR as “designed to start a constructiogudial. with the goal of cooperative
improvement.” DHS also notes that CRR is “NOT a control-based audithmi¢atevaluation of an
organization’s cyber security posture.” The CRR is offered absbto organizations within the 18
critical infrastructure sectors and to State, Local, Tribal, andtdsl governments (participation is
voluntary). It is typically performed during a one-day, on-site struciar@ttation and interview of key
cyber security personnel. A questionnaire is the main tool used to captulte amd insights. The CRR
guestionnaire asks detailed questions within each of the ten domainsg aespibnses — Yes,
Incomplete, or No -- are answered for each of the four asset types, iaaldpplnterviewees are also
asked to cite evidence of cybersecurity practice execution and how thesegs continue during an
incident. The questionnaire answers are reviewed by DHS, and a matueitis lassigned for each
domain and the organization as a whole. The report contains a summargftéttieeness of the
organization’s cyber security management capabilities. Suggastiens and/or activities to raise the
organization’s and each domain’s maturity are included. Participantseecdraft report within 45
calendar days, and then DHS then issues a final CRR Report. The CRR redolt®eganization use
only; DHS does not share the results.

The CARR approach is process-oriented and does not delve deeply imtchthiedl mechanics of
cybersecurity capability execution. It is built around long-term orgaairatchange over time. The CRR
is not threat-oriented, focusing more on “incidents” (i.e., declaring them, resgdodhem, tracking
them, etc.), as opposed to prevention efforts focusing on much smaller ‘onglititemphasizes the
oversight of external dependencies but not the value of interactivgeangat / information sharing.

See more at: https://www.us-cert.gov/ccubedvp/self-service-crr

CERT OCTAVE Allegro

CERT developed the “Operationally Critical Threat, Asset and Vabilgy Evaluation” (OCTAVE)
approach. The most recently developed and actively supported version @fthioel is called OCTAVE
Allegro, which is a self-directed way for organizations to assessitifi@imation security needs
according to their own risk appetite, environment, and objectives. OCTAMEgrAlfocuses on
information assets, what security requirements they need, wheréiviegyand who “owns” them. The
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overall process consists of four phases: developing risk critergadieg to the unique profile of the
organization, developing a profile of each information asset and itseswnts/containers, identifying
threats/risks to each asset in the context of its requirementsfmystand making decisions about risk
management response to them (e.g., accept, transfer, mitigate, ¢togtely, an organization will
create a file of templates that can be continually added to as atffomassets are acquired, retired, etc.
OCTAVE Allegro lacks any evaluation of information sharing or extezngagement.

See more at: http://www.cert.org/resilience/products-services/e/

FFIEC CAT

In response to the growing number and sophistication of cyber attackd #gaiiisancial sector, the
Federal Financial Institutions Examination Council (FFIEC), which incluele®sentatives from the
Federal Reserve, FDIC, National Credit Union Administration, and othenahgroups with sector
interest, developed the “Cybersecurity Assessment Tool” foratalmers as a means to strengthen their
existing risk management processes and cybersecurity programs. @ongist¢he NIST Cybersecurity
Framework, the tool is meant to be used recurrently to inform decisikersrabout their organization’s
cyber risk and defensive posture on a continual basis. The assessmeald igoroatwo parts: the first
focuses on inherent risk before deploying controls/policies, and the se@indtes an organization’s
maturity level pertaining to cyber risk management and oversightt thteligence and collaboration,
cybersecurity controls, external dependency management, and cyber incdah@giement and resilience.
A score is assigned for each of these domains, but not for the organizatiwh@ls.al' he assessment is
overseen by management and the template is populated by employees so thasrnandlgen interpret
and evaluate the results.

The Cybersecurity Assessment Tool comes with no service or supporhigdfRIEC. It is not meant
exclusively for financial sector firms but those that createxiciusively represent that sector.

See more at: https://www.ffiec.gov/cyberassessmenttool.htm

ISACA COBIT

ISACA'’s “Control Objectives for Information and related TechnologyO®IT) is an information
technology (IT) governance product. It is an overarching framework desigradign IT with business
goals, implement best practices, improve risk/resource managementeasutrenperformance. It was
originally influenced by Carnegie Mellon University Software Engiimgglnstitute’s Capability Maturity
Model. Fundamentally, COBIT's purpose is to improve IT efficiency forrass purposes and reduce
operational risk. It is divided up into many purchasable products that range frobi &ad0with
additional education/training available in online courses approxiy®5€0. Once purchased, the
framework is a self-directed assessment model, as organizatianganted to tailor it to their specific
needs.

COBIT stresses IT risk from a business (i.e., cost) management pimespesbpposed to addressing it
via a threat-oriented approach emphasizing security and informatéiigienice sharing.

See more at: http://www.isaca.org/Knowledge-Center/COBIT/Pa@gesview.aspx

Other Assessments and M ethodol ogies

Kroll Cyber Risk Assessment, http://www.kroll.com/en-us/cybeusgy/data-breach-prevention/cyber-
risk-assessments
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Coalfire Cyber Risk and Controls Assessments, http://www.coalfiréSmiations/Cyber-Risk-
Management/Risk-and-Controls-Assessment

DHS Cyber Security Evaluation Tool, https://ics-cert.us-certAgsgssments

DHS Cybersecurity Assessment and Risk Management Approach,
http://www.dhs.gov/sites/default/files/publications/DHS%20Ind@$29Resources_0.pdf

CANSO Cyber Security and Risk Assessment Guide, https://www.cag®aioso-cyber-security-and-
risk-assessment-guide

SANS Baseline, Audit and Assess, Secure, Evaluate and EducatemeaseMethodology,
http://www.sans.org/reading-room/whitepapers/auditing/baseigeassessment-methodology-1587

NetDiligence QuietAudit Cyber Risk Assessment, http://www.nejeliice.com/services.php

Quantitative Evaluation of Risk for Investment Efficient Strategie
http://www.securitymetrics.org/attachments/Metricon-3-Cybefaka:le. pdf
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