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1 Introduction

The goal of program obfuscation is to “scramble” a computer program, hiding its implemen-
tation details (making it hard to “reverse-engineer”), while preserving the functionality (i.e,
input/output behavior) of the program: an obfuscator O is a compiler which takes a program
C and compiles it to a program C ′ = O(C) that has exactly the same functionality as C (i.e.,
they provide the same output on every input), yet the code of C ′ is “unintelligible”. Program
obfuscation is widely used in practice—for example, in applications such as Skype or Instagram,
it permits distributing code to a huge number of users, enabling them to communicate and
perform large-scale distributed computations, while ensuring the users only employ the service
in the intended way. However, these usages largely rely on ad-hoc heuristics that often get
broken (for instance, a google search reveals multiple practical methods for reverse-engineering
Instagram, exposing all secret keys used by the obfuscated Instagram clients).

Rather, similar to the modern study of Cryptography, it would be desirable to put the study of
program obfuscation under a rigorous mathematical treatment by:

• precisely defining its security properties,

• precisely defining some computational intractrability assumptions (e.g., the hardness of
factoring products of large primes), and

• proving that any attack on the obfuscation must violate the computational assumptions.

The principal goals of our original proposal was a) to provide such a treatment, and b) more
generally, studying techniques for ensuring that large-scale distributed services can only be
employed in their intended way. During this reporting period we have made progress on both
of these directions, but we here mostly focus on a).

2 Foundations of iO

An in-depth study of program obfuscation was initiated in the work of Barak, Goldreich,
Impagliazzo, Rudich, Sahai, Vadhan, and Yang [BGI+01]; their central result shows that a
natural “simulation-based” definition of program obfuscation—called virtual black-box (VBB)
obfuscation—which roughly speaking requires that every bit that can be learnt from the de-
scription of the code can be “simulated” using just black-box access to the functionality—is
impossible to acheive if we are after “general-purpose” obfuscators that can obfuscate any pro-
gram. Consequently, Barak et al. [BGI+01] suggested a weaker notion of obfuscation—the notion
of indistinguishability obfuscation (iO). Roughly speaking, this notion requires that ‘obfusca-
tions O(C1) and O(C2) of any two equivalent programs C1 and C2 (i.e., whose outputs agree on
all inputs) are computationally indistinguishable. In the last couple of years, several surprising
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cryptographic applications of such relaxed notions have been demonstrated in the literature
(some by the PI) [GGH+13, SW14, BCP14, BCPR13, BP13], and following the groundbreaking
work of Garg, Gentry, Halevi, Raykova and Sahai [GGH+13] several candidate constructions
of such obfuscators have been proposed (some by the PI) [GGH+13, BR14, BGK+13, BCP14].
But the central open question in the field is whether constructions of obfuscators satisfying
indistinguishability obfuscation can be reduced (using a mathematical proof) to some natural
computational hardness assumption (that isn’t broken!).

iO and Function Compression Let us note that for all known application of iO, it is impor-
tant that the obfuscator is efficient—namely, polynomial-time. Indeed, as already observed by
[BGI+01], it is “trivial” to provide an inefficient iO with running time poly(|C|, λ) ·2n, where C
is the circuit to be obfuscated, λ is the security parameter, and n is the input length of C, exists
unconditionally : simply output the function table of C (i.e., the output of C on all possible
inputs). Recall that, in contrast, for “standard” (efficient) iO, the running time and size of the
obfuscator is required to be poly(|C|, λ)—namely, polylogarithmic in the size of the truth table
of C).

In a work appearing in PKC’16, we show that iO with such a “trivial” exponential running-
time may actually be interesting, as long as the obfuscator manages to output just a slight
compression of the trivial function table. More precisely, we introduce a notion called XiO
where the the running-time of the obfuscator may still be “trivial” (namely, poly(|C|, λ) · 2n)
but we now require that the obfuscated code is of size poly(|C|, λ) · 2n(1−ε), where ε > 0).
Perhaps surprisingly, we show that under standard cryptographic hardness assumptions, XiO
(with subexponential security) implies the standard notion of iO. Intringuinly, we also show that
this notion is closely related to the complexity-theoretic notion of “function compression”—in
fact, XiO may be view as a computational analog of this notion.

This result, and results obtained in our TCC’16 paper (which related iO to a compressing form
of a different well-studied cryptographic primitive called randomized encodings) shows that the
core difficutly in acheiving iO boils down to questions about function compression.

(We mention that this new insight, as well as our techniques, have now lead to several new
breakthrough results—for instance, (our previously graduated Ph.D student, now a faculty at UC
SB) Huijia Lin, showed how to obtain iO from constant-degree multilinear maps—all previous
contructions required multilinear maps with polynomial degree.)

In a very recent CRYPTO’18 paper, we intiate a more general study of “weakly compressing
obfuscation”, showing among other things, interesting connections between statistically secure
XiO and results in learning theory, that XiO and one-way function is likely to be a weak
primitive—in that it does not imply even public-key encryption in a black-box way (whereas iO
plus one-way functions does). We also present methods for amplifying the correctess of XiO.

• Huijia Lin, Rafael Pass, Karn Seth, Sidharth Telang:Indistinguishability Obfuscation with
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Non-trivial Efficiency. Public Key Cryptography (2) 2016: 447-462

• Huijia Lin, Rafael Pass, Karn Seth, Sidharth Telang: Output-Compressing Randomized
Encodings and Applications. TCC (A1) 2016: 96-124

• Nir Bitansky, Ran Canetti, Sanjam Garg, Justin Holmgren, Abhishek Jain, Huijia Lin,
Rafael Pass, Sidharth Telang, Vinod Vaikuntanathan: Indistinguishability Obfuscation
for RAM Programs and Succinct Randomized Encodings. SIAM J. Comput. 47(3): 1123-
1210 (2018)

• Gilad Asharov, Naomi Ephraim, Ilan Komargodski, Rafael Pass: On the Complexity of
Compressing Obfuscation. CRYPTO (3) 2018: 753-783

Barriers to Acheiving Obfuscation All known candidate construction for acheiving iO rely
on a new mathematical construct called a multilinear map. In two works appearing in TCC’16,
we present the first barriers to acheiving strong forms of general-purpose obfuscation using such
multilinear maps.

• Rafael Pass, Abhi Shelat: Impossibility of VBB Obfuscation with Ideal Constant-Degree
Graded Encodings. TCC (A1) 2016: 3-17

• Mohammad Mahmoody, Ameer Mohammed, Soheil Nematihaji, Rafael Pass, Abhi Shelat:
Lower Bounds on Assumptions Behind Indistinguishability Obfuscation. TCC (A1) 2016:
49-66

• Elette Boyle, Rafael Pass: Limits of Extractability Assumptions with Distributional Aux-
iliary Input. ASIACRYPT (2) 2015: 236-261

3 Large-Scale MPC

We initiated the study of Cryptography for Parallel RAM programs. If we expect cryptography
to be used in large-scale settings, it is crucial to leverage the parallel nature of computation
that is ubiquitous on the internet today (through e.g., Map Reduce). In contrast, essentially all
cryptographic techniques for securely computing (RAM) programs require sequentializing the
program before securely computing it. In papers appearing in CRYPTO 2015 and TCC 2016,
we show how to overcome this barriers and achieve secure computations which maintain the
same level of parallelism as the original parallel program.

We mention that an intruiging open problem in the area of security for Parallel RAM programs
is that the computational overhead, although only polylogarithmic, still is a lot higher than
the computational overhead needed for securely computing just RAM program. During the
reporting period (as well as the next one), we have been working on overcoming this gap.
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• Elette Boyle, Kai-Min Chung, Rafael Pass: Oblivious Parallel RAM and Applications.
TCC (A2) 2016: 175-204

• Elette Boyle, Kai-Min Chung, Rafael Pass: Large-Scale Secure Computation: Multi-party
Computation for (Parallel) RAM Programs. CRYPTO (2) 2015: 742-762

2-round non-malleable commitments Non-malleable commitments are one of the most
fundamental cryptographic building blocks. Notably, they are a central component for the
design of round-efficient secure multi-party computation protocols. A major open problem
in the literature was coming up with non-malleable commitments with only 2 communication
rounds; in fact, one of my earlier results from a few year ago shows that using standard proof
techniques (so-called black-box techniques), we cannot base 2-round non-malleable commitments
on standard polynomial hardness. In our FOCS17 paper, joint with Huijia Lin and Pratik Soni,
we show how to overcome this barrier, and construct 2-round non-malleable commitments based
on sub-exponential hardness assumptions. (The paper was invited to the special issue for selected
paper from FOCS17)

• Huijia Lin, Rafael Pass, Pratik Soni: Two-Round and Non-Interactive Concurrent Non-
Malleable Commitments from Time-Lock Puzzles. FOCS 2017: 576-587

Theoretical foundations of blockchains While blockchains have been extensively featured
in the media and there is a significant interest in industry, up until recently, there was not even
a definition of what a blockchain actually is. In a EuroCrypt 2017 paper, jointly with my Ph.D
student (Seeman) and visitor (Shelat), we provided the first formal definition of a blockchain,
and next demonstrated that Nakamotos ingenious blockchain protocol (which forms the basis of
the Bitcoin crypto currency) indeed provably satisfies this abstraction, and in particular satisfies
“consistency” and “liveness”, as long as the parameters are appropriately set as a function of
the delay in the network.

Subsequently, joint with Elaine Shi, I have been working on developing new blockchain protocols
that overcome some of the limitations of Nakamotos blockchains: Our FruitChain protocol
(PODC17), is the first incentive-compatible blockchains (overcoming in a provably-secure way
selfish mining attacks). Our Hybrid Consensus (DISC17) shows how to (in theory) overcome
the scalability issues with Nakamotos blockchains. Our Sleepy Consensus (AsiaCrypt17) shows
how to remove the computationally wasteful proof of work from Nakamotos blockchain.

• Rafael Pass, Lior Seeman, Abhi Shelat: Analysis of the Blockchain Protocol in Asyn-
chronous Networks. EUROCRYPT (2) 2017: 643-673

• Rafael Pass, Elaine Shi: FruitChains: A Fair Blockchain. PODC 2017: 315-324
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• Rafael Pass, Elaine Shi: Hybrid Consensus: Efficient Consensus in the Permissionless
Model. DISC 2017: 39:1-39:16

• Ben Fisch, Rafael Pass, Abhi Shelat: Socially Optimal Mining Pools. WINE 2017: 205-218

• Joseph Y. Halpern, Rafael Pass: A Knowledge-Based Analysis of the Blockchain Protocol.
TARK 2017: 324-335

• Rafael Pass, Elaine Shi: The Sleepy Model of Consensus. ASIACRYPT (2) 2017: 380-409

• Rafael Pass, Elaine Shi: Rethinking Large-Scale Consensus. CSF 2017: 115-129
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