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ABSTRACT OF THE THESIS

ENTRY LEVEL TRAINING FOR COMBAT COMMUNICATIONS PERSONNEL

by

Joshua Tyler Larson

American Public University System, March 11, 2018

Charles Town, West Virginia

Dr. William McConnell, Thesis Professor

This research explores the effectiveness of the entry-level information technology (IT)
technical training methodology currently employed by the United States Air Force (USAF). The
USAF training model includes a mixture of best practices recommended by the IT industry,
including professional certification, technical and non-technical skills development, and the
encouragement of undergraduate and graduate level learning. However, new accessions into
combat communications (telecommunications) units seem unprepared to meet the demands of

today’s workplace. Through survey of these new employees and their supervisors, this study
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explores whether or not the USAF combat communications training model is effectively

preparing new employees to operate in the cyberspace domain.

The scope of this study is limited to the USAF's five active duty combat communications
units. However, the results gathered have implications for the greater USAF’s information
technology and cyberspace training models, and could impact how the organization chooses to

train and employ entry-level telecommunications and cyberspace professionals.

USAF cyberspace professionals are trained in part using guidelines and recommended
best practices taken from both industry and government. Therefore, the results of this study will
either reinforce or contradict current opinions from the field regarding the best way to train and

educate new information technology and telecommunications specialists.

Keywords: 3DXXX, 8570, career field education and training plan (CFETP), combat
communications, cyberspace, information technology certification, information technology
undergraduate studies, information technology training, on-the-job training (OJT),

telecommunications, vendor training, United States Air Force (USAF).
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Introduction

The United States Air Force (USAF) relies heavily on its combat communications forces
to provide initial entry command and control capabilities, via tactical data networks, anywhere
around the globe. These units maintain the ability to mobilize and deploy within 72 hours of
notification, and are often thrust into austere and hostile operating environments within striking
rage of the enemy. As such, combat communications units are charged with maintaining an
“always ready” posture during peacetime, to effectively execute their communications missions
swiftly and succinctly during wartime.

As threats in cyberspace grow at an unprecedented rate, the United States Department of
Defense (DoD) has invested enormous amounts of time, money, people, and resources into its
data networks (Office Of The Under Secretary Of Defense (Comptroller) Chief Financial
Manager, 2017, chap 2). As a component of the DoD, the USAF has done its part to ensure that
its enterprise network, the AFNET, is monitored and defended by cyberspace professionals and
cutting-edge technologies 24 hours a day, 365 days a year (Air Force Space Command, 2017, p.
1). However, the knowledge proficiency and defensive posture of the USAF’s combat
communications units, which deploy to the forward edge of the battle area and operate on
networks separate from the AFNET, have stagnated in the last decade. The likely culprit for this
decline is the Air Force’s intense focus on offensive and defensive cyberspace operations,
specialties seen by many as disjoint from the telecommunications service provider role that
combat communications units are often asked to fulfill.

Evidence of this schism became alarmingly apparent in 2013, when the USAF cut its
inventory of active duty combat communications capability by 50 percent. That year, 4 units

were shut down, the largest of which was a Group-sized element of over 750 personnel (United
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States Air Force, 2013, p. 1). Today, the combat communications total force community includes
5 Active Duty Air Force squadrons, 3 Air Force Reserve squadrons, and 15 Air National Guard
Squadrons. As the USAF prepares to engage in new and emerging conflicts around the world, its
senior leaders now realize that the 2013 cuts into their combat communications capabilities were
too deep. It is now a race against time to effectively train, modernize, and bolster the combat

communications force before sending it back out into the world to help fight America’s wars.

Problem Statement

Combat communications units are ultimately responsible for training their personnel,
maintaining and operating their equipment, and remaining always ready to provide expeditionary
tactical communications when called upon. This paper addresses the problem of whether or not
the combined training efforts of the USAF and its associated combat communications units are
enough to effectively maintain the technical competencies, technological edge, and operational

rigor required to adequately prepare new employees to operate in the cyberspace domain.

Purpose

The intent of this research is to explore whether or not meaningful training shortfalls exist
in the combat communications community, which may ultimately leave a unit and its supported
customers significantly vulnerable to enemy actions in cyberspace. The results of this research
should reinforce the efficacy of the current training model practiced by the combat
communications community, or should signal a need for change to better equip the community
with the training resources it requires to conduct advanced cyberspace operations in the 21st

century operating environment.
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Research Questions
This study measures the effectiveness of the combat communications community’s IT

training methodology, which is built on many government standards and industry best practices.
Specifically, the study intends to prove or disprove the following seven hypotheses:

H1. USAF technical school training does not equip students with the right tools to
succeed in a combat communications unit.

H2. USAF-mandated 8570 training does not equip students with the right tools to
succeed in a combat communications unit.

H3. Formal academic education does not equip students with the right tools to succeed in
a combat communications unit.

H4. Unit provided on-the-job training does not equip students with the right tools to
succeed in a combat communications unit.

H5. Vendor supplied training does not equip students with the right tools to succeed in a
combat communications unit.

H6. Unit provided unit type code training does not equip students with the right tools to
succeed in a combat communications unit.

H7. The 2009 3DXXX career field merger did not negatively affect the quality of unit

provided combat communications training.

Significance of Study
At any moment, combat communications units may be tasked with supporting American

or allied forces deploying in harm’s way. As such, it is imperative that the IT services provided
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by these units help keep friendly forces one step ahead of the enemy at all times. To do so, the
USAF must ensure that it continually trains, equips, secures, manages, and evolves its combat
communications IT enterprise. With these things in mind, this study assesses the current state of
training in the combat communications community. Any finding that indicates a divergence from
USAF-envisioned technician training proficiency should be quickly remedied, as such a

departure may pose significant risk to downrange mission assurance.

The scope of this study is limited to the USAF's five active duty combat communications
units. However, the results gathered herein have implications for the greater USAF’s information
technology and cyberspace training models, and how the organization chooses to employ entry-
level telecommunications and cyberspace professionals. USAF cyberspace professionals are
trained in part using guidelines and recommended best practices taken from both industry and
government. Therefore, the results of this study will also reinforce or contradict current opinions
from the field regarding the best way to train and educate new information technology and

telecommunications specialists.

Definition of Terms

Command and control. According to the United States Marine Corps, command and
control is, “the means by which a commander recognizes what needs to be done and sees to it
that appropriate actions are taken.” (1996, p. 37). Combat communications units often enable
command and control by providing tactical data links to the commander, which connect him or
her to higher, adjacent, and subordinate units.

Abilities. Competence in performance that leads to an observable product.
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Combat communications. Combat communications is a term used by the USAF to
describe its inventory of rapidly deployable, expeditionary, tactical communications forces.
These forces “extend the network™ and provide tactical communications to remote locations
(Weggeman, 2017, p. 7).

Combat communications total force. The combat communications total force is the
representative body of combat communications units spanning across the active duty, guard, and
reserve.

Cyberspace operations. According to the Joint Chiefs of Staff, cyberspace operations
are, “the employment of cyberspace capabilities where the primary purpose is to achieve
objectives in or through cyberspace.” (2013, p. V).

Knowledge. An understanding of information as it applies to job performance.

Mission assurance. According to the USAF’s Lemay Center for Doctrine, mission
assurance is the sum total of the, “measures required to accomplish essential objectives of
missions in a contested environment.” (2011, p. 9). Cyberspace operations create mission
assurance by ensuring the tenants of the CIA triangle (confidentiality, integrity, and availability)

exist unadulterated for all missions that rely on Air Force or DoD networks.

Skills. The application of the appropriate tools to accomplish a task.

Literature Review
Since the dawn of information technology, the industry has struggled to identify the key
skills it requires of its entry-level practitioners. Discussions dating back more than fifty years
debate how to best train personnel, how to maintain key competencies over time, and how to
keep curricula relevant in a technological environment that undergoes constant change. The

breadth of these conversations span across academia, industry, professional organizations, and
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government.
Academia vs Industry

A brief history. A swath of research exists which details differences (and perceived
differences) between institutions of higher learning and the information technology industries
that they support. In 2000, researcher Harvey Matkin conducted a Delphi study that determined
whether or not a significant difference in perspective exists between industry and academia
concerning various elements of information technology curricula. Using the IS 97 Model
Curriculum and Guidelines for Undergraduate Degree Programs in Information Systems as his
primary research focus, Matkin concluded that there were significant differences in the
perception between industry and academia for their information technology educational needs
(Matkin, 2000, p. 127).

Citing Ashenhurst (Ashenhurst, 1972), Matkin identified that industry and academia have
made multiple collaborative attempts since 1972 to adopt a curriculum that satisfies industry
requirements while simultaneously aligning with academic goals (as cited in Matkin, 2000, p. 1).
To reinforce this trend across the decades, Matkin then presented Thomas’ viewpoint (Thomas,
1990) that as early as 1990, researchers had observed a growing schism between what colleges
were teaching to students and what skills entry-level workers in the field required on their first
day on the job (as cited in Matkin, 2000, p. 1).

In 1992, the Journal of Computer Information Systems published an article (Gambill &
Jackson, 1992) criticizing universities for failing to equip information technology professionals
with the business skills required in industry’s workplaces (as cited in Matkin, 2000, p. 39). In
1993, tech giant IBM further criticized information technology higher education programs

(Seymour, 1993) for not growing employees who were able to have an immediate impact on
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business operations (as cited in Matkin, 2000, p. 10). That same year, a study by Arnett and
Litecky noted that while businesses were in search of graduates with highly specific information
technology skills, schools were teaching generalized curricula which enforced more conceptual
ideas (Arnett & Litecky, 1993); their research concluded that the educational system needed to
learn to dynamically adjust their curricula to the needs of industry (as cited in Matkin, 2000, p.
33).

In 1993, Nontz first identified industry’s growing expectation for entry-level information
technology specialists to possess various “soft skills” (Nontz, 1993) — such as the ability to
communicate and to display a strong foundation in ethics — in addition to their technological
abilities (as cited in Matkin, 2000, p. 36).

In 1997, the Information Technology Association of America (Information Technology
Association of America, 1997) published an article that identified workplace “employers’
inability to find enough employees skilled in information technology needed to grow, expand,
and compete,” (as cited in Matkin, 2000, p. 10).

In 1998, the Information Technology Association of America published a study by the
Virginia Polytechnic Institute and State University (Information Technology Association of
America, 1998), which identified educational requirements for computer scientists and
engineers, systems analysts, and programmers. The study found that most companies in industry
required professionals in these three areas to have at least a bachelor’s degree, and that “the two
major sources of training for IT workers were in-house training departments and
hardware/software vendors,” (as cited in Matkin, 2000, p. 48).

An in-depth study published by the Journal of Information Systems Education in 2009

compared the relative perceived value of entry-level information technology skillsets between
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academia and managers in industry. Referencing studies by Abraham et al (2006) and Fang, Lee

and Koh (2005), the article explained how core information systems and information technology

skillsets were desirable for new hires, but that most of these positions would be hired outside of

the United States. However, information technology employees who also possessed business and

operations knowledge upon graduating college were far more likely to secure entry-level

positions within the United States (as cited by Aasheim, Li and Williams, 2009, p. 350).

The study found that the most important skills for new hires in the field of information

technology, as perceived by both industry and academia were:

1.

2.

3.

4.

5.

Interpersonal skills/traits

Personal skills/traits

Technical skills

Organizational and managerial knowledge/skills

Experience and GPA

However, the study found that information technology managers placed more value (in

descending order) on the following traits than academia (Aasheim, Li and Williams, 2009, p.

353-354);

1.

2.

3.

Hardware concepts
Operating systems
Leadership skills
Entrepreneurial/risk taking
High overall college GPA
Package software

Any prior work experience
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The study suggests that academia should focus on “both ends of the technical/non-technical
spectrum,” (Aasheim, Li and Williams, 2009, p. 354). Another important result of this study was
the recommendation that information technology managers should invest in additional training
for new hires for company-specific software, hardware, and operating systems, as well as follow-
on training in “soft skills” such as leadership and entrepreneurialism (Aasheim, Li and Williams,
2009, p. 354).

In 2010, the Association for Computing Machinery published an article that further
refined Nontz’s earlier observation that industry now expected far more from entry-level
information technology specialists than just a firm grasp on technical skills. Citing data from the
US Department of Labor and other sources, the article warned that while the demand for college
graduates in fields such as systems administrator, database administrator, and computer software
engineer was on the rise, annual graduation rates for these types of programs were seeing a
nationwide decline (Benamati, Ozdemir, & Smith, 2010, p. 1). The article went on to further
reinforce the previously-identified growing trend in the United States to outsource entry-level
programming and other technical jobs to overseas organizations, consequently forcing recent
college graduates with degrees in information technology to focus more on management and
operations than on their technical skillsets (Benamati, Ozdemir, & Smith, 2010, p. 1). The
takeaway for the reader is that a delicate balance between technical proficiency, project
management, and managerial skills is required for success in the 21st century American
workplace.

In a longitudinal study published in 2012, the Journal of Information Systems Education
identified how recent advances in information technology are further defining what skills are

important for entry-level employees to master prior to entering the workforce. These skills
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included an understanding of virtualization, computer security, mass storage, interoperability and
integration, and advances in web-facing interfaces (Aasheim et al, 2012, p. 194). In 2012, the
national level of interest in information technology degrees began to swing back toward normal,
bringing an uptick of needed information technology college graduates back into the workforce.
Although technology had changed, the study found that organizations still sought new employees
with both technical and non-technical skills, ranging from proficiency in operating systems and
security to a commitment to honesty and integrity (Aasheim et al, 2012, p. 199). Interestingly,
the study found that “management positions only mentioned certifications in 7.7% of the cases,”
(Aasheim et al, 2012, p. 195).
Training and Certifications

Having established a conversation about the differences between the information
technology skills academia produces in graduates and the skills that industry needs in new hires,
it is valuable to highlight various training methodologies leveraged by industry to fill their
training gaps.

Tiered technology training. In 2002, Albert Huang wrote an article for the Journal of
End User Computing that described a three-tiered strategic approach to information technology
training. Quoting Sein et al (1999), Huang asserted that the primary reason that organizations
provide information technology training is to empower employees to leverage technological
applications to further business operations (as cited by Huang, 2002, p. 30). However, properly
matching the quantity, depth, length, and recurrence of training to an employee’s function or role
within the organization can be a difficult challenge. Further complicating this issue is the
question of the best mode or method of teaching various subject matter; for example, is computer

based training (CBT), traditional instructor-led lecture, collaborative and exploratory labs, or
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some combination of these the best way to prepare employees to leverage information
technology in the workplace (Huang, 2002, p. 30)?

Citing Compeau et al (1995), Huang asserts that breaking training down into three stages —
initiation, delivery, and post-training — helps keep information technology training focused on
meeting the operational requirements of the organization (as cited by Huang, 2002, p. 32). Huang
proposes that businesses are responsible for helping new employees bridge the knowledge gap
that academia does not provide; to do so, he recommends implementing a training strategy
broken into three tiers.

First is general technology education, which creates baseline knowledge of general and
technical skills amongst employees, and may include topics ranging from hardware and
networking to security best practices and government mandates (Huang, 2002, p. 34). Next is
business application training, which provides specialized application training to employees based
on their roles within the organization. Training in this tier is both specific and deep, and creates
functional experts across various technological focus areas (Huang, 2002, p. 34). The last tier is
just in time training, which provides checklist-style instructions to employees to help facilitate
rapid and accurate task accomplishment, rather than foster depth of learning and understanding
(Huang, 2002, p. 35).

Professional certifications.  Since the late 1980s, the field of information technology
has acknowledged the value that professional certifications bring to the industry. Although
professional certifications are not the only consideration employers take into account when
hiring new employees, possessing industry-accepted certifications does convey that the
employee possess a baseline specialty knowledge needed to accomplish the job they are being

considered for (Olagunju & Zongo, 2010, p. 67). Within the information technology industry,
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professional certifications make job candidates more marketable, increase an employee’s
potential for promotion, and can lead to higher wages (Olagunju & Zongo, 2010, p. 68).
According to a 2015 study, nearly one fourth of all information technology positions required
some form of professional certification (Burning Glass, 2015, p. 1). A 2006 study by Hentea,
Dhilon, and Manpreet showed that academic degrees, professional certifications, and job
experience are the primary criteria employers use when determining an individual’s overall
qualification for an information technology position (as cited by Knapp, Maurer, & Plachkinova,
2017, p. 102). Knapp, Maurer, & Plachkinova assert that employers use these three criteria as a
greater overall indicator of a person’s ability to solve problems, grasp content knowledge, and
leverage critical thinking skills (Knapp, Maurer, & Plachkinova, 2017, p. 102).

When it comes to exam curricula, organizations that provide information technology
professional certifications are constantly updating and refreshing their coursework so as to stay
as close to the bleeding edge of technological change as possible. Although many factors drive
these updates, the needs of the workforce, the current threat landscape, technological changes,
industry standards, and government regulations are the five primary indicators that certifying
bodies use to spark curricula change (Knapp, Maurer, & Plachkinova, 2017, p. 103).

The efforts of certifying organizations to stay relevant to the field is why Knapp, Maurer,
and Plachkinova suggest that information technology training curricula, for both academia and
in-house industry training programs, should smartly incorporate professional certifications into
their overall education plans. Staying abreast of new certification material helps keep curricula
content current and relevant; when combined with hands-on learning environments, information
technology education programs structured this way have the potential to grow highly effective

entry-level employees (Knapp, Maurer, & Plachkinova, 2017, p. 106-107).
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In 2005, the United States Department of Defense first published DoD 8570.01-M,
Information Assurance Workforce Improvement Program. Although the document has
undergone multiple revisions since its inception, the directive mandates that its information
technology workforce maintain various levels of industry certification. This requirement applies
up and down the information technology workforce chain, and includes both technical experts
(IAT Levels I-111) and managers (IAM Levels I-111). In many cases, a failure to maintain the
directed level of certification can become grounds for reassignment or termination (Assistant

Secretary of Defense for Networks and Information Integration, 2015, p. 18-38).
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Figure 1. Overview of basic IA workforce structure (Assistant Secretary of Defense for

Networks and Information Integration, 2015, p. 19)

Most experts acknowledge that the 8570 program is at least a small step in the right
direction toward ensuring that information technology and cyberspace professionals possess
some type of baseline specialty knowledge before operating on DoD networks. However, critics

of the program argue that the minimum certifications required by the 8570 program do not align
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closely enough to the specific systems or technologies that DoD employees are expected to
operate, and rarely help them “train the way [they] fight,” (Wingo et al, 2015, p. 26). For this
reason, more specific training plan and education requirements, such as those outlined in NIST
Special Publication 800-181, are often seen as a more valuable resource for the information
technology community than the 8570 program.

Bloom’s taxonomy. In 1949, 35-year-old Dr. Benjamin Bloom began efforts on a teaching
and learning framework that would eventually become “widely used in the disciplines of
teaching, curriculum writing, learning theory... content development, instruction, and
assessment,” (Seaman, 2011, p. 29). Bloom’s Methodology, and the associated product known as
“Bloom’s Taxonomy,” in part explains how students progress in the mastery of knowledge via

three learning domains: psychomotor, cognitive, and affective (Weigel & Bonica, 2014, p. 21).

Bloom’'s Taxonomy

Produce new or original work
e Design, assemble, construct, conjecture, develop, formulate, author, investigate

Justify a stand or decision
eva I u ate appraise, argue, defend, judge, select, support, value, critique, weigh

Draw connections among ideas
differentiate, organize, relate, compare, contrast, distinguish, examine,

a n a Iyze experiment, question, test

Use information in new situations
execute, implement, solve, use, demonstrate, interpret, operate,
schedule, sketch

Explain ideas or concepis
classify, describe, discuss, explain, identify, locate, recognize,
u n d e rSta n d report, select, translate

Recall facts and basic concepts
define, duplicate, list, memorize, repeat, state

Vanderbilt University Center for Teaching

Figure 2. Bloom’s Taxonomy (Armstrong, n.d., p. 1)

By the mid 1960’s, the taxonomy gained the full attention of the education community,

and has been a driving factor in shaping teaching strategies and curriculum development ever
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since (Seaman, 2011, p. 31-36). Although the taxonomy received a major revision in 2001,
which added new insights and refined ideas from the original document and decoupled Bloom’s
strict hierarchical structure of sequential learning from one step to the next, the taxonomy
continues to facilitate the development of educational models around the globe (Seaman, 2011,
p. 37-37).

Training vs education. In 2013, the Chief of Staff of the United States Air Force
commissioned a study to better understand the current state of force development for its
cyberspace forces. After three years, the Air Force Research Institute published The Human Side
of Cyber Conflict which holistically assessed the Air Force’s “cyber human capital planning and
management strategies, and recommended improvements where needed,” (Yannakogeorgos &
Geis, 2016, p. xi). One of the primary conclusions of this study was that there is a marked
difference between education and training, especially in the military and information technology
environments (Yannakogeorgos & Geis, 2016, p. 148).

According to Yannakogeorgos and Geis, education is measured by means of formal
academic training, the outcomes of that training (academic degrees), and significant time spent
working in the associated discipline or field of study. Their study claims that training
certifications, such as those acquired via professional or industry certifying bodies, are largely
insufficient for today’s information technology and cyberspace force. Although certifications
may indicate that an employee has attained some level of knowledge or comprehension of the
subject matter, ether via route memorization or checklist-style learning, Yannakogeorgos and
Geis assert that this type of training does not equip students with the true critical thinking and
problem solving skills required to solve new or emerging dilemmas in the cyberspace

environment (Yannakogeorgos & Geis, 2016, p. 148-149). Using an adapted version of Bloom’s



COMBAT COMMUNICATIONS TRAINING 18

Taxonomy, the study further suggests that cyberspace operators and information technology
technicians without a formal education will never reach the top tiers of learning (evaluation and
creation) or be able to apply these concepts to solve real world problems (Yannakogeorgos &

Geis, 2016, p. 149).

Design software or hardware to perform a spedfic task.

Creation
Revise and process to improve meeting requirements.

Evaluation
Select, explain, and justify the most effective solution to a
cyber intrusion.

Analysis
Gather information about a situation, and use logical
deduction to troubleshoot a situation.

Use a manual to apply learned skills to evaluate the

Application
reliability of a computer network.

Understanding
Explain in one’s own words the steps for performing 2
penetration test.

Remembering
Redite a cyber policy, know basic rules, or repeat a
process from memory.

Figure 3. Cyber tasks at levels of Bloom’s Taxonomy (Yannakogeorgos & Geis, 2016, p.

149)

Although formal education may play a critical role in a person’s ability to effectively
operate in the cyberspace domain, Yannakogeorgos and Geis’ study found that across the Air
Force, only 35 percent of personnel in the cyberspace career field possess a bachelor’s degree
that is at all related to cyberspace or information technology (Yannakogeorgos & Geis, 2016, p.
153).

Government

Government regulation continues to shape the standards that organizations train to and
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operate under. Although a commonly held belief is that the innovative nature of industry drives
rapid changes in training requirements and national standards, various organizations within the
United States government are often the source for industry-accepted best practices in the world
of information technology and cybersecurity. For example, the National Security Agency (NSA)
maintains a strict set of criterion for institutions of higher learning that desire to be certified as
National Centers of Excellence in Cyber Operations or Cybersecurity (National Security Agency
Central Security Service, 2016, p. 1). Similarly, the National Institute of Standards and
Technology (NIST), at the behest of former United States President Barak Obama, developed a
framework for identifying, recruiting, developing, and retaining talent in the cyberspace. This
framework is better known as the National Initiative for Cyberspace Education (NICE)
(Newhouse, Keith, Scribner, & Witte, 2017, p. ii).

National Initiative for Cyberspace Education (NICE). Since 2013, the NICE
framework has been the de facto standard for all American organizations to follow when it
comes to organizing, training, and equipping an effective and competent cyberspace workforce.
Detailed in NIST Special Publication 800-181, NICE defines the competencies of information
technology and cyberspace employees based on their individual knowledge, skills, and abilities
(KSAs). The NICE framework describes these KSAs as the specific traits needed to properly
accomplish work tasks, where knowledge is an understanding of information as it applies to job
performance, skill is the application of the appropriate tools to accomplish a task, and ability is
competence in performance that leads to a desired outcome (Newhouse, Keith, Scribner, &
Witte, 2017, p. 6).

As depicted below, the NICE framework serves as a starting point for organizations who

desire to build a capable and ready information technology and cyberspace workforce. The
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framework breaks the cyberspace workforce into seven primary workforce categories (securely
provision, operate and maintain, oversee and govern, protect and defend, analyze, collect and
operate, and investigate), each of which is further broken down into various specialty areas and
work roles. Although not all of these categories fall directly under the umbrella of information
technology, taken together they define the range of cyberspace operations an organization reliant
on 21% century cyberspace should plan for and train to (Newhouse, Keith, Scribner, & Witte,
2017, p. 11-23). The NICE then defines over 1,000 tasks, 600 knowledge descriptions, 300 skills
descriptions, and 150 abilities descriptions, which are applied to workforce categories as
applicable. The result is a tangible and robust description of the KSAs and associated tasks an
organization should grow in its workforce and expect from its employees (Newhouse, Keith,

Scribner, & Witte, 2017, p. 24-122).
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Figure 4. Building blocks for a capable and ready cybersecurity workforce (Newhouse, Keith,

Scribner, & Witte, 2017, p. 7)

Tying It All Together — The Cyberspace Competency Model

In 2013, the US Department of Labor commissioned its Employment and Training
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Administration (ETA) to work alongside the original developers of the NICE framework to
create a Cybersecurity Competency Model. The model ties together the competencies required
by the NICE framework, day-to-day technologists, and information technology and cybersecurity
professionals (Wright, 2015, p. 16). The pyramid model considers the “soft skills’ required by
industry, the formal academic training depth as suggested by Yannakogergos and Geis,
professional certifications which have become industry norms and are required by the Depart of
Defense’s 8570.01-M program, and the recommendations outlined in NIST Special Publication

800-181.
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Figure 5. Cybersecurity competency model (Careeronestop Competency Model Clearinghouse,

nd.,p.1)
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Information Technology Acquisitions Dilemma

One challenge that information technology specialists in the United States Air Force face
is that the acquisition of the new technologies that they operate is often a hodge-podge effort
accomplished by those with a limited understanding or expertise in the field of information
technology (Yannakogeorgos & Geis, 2016, p. 38-39). When it comes to information technology
and cyberspace, the challenges presented by the federal acquisitions process are no secret. The
process is considered too slow to keep up with the exponential changes in technology produced
by the industry; by the time equipment is fielded, it is antiquated and outmoded (Golaboski &
Matus, 2011, p. 14-17). Alongside these challenges, Air Force level information technology
acquisitions rarely include any accompanying force-wide training. The failure to program in
training according to the needs of the technology system’s lifecycle creates a perpetual gap in the
knowledge, skills, and abilities of the workforce expected to operate it (Wingo et al, 2015, p. 28).
The Weapons System Argument

In 2013, the Air Force officially recognized the designation of the first six cyberspace
weapons systems. These weapons systems provide peacetime and wartime functions for the Air
Force within the cyberspace domain, and present these capabilities to combatant commanders in
a standardized and commonly understood way. Advocates for the weapons system construct
argue that there is no better way to ensure cyberspace technologies are properly planned for,
funded, sustained, and modernized. Proponents contend that designating more cyberspace
capabilities as weapons systems also guarantees that the Air Force will maintain a properly
manned force that is trained with the right tactics, techniques, and procedures to operate on any
equipment that is approved for use (Skinner, 2013, p. 41-43). The beauty of the weapons system

construct is that any change or update to an approved information technology product — either
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hardware or software - also automatically generates a need to update existing training
documentation.
Air Force 3DXXX Model

In 2009, the Air Force overhauled its enlisted communications career field structure,
moving away from the old 2EXXX, 3AXXX, and 3CXXX series Air Force Specialty Codes
(AFSCs) and converting its personnel to the 3DXXX model. Included in this career field are 9
specific enlisted specialties; taken together, these specialties cover the preponderance of roles
and responsibilities expected of a traditional information technology department, which the Air
Force now couches under the umbrella term “cyberspace operations”. This research’s specific
focuses are the 3D0X2 (Cyber Systems Operations), 3D0X3 (Cyber Surety), and 3D1X2 (Cyber
Transport) career fields.

Accessions. Contrary to nearly all previously stated recommendations mentioned up to
this point, the United States Air Force maintains only minimal standards of entry for enlisted
personnel hoping to become cyberspace professionals. Academically, new accessions into the
career field often only require a high school diploma or a GED, a general ASVAB score of 60 or
above, and may or may not have to complete various entry-level skills demonstration courses
prior to entering the career field (US Air Force, n.d., p. 1). Note that none of these requirements
include any formal college education or industry certification whatsoever; this minimum
standard increases the number of personnel eligible for recruitment into a career field which is
historically undermanned, but ultimately diminishes the effectiveness of the force once these
personnel enter the operational environment (Yannakogeorgos & Geis, 2016, p. 52). Citing the
USAF’s Cyber Vision 2025 (US Air Force Chief Scientist, 2012, p. 70), Yannakogeorgos and

Geis highlight that the Air Force acknowledges that most personnel who demonstrate the desired
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level of cyber aptitude have at least some form of technical degree prior to entry; for those who
do not, the Air Force has developed cyber aptitude screening tests in an attempt to identify and
place only those personnel who show a propensity for cyberspace operations into its 3DXXX
workforce (Yannakogeorgos & Geis, 2016, p. 52-55).

Formal training. Air Force formal training follows the Instructional System Development
(1ISD) model, which the organization has used to guide training development since 1965
(Wimmer, 2012, p. 11). The model helps curricula developers determine what types of
instruction are required to most effectively and efficiently train new Airmen. Internal and
external evaluations (instructor and trainee feedback, test results, evaluation reports, inspections,
etc.) are the central feedback mechanisms that drive refinement in each outlying step of the
model. When a student demonstrates achievement of a minimum passing criteria in a particular
area, that feedback suggests that the formal training has accomplished its objective in that area
(Wimmer, 2012, p. 13-14). The model is cyclical, and requires continual inputs from the field to

stay relevant.

EVALUATION

NDIS3a

Figure 6. ISD model (Wimmer, 2012, p. 12)
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Figure 7. ISD evaluation model (Wimmer, 2012, p. 13)

Upon completion of basic training, new 3D0X2, 3D0X3, and 3D1X2 recruits are shipped
to Keesler Air Force Base, where there are expected complete between 50 and 136 days of
formal career field technical school introductory training, based on their assigned AFSC (Air
Force, n.d., p.1). The curricula covered at these schoolhouses vary greatly; however, graduates of
this training possess a Cisco Security+ certification (which meets DoD 8570 IAT level 2
requirements) and are approved to continue their training and education at their follow-on duty
location (Secretary of the Air Force Chief Information Officer, 2014). Previously identified
shortfalls in the acquisitions process, coupled with the exponential rate of change seen in
information technologies, make it challenging to keep formal instructional material relevant,
especially in a career field with broad applications whose final proficiency evaluations may vary

greatly from mission set to mission set. For this reason, formal career field training is both broad
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and foundational in nature, and does not aim to create technical experts who have reached the top
tiers of Bloom’s taxonomy as an output.

Career field education and training plans. Training, education, and force development
for each AFSC is governed by a corresponding career field education and training plan (CFETP).
When combined with the USAF’s Training Business Area (TBA), CFETPs help career field
functional area managers “plan, manage, and control training within the career field,” (Secretary
of the Air Force Chief Information Officer, 2014, p. 4). These documents standardize the
knowledge, skills, and abilities required for mastery of an AFSC, provide timelines for when
Airmen should hit education and training gates, and lists training courses, sources, and mediums
(Secretary of the Air Force Chief Information Officer, 2014, p. 16). CFETPs also publish career
path charts for each AFSC (as seen below), which associate training, education, experience, and
development goals with years of service and Air Force ranks. While some of the milestones are
prescriptive, many are not (meaning that career advancement is possible even without achieving
every listed career gate); career path charts spell out the preferred route for Airmen to follow as

they grow in their career fields.
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2015, p. 17)
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Figure 9. 3D0X3 career path chart (Secretary of the Air Force Chief Information Officer,

2014, p. 18)
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Figure 10. 3D1X2 career path chart (Department of the Air Force, 2014, p. 22)

Skill levels. Air Force progressive training follows the traditional trade school model of
Apprentice-Journeyman-Craftsman-Superintendent. Alternately referred to by Air Force Airmen
as a three-level, five-level, seven-level, and nine-level, these skill levels are tied to promotion
and are awarded by accomplishing a consortium of knowledge and skill-based tasks, as outlined
in each career field’s CFETP (Wingo et al, 2015, p. 26).

Awarding of the three-level is granted at the completion of the Keesler technical schools.
Awarding of the five-level is granted after a minimum of 12 months of on-the-job training,
completion of appropriate Career Development Course (CDC) training material, completion of
locally generated equipment training requirements, completion of any applicable Computer
Based Tasks (CBTSs), and completion of AFSC specific requirements as outlined by the CFETP.

Airmen cannot be awarded their seven-level until reaching the rank of Staff Sergeant,

completing 12 months of on-the-job training, applicable CDCs, locally generated equipment



COMBAT COMMUNICATIONS TRAINING 29

training tasks, and CFETP requirements.

Airmen cannot be awarded their nine-level until reaching the rank of Senior Master
Sergeant and completing the Cyberspace Superintendent Course, applicable CBTs, and locally
generated equipment training tasks (Secretary of the Air Force Chief Information Officer, 2014,
p. 24-25). It is noteworthy that Airmen cannot be promoted to the rank of Senior Master Sargent
without first earning their Community College of the Air Force two-year associate’s degree,
explained later in this paper (Newcomer, Glassman, DaCosta-Paul, & Fowler, 2016, p. 32).

On the job training. After leaving initial technical training, an Air Force enlisted Airmen
may not receive formal schoolhouse education again until reaching the rank of Technical
Sargent, generally between 10 and 11 years of service (Secretary of the Air Force Chief
Information Officer, 2014, p. 27-29). Therefore, any training required to attain a 5-level or 7-
level is done “on the job,” and is taught by more senior Airmen assigned to the same duty
station. There is often a significant time delta from when new hardware and software is fielded
and when any formal training on how to operate and maintain that equipment is published to the
field.

There is also no forcing function requiring Airmen to re-certify on their skill level once
attained, even if the course content under which they originally certified becomes dated or
irrelevant, based on the current organizing and equipping of the force. This can become an
especially pointed problem after a career field merger, similar to that of the 2009 conversion of
the 2EXXX, 3AXXX, and 3CXXX career fields into the 3DXXX series. Such actions place mid-
level Non Commissioned Officer managers in charge of training and mentoring more junior
Airmen on systems and technologies that they themselves have no knowledge of or background

in. All of this leads to an on the job training cadre of five-levels and seven-levels who are largely
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unequipped to sufficiently train those beneath them, and a force-wide training program that is
non-standardized and largely watered down (Wingo et al, 2015, p. 27).

Air Force Education Programs. On a more positive note, the Air Force has made
significant headway moving away from a “training only” model to a mix of both training and
more in-depth academic education. Upon graduating basic military training, all cyberspace
operations Airmen are automatically enrolled in the Air Force’s Community College of the Air
Force (CCAF) degree program, an associates of applied science degree accredited by the
Southern Association of Colleges and Schools (Newcomer, Glassman, DaCosta-Paul, & Fowler,
2016, p. 31).

To earn the degree, Airmen must complete 64 credit hours of coursework, which includes
credit hours in technical education, leadership, military and management education, physical and
general education, and various elective studies. Many of these degree requirements are
automatically satisfied by completing basic military training, entry-level technical schools,
various military development schools (Airman Leadership School, Noncommissioned Officer
Academy and Senior Noncommissioned Officer Academy) and transferring any prior college
credits (Newcomer, Glassman, DaCosta-Paul, & Fowler, 2016, p. 31). Airmen can test out of
general education courses by leveraging the College-Level Examination Program (CLEP); those
who choose not to CLEP can attend general education courses free of charge through the Air
Force’s General Education Mobile (GEM) program. Although the Air Force requires its Senior
Master Sergeants and Chief Master Sergeants to possess a CCAF, Airmen are encouraged to
complete the degree before reaching the rank of Technical Sergeant (YYannakogeorgos and Geis,
2016, p. 125).

The Air Force also participates in a program known as the Air University Associate-to-
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Baccalaureate Cooperative (AU-ABC), which guarantees Airmen who have earned their CCAF
the opportunity to complete regionally and nationally accredited online four-year degree
programs “in as few as 60 semester hours beyond the CCAF,” (Newcomer, Glassman, DaCosta-
Paul, & Fowler, 2016, p. 32).

Both industry and the military place a heavy emphasis on “soft skills” that are not
directly tied to technical competencies. The Air Force expects its personnel to adhere to its Core
Values of integrity, service, and excellence, and sends both its enlisted and officer corps to
professional developmental education courses meant to advance their leadership and military
competencies (Yannakogeorgos and Geis, 2016, p. 112-113)

Combat Communications Training Model

Air Force combat communications units are specialized telecommunications providers,
whose mission is to expeditiously deploy information technology and telecommunications
systems to tactical environments around the world. As such, Airmen assigned to these units must
receive specialized local training that goes above and beyond what is outlined in their CFETP or
is taught at technical school.

Unit type code qualifications. Unit type codes, or UTCs, are the basic building blocks
upon which the Air Force’s force presentation model is designed, and describe unique
capabilities that the Air Force can provide to support a Joint Forces Commander or an
operational plan. A UTC is built to tie a standardized warfighting capability to the specific
equipment and personnel required to deliver that capability. By leveraging the logistics detail
(LOGDET) system, unit logistician can also help wartime planners understand the transportation
constraints required to move a UTC from its in-garrison home to its deployed location.

Understanding the operating environment and leveraging the Manpower and Equipment Force
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Packaging System (MEFPAK) under which all UTCs fall, helps wartime planners ensure that the
right support and warfighting capabilities are designed into their operational plans (Burk, 1988,
p. 1-4).

Because a UTC provides a specific capability that may be unique to only a small handful
of units, local training plans must be developed to ensure personnel are qualified to operate and
maintain it. Deployable communications fall under the 6KXXX family of UTCs, and are
assigned to the Air Force’s 5 active duty, 15 guard, and 3 reserve combat communications units.
Airmen entering these units must not only complete their standard CFETP-driven tasks, but must
also be separately qualified on UTC tasks.

The three-level dilemma. Air Force Instruction 10-401 warns against establishing
apprentice-level deployable UTC requirements. Three-levels have not typically received enough
on the job training to deploy autonomously, and therefore require direct supervision to operate
effectively in the deployed environment. Unless a “break” in training is established, deploying
three-levels also implies that both supervisors and trainees will have to purposely plan time away
from accomplishing their primary duties in the work center to accomplish training (Secretary of
the Air Force Operational Planning Policy and Strategy, 2006, p. 101). However, three-levels are
often used to fulfill unit manning requirements, even though they do not meet minimum skill
level requirements for the positions they will be placed in. This can be problematic for combat
communications units, whose manning requirements are based on the UTCs they are assigned.
This model often forces three-levels to fill positions on UTCs for which they are unqualified,
which can have a detrimental impact on the UTC’s overall mission effectiveness.

Training prioritization. For UTC-driven organizations, the unit’s ability fulfill its mission

capability (MISCAP) statement is of supreme importance. Because individual UTC training is
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one of the primary factors that dictate whether or not a unit can meet its MISCAP, military
commanders must prioritize where their personnel will concentrate their training efforts. Often
times, focusing on UTC training to become “mission ready now” comes at the expense of
CFETP upgrade training or academic education. Although the temptation to prioritize UTC
training is understandable, this practice inevitably leads to fielding a force that has a shallow
“checklist-style” knowledge of the UTC, and possesses no depth in the theory or knowledge
required to expertly employ the capability that the UTC provides.

Field Training Unit. To tackle this problem, the combat communications community
recently organized a field training unit (FTU) in Savannah, GA, which provides focused upgrade
and UTC training to its new accessions. Course content is controlled by the community, and can
be rapidly adjusted to meet the force’s needs as technology and equipment changes. By allowing
students to focus solely on training tasks, the FTU will reduce the typical combat
communications on-the-job training pipeline from 12 months to four weeks. Although students
will not leave the FTU “ready to upgrade,” the schoolhouse will cover up to 60 percent of the
required CFETP upgrade training tasks, significantly reducing the training burden on unit-level
trainers and dramatically increasing the standardized training baseline provided to the force. The
schoolhouse opened its doors to students in January of 2018, and expects to train 3,800 Airmen
in the coming year (Woods, 2017, p. 1). Although the FTU does not hold the combat
communications community to the same rigorous training standard as the weapons system
model, it does help refocus training and education back toward the recommendations previously

addressed in this paper.
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Methodology
Data Collection Technique

This study was primarily informed by two data collection methods. The first was an
extensive literature review, which described the range of variables and techniques that affect the
quality of information technology training provided to new employees. The literature review
provided a common foundational knowledge built on the efforts of earlier researchers and the
results of their studies.

The second data collection method was an anonymous online survey. This survey was
built to gather and evaluate opinions on initial entry information technology training from
employees across the active duty combat communications force. The survey was developed and
administered using the online survey tool SurveyMonkey; participants were recruited via email
and pointed back to the survey using a unique web link. The survey consisted of 10 primary
sections, which included a demographics collection, questions about various types of information
technology training, and a section reserved for questions on the effects of the 2009 3DXXX
career field merger (1 - demographics, 2 - technical school training, 3 — 8570 training, 4 — formal
education, 5 — on-the-job training, 6 — training others, 7 — vendor supplied training, 8 — unit type
code training, 9 — job competency questions, 10 — career field merger questions). Each section
averaged from 4 to 7 questions; the outlier was the demographics section, which asked 17
questions. In total, the survey included 65 unique questions; a copy of these questions is located
in Appendix A.

The demographics section included both multiple choice and open response questions.
This section identified a respondent’s AFSC, skill level, rank, years of service, highest level of

academic education, various training roles, and experience within the combat communications
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community. The demographics section was used primarily to ensure the research captured the
intended sampling of responses from target AFSCs and career fields.

Sections 2 through 8 focused heavily on various information technology training
methodologies, and how respondents perceived the effect of this training on increasing their job-
related knowledge, skills, and abilities. For most questions, respondents were given the option to
select one of five multiple-choice answers, ranging from “Strongly Disagree,” to “Strongly
Agree.” All but one of these sections also included open-response fields for respondents to
provide additional comments on the quality of the various training mechanisms, and how those
mechanisms applied to their ability to succeed as a member of a combat communications unit.
The section on 8570 training included two additional questions, which provided respondents
with an opportunity to comment on their perceived value of industry certifications, and whether
or not certifications outside of those mandated by the 8570 program would better increase their
job effectiveness. Section 9 of the survey assessed the perceived cumulative effectiveness of the
Air Force and combat communications training programs, by gauging the respondent’s level of
confidence to deploy immediately on a mission without assistance from others. This section also
captured respondents’ perception of training timelines, by asking how long they expected it to
take to create a “confident and comfortable” combat communicator. Finally, section 10 of the
survey asked respondents to provide feedback on the effects on training of the 2009 career field
merger, ranging from “Strongly Disagree,” to “Strongly Agree.”

Subjects and Setting

Voluntary participation in this survey was extended to all members of the 3D0X2,

3D0X3, and 3D1X2 career fields within the five active duty combat communications squadrons.

The survey was extended to a military-only population, which included males and females
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ranging in age from 18 to 40 years old who had been employed by the Air Force between 1 and
20 years. Invitation to participate was extended to personnel whose skill levels ranged from
Apprentice to Superintendent, and whose rank ranged from E1 to E9.

Invitations were sent via email to both the squadron commander and the director of
operations of each unit, with an attached request to forward the survey information and
corresponding link down to the appropriate personnel. Participants were given two weeks to
complete the survey; a reminder email was sent one week before the survey closed, and again
one day before the survey closed. The anonymous nature of the research makes it impossible to
tell if the survey made its way down to the appropriate audiences in every squadron;
demographic information revealing which unit a person was assigned to was purposefully
omitted to protect the identity of the respondent. The author requested that the survey also be
sent to deployed members from the various units, who might otherwise have been overlooked for
this type of data collection.

Analysis

The quantitative analysis for this research was accomplished using the built-in tools
provided by SurveyMonkey’s software. For most quantitative questions in this research,
respondents were given the choice of selecting one of five options on a typical Likert scale,
ranging from “Strongly Disagree,” to “Strongly Agree.” In some cases, answers available were
binary in nature (“yes” or “no”), or were specific to the demographic data requested. For each of
these questions, the SurveyMonkey software automatically generated basic data such as
minimum, maximum, median, mean, and standard deviation. The software also provided

graphical representations of the data, depicting a bar graph and the associated answer percentage,
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per response option, per question. The unfiltered results of this data are available in Appendix A,
below.

Using the tools provided by SurveyMonkey, the researcher was also able to cross-
tabulate results by performing a comparative analysis on distinct data sets. In this case,
comparative analysis was performed twice, once by classifying respondents by AFSC, and then
by classifying them by skill level. Although not depicted in Appendix A, many of the outcomes
of this comparative analysis are discussed in results section below. By using these results in
conjunction with the associated qualitative comments from respondents, the researcher was able
to correlate answers in a way that allowed for the development of basic assumptions for each of
the study’s null hypotheses.

Limitations of Study

Time. As the work had to be completed within 16 weeks, this study is limited by the
amount of time available for both research and analysis. Time is also a limiting factor in that the
research only considers the current state of the combat communications community; therefore,
any projects or activities not completed by the end of the study are not considered in the analysis,
even if the result of those efforts may someday change or alter the findings (for example, further
development of the combat communications field training unit). While this study is intended to
be comprehensive in nature, it is ultimately limited by the time allotted to it.

Scope. The scope of this research is limited to the combat communications Active Duty
force. Although comparative data from the Department of Defense, United States Air Force, and
various industry leaders is presented, this paper is intended to help the reader draw conclusions
about USAF Active Duty combat communications program only.

Access. Access to a large sample of combat communications personnel, training plans,
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unit data, and types of information is limited. This limitation exists because USAF combat
communications units are geographically separated around the globe, and many are currently
deployed away from their home stations. The tyrannies of distance, time, and operational
demands play a factor in access and availability of the aforementioned resources.

Participants. This study is limited by the number of participants willing to complete
surveys, interviews, and to provide requested information. Although a large sampling plan is
used, there are key participants in the study whose inputs are essential for the data to maintain
relevance.

Bias. The author acknowledges that he is currently a member of an Active Duty combat
communications unit, and therefore possesses a number of pre-existing notions concerning the
quality and effectiveness of Air Force cyber training. To keep these biases from tainting the

results, great effort to remain impartial and to interpret the data fairly was a requirement.

Results
Demographics and Response Distribution
During the two-week window that the survey was open, 67 personnel chose to respond.
Of these, 36.9% were 3D0X2’s, 10.8% were 3D0X3’s, and 52.3% were 3D1X2’s (see figure 11).
Concerning respondent skill levels, 23.1% were 3-levels, 36.9% were 5-levels, 38.5% were 7-
levels, and 1.54% were 9-levels (see figure 12). Concerning rank, 57.8% of respondents were
between the ranks of E1-E4, 34.4% were between E5-E6, and 7.81% were between E7-E9 (see

figure 13).



COMBAT COMMUNICATIONS TRAINING 39

100% 100%

80% 80%

40%
20%
. - - .
0%

3D0X2 3D0X3 301X2 Other - Please 0%
respond in the 3-level 5-level T-level Other - Please
box below respond in the
box balow
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Of those who chose to respond to the survey, 9.2% had served on active duty less than
one year, 15.3% had served between one and two years, 29.2% had served between two and four
years, 18.5% had served between four and 10 years, 12.3% had served between 10 and 15 years,
and 15.4% had served more than 15 years (see figure 14). Concerning time spent serving in a
combat communications unit, 26.2% had served less than one year, 26.2% had served between
one and two years, 24.6% had served between two and four years, and 23.1% had served
between four and 10 years (see figure 15). Nearly 32% of respondents had previously served

with a unit other than combat communications, while 68% had not (see figure 16).
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Figure 16: Service in unit other than combat communications

Concerning deployments, 49% of respondents had previously deployed with a combat
communications unit, while 51% had not (see figure 17). For other deployments not associated

with combat communications, 40% had previously deployed with another unit, and 60% had not

(see figure 18).



COMBAT COMMUNICATIONS TRAINING 41

100%
80%

60%

0%
Yes MNo

Figure 17: Deployed with combat communications unit

100%
B0%:

60%

40%
20%

0%
Yes N

Figure 18: Deployed with unit other than combat communications

Supervisory duties were levied upon 40% of respondents, while 60% had not yet
supervised others (see figure 19). However, 47% of respondents answered that they were in
charge of training others on upgrade training, while 52% were not (see figure 20). Similarly,
52% of respondents answered that they trained others via OJT and for UTC training, while 48%

did not (see figures 21 and 22).
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Of those who chose to answer concerning highest level of academic education attained,
17% had a high school diploma or GED, 37% had some college but no degree, 31% had a CCAF
or associate’s degree, 14% had a bachelor’s degree, and 1% had a master’s degree. No
respondents had attained a PhD (see figure 23).

The 2009 merger affected 30% of respondents. The career field merger did not affect

70% of those surveyed (see figure 224).
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Figure 23: Respondent education distribution Figure 24: 2009 merger distribution

When asked if technical school training helped equip them with the right knowledge to
succeed in a combat communications unit, 19.4% of respondents strongly disagreed, 38.7%
disagreed, 21% were neutral, 21% agreed, and 0% strongly agreed (see figure 25).

When asked if technical school training helped equip them with the right skills to succeed
in a combat communications unit, 24.2% strongly disagreed, 35.5% disagreed, 21% were neutral,
16.1% agreed, and 3.2% strongly agreed (see figure 26).

When asked if technical school training helped equip them with the right abilities to
succeed in a combat communications unit, 20.6% strongly disagreed, 36.5% disagreed, 25.4%

were neutral, 15.9% agreed, and 1.6% strongly agreed (see figure 27).
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Figure 27: Tech school abilities distribution Figure 28: Change tech school distribution



COMBAT COMMUNICATIONS TRAINING 44

When asked if 8570-mandated certifications helped equip them with the right knowledge
to succeed in a combat communications unit, 10.7% of respondents strongly disagreed, 19.6%
disagreed, 33.9% were neutral, 25% agreed, and 10.7% strongly agreed (see figure 29).

When asked if 8570-mandated certifications helped equip them with the right skills to
succeed in a combat communications unit, 10.5% strongly disagreed, 40.4% disagreed, 22.8%
were neutral, 17.5% agreed, and 8.8% strongly agreed (see figure 30).

When asked if 8570-mandated certifications helped equip them with the right abilities to
succeed in a combat communications unit, 12.3% strongly disagreed, 33.3% disagreed, 31.6%
were neutral, 17.8% agreed, and 7% strongly agreed (see figure 31).

Figure 32 shows that 82.1% of respondents plan to pursue other professional
certifications related to the information technology industry, while 17.9% do not. Figure 33
shows that 85.2% of respondents felt there are better industry certifications available, which
would make them more effective at their jobs than those prescribed to them by their AFSC’s
8570 requirement. Figure 34 shows respondents thoughts on the need to change industry
certifications to help make new Airmen more effective in their role as a cyberspace operator or
telecommunications provider; of those surveyed, 16.1% strongly agreed, 35.7% agreed, 26.8%

were neutral, 16.1% disagreed, and 5.4% strongly disagreed.
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Figure 29: 8570 knowledge distribution Figure 30: 8570 skills distribution



COMBAT COMMUNICATIONS TRAINING

45
== . ____ Eg
e Stlrunghy Disagree Neutral Agree Strongly 0% -

Disagree Agree Trua - Pl.eas_e ‘ex?i.a.i‘n.xvlhy ?.au F.alsa: P‘l.eas.e.e?mlanr‘n .v.vhy you
Figure 31: 8570 abilities distribution Figure 32: Certification pursuit distribution
s 100%

BD%
60% —
40% 20%
—

0%
20% trongly Disagree

- Meutral Agree Strongly
- o o
0%

True False

Figure 33: Other certifications distribution Figure 34: Change 8570 trng distribution

When asked if a formal information technology related education helped equip them with
the right knowledge to succeed in a combat communications unit, 5.5% of respondents strongly
disagreed, 18.2% disagreed, 29.1% were neutral, 43.6% agreed, and 3.6% strongly agreed (see
figure 35).

When asked if a formal information technology related education helped equip them with
the right skills to succeed in a combat communications unit, 3.6% strongly disagreed, 21.8%

disagreed, 40% were neutral, 30.9% agreed, and 3.6% strongly agreed (see figure 36).
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When asked if a formal information technology related education helped equip them with
the right abilities to succeed in a combat communications unit, 3.6% strongly disagreed, 16.4%
disagreed, 38.2% were neutral, 38.2% agreed, and 3.6% strongly agreed (see figure 37).

Figure 38 shows respondents thoughts on the need to change information technology
related education to help make new Airmen more effective in their role as a cyberspace operator

or telecommunications provider; of those surveyed, 1.8% strongly disagreed, 16.4% disagreed,

30.9% were neutral, 36.4% agreed, and 14.6% strongly agreed.
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When asked if on-the-job training has helped equip them with the right knowledge to
succeed in a combat communications unit, 5.7% of respondents strongly disagreed, 11.3%

disagreed, 9.4 % were neutral, 41.5% agreed, and 32.1% strongly agreed (see figure 39).
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When asked if on-the-job training has helped equip them with the right skills to succeed
in a combat communications unit, 5.6% strongly disagreed, 9.3% disagreed, 11.1% were neutral,
46.3% agreed, and 27.8% strongly agreed (see figure 40).

When asked if on-the-job training has helped equip them with the right abilities to
succeed in a combat communications unit, 3.7% strongly disagreed, 11.1% disagreed, 14.8%
were neutral, 44.4% agreed, and 25.9% strongly agreed (see figure 41).

Figure 42 shows respondents thoughts on the need to change on-the-job training to help
make new Airmen more effective in their role as a cyberspace operator or telecommunications

provider; of those surveyed, 5.6% strongly disagreed, 16.7% disagreed, 33.3% were neutral,

22.2% agreed, and 22.2% strongly agreed.
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When asking 5-levels if they possessed the requisite career-field knowledge to effectively
train their 3-level subordinates, 0% of respondents strongly disagreed, 3.8% disagreed, 17% were

neutral, 45.3% agreed, and 3.8% strongly agreed (see figure 43).

When asking 5-levels if they possessed the requisite career-field skills to effectively train
their 3-level subordinates, 0% strongly disagreed, 3.7% disagreed, 16.8 % were neutral, 42.6%

agreed, and 7.4% strongly agreed (see figure 44).

When asking 5-levels if they possessed the requisite career-field abilities to effectively
train their 3-level subordinates, 0% strongly disagreed, 3.7% disagreed, 18.5% were neutral,

42.6% agreed, and 5.6% strongly agreed (see figure 45).
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When asking 7-levels if they possessed the requisite career-field knowledge to effectively

train their 3-level subordinates, 0% of respondents strongly disagreed, 1.9% disagreed, 7.6%

were neutral, 35.9 % agreed, and 3.8% strongly agreed (see figure 46).

When asking 7-levels if they possessed the requisite career-field skills to effectively train

their 3-level subordinates, 0% strongly disagreed, 1.9% disagreed, 7.6% were neutral, 34%

agreed, and 5.7% strongly agreed (see figure 47).

When asking 7-levels if they possessed the requisite career-field abilities to effectively

train their 3-level subordinates, 0% strongly disagreed, 1.9% disagreed, 7.6% were neutral, 34%

agreed, and 5.7% strongly agreed (see figure 48).
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Figure 46: 7-lvl trainer knowledge distribution Figure 47: 7-lvl trainer skills distribution
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Figure 48: 7-lvl trainer abilities distribution

When asked if vendor-provided training has helped equip them with the right knowledge

to succeed in a combat communications unit, 11.1% of respondents strongly disagreed, 11.1%

disagreed, 38.9% were neutral, 31.5% agreed, and 7.4% strongly agreed (see figure 49).
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When asked if vendor-provided training has helped equip them with the right skills to

succeed in a combat communications unit, 11.1% strongly disagreed, 11.1% disagreed, 42.6%

were neutral, 27.7% agreed, and 7.4% strongly agreed (see figure 50).

When asked if vendor-provided training has helped equip them with the right abilities to

succeed in a combat communications unit, 11.1% strongly disagreed, 13% disagreed, 42.6%

were neutral, 25.9% agreed, and 7.4 % strongly agreed (see figure 51).

Figure 52 shows respondents thoughts on the need to change vendor-provided training to

help make new Airmen more effective in their role as a cyberspace operator or

telecommunications provider; of those surveyed, 3.7% strongly disagreed, 14.8% disagreed,

48.1% were neutral, 14.8% agreed, and 18.5% strongly agreed.
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Strongly Disagree Meutral Agree Strongly
Disagree Agree

Figure 51: Vendor abilities distribution
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When asked if unit type code training has helped equip them with the right knowledge to
succeed in a combat communications unit, 0% of respondents strongly disagreed, 13.5%
disagreed, 42.3% were neutral, 40.4% agreed, and 3.9% strongly agreed (see figure 53).

When asked if unit type code training has helped equip them with the right skills to
succeed in a combat communications unit, 5.8% strongly disagreed, 17.3% disagreed, 42.3%
were neutral, 34.6% agreed, and 0% strongly agreed (see figure 54).

When asked if unit type code training has helped equip them with the right abilities to
succeed in a combat communications unit, 5.8% strongly disagreed, 17.3% disagreed, 42.3%
were neutral, 34.6% agreed, and 0% strongly agreed (see figure 55).

Figure 56 shows respondents thoughts on the need to change unit type code training to
help make new Airmen more effective in their role as a combat communicator; of those

surveyed, 1.9% strongly disagreed, 3.8% disagreed, 65.4% were neutral, 19.2% agreed, and

9.6% strongly agreed.
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Figure 57 shows responses to the statement, “I feel confident that if I left tomorrow, I
could successfully complete a combat communications deployment with no one else from my
AFSC along to help me.” Of those surveyed, 13.7% strongly disagreed, 29.4% disagreed, 13.7%

were neutral, 31.4% agreed, and 11.8% strongly agreed with this statement.
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Figure 57: Respondent training confidence distribution

Figure 58 shows respondents’ opinions on how long they feel it takes an Airmen to
become confident and comfortable enough on the equipment to operate it independently. Of
those surveyed, 3.9% chose 1 to 3 months, 3.9% chose 3 to 6 months, 35.3% chose 6 months to 1
year, 43.1% chose 1 to 2 years, and 13.7% chose more than 2 years.
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Figure 58: Respondent perceived training timeline distribution
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Figure 59 shows responses to the statement, “I feel that the 3DXXX career field merger
in 2009 negatively affected the quality of the on-the-job training that I can provide to my
subordinates.” Of those surveyed, 2% strongly disagreed, 5.9% disagreed, 17.7% were neutral,
7.8% agreed, and 9.8% strongly agreed with this statement.

Figure 60 shows responses to the statement, “I feel that the 3DXXX career field merger
in 2009 negatively affected the quality of the on-the-job training that I receive from my
superiors.” Of those surveyed, 2% strongly disagreed, 3.9% disagreed, 21.6% were neutral, 9.8%

agreed, and 9.8% strongly agreed with this statement.
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Figure 59: 2009 merger’s effect on training quality to subordinates
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When asked if the Air Force had done enough to properly equip them after the 2009
3DXXX career field merger with the right technical knowledge to succeed in their AFSC as a
technician and as a supervisor, 5.9% of respondents strongly disagreed, 19.6% disagreed, 15.7%
were neutral, 2% agreed, and 0% strongly agreed (see figure 61).

When asked if the Air Force had done enough to properly equip them after the 2009
3DXXX career field merger with the right technical skills to succeed in their AFSC as a
technician and as a supervisor, 5.9% strongly disagreed, 17.7% disagreed, 15.7% were neutral,
4% agreed, and 0% strongly agreed (see figure 62).

When asked if the Air Force had done enough to properly equip them after the 2009
3DXXX career field merger with the right technical abilities to succeed in their AFSC as a

technician and as a supervisor, 5.9% strongly disagreed, 17.7% disagreed, 15.7% were neutral,

4% agreed, and 0% strongly agreed (see figure 63).
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Figure 61: Merger knowledge distribution Figure 62: Merger skills distribution
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Discussion
Results Related to Hypotheses

The hypothesis that stated, “USAF technical school training does not equip students with
the right tools to succeed in a combat communications unit,” was shown to be true. In the
Quantitative analysis, more than 50% of respondents provided negative feedback about the
training they received at technical school, while less than 20% provided positive feedback about
their training experience. This feedback complimented the 60% of respondents who felt technical
school needs to change to make Airmen more effective at their first duty station.

Qualitative feedback from respondents revealed that most felt technical school was too
broad in nature, outdated, and not hands-on enough to provide true depth of learning in any
specific career field. Respondents also discussed the lack of focus on tactical communications
theory or equipment at technical school, pointing to the very niche mission of the USAF’s
limited combat communications squadrons as the cause. The USAF training model uses a
combination of technical school, upgrade training, UTC training, and OJT to build increased
proficiencies in knowledge, skills, and abilities. Each of these training types is tailored to focus
heavily on a specific development area; in this case, technical school should provide a firm
foundational knowledge of the career field to Airmen, for follow on units to build on through
OJT, UTC, and upgrade training. However, results of this study found that respondents did not
feel technical school does enough to provide them with a firm foundational knowledge or
prepare them to enter a combat communications unit.

The hypothesis that stated, “USAF-mandated 8570 training does not equip students with
the right tools to succeed in a combat communications unit,” was shown to be true. Quantitative

analysis showed that the majority of respondents felt at best neutral about the 8570 training they
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had received thus far; most felt that the mandated training aided in helping knowledge, but not
skills or abilities. The telling data for this question came when asking respondents about their
views on additional certifications; over 80 percent planned to pursue additional certifications,
and 85% felt that additional industry certifications would help make them more effective at their
jobs than today’s Security+ requirement.

Qualitative feedback indicated that most respondents saw at least some work-related
value in attaining a Security+ certification; however, most felt that Security+ alone was not
nearly enough to help them develop or prove proficiencies for their daily work. Respondents
pointed to the fact that while security is one aspect of their work-related responsibilities, it is not
the primary focus for most of them.

Worth noting is repeated reference to the fact that the Air Force does not operate across a
standardized inventory of hardware or software; this makes it difficult to mandate service-wide
8570 training that is focused on vendor-specific technologies to help build skills and abilities.
However, certifications are available that drive students to pursue a depth of knowledge that is
more focused and applicable to career-field specific responsibilities.

If anything, current 8570 mandates for the Air Force communications career fields are
not enough; Security+ is certainly a good starting point that helps the Air Force better secure its
networks by building standardized security knowledge its technicians, but it does not provide the
KSAs that matter most to technicians dealing with career-field specific technical problems.

The hypothesis that stated, “Formal academic education does not equip students with the
right tools to succeed in a combat communications unit,” was shown to be inconclusive. After
the survey was released, it became apparent that the words “formal academic education” in

questions 29-32 were misconstrued by some respondents to mean something other than
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“undergraduate or graduate education.” However, the quantitative responses provided by
participants aligned with what one would expect from a higher-education learning program; the
majority of respondents felt that formal academic education provided them with key knowledge
and abilities that helped them succeed in a combat communications unit, but not necessarily with
trade-craft related skills.

Qualitative responses that focused on the college aspect of formal education aligned with
what Yannakogeorgos and Geis theorized, with one respondent even stating that, “seeking
personal education in the IT field filled in large holes left by the Air Force Training programs.”
Note that although 67% of respondents had some college experience or a CCAF, only 15% of
had a bachelor’s degree or above. This is important because a CCAF is generally earned by
applying credits earned directly from technical school; therefore, those with a CCAF may not
have received any additional career-related formal education after finishing technical school.
These respondents will likely have provided the same feedback about the effects of technical
school on their KSAs as they did for formal education, as the two consist of largely the same
coursework. Those working toward or currently in possession of a bachelor’s degree will likely
have a better understanding of the additional effects college has had on their KSAs.

The hypothesis that stated, “Unit provided on-the-job training does not equip students
with the right tools to succeed in a combat communications unit,” was shown to be false.
Quantitative analysis showed that the vast majority of respondents felt that OJT helped equip
them with the KSAs needed to succeed in a combat communications unit. However, this
feedback contradicts responses to question #37, which showed that nearly 45% of respondents
felt that OJT needed to change to provide more effective training.

Qualitative feedback pointed to a lack of time, unqualified trainers, and technicians’ poor
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foundational knowledge as the three primary factors negatively affecting the quality of OJT. The
feedback concerning unqualified trainers seems to contradict the viewpoints of the trainers
themselves, as the majority of five-levels and seven-levels indicated that they felt they possessed
the requisite KSAs to effectively train their three-level subordinates. In any case, many
respondents indicated that OJT remains the most directly applicable training mechanism for
combat communicators to develop their KSAs.

The hypothesis that stated, “Vendor supplied training does not equip students with the
right tools to succeed in a combat communications unit,” was shown to be inconclusive.
Although quantitative analysis showed a slightly more positive inclination toward the value of
vendor-supplied training on KSAs, the majority of respondents remained neutral in their
opinions of the value of such training. This likely has to do with feedback generated from the
qualitative analysis, which showed that many respondents had never received vendor-supplied
training on specific equipment or technologies, which limited the their ability to provide
constructive feedback in this area. However, nearly all free responses indicated an interest in
attending vendor supplied training; the common perception amongst these respondents was that
such training provides specialized KSAs otherwise unavailable through traditional Air Force
training mechanisms. Delivery of vendor-supplied training must be deliberately timed, provided
to technicians once they become adequately familiar with the unique technologies employed by
combat communications units and better understand the KSAs needed to effective operate those
technologies.

The hypothesis that stated, “Unit provided unit type code training does not equip students
with the right tools to succeed in a combat communications unit,” was shown to be inconclusive.

Although quantitative analysis revealed a positive trend in favor of UTC training, the majority of
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respondents remained neutral when considering its effect on the focused development of KSAs.
Strangely, an overwhelming majority remained neutral when offered the chance to change UTC
training, possibly indicating that the training is adequately sufficient to meet the force’s needs
but not exemplary enough to keep it from being changed for the better. Another possibility is that
the term “UTC training” could be have been taken to mean training from a variety of sources, to
include those already built into CFETP upgrade training; this lack of clarity may have made
some respondents wary to passionately respond for or against changing such training.

The hypothesis that stated, “The 2009 3DXXX career field merger did not negatively
affect the quality of unit provided combat communications training,” was shown to be false.
After quantitative analysis, most respondents indicated that the merger negatively affected their
ability to train their subordinates, and negatively affected the training that they received from
their superiors. Less than four percent of respondents effected by the 2009 career field merger
felt that the Air Force has done enough to properly equip them with the right KSAs to succeed in
their AFSCs as technicians and supervisors.

Qualitative responses generally validated the concern that mid-level NCOs who were
enlisted in the USAF during the 2009 merger, and who are now responsible for overseeing
critical OJT, UTC, and upgrade training of others, may not possess the appropriate KSAs to

effectively train their subordinates or grow technical experts in the force.

Future Research
There are two more populations that should be considered in future studies related to the
same topic. Although this study focused solely on the active duty, the majority of the combat

communications community is assigned to the guard or reserve. Personnel assigned to these units
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have often been in the community much longer than their active duty counterparts, and in many
cases serve in IT-related occupations in their day-to-day work outside of the USAF. Extending
an invitation to these units to participate in a similar study would help researchers better
understand the effects of training on the community as a whole. It may also prove informative to
survey the active duty force again after the combat communications field training unit has better
established itself, to measure the effects of that training on the technicians’ KSAs.

The other population that should be considered in a follow on study is a sampling of
3DXXX personnel from across the greater USAF, specifically those associated with units outside
of combat communications. Feedback on the USAF training pipeline from their perspective,
from technical school to OJT training and beyond, would help better inform the effectiveness of
training on the total force; such a study may prove a catalyst for change in how the USAF

conducts training and focuses its training resources.

Summary

This study explored the effectiveness of the entry-level information technology (IT)
technical training methodology currently employed by the United States Air Force (USAF).
Effectiveness in this case meant the capability to deliberately grow the knowledge, skills, and
abilities of employees, as defined by NICE framework.

The study showed that technical school training and 8570 industry certification training
both require dramatic change if they are to make a meaningful difference in preparing entry-level
Airmen to face the challenges of the daily workplace. However, the study also showed that on-
the-job training in the combat communications community is adequate and effective in equipping

Airmen for success in a combat communications unit.
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The study was unable to definitively answer whether or not formal college education,
vendor-supplied training, or unit type code training effectively grow the KSAs of Airmen to
adequately prepare them to succeed in combat communications units.

Finally, the study showed that the 2009 career field merger negatively affected the quality
of unit-provided combat communications training. Non-commissioned officers who participated
in the study revealed that the Air Force’s failure to focus on developing the KSAs of those
personnel caught up in the transition caused a cascading effect on the quality of training they
were able to provide to younger members of the force.

The results of this study show that entry-level combat communicators are often thrust
into an operating environment that they are not adequately trained to handle, and call into
question the effectiveness of the USAF’s overall training strategy for its 3DXXX personnel.
Exploring the impacts of entry-level IT training on other communications specialties across the
Air Force would further prove or disprove this observation, and might better inform training

strategies for IT organizations outside of the USAF.

Recommendations
The combat communications community should continue to focus on growing and
refining the portions of the training pipeline under its direct control. Emphasis from all levels on
the importance of OJT and UTC training cannot be understated; this hands-on training is
invaluable for new combat communicators, and is going to get them the “most ready” to
effectively deploy with the equipment. Vendor training should be made readily available to every
combat communicator, once they have displayed a level of knowledge, skills, and abilities to

make such training worthwhile. This training creates a depth of knowledge essential to growing
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experts in the force. Formal college education also continues to play an important role in the
development of skilled technicians; the community should continue to push its members to
pursue undergraduate and graduate degrees in information technology related fields.

The Air Force should take a hard look at how it conducts 3DXXX technical school
training. A more relevant, focused, hands-on curriculum should be used, which emphasizes
developing specific KSAs of Airmen before sending them on to their first assignment. Although
8570 Security+ is a DoD requirement, the Air Force should consider the incorporation of
additional career-specific industry certifications into its mandatory requirements for various
AFSC CFETPs.

Without these changes, the Air Force should reconsider whether or not first-term Airmen,
who have little to no career field experience, should be assigned to combat communications
units. The simple fact remains that these units could deploy at a moment’s notice, and that every
person assigned to them must possess the KSAs to perform on the equipment and with little to no
outside help. Inculcation in deliberate, lower-risk environments with more supervisory oversight
may be the best way to prepare Airmen before sending them on to serve with combat
communications units.

Finally, any notion by the USAF to further merge the cyber or communications career
fields should meet strong resistance. These actions create technicians whose KSAs are overbroad
and underdeveloped. Absent a well-executed reeducation and retraining plan, such actions also
undermine the USAF’s training strategy, as it places unqualified NCOs in the awkward position
of providing career field specific guidance and OJT to new airmen, ultimately diluting the value

of the training that they provide.
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Appendix A

Survey Questions

Entry Level Training for Combat Communications Personnel

Thank you for participating in our survey. Your feedback is important, and your answers will be
COMPLETELY ANONYMOUS.

I, Josh Larson, am a student at American Public University, (APUS) and with the guidance of my instructor, Professor William
Mcconnell, | have been approved by your Commander and by the APUS Institutional Review Board to conduct research on the
effectiveness of entry-level technical skills fraining provided to new United States Air Force Airmen in combat communications units.
No deception is involved, and the study involves no more than minimal risk to participants (i.e., the level of risk encountered in daily

Iife).

You are invited to participate in this research project because you are a 3D0X2, 3D0X3, or 3D1X2 in a combat communications unit, or
because you oversee the training and management of combat communicators in those career fields.

Your participation in this research study is voluntary. If you decide not to participate, you will not be penalized. However, if you decide to
participate, you may withdraw from the study at any time without penalty. You may choose to skip any questions you do not wish to
answer.

Participation in the study typically takes 20 minutes and is completely anonymous. Participants will be asked to complete an online
survey. When data is reported, responses from individual participants will not be identified. Data will be reported in aggregate, and in
the final report only.

All data is stored in a password protected electronic format. The data may be shared with my instructor, Professor William Mcconnell.
This research has been reviewed according to American Public University System IRB procedures for research involving human

subjects. If you have any questions about the research study, please contact: the IRB Chair at American Public University System,
apus-irb@apus.edu.

*ELECTRONIC CONSENT:
By selecting AGREE, you consent that:
. You have read and understand the information above regarding this study;

. You are voluntarily agreeing to participate in this study and understand that you can opt out at any
time without penalty; and

. You are at least 18 years of age.
By selecting DISAGREE, you do not wish to participate in the research study, and may exit your browser.
Please select your choice below:

Agree

Disagree
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Demographic Questions

What is your AFSC?
3D0X2
3D0X3
3D1X2

Cther - Please respond in the box below

What is your AFSC skill level?
3-level
5-level
T-level

Other — Please respond in the box below

What is your rank?
E1-E4
E5-E6
E7-ES
01-03

Other — Please respond in the box below

How many years of active duty service have you served?
Less than 1 year
Between 1 and 2 years

Between 2 and 4 years

Between 4 and 10 years
Between 10 and 15 years

More than 15 years
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Are you a supervisor?
Yes

No

Are you formally charged with training others on upgrade training?
Yes

No

Are you formally charged with training others on on-the-job-training?
Yes

No

Are you formally charged with training others on Unit Type Code (UTC) training?
Yes

No

Are you formally charged with training others on any other kind of training?
Yes — please describe the training you provide in the box below

No

Please describe the training you provide

How many years have you served in a combat communications unit?

Less than 1 year Between 4 and 10 years
Between 1 and 2 years Between 10 and 15 years
Between 2 and 4 years More than 15 years

Have you ever deployed with a combat communications unit?
Yes

No
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Have you ever served in a unit other than combat communications?
Yes
No

Please list other types of units you have served with, but do not list the unit specifically (i.e., "base comm" or "ASOS" is acceptable, bu]
"the 9th CS" is not.

Have you ever deployed with a non-combat communications unit?
Yes

No

Please select your highest level of formal academic education

High school or GED Bachelor's degree
Some college, but no degree Master's degree
CCAF or Associate’s degree PhD

Did your assigned career field change as a result of the 2009 3DXXX career field merger?

Yes

No

1
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Technical School Training

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

Technical school equipped me with the right technicalknowledge to succeed in a combat communications
unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Technical school equipped me with the right technicalskills to succeed in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Technical school equipped me with the rightabilities to succeed in a combat communications unit
Strongly Disagree Agree
Disagree Strongly Agree

Neutral
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Technical school needs to change, to help make new cyberspace/telecommunications Airmen more
effective at their first duty station

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments conceming how technical school should change to help make new
cyberspace/telecommunications Airmen more effective at their first duty station in the box below

Please provide any other comments you may have concerning the training you received at technical
school, as it applies to your ability to succeed as a member in a combat communications unit
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8570 Training

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

My 8570-mandated industry certification (Security+) helped equip me withknowledge needed to succeed
in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

My 8570-mandated industry certification (Security+) helped equip me withskills needed to succeed in my
job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

My 8570-mandated industry certification (Security+) helped equip me withabilities needed to succeed in
my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree

Neutral
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| plan to pursue other professional certifications related to the information technology industry
True - Please explain why you plan on pursuing additional industry-related professional certifications in the box below

False - Please explain why you do not plan on pursuing additional industry-related professional certifications in the box below

Please add your comments in the box below

There are better industry certifications available, which would make me more effective at my job, than
those prescribe to me by my AFSC’s 8570 requirement

True

False

Please provide more details in the box below
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Industry certifications needs to change, to help make new Airmen more effective in their role as a
cyberspace operator or telecommunications provider

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments in the box below

Please provide any other comments you may have concerning your 8570-mandated industry certification,
as it applies to your ability to succeed as a member in a combat communications unit
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Formal Education

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

My formal information technology-related education helped equip me withknowledge needed to succeed in
my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

My formal information technology-related education helped equip me withskills needed to succeed in my
job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

My formal information technology-related education helped equip me withabilities needed to succeed in
my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree

Neutral
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Formal information technology-related education needs to change, to help make new Airmen more effective
in their role as a cyberspace operator or telecommunications provider

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments in the box below

Please provide any other comments you may have concerning your undergraduate or graduate education,
as it applies to your ability to succeed as a member in a combat communications unit
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On The Job Training (OJT)

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

The on-the-job-training | have received since arriving at the unit has helped equip me with th&knowledge
needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

The on-the-job-training | have received since arriving at the unit has helped equip me with theskills
needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

The on-the-job-training | have received since arriving at the unit has helped equip me with thabilities
needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree

Neutral
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On-the-job-training needs to change, to help make new Airmen more effective in a combat communications
unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments in the box below

Please provide any other comments you may have concerning the on-the-job-training you have received
since arriving at the unit, as it applies to your ability to succeed as a member in a combat communications
unit

82



COMBAT COMMUNICATIONS TRAINING

Training Others

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

As a 5-level in my AFSC, | feel that | possess the requisite career-fielcknowledge to effectively train my 3-
level subordinates

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

As a 5-level in my AFSC, | feel that | possess the requisite career-fieldskills to effectively train my 3-level
subordinates

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

As a 5-level in my AFSC, | feel that | possess the requisite career-fieldabilities to effectively train my 3-
level subordinates

Strongly Disagree Agree
Disagree Strongly Agree

Neutral N/A
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As a 7-level in my AFSC, | feel that | possess the requisite career-fielcknowledge to effectively train my 3-
level subordinates

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

As a 7-level in my AFSC, | feel that | possess the requisite career-fieldskills to effectively train my 3-level
subordinates

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

As a 7-level in my AFSC, | feel that | possess the requisite career-fieldabilities to effectively train my 3-
level subordinates

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

Please provide any other comments you may have concerning your ability to train your 3-level subordinates
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Vendor Supplied Training

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

The additional vendor-supplied training | have received since arriving at the unit has helped equip me with
the knowledge needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

The additional vendor-supplied training | have received since arriving at the unit has helped equip me with
the skills needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

The additional vendor-supplied training | have received since arriving at the unit has helped equip me with
the abilities needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree

Neutral
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Vendor-supplied training needs to change, to help make new Airmen more effective in their role as a
combat communicator

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments in the box below

Please provide any other comments you may have concerning the vendor-supplied training you have
received, as it applies to your ability to succeed as a member in a combat communications unit
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Unit Type Code Training

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

The Unit Type Code (UTC) training | have received since arriving at the unit has helped equip me with the
knowledge needed to succeed in my job in a combat communications unit

Strongly agree Disagree
Agree Strongly disagree
Neutral

The Unit Type Code (UTC) training | have received since arriving at the unit has helped equip me with the
skills needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

The Unit Type Code (UTC) training | have received since arriving at the unit has helped equip me with the
abilities needed to succeed in my job in a combat communications unit

Strongly Disagree Agree
Disagree Strongly Agree

Neutral
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Unit Type Code training needs to change, to help make new Airmen more effective in their role as a combat
communicator

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments in the box below

Please provide any other comments you may have concerning the Unit Type Code (UTC) training you have
received since arriving at the unit, as it applies to your ability to succeed as a member in a combat
communications unit
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Job Competency Questions

| feel confident that if | left tomorrow, | could successfully complete a combat communications deployment
with no one else from my AFSC along to help me.

Strongly Disagree Agree
Disagree Strongly Agree
Neutral

Please provide additional comments in the box below

To be truly effective in a combat communications unit, | feel that it takes about this long to become
confident and comfortable to operate the equipment independently, or on my own with little to no help from

others.
1to 3 months 1to 2 years
3te 6 months Mere than 2 years

6 months to 1 year

Please add any other comments you may have in the box below

Please provide any other comments you may have concerning how long it takes to build a cyberspace
operator that is capable of operating independently in a combat communications unit.
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Career Field Merger Questions

The following section asks a set of similar questions, differentiated by knowledge, skills, and
abilities.

Definitions:

Knowledge, Skills, and Abilities (KSAs) are the attributes required to perform work roles and are
generally demonstrated through relevant experience, education, or training.

Knowledge is a body of information applied directly to the performance of a function.

Skill is often defined as an observable competence to perform a learned psychomotor act. Skills in
the psychomotor domain describe the ability to physically manipulate a tool or instrument like a
hand or a hammer. In certain cyberspace career fields, skills may also involve applying tools,
frameworks, processes, and controls that have an impact on the cyber posture of an organization
or individual.

Ability is competence to perform an observable behavior or a behavior that results in an observable
product.

| feel that the 3DXXX career field merger in 2009 negatively affected the quality of the on-the-job training
that | can provide to my subordinates.

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

| feel that the 3DXXX career field merger in 2009 negatively affected the quality of the on-the-job training
that | receive from my superiors.

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

Since merging into my 3DXXX career field in 2009, | feel that the Air Force has done enough to properly
equip me with the right technical knowledge to succeed in my AFSC as a technician and as a supervisor

Strongly Disagree Agree
Disagree Strongly Agree

Neutral N/A
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Since merging into my 3DXXX career field in 2009, | feel that the Air Force has done enough to properly
equip me with the right technical skills to succeed in my AFSC as a technician and as a supervisor

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

Since merging into my 3DXXX career field in 2009, | feel that the Air Force has done enough to properly
equip me with the right technical abilities to succeed in my AFSC as a technician and as a supervisor

Strongly Disagree Agree
Disagree Strongly Agree
Neutral N/A

Please provide any other comments you may have concerning the 2009 3DXXX career field merger, as it
applies to your ability to succeed as a technician, trainer, and supervisor in a combat communications unit
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Final Comments

ns training.
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Appendix B

Survey Responses

Q1 ELECTRONIC CONSENT: By selecting AGREE, you consent that:

. You have read and understand the information above regarding this
study;* You are voluntarily agreeing to participate in this study and
understand that you can opt out at any time without penalty; and »

You are at least 18 years of age.By selecting DISAGREE, you do not
wish to participate in the research study, and may exit your browser.

T100%:

B80%

60%

40%

20%

ANSWER CHOICES
Agree (1)

Disagree (2)
TOTAL

BASIC STATISTICS

Minimum
1.00

Please select your choice below:

Answered: 67  Skipped: 0

Agree Disagree
RESPONSES
98.51% 66
1.4%% 1
67
Maximum Median Mean Standard Devialion

200 1.00 1.01 0.12
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Q2 What is your AFSC?
Answered: 65  Skipped: 2
100%
BO%
60%
40%
20%
0%
3D0X2 3D0X3 3012
ANSWER CHOICES
300X2 (1)
30D0X3 (2)
ID1X2 (3)
Other - Please respond in the box below (4)
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean
1.00 3.00 3.00 215
# OTHER - PLEASE RESPOND IN THE BOX BELOW

There are no responses.

Other - Please
respond in the
box below

RESPONSES
36.92%
10.77%
52.31%

0.00%

Standard Deviation
0.93

DATE
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Q3 What is your AFSC skill level?

Answered: 65
100%
80%
60%
40%
- -
h
3-level S-lewvel
ANSWER CHOICES
3-level (1)
S-level (2)
T-level (3)
Other - Please respond in the box below (4)
TOTAL
BASIC STATISTICS
Minimum Maximum Median
1.00 4.00 2,00
# OTHER - PLEASE RESPOND IN THE BOX BELOW

1 9-level

Skipped: 2

T-level

Mean
218

Other - Please
respond in the
box below

RESPONSES
23.08%
36.92%
38.46%

1.4%

Standard Deviation
0.80

DATE
5/2972018 11:46 AM

15

24

25

65
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Q4 What is your rank?
Answered: 64 Skipped: 3
100%
80%
60%
40%
20%
r—
0%
ES-E6 ET-ES 0103 Other -
Please
respond in
the box below
ANSWER CHOICES RESPONSES
E1-E4 (1) 57.81%
ES5-E6 (2) 34.38%
E7-E9(3) 7.81%
01-03 (4) 0.00%
Other - Please respond in the box below (5) 0.00%
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 3.00 1.00 1.50 0.64
# OTHER - PLEASE RESPOND IN THE BOX BELOW DATE

There are no responses.

7
22

EOOUN
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Q5 How many years of active duty service have you served?

Answered: 65  Skipped: 2

100%
BO%
60%
40%
N j— - = |
0%
Less than Between 1 Between 2 Between 4 Between 10 More than
1 year and 2 years and 4 years and 10 and15 15 years
years years
ANSWER CHOICES RESPONSES
Less than 1 year (1) 9.23%
Between 1 and 2 years (2) 15.38%
Between 2 and 4 years (3) 29.23%
Between 4 and 10 years (4) 18.46%
Between 10 and 15 years (5) 1231%
More than 15 years (6) 15.38%
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 6.00 3.00 355 1.5
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Q6 Are you a supervisor?

Answered: 65 Skipped: 2

100%
80%
60%
40%
20%
o
Yes No
ANSWER CHOICES RESPONSES
Yes (1) 40.00% 26
No (2) 60.00% 39
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 2.00 2.00 160 0.49
Q7 Are you formally charged with training others on upgrade training?
Answered: 65  Skipped: 2
100%
BO%
60%
40%
20%
%
No
ANSWER CHOICES RESPONSES
No (2) 52.31% 34
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewiation
1.00 2.00 2.00 1.52 0.50
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Q8 Are you formally charged with training others on on-the-job-training?

Answered: 65  Skipped: 2

100%
80%
60%
40%
20%
o
Yes No
ANSWER CHOICES RESPONSES
Yes (1) 52.31% 34
No (2) 47.69% 3
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 200 1.00 148 0.50

Q9 Are you formally charged with training others on Unit Type Code
(UTC) training?

Answered: 65 Skipped: 2

100%:

B0%

60%

40%

20%

o
Yes Mo

ANSWER CHOICES RESPONSES
Yes (1) 52.31% 34
No (2) 47.69% K}
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 2.00 1.00 148 0.50
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Q10 Are you formally charged with training others on any other kind of
training?
Answered: 64  Skipped: 3
100%
80%
60%
40%
20%
%
Yes - please describe the No
training you provide in the box
bndow
ANSWER CHOICES RESPONSES
Yes - please describe the training you provide in the box below (1) 15.63% 10
No (2) B4.38% 54
TOTAL B4
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 2.00 2.00 1.84 0.36
# PLEASE DESCRIBE THE TRAINING YOU PROVIDE DATE
1 All the OJT and tasks 6/1/2018 10:15 AM
2 Day lo day processes and forklift operations. 6/1/2018 9:05 AM
3 | am charged with training and guiding NCOs on their duties as supervisors as wel as leaching 6/1/2018 2:19 AM
them how lo become effective leaders and managers.
4 Vehicle training, addtional duty training, elc 5/31/2018 1:25 PM
5 | am qualified o train on bolh the LMTV and the Polaris 5312018 1:07T PM
6 IMDS 5/31/2018 12:40 PM
7 Being a greal airman, following the Air Force core values. 573172018 82T AM
] COMSEC Training 5/29/2018 7:44 AM
9 Jjust arrived, haven really been changed with providing any training yet, fm not spun up on any of 572472018 3114 PM
the equipment lo provide any training as of now.
10 SABC 572472018 21T PM
11 Not at this time because | recently retrained 572412018 1:30 PM
12 NCC-D sustainment training. Use of AAHOC, WSUS, Solarwinds , Wireshark and Managing end 5/24/2018 11:50 AM
users devices.
13 Basic COMSEC training for the unit's users for 3 workcenters 52272018 12:17 AM
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Q11 How many years have you served in a combat communications unit?

Answered: 65  Skipped: 2

100%
80%
80%
40%
; - - . -
o
Less than Between 1 Between 2 Between 4 Between 10 More than
1year and 2 years and 4 years and 10 and 15 15 years
years years
AMNSWER CHOICES RESPONSES
Less than 1 year (1) 26.15% 17
Between 1 and 2 years (2) 26.15% 17
Between 2 and 4 years (3) 24.62% 16
Between 4 and 10 years (4) 23.08% 15
Between 10 and 15 years (5) 0.00% o
More than 15 years (B) 0.00% i)
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 4.00 200 245 1.1
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102

Q12 Have you ever deployed with a combat communications unit?

100%
80%
60%
40%
20%
%
ANSWER CHOICES
Yes (1)
No (2)
TOTAL

BASIC STATISTICS

Minimum
1.00

Yes

Maximum
2.00

Answered. 65

Median
2.00

Skipped: 2

RESPONSES
49.23%

50.77%

Mean
1.51

32
33
65

Standard Deviation
0.50
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Q13 Have you ever served in a unit other than combat communications?

Answered: 65  Skipped: 2

100%

BO%

60%

40%

20%

0%
Yes No

ANSWER CHOICES RESPONSES
Yes (1) 32.31% 21
No (2) 67.69% dd
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 200 2.00 1.68 0.47
# PLEASE LIST OTHER TYPES OF UNITS YOU HAVE SERVED WITH, BUT DO NOT LIST THE DATE

UNIT SPECIFICALLY (LE., "BASE COMM" OR "ASOS" IS ACCEPTABLE, BUT "THE 9TH CS"

[T - - I - - B ¥ L DR N R

e R
@D AW N = O

1S NOT.

Research Lab, inteligence squadron, NOSC
ACOMS

5th Mob the entire time

AFCENT Base Comm

Base comm

Base Comm JSOTF Special Operations
Base Comm IS AOC MCCS

Base Comm Green Door

mabile Comm unit

BMT, AF Tech School at Keesler, AFB.
Base Comm, Intel Support

Varying tiers of base comms.

AFMC, AMC, PACAF (base comms)

ACS

base comm ACS Instructor Missile Comm Telephone expeditionary comm
Base Comm Support Squadron

6/1/2018 10:24 AM
6/1/2018 10:20 AM
6/1/2018 10:17 AM
6/1/2018 9:05 AM
6/1/2018 8:59 AM
6/1/2018 8:09 AM
6/1/2018 2:52 AM
6/1/2018 2:18 AM
5/31/2018 1241 PM
5/31/2018 8:27 AM
5/30/2018 9:46 AM
5/29/2018 11:46 AM
5/29/2018 10:00 AM
57292018 7:44 AM
5/24/2018 3:14 PM
5/24/2018 1:30 PM
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17 608th ACOMS - AOC 693 1SS - DCGS (DGS-4) Kandahar, AG - Gorgon Stare PED EUCOM 5/24/2018 11:50 AM
Parinership Inlegration Enlerprise (EPIE) - USAFE A1 ACOS 92 ARW 92 ARS 92 AMXS
18 Base Comm 5/24/2018 10:00 AM
19 ASOS base level support Combat Comm. Flight 5/22/2018 11:53 AM
20 base comm, intel squadron 5/22/2018 9:53 AM
21 ACS, ASOS 5/22/2018 9:36 AM
22 Varying suppor liers of base communications. 5/22/2018 8:34 AM
23 Base Comm Operations Support Sq USSTRATCOM/JE 5/22/2018 1217 AM
Q14 Have you ever deployed with a non-combat communications unit?
Answered: 65  Skipped: 2

100%

80%

60%

40%

20%

0%
Yes No

ANSWER CHOICES RESPONSES
Yes (1) 40.00% 26
No (2) 60.00% 39
TOTAL 65
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 2.00 2.00 1.60 0.49
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Q15 Please select your highest level of formal academic education

100%
BO%
60%
40%
20%
0%

High

school or
GED

ANSWER CHOICES

High school or GED (1)

Some college, but no degree (2)
CCAF or Associate’s degree (3)
Bachelor's degree (4)

Master's degree (5)

PhD (6)
TOTAL

BASIC STATISTICS

Minimum
1.00

Some

college,

but no
degree

Maximum

Answered: 65  Skipped: 2

CCAF or Bachelor's Master's PhD
Associate's degree degree
degree

RESPONSES
16.92%
36.92%
30.77%
13.85%
1.54%

0.00%

Median Mean
2.00 246 0.98

Standard Deviation

105
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Q16 Did your assigned career field change as a result of the 2009

1W00%

BO%

60%

40%

20%

0%

ANSWER CHOICES
Yes (1)

No (2)
TOTAL

BASIC STATISTICS

Minimum
1.00

3DXXX career field merger?

Answered: 65 Skipped: 2

Yes Mo
RESPONSES
30.77% 20
69.23% 45
65
Maximum Median Mean Standard Deviation

2.00 2.00 1.69 0.46
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Q17 Technical school equipped me with the right technical knowledge to
succeed in a combat communications unit

Answered: 63  Skipped: 4

100%
BO%
60%
40%
N - _ -
0%
Strongly Disagree Meutral Agree
M esoran
ANSWER CHOICES RESPONSES
Strongly Disagree 19.35% 12
Disagree 38.71% 24
Neutral 2097% 13
Agree 2097% 13
TOTAL e
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 2.00 248 1.07
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Q18 Technical school equipped me with the right technical skills to

100%

80%

60%

40%

0%

ANSWER CHOICES
Strongly Disagree (1)
Disagree (2)

Neutral (3)

Agree (4)

Strongly Agree (5)
TOTAL

BASIC STATISTICS

Minimum
1.00

succeed in a combat communications unit

Answered: 62

Strongly
Disagree

Disagree

Maximum

5.00

Neutral

Median
2.00

Skipped: 5

Agree

RESPONSES
24.19%

35.48%
2097%
16.13%

3.23%

Mean
239

Strongly
Agree

Standard Deviation
i1

108

15
22
13

10

62
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Q19 Technical school equipped me with the right abilities to succeed in a
combat communications unit

Answered: 63  Skipped: 4

100%
80%
60%
40%
20%
0%
Strongly
Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 2063% 13
Disagree (2) 3651% 23
Neutral (3) 25.40% 16
Agree (4) 15.87% 10
Slrnngly Agree {5} 1.59% 1
TOTAL 63
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 2.00 241 1.03
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Q20 Technical school needs to change, to help make new
cyberspace/telecommunications Airmen more effective at their first duty

station
Answered: 63  Skipped: 4
100%

80%

60%

40%

- -

o I
Strongly Disagree Neutral Agres Strongly
Disagree Agree

ANSWER CHOICES RESPONSES
Strongly Disagree (1) 1.59% 1
Disagree (2) 9.52% 6
Neutral (3) 2540% 16
Agree (4) 2B57% 18
Strongly Agree (5) 34.92% 22
TOTAL 63
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 5.00 4.00 3.86 1.05
# PLEASE PROVIDE ADDITIONAL COMMENTS CONCERNING HOW TECHNICAL SCHOOL DATE

SHOULD CHANGE TO HELP MAKE NEW CYBERSPACE/TELECOMMUNICATIONS AIRMEN
MORE EFFECTIVE AT THEIR FIRST DUTY STATION IN THE BOX BELOW

1 The scope of 3D0X3's dulies in combal comm are very narrow, and the first block of lech school is
completely irelevant o how | work in Combal Comm

2 Combal Comm should not be a first duty station, it should be a Special Duty Assignment.

3 | can only speak on Combat Comm, but | feel that if you belong to the sector of combal comm you

need lo know the whole gambit. We as a 3d0X3, need to know how Lo be effective on a firewall
,proxy , ACAS HBSS, Domain controllers  fileservers , exchange servers, Solar winds, ATHOC. In
tech schodl we primarily went over how to add users to active directory and how to load pre-built
Virtual Machines. | think that if you are going to combal comm , you are nol going Lo be useful as
a technician until you have a small grasp on all of the above areas. | am 2+ years in and feel that |
am proficient in most of them but not all.

4 Training should be based off of what type of unit they are going to. For example you do different
things in a Combat Comm than a Base Comm.

6/2/2018 6:58 AM

6/1/2018 438 PM
6/1/2018 11:12 AM

6/1/2018 10:36 AM
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Most of the skil taught in technical training is not relevant to the combat communications domain.
Some of the skills are relevant to duty assignments. Also, note that the curriculum has changed
since my training.

Several blocks in Tech School are highly irrelevant or seemingly random. The SOL block is
unnecessary. We barely even knew what a combal communications unit was. Time spent aclually
teaching the Sec+ block instead of teaching memorization would be most beneficial. Instead,
trainees leave with loose concepls and irrelevant labs.

I've never been a part of any other unit, so | can't speak for them. For this unit, lech school
prepared me for nothing. Like at all. | learmed everything from scratch here.

| think they should implement more hands on training in blocks 3 and 4 and also the security plus
class should be longer than 10 days.

| believe base comm or similar operations makes up the large majority of polential assignments for
our career field. Technical school is lailored for thal. Considering how an airman’s first duty station
is not certain or set in stone prior to the starl of technical school, it makes sense for lechnical
school to train airmen in the generalizable knowledge and skills that apply 1o all assignments, plus
some that would apply to the vast majority of assignments. While technical school lacks some of
the essential skills training that would be needed in combat communicalions, | believe it makes
sense for Combal Comm units to implement any further training needed afler receiving airmen
from technical school. The equipment and skils involved in combat communications can vary
between CC units and are subject to change. When training is devolved to the individual CC units
rather than implemented al a higher level such as lech school, | believe it allows for more flexibility
and adaptability of the training program to that particular unit's needs.

Technical school needs to change in a way thal lailors lo the new Airmen going lo a combat
comm. As of now, the training provided may be sufficient for base comm Airmen but barely
scralches the surface for what a combal communicator is expected to be proficient in when
arriving to a combal comm unil. However, a mare sufficient way for combal comm Airmen lo be
trained, is lo have a specific training course provided I all incoming Airmen thal tailors lo what
combat comm demands. Such as the Savannah training. (Mo such training was provided to me
when | arrived a year and a half ago.)

Technical school needs to change as there are oo many types of equipment that Airmen are
tasked with working on to be proficient on all of it. Within my career field there is an ever
expanding amount of equipment to be worked on and it is not possible o be effective and efficient
with the broad scope of equipment possibilities and combinations. Every situation needs to be
approached differently and our Airmen need to be taught to think dynamically rather than statically.
If we are lo overcome the ever changing battiefield expeclations, lechnical school must not be
stuck in the pasl but rather continue locking lo the horizon for the next challenge.

The idea of a technical school is lo gel you a basic understanding in your career field. That is why
we have upgrade and OTJ training. In the 3D1X2 career field there is such a wide variety of things
we can do al a base thal there is no way lo train everyone lo be the besl al everything rather than
give them the basic knowledge and understanding.

Any instructor who ever told me that | was going to/ not going to use something in my job was
wrong, aside from the instructors who said | was going lo need to know how to subnet. Never in
tech school did we learn what a slice is, or how to configure phones, aside from Cisco VolP
phones, or using 66 and 110 blocks for PoTS phones, where here, we use neither methods. At
tech school, we learned the functions of a PBX, but never how to configure one, which is all we do
here in regards to voice. If lech school wishes to stay relevant, they need to keep up with
egquipment that we use. An alternate option to this is to have some 3D1X2's come in knowing that
they are going to be combat comm early on, and send them to a slightly different school, or an
additional school afterwards to train on equipment and learn lechniques that are used mainly in the
combal comm scene.

More emphasis on lroubleshooling, less on xisx queries and SQL

Less emphasis on specific knowledge for 3D0x2, such as subnelting for a week, labs fo learn how
lo query an xisx file, elc., and more emphasis on troubleshooling and inter-relationships between
subsystems, such as active directory's impact on securily.

Technical school still instructs on ouldated equipment. However, the concepts are similar to newer
equipment.

A better understanding of network fundamentals needs to be installed in the training at tech school.

6/1/2018 10:25 AM

6/1/2018 10:19 AM

6/1/2018 10:16 AM

6M1/2018 9:50 AM

6/1/2018 %:20 AM

B/1/2018 T17 AM

6/1/2018 2:37 AM

6/1/2018 1:05 AM

5/31/2018 3:40 PM

5/31/2018 2:38 PM
5/31/2018 2:26 PM

5/31/2018 1:28 PM

5/31/2018 12:42 PM
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Most of the equipment used in combat communications squadrons are not available for training
during tech school.

N/A

Combat Communications require equipment employment not used by the greater air force to such
an extent that we need to specifically cater to our community in tech school

more hands on training rather than watching slides in class and reading aboit it in books
OJT in the schoolhouse

tech school is very basic and mosl of the tasks are taught to an "A” level (Basic definitions) and
some minor hands on tasks. Tech school is broad training that gives an overview of networking
and infrastructure concepls and some hands on switch/router/telephony configuration. Tech school
doesn't go into as much detail as someone would need to configure equipment at their first duty
station, but it's not really meant to either. More specialized training would need to occur to add to
their expertise to be mission effective.

Depends on the individual's first duty station. From a Combat Comm perspective, there should be
extra course in technical training that cover our job requirements (technical) more in depth.

For airman who are stationed al a non-combat communications unit, the training received from
tech school would be adequate to be successful However, the level of fraining required to be a
competent lechnician at a combat communications squadron is much higher than the level of skills
you receive al tech school.

| think the training was a good introduction into the career field. Without it new airmen would be
very lost

Provide folow on course for individuals going to Combat Comm as they do for special weapon
systems ex DCGS and AOC. Provide more training on cisco devices. Provide full mission
sustainment training on managing and using other servers. Once initialiconfig training is
accomplished on the system you will managing focus on sustainmenl, securing and defending the
network.

The current technical school does not cover tactical communications. | would recommend a shred
out to focus solely on laclical environment. This should be a mandatory school / training that each
member would need to attend.

It depends on the Airmen’s first duty station as some require more knowledge and skills than
others do.

It depends on the Airmen’s first duty station.

| feel that Technical school needs to be more hands on and more dealing with equipment then
PowerP oint slides, All my skills and knowledge was yes "handed” to me but there was no
motivation what so ever or encouragement by any of the teachers/leaders that where besides like
2 of the of the staff. | getits hard to manage a constant flow or new Airmen coming into the Wolds
greatest Air Force but how do you expect Great Airman without Great Teachers?

As an 3D0X3, my technical school was very short. | felt very unprepared when | arrived on station.
| wish they would have dove a bit more deeply in the things we do.

Tech schoal gives Airman a decent understand of our career field, due to being assigned to a
combat communications squadron is seen as somewhal rare in our career field. With that
statement it would be ridiculous for them to add in other qualifications to the specific CCS.

| learned about Promina‘s in lech school. That shows you how out dated the material theyre trying
to teach you. 70% of my job while deployed has been to fix cables and troubleshoot fiber and we
hardly touch on it. We spent about 2 hours making cat-5 cables. Maybe we should spend more
time on that

| disagree because | feel like there is/was a rush to judgement with the "new” thinking of telecom
in the Air Force. The Civil Engineering branch tried this same direction with their Air Force
members; they tried turning all of their enlisted positions to contractors or civilians so that their
enlisted people could support mobileftactical or Red Horse units. Eventually they found a nice
median of civilians, contractors, and enlisted in CE at the base level. | feel this would be the same
for the Cyberspace branch of the Air Force. There is no reason that it should be a "new way of
thinking® in the technical schoolhouses.

5/31/2018 10:53 AM

5/31/2018 B:31 AM
5/31/2018 8:24 AM

5/29/2018 1:03 PM
5/29/2018 7:44 AM
5/24/2018 3:18 PM

5/24/2018 2:19 PM

5242018 1:313 PM

5/24/2018 1:32 PM

5/24/2018 11:57 AM

5/24/2018 10:05 AM

5/23/2018 9:23 AM

5/23/2018 9:09 AM
5222018 3:29 PM

5/22/2018 12:50 PM

5/22/2018 12:37 PM

5/22/2018 12:26 PM

5/22/2018 12:04 PM
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More hands on learning of stacks and actual equipment that is used in a Combat Communications
Unit

Technical school should provide continuation training that's specific to Airmen that will be assigned
to combat communications units. The learning curve in this environment is huge so Airmen
arriving with at least a foundation of TDC equipment would be extremely useful.

| believe tech school provides the core fundamentals to function is an Airman primary AFSC.
However if the Airman’s first duty station is a Combat Communications unit, additional training is
required to needs to be accomplished before arriving on station. Due to manning constraints on a
comm package, Airman tend to operate al the legacy 3C0X1 AFSC where he or she would
specialize in a large spectrum on the current 3D AFSCs.

5/22/2018 9:49 AM

5/22/2018 9:44 AM

5/22/2018 12:24 AM
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succeed as a member in a combat communications unit

Answered: 18  Skipped: 49

RESPONSES
Needs lo be more advanced. New airmen have no idea what they are doing.

There was some useful things but majority of what we learned there doesn't apply to use with a
Combat comm.

Not helpful.

Technical school definitely does not teach all the skills needed to succeed in Combat
Communications, but it does provide much of the knowledge and ability to be able to acquire those
skills once we are trained on them. It provides a good foundation, but not much more than the
foundation.

NA

Learning of basic subnetting was very useful, and learning about different types of topographies
was also useful. Most other things done in tech school were pretty pointless. Maybe for the sake of
familiarity with similar equipment, it can aimost be justified, but nol very convincingly.

They need to teach the basics better and spend more time on computer fundamentalsinetworking
as well as telecommunications and RF princriples.

Tech school provided the very basics of routing and swilching, but no HDX or SLICE voice
training, no RFK training. and no training on a live SIPR network.

Technical school taught the very basics about the job as a member in a combat communications
unit.

mare training on the X2 side
Tech school does not cover TDC at all. No mention of TDC is covered in our CDC's whal so ever.

Technical school provides the bare minimum as far as training for our AFSC is concerned and
combal communications units require a much higher knowledge level.

Getl better leaders for the school environment that way you can get better Airman with betler
molivation and attitudes.

The cyber schoolhouse for the 1B4s and the 17Ds have a tech school for their personnel. But then
depending on what their track is or where they will be stationed they go TDY to the FTU o get
specific training. This is exactly the way the communications side should be setup as wel. We
should have our lechnical training at Keesler and if we get putinto a mobile comm. sguadron then
we should go TDY to Savannah.

Training is pretty generic when | went through tech school. | don't remember any UTC specific
equipment.

Additional training in network fundamentals and how this would apply to systems connected with
DISA. More hands on/simulation of troubleshooting in a bare base communications setup.

Although technical school has undoubtedly changed since | attended over a decade ago; the
feedback | receive from newly arriving technicians is that there is MINIMAL to no training covering
Theater Deployable communications.

My training was based on the old 3C0X1 AFSC where | was taught disciplines in the client
systems, cyber operation, and cyber surety AFSCs.

DATE
6/1/2018 4:54 PM

6/1/2018 10:36 AM

6/1/2018 10:19 AM
6/1/2018 9:20 AM

6/1/2018 237 AM

5/31/2018 3:40 PM

5/31/2018 3:16 PM

5/31/2018 10:53 AM

5/31/2018 8:31 AM

5/29/2018 1:03 PM
5/24/2018 10:05 AM
5/23/2018 9:09 AM

5/22/2018 3:29PM

5/22/2018 12:04 PM

5/22/2018 9:57 AM

5/22/2018 9:44 AM

5/22/2018 5:54 AM

5/22/2018 12:24 AM
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training you received at technical school, as it applies to your ability to
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Q22 My 8570-mandated industry certification (Security+) helped equip
me with knowledge needed to succeed in my job in a combat
communications unit

Answered: 56  Skipped: 11

100%
80%
60%
40%
- - l -
0%
Strongly Disagree Meutral Agree Strongly
Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 10.71% 6
Disagree (2) 19.64% 1"
Neutral (3) 33.93% 19
Agree (4) 25.00% 14
Strongly Agree (5) 10.71% &
TOTAL 56
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 3.00 3.05 1.14
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Q23 My 8570-mandated industry certification (Security+) helped equip
me with skills needed to succeed in my job in a combat communications
unit

Answered: 57  Skipped: 10

100%
BO%
60%
40%
. - N .
Strongly Disagree Neutral Agree Strongly
Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 10.53% I3
Disagree (2) 40.35% 23
Neutral (3) 2281% 13
Agree (4) b »
Strongly Agree (5) B8.77% 5
TOTAL 57
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 2.00 274 113
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Q24 My 8570-mandated industry certification (Security+) helped equip
me with abilities needed to succeed in my job in a combat
communications unit

Answered: 57 Skipped: 10

100%
B0%
60%
40%
- .
=y | LR p—
0%
Strongly Disagree Meutral Agree Strongly
Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 12.28% 7
Disagree (2) 33.33% 19
Meutral ':3’ 31.53% 15
Agree (4) 15.79% ]
Strongly Agree (5) 7.02% 4
TOTAL 57
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 3.00 2.72 1.09



COMBAT COMMUNICATIONS TRAINING 118
Q25 | plan to pursue other professional certifications related to the
information technology industry

Answered: 56  Skipped: 11
100%
BO%
60%
40%
N o
0%
True - Please explain why you False - Please explain why you
plan on pursuing additional do not plan on pursuing
industry-related professional additional industry-related
certifications in the box below professional certifications I...
ANSWER CHOICES RESPONSES
True - Please explain why you plan on pursuing additional industry-related professional certifications in the box below (1) B214% 46
False - Please explain why you do nat plan on pursuing additional industry-related professional certifications in the box 17.86% 10
below (2)
TOTAL 56
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 200 100 1.18 0.38
# PLEASE ADD YOUR COMMENTS IN THE BOX BELOW DATE
1 to expand my career options after | separate 6/2/2018 7:01 AM
2 | want to further my education for when | get out of the military as well as doing my best while I'm 6/1/2018 4:40 PM

in. | plan to leave the 51sl shorlly after | put on E-4

3 | feel that sec+ s nice as far as looking in on a security aspect, but usually in the civiian sectoritis  6/1/2018 11:18 AM
taken by individuals with 2 years plus experience daing our job. Adding this stress on top of
becoming a new airmen and moving to a new location is a lot to swallow and | don't think anyone
is benefiting. | think most people are leamning lo pass sec + not to learn good security practices. |
do want to take classes on PowerShell .and linix as these are two areas that would help our job
become more efficient.

4 In the civilian sector Security + is not held as a highly sought after certificate. A MS or CC are 6/1/2018 10:53 AM
much more desirable.
Upon retirement | plan on continuing work in technological career's. 61/2018 10:39 AM
8 The market for Sec+ certified candidates has been flooded and the value of Sec+ is decreased. 6/1/2018 10:31 AM

With so many members going through cram courses to salisfy 8570 requirements, i's widely
known that they don't retain that knowledge and therefore the Sec+ cert has no value.

7 Sec+ is a good intro certificate, and | would like to pursue more to further my IT career. Every 6/1/2018 10:22 AM
certificate above your current tier increases your value in the private sector.

8 | plan to cross train into a different career field 6172018 9:53 AM
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a7

Studying for additional certifications will give me more knowledge and abilities to succeed in my
career field both in and out of the military.

| plan on pursuing additional industry-related certifications in order to broaden scope for job
opportunities on the civilian side.

It is the standard, and what employers are looking for.

| am currently studying the criteria to test for CISSP as this will better suit me for managing cyber
minded environments. The CEU's | obtain every 3 years for SEC+ don't keep me informed about

industry changing challenges well enough.

There is so much about networking to learn that it would only be beneficial to me to get more
certifications and help prepare me for the civilian world in the long run

To further my knowledge in the my career field and to become more profitable.
CCNA and MCSA to broaden knowledge base

While a degree from an accredited university proves that one has the lenacity to finish a program
and the ability to thoroughly research topics. Industry certifications prove ones compelence in the
certification field.

Unless made mandatory by USAF to remain current in Career field. no additional cerls are needed
for me. | do not plan to pursue a communications job after the military life, so | see additional certs
unnecessary

It will benefit my future both inside the Air Force and outside the Air Force.

Desire to learn more information technology (IT) skills needed for the job in a combat
communications unit.

Combat Communications experience is not deep enough to get the pay | want on the outside. Our
networks are oo simplistic, the focus isn't on sustainment, and a lot of our stuff doesn't have
civilian application

Used to learn and become more marketable after separation from the military.

| am pursuing a degree in IT management and want to do more of the business side in IT so a cert
wouldr't necessarily benefit me in a management role

Post Air Force
| wish to pursue this career long-term, inside and outside of the Air Force.
| have a few Cisco certs, and 'm pursuing a professional level Cisco cert at the moment

I do not enjoy my career field or most aspects of the IT world. In a few months | will be completing
a B.S. in my preferred field of study and will pursue that subject further after completion.

itcan help me when it comes to transitioning in to the civilian side

Additional certifications would help me with my overall job knowledge and having them would
greatly enhance my ability to pursue a job in this career field after the military.

| feel like in sec+ we were all just trrying to memorize enough material to pass the test bc we only
have 2 weeks to prepare. With more time in a classroom setting | think it would be more beneficial.

| want to be a barber

CCNA would be a better choice for 3D1X2's for our sole job is routing and switching.
Marketability Vers atility

The information technology industry does not interest me in the slightest.

The information technology industry does not interest me in the slightest.

Other certifications are reguired for the civilian world

I plan on pursuing other certs to help my career in the Air Force and outside of the Air Force.

So far | have not needed any qualification at all, Sec+ included with the malerials that | have
handled. | understand Sec+ is a good tool for us to be better trained while dealing with High Risk
information, but so far it has not been needed.

6/1/2018 9:27 AM

6/1/2018 9:27 AM

6/1/2018 8:12 AM
6/1/2018 2244 AM

6/1/2018 1:08 AM

6/1/2018 12:50 AM
5/31/2018 2:45 PM
5/31/2018 1:38 PM

5/31/2018 1251 PM

5/31/2018 10:56 AM
5/31/2018 8:36 AM

5/31/2018 8:29 AM

5/30/2018 9:50 AM
5/29/2018 1:07 PM

5/29/2018 7:45 AM
5/29/2018 T:15 AM
5/24/2018 3:23 PM
52472018 2:22 PM

572472018 2:18 PM
5/24/2018 1:36 PM

5/24/2018 1:36 PM

5/24/2018 10:22 AM
5/24/2018 10:13 AM
5/23/2018 12:.07 PM
5/23/2018 9:25 AM
5/23/2018 9:12 AM
5/22/2018 1:32 PM
5/22/2018 12:52 PM
5/22/2018 12:40 PM
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Its a good career path but sec plus is pretty worthless for the IT industry.
CCNA IT Project Management

I have 2 cisco cerlifications and plan to go further down that path. | feel these cerlifications are
maore specific to my career field and provide a more in-depth dive into the career field.

| would like to pursue a degree in computer science
Becuase | want to go to school to be an RN and after that change my career field.

Additional security related training and cerls such as CCIP and CISSP will be more beneficial for
3D0X2's. CCNA CCNP would be beneficial to 3D1X2's. Microsoft & McAfee certification training
will assist will hardening our current networks.

As information technology professionals we must recognize the overlap between disciplines. The
deeper into these intersecting disciplines an individual can dive, the more value they present to a
team or organization. Oblaining pro certs is a method of demonstrating you are able to provide that
level of value.

The Sec+ certification has lost its value over the years and only provide an entry-lvl baseline of the
cyber security career progression.

5/22/2018 12:30 PM
5/22/2018 1210 PM
5/22/2018 10:00 AM

5/22/2018 9:55 AM
5/22/2018 9:55 AM
5/22/2018 9:48 AM

5/22/2018 9:11 AM

5/22/2018 12:33 AM
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Q26 There are better industry certifications available, which would make

8570 requirement

me more effective at my job, than those prescribe to me by my AFSC'’s

Answered: 54  Skipped: 13
100
BO%
&0%
40%
20%
0%
True False
ANSWER CHOICES RESPONSES
True (1) 85.19%
False (2) 14.81%
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation
1.00 2.00 1.00 1.15 0.36
# PLEASE PROVIDE MORE DETAILS IN THE BOX BELOW DATE
1 for Combat Comm's specific mission | cannol think of anything nessisary for 3D0X3s 6/2/2018 7.01 AM
2 VMW are 6/1/2018 4:56 PM
3 Server + 6/1/2018 4:40 PM
4 Security + is more relevant o AFSCs that deal primarily in cyber security. A Microsoft certification 6/1/2018 10:53 AM
for 3D0X2s, and Cisco certification for 3D1X2s would be much more relevant o their carrier flields.
5 Sec+ only educates us on security relaled matters. Our job entails so much more than just 6/1/2018 10:31 AM
security. We need to be familiar with the systems we work on lo be able to secure them properly.
and having technical certifications such as an MCSA (since we use mostly Microsoft servers)
would be a great starl.
& MNetwork + is a lesser certificate but teaches the fundamentals described and built off of in Sec+. 6172018 10:22 AM
It's akin to taking Spanish 3 without laking any previous Spanish. VMware Certificates would be
perfect for Combal Comm Server Operators. They are Critical in our success
7 Cisco certs, net+ 6/1/2018 10:17 AM
B8 | said false because there is not an "l don't know™ option. 6/1/2018 827 AM
-] In my opinion, | don't believe there are BETTER industry certifications. However, there are several 6/1/2018 827 AM
others (to include the 8570) thatl would help tremendously prepare us for a combal comm unit
10 Cisco Certifications 6/1/2018 B:12 AM

Security+ CE does minimal to actually ensure thal members are up to date with current threats.

6/1/2018 2244 AM
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CompTIA CY SA+ would be more suiled for auditing and analyzing trends and provide skills
necessary lo respond lo securily incidents

Security+ is greal for building a security mindsel in an organization. However, in order to build a
competent lechnician, career field specific cerlifications should be mandatory. For example,
3D1X2 should hold a minimum of CCNA and Network+. While 3D0X2 should hold al least
Server+.

There may be belter certs out there lo sel you up for success post-military but not necessary for
the equipment we wark on

CCNA Rouling and Switching CCNA Security

A+, Network +, CISCO certifications such as CCNA, CCNP, CCIE, CEH cerlification, among
several others.

CCNA Routing and Switching would probably be more effective, since our security s prescribed to
us by block 60 and not actively monitored, but that's a higher level certification that would
necessitate longer lraining time, and overall air force comm probably deals more with security.

There are more career specific training opportunities and certifications than just a generic Sec+
degree.

Ethical Hacker/CASP

CCNA

8570 requirements are a waste of Air Force money, | do not use thal knowledge on a day lo day
basis since I've received . Maintaining it is also a wasle.

Cisco Certifications

Network + would be a betler cerlification as il perlains maore directly to my job.
| have heard their are but | don't know personally.

A+ CISSP CCNA Ethical Hacking

Nel Plus has a higher pass rate and is more related to Cyber Transport
CCNA - Routing & Switching

CCNA

| am unsure.

CIssP

NIA

| feel as though an different qualification other than Sec+ could be implemented while stil offering
the same understanding of the information.

CCNA security would do the job 10 times better

| feel ike the Cisco certs are much better and all-encompassing. However, they are much more
expensive; like everything else it all comes down to money. The DOD was looking for a quick-fix
blanket policy and now we are left with 8570 COMPTIA certs.

Additional security related training and certs such as CCIP and CISSP will be more beneficial for
3D0X2's. CCNA CCNP would be beneficial to 3D1X2's. Microsoft & McAfee certification training
will assist will hardening our current networks.

Security+ is a baseline certification that proves a working knowledge of security functions within IT.
As a 3D0X2, a technician is always concerned aboul security; however, primary job funclions are
nol made more effective by focus on security. A more suilable certification for a 3D0X2 that is just
as "affordable” and achievable as Securily+ would be Server+.

There are a number of certifications that are identified in the different Ivis of Information Assurance

Managers. | hink the Comptia CASP cert and CISSP would be benefical to cyber surety (E-5 thru

5/31/2018 2:45 PM

5/31/2018 1:38 PM

5/31/2018 12:51 PM

5/31/2018 10:56 AM
5/31/2018 8:36 AM

5/31/2018 8:29 AM

5/30/2018 9:50 AM

5/29/2018 7:45 AM
5/29/2018 7:15 AM
5/24/2018 3:23 PM

5/24/2018 2:22 PM
5/24/2018 1:36 PM
5/24/2018 1:36 PM
5/24/2018 12:00 PM
5/24/2018 10:22 AM
5/24/2018 10:13 AM
5/23/2018 12:07 PM
§/23/2018 9:256 AM
5/22/2018 1:13 PM
5/22/2018 12:52 PM
5/22/2018 12:40 PM

5/22/2018 12:30 PM
5/22/2018 12:10 PM

5/22/2018 9:48 AM

5/22/2018 9:11 AM

5/22/2018 12:33 AM
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Q27 Industry certifications needs to change, to help make new Airmen
more effective in their role as a cyberspace operator or
telecommunications provider

Answered: 56 Skpped: 11
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0%

Strongly Disapree Neutral Agree Strongly
Disagres Vil Agres
ele
{ I |

ANSWER CHOICES RESPONSES
Strongly Disagree (1) 5.36% 3
Disagree (2) 16.0M% 9
Neutral (3) T 5
Agree {4) 5 T7T1% 20
Strongly Agree (5) L >
TOTAL 55
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewviation
1.00 5.00 4.00 341 1.10
& PLEASE PROVIDE ADDITIONAL COMMENTS IN THE BOX BELOW DATE
1 Sec+ is not relevant to the work I've done in the mob so far 22018 T-01 AM
2 The certificalions are not the issue_ The cerlifications that we force everyone to obtain is the ssue. E/1/2018 10:53 AM
3 The ndusiry certiications aren't the problem. Any cert picked to be the standard to meet 8570 & 6172018 10:31 AM

gong o be diuted once cram session training begins.
4 Industry Ceris aren't the problem. If's our access to them. 6172018 1022 AM

| really don't have enough knowiedge about all the mullitude of industry certifications that are out 6172018 927 AM
there to say one way or another.

6 We really need cisco ceriificabions. /2018 812 AM

T In my opinion certifications are not the answer to a much more complex issue. | believe we need E/M/2018 244 AM
more focused teams and members who can truly understand their craft mther than being a jack of
many trades and a master of none.

8 Maybe have airmen test for cetifications as pant of skil level upgrade training, not washing them S31/2018 245 PM
out for nol mastering a 2 year expenence recommended certificabon within the span of a 2 week
study period
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There are plenty of certifications and training to make very effective communications personnel.
The Air Force and communication units need o pursue further cerlifications for ther technicians.
This wil lead lo lechnicians being maslers of their trade versus cul-sheel technicians thal cannot
solve problems i it is not written down.

COMPTIA makes its certification exams very difficult, even for military members, each exam is set
al a high cost making financially difficult to test.

Why would an industry cedification need lo be catered 10 such a small part of the mitary,
specifically? We don't even gel all our equipment from the same vendor.

There are more canser specific trainng opportuniies and certifications than just a genenc Sec+
degree.

no the Air Force needs to change to modemize

Does the Industry need to change 1o meel the Ar Force? Do the certs need 1o change to meet the
Armen? Or does the Air Force need to change 1o meet the Industry 7 Food for thought.

Going back to the previous comment, the Complia Sec+ cerdification has lost ils value over the

124

531/2018 1:38 PM

531/2018 8:36 AM
S31/2018 8:29 AM
53072018 9:50 AM

S/24/2018 3:23PM
S/22/2018 12210 PM

S22/2018 1233 AM

years afler becoming the de facto cen for a large number of IDXXX AFSCs. Technical trainees are

taught to pass the tesl and the practical use of this cerlification provide little to no value 1o the
Airman that maintains .

Q28 Please provide any other comments you may have concerning your

WM

8570-mandated industry certification, as it applies to your ability to

succeed as a member in a combat communications unit

Answered: 10 Skipped: 57

RESPONSES
The Dol as a whole needs 1o revaluate the forced certification program.

It provides the understanding to properly manage security on machines.

I feel thal, whether or not | directly apply all of the knowledge from this ceriificalion on a daily
basis, i al leasl serves as an effective filter for people who do not necessarily have a high aplitude
for this career field. Many airmen can pass technical school, but fail out when they reach the
Security+ examination. | have doubls that those who fad the exam would be highly effective in the
carser fisld.

BST0 training does little for my career field in the combat communications unil.
MNIA

l understand that the receriification process through CEUs may be more cost effeclive and an
easier route for recenification, but compieting CETs that are irelevant to your actual job is a waste
of time. | think money and time could be better uliized than to send thousands through a civilan
certification process that really snt needed.

None.

I's a huge bottle neck for getling new people into our job. While I've been in, we've had 5-6 airmen
fai out of sec plus and not come to our duty station while more and more peaople are PCSing and
geting out.

I do not like blanket polides and | disiike bandages that are supposed to fix problems. It never
works but as a service component we continue with the same mislakes.

The B570 mandate is well-intentioned as & ntends lo encourage conlinued education and growth
within functional areas through required Continuing Education Units (CEUs). However, | have yet
o meet anyone that compietes the CEU requirement in the way the DoD requires, most will play
FedVTE videos in their deskiop's background as they complete other mission-relaled work, then
count the course for the comesponding number of hours toward C ELlVcertification credit.

DATE
6172018 10:53 AM

6172018 10:39 AM
6172018 927 AM

672018 244 AM
53172018 1:38 PM
SA/2018 1251 PM

53172018 B:36 AM
S/22/2018 1230 PM

52272018 1210 PM

S2272018 9:11 AM
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Q29 My formal information technology-related education helped equip me
with knowledge needed to succeed in my job in a combat
communications unit

Answered: 55 Skipped: 12

100%

B0,

i 0§

0%

Strongly Disagree Neutral Agree Strongly

Disagree Agres
AMNSWER CHOICES RESPONSES
Strongly Disagree (1) 545% 3
Disagree (2) 18.18% 10
Neutral (3) 29.00% 16
Agree (4) 43.64% 24
Strongly Agree (5) 3.64% 2
TOTAL 55
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 3.00 3.22 0.97
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Q30 My formal information technology-related education helped equip me
with skills needed to succeed in my job in a combat communications unit

Amswered: 55 Skipped: 12

100%

§

§

E

0%

Strongly Disagree Neoutral Agroe Strongly

Disagree Agroo
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 364% 2
Disagree (2) 21.82% 12
Neutral (3) 40.00% 22
Agree (4) 30.91% 17
Strongly Agree (5) 364% 2
TOTAL 55
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 3.00 3.09 0.90
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Q31 My formal information technology-related education helped equip me
with abilities needed to succeed in my job in a combat communications
unit

Answered: 55 Skipped: 12

100%:
8%
60
40%%
0%
—— —
0%
Strongly Disagree Neutral Agree Strongly
Disagres Agres
AMNSWER CHOICES RESPONSES
Strongly Disagree (1) 364% -
Disagree (2) 16.36% 9
Neutral (3) 38.18% 2
Agree (4) 38.18% . |
Strongly Agree {5) 3.64% 2
TOTAL 55
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 3.00 322 0.89
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Q32 Formal information technology-related education needs to change,
to help make new Airmen more effective in their role as a cyberspace

operator or telecommunications provider

Answered: 55 Skipped: 12

100%
BO%
60%
40%
- - . . =
0%
Strongly Disagres Neutral Agres Strongly
Disagroe Agree
ANSWER CHOICES RESPOMNSES
Strongly Disagree (1) 182% 1
Disagree (2) 16.36% a9
Agree (4) 36.36% 20
Strongly Agree (5) 14.55% 8
TOTAL 55
BASIC STATISTICS
Mnimum Maximum Median Mean Standard Dewviation
1.00 5.00 4.00 3.45 0.99
L] PLEASE PROVIDE ADDITIONAL COMMENTS IN THE BOX BELOW DATE
1 Seeking personal educabon in the IT field filed in the large holes left by Air Force traming B/1/2018 10:23 AM
programs, unfortunately, this relies on people seeking out education themseives.
2 It's possibie thal changing it could improve it, but t seems effective as &t is and | can't think of any 61/2018 %32 AM
magr changes that | would mplement if | were in charge of iL
3 | don't believe that formal tening wil ever be adeguate for Airmen o be effective in their cument 6M/2018 252 AM

role as a cyberspace operalor due 1o bme constraints and always changing challenges. | beleve
the best way o tacile this problem is by restructuring and focusing Airmen's training and
responsibiites to a smaller scope thereby noreasing their ability to understand thesr craft.

Again, more emphasis on troubleshooting

There should be more focus on real raining in the unit nstead of just getting tasks signed off. In
addition, CBTs are a waste of time for the majority of personnel. The best way o train a competent
technician is 1o budd the network, insert problems, and troubleshool the problems down. However,
this takes tme and effort that s difficull to come by when we are complebing menial tasks or
reinventing the wheel 50 times for the sake of being busy or trying to appease someone's idea that
refuses Lo lsten 1o the maprity of the unil.

S31/2018 2:46 PM
S5/31/2018 1:46 PM
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10

1"

12

13

14

Mew in the information lechnology industry, leamed basic technical skills prior 1o enlistiment in the
miiary, further leamed IT concepls and skills al iechnical iraining.

Al relevani training outside of REDCOM training for our voice swilches has gone away. The
schoolhouse in Savannah is laughably deficient in the skils neaded to sel up our equipment. They
can't teach our equipment and network, can answer the guestions our néw airmen have, and are
a wasle of govemment funding.

more relevant training

Being slationad at a combal communications unit, the knowledge acquirad at tech school is not
nearly anough to provide you with a clear understanding of how 1o properly perform your job.

I think s about as good as it can gel until you are aclually working on the eguipment that you will
be working with at your base.

Most training related to managing the NCC-D comes from OJT and performing the research on
your own. Some of my bes! training has comes from youtube, reading blogs and troubleshooling
tha system whan encouniering unknown ermors. Whan working on the NCC-D system you have lo
live and breath PACE when & comes 1o managing depioyable data center. Know how to surgically
perform triage on your system while stll maintaining servicas 1o your customiar,

I have not personally received any formal informa bon technology-relaled education. | was offered
training at one point in time but the unit failed in getting the "off ered” training for us, and has done
s0 on mulliple occasions,

I have not received any formal information technology-relaled sducation oulside of technical
school and SEC+, nor have | baen offered said education at lsast that | am awara of.

Pmoviding Airman, specifically combat communicators, with supplemental training prior to arrival at
their duty station is oritical to developing a well-rounded technician. The ops tempo of an enabler
unit somelime delracts from formal and on the job training.
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53172018 B:38 AM

53172018 B:32 AM

52472018 3:24 FM
572472018 1:39 PM

572472018 1:3T PM

5/24/2018 1207 PM

5/23/2018 9:31 AM

52372018 9:17T AM

5/22/2018 1237 AM

Q33 Please provide any other comments you may have concerning your

undergraduate or graduate education, as it applies to your ability to

succeed as a member in a combat communications unit

Answemred: 2  Skipped: 65

RESPONSES

I may have misunderstood what was meant by "formal IT-related education” in this context. If it's
refeming to college IT or computer scdence programs, | have never attended one.

None.

DATE
6172018 9:32 AM

53172018 B:38 AM
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Q34 The on-the-job-training | have received since arriving at the unit has
helped equip me with the knowledge needed to succeed in my job in a
combat communications unit

Arswored: 53 Skipped: 14

100%
BO%
60%
40%
. .
o — == =
Strongly Disagree Newtral stl'ﬂlll|r
Diagroe
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 5.66% 3
Disagree (2) 11.32% ]
Neutral (3) 8.43% 5
Strongly Agree (5) 32.08% 17
TOTAL 53
BASIC STATISTICS
Minimum Maxmmum Median Mean Standard Deviation

1.00 5.00 4.00 383 1.16
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Q35 The on-the-job-training | have received since arriving at the unit has
helped equip me with the skills needed to succeed in my job in a combat
communications unit

ANSWER CHOICES
Strongly Disagree (1)
Disagree (2)

Neutral (3)

Agree (4)

Sirongly Agree (3)
TOTAL

BASIC STATISTICS

Minimum
1.00

0%

Answered: 54

Skipped: 13

- R T l
Disagres Apree

RESPONSES
5.56%

9.26%

11.11%

46.30%

27.78%

Strongly Neutral
Disagree
Maximum Median
5.00 4.00

Mean
s

Strongly
Agree

Standard Deviation
111
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Q36 The on-the-job-training | have received since arriving at the unit has
helped equip me with the abilities needed to succeed in my job in a
combat communications unit

Answered: 54 Skipped 13

g

E

$ 3

0%

Strongly Disagree HNeutral Agree Strongly

Dmagres Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 3.70% 2
Disagree (2) "1.11% 6
Neutral (3) 14.81% 8
Agree (4) 44.44% 24
Sh-mw Agree (5) 25.93% 14
TOTAL 54
BASIC STATISTICS
Minamum Maximum Median Mean Standard Dewiation

1.00 5.00 4.00 .78 1.07
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Q37 On-the-job-training needs to change, to help make new Airmen more
effective in a combat communications unit

Answered: 54 Skipped: 13

100%

§

§

§

0%

—
Disagree Neutral Agree

Strongly Strongly
Disagree Agree

ANSWER CHOICES RESPONSES
Strongly Disagree (1) 5.56% 3
Disagree (2) 16.67% 9
Neutral (3) 33.33% 18
Agrea (4) 2.22% 12
Strongly Agree (5) 22.2% 12
TOTAL 54
BASIC STATISTICS
Minimum Maiimum Median Meaan Standard Deviation
1.00 5.00 3.00 3.9 1.16
L PLEASE PROVIDE ADDITIONAL COMMENTS IN THE BOX BELOW DATE

1 Whan | first gol Lo my squadron, nobody was proficent in my career fisid. [t wasnl untid 2+ years &1/2018 5:00 PM
later That we got a SSgt who actualy knew something.

2 The OJT given lo operalors here is merely "read this and do whal it says”™. Our TOs ane very 6/1/2018 10:35 AM
thorough when it comes to how to perform specific steps in a "siaying on the rails® way. The
problem comes when an issue appears thal i not covered by a TO and we don'l know how to
handle it because we don't understand the theory behind the equipment we are working on.

3 0JT relies on effective trainers. When | arived hens, thal was not the case and | was nol “taught”™ 6/1/2018 10:24 AM
anything for aimost a year. | taught mysell a ot of things but that isn the definition of OJT. | have
sirived lo ensure | provide befter OJT.

4 OJT is the only training thal aclually helps combat comm in any way 6/1/2018 10:18 AM

5 Apparently there used to be a formal dassroom environment lor training in the S5th Mob. That was B/M1/2018 %36 AM
all done away with by the lime | arrived. ['ve learned a ot from our haphazard, "leamn by doing™
kind of approach. But I've also heard from other aimmen thal that dassmom environmen! was
helpful. Whatever form it takes, | think the 5th Mob would really benefit from having a
comprehansive and formalized training plan for new airmen who arrive from tech school.
Something besides just COC's/TBA Tasks (which are a wasie of ime) and trial by fire.
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Combat comm needs to focus on being technical experts first and foremost. Airmen need to be
experts in their field'equipment. Secondly, they need to leam other areas of the combat comm

machine and have an understanding/profidency in the olher helds/equipment. Lastiy, the logsiical,

defense, hoorah stuff come last. | have seen this mindset'model work in Tier 1/Tier 2 direct
support units. The ATSO portion will not happen if comms & not up.

OJT is adequate for perfoming basic sefup however troubleshooling and a deep understanding
can only be achieved through years of expenence.

In combat communications they are always trying io get new equipment, =0 we always have to be
frying to leam the new eguipment and how to propedy implement the devices

The CRTC/SLC FTU & sufficient for setting up equipment when ample and proper documentation
is available, but do not prepare the ainman for something unexpectedly broken, such as TDC
SU201 7/SU2018 for the EVEs

On-the-job training needs to be actual on the job training, not completing a task once and getfing &t
signed off. However, there & litle time io do more than be shown once and hope one gets it

‘We need to a better job training our folks. A greater emphasis needs to be on OJT rather than the
hurry up and get someone trained mindset The lack of NCOs make it difficult to get our airman
frained in a timely fashion. Constanily getting pulled in other directions for other less mporiant
projects sireich us thin and make good training plans neffective.

Meeds more fime in formal training. Shop possibly needs increase in Aimmen personnel to
compiete both PMis, PDis, and allowing experienced personnel to teach formal training.

Our unit does not provide for dedicated time we need to get OJT done the way & needs to, so the
foous ends up being to knock out the tasks needed for our S-level, which revolve around individual
pieces of equipment. 50 we end up being able to configure the devices individually but not
establish a network that works.

Rather than solely working TDC equipment during iraining. a lab should be establshed. Anamea
where members can enter and focus on the configurations and “nitty-gntty™ of the equipment.

The resources for on-the-job-training are provided but the training provided is generally very poor.
If's aimost a requirement o seek your own individual training io be able o perform at a combat
communications unit

Being a SS5gt new to the career field | haven't had a chance to get much training.

After Initial/config training and sustainment training. Provide emergencyfiriage framning. Masler
Minimum Equipment List (MMEL). Description. A minimum equipment Est (MEL) s a Bst which
provides for the operation of arcraft'weapon system. Knowing the crfical system you need to
operational Performing system and hardware changes that will get you PMC as opposed to NMC

As | am unsure how to define on-the-job-iraining because of the lack there of | feelit needs to
change, drastcally.

| cant say much for one reason being | just Started my OJT, but as from what | can see & there
helping as much and as best as they can.

The OJT is one of the few raining matenals that | feel truly help Airman understand ouwr ppbs and
how to perfom.

What needs to change & giving work centers ime to actually conduct training and then leaving
them alone.

| feed that a lot of time & wasted in OJT that could be focused more towards UTC gualification
pipeline Aiman received more spedalized fundamentak prior to amiving to the unit. Right now
there's a huge gap to filin OJT and the Airmen are not receiving all of the knowledge they need
before eventually being tasked to a deployment,

The focus of on the traning in this unit should be promized over day-to-day base supporied
functions. Airmen are more Bkely to deploy 2 to 3 times more than a base comm technican from
the same base. Trahning & mperiive due to limited support 2 combat communicator may receive
in the environment he or she may support.

61/2018 817 AM

6172018 3:02 AM

6172018 1:11 AM

53172018 248 PM

5/31/2018 148 PM

SA12018 1258 PM

53172018 8:42 AM

53172018 8:33 AM

52472018 225 PM

52472018 140 PM

52472018 1:38PM
52472018 1215 PM

S5/23/2018 9:34 AM

2272018 334 PM

52212018 1242 PM

S222018 1212 PM

92212018 9:54 AM

V222018 1242 AM
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Q38 Please provide any other comments you may have concerning the
on-the-job-training you have received since arriving at the unit, as it
applies to your ability to succeed as a member in a combat
communications unit

Answered: 3  Skipped: 64

# RESPONSES DATE
1 Needs to be changed in some way. 6/1/2018 5:00 PM
2 | received exceliant OJT when | got here. | wenl to SLIC and AFETS courses as well as had S31/2018 1258 PM

knowledgeable NCOs and fellows Airmen that got me 1o where | am

3 None. S/31/2018 B:42 AM

Q39 As a 5-level in my AFSC, | feel that | possess the requisite career-
field knowledge to effectively train my 3-level subordinates

Answered: 53 Skipped: 14

100%
BD'%
B0
40%
0%
Strongly Disagree Neutral Agree Strongly N/A
Disagree Agrea
ANSWER CHOICES RESPONSES
Sirongly Disagree (1) 0.00% o
Disagree (2) 3TT% 2
Neuiral (3) 16.98% 9
Agree (4) 45.28% 24
Strongly Agree (5] ATT% -
N/A (6) 30.19% 16
TOTAL 53
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewation

2.00 6.00 4.00 4.40 1.19
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Q40 As a 5-level in my AFSC, | feel that | possess the requisite career-

ANSWER CHOICES
Strongly Disagree (1)
Disagres (2)

Neutral (3)

Agree (4)

Strongly Agree (5)
N/A (6]

TOTAL

BASIC STATISTICS

Mnimum
2.00

field skills to effectively train my 3-level subordinates

100%

BO%

60%

0%

Strongly
Disagrea

Maxmum
6.00

Answered: 54 Skipped: 13
— .
Disagree Neutral Agree Strongly
Agree
RESPONSES
0.00%
3.70%
16.6T%
42 59%
T41%
29.63%
Median Mean

4£.00 4.43

N/A

Standanrd Deviation
1.18
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Q41 As a 5-level in my AFSC, | feel that | possess the requisite career-
field abilities to effectively train my 3-level subordinates

Answered: 54 Skipped: 13

100%
80
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40
- .
o% — - o
Strongly Disagres Noutral Agroe Strongly NfA
Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagres (1) 0.00% ]
Disagree (2) 3.70% 2
Meutral (3) 18.52% 10
Agres (4) 42.59% 23
Strongly Agree (5) 5.56% 3
NJ/A (6) 29.63% 16
TOTAL 54
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

2.00 6.00 4.00 4.39 119
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Q42 As a 7-level in my AFSC, | feel that | possess the requisite career-
field knowledge to effectively train my 3-level subordinates

Answered: 53 Skipped: 14

oD%
B0
60%:
400
%
0%
Strongly Disagree Neutral Agree Strongly N/A
Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 0.00% 0
Disagree (2) 1.89% 1
Neutral (3} 7.55% 4
Agree (4) 35.85% 19
Strongly Agree (5) 37T% 2
TOTAL 53
BASIC STATISTICS
Minmmum Maximum Median Mean Standard Dewiation

2.00 6.00 6.00 484 1.16
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Q43 As a 7-level in my AFSC, | feel that | possess the requisite career-
field skills to effectively train my 3-level subordinates

Answered: 53 Skipped: 14

100%
BO%
60%
40%
- e | . —
0%
Strongly Disagres Meutral Agroe Strongly N/A
Disagree Agroe
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 0.00% 0
Disagree (2) 1.89% 1
Neutral (3) 7.55% 4
Agree (4) 33.96% 18
TOTAL 53
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

2.00 6.00 6.00 4.96 1.15
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Q44 As a 7-level in my AFSC, | feel that | possess the requisite career-
field abilities to effectively train my 3-level subordinates

Answered: 53 Skipped: 14
100%:
B0%
60
40%
. .
- — =
Strongly Disagres Neutral Agrea Strongly M/A
Disagroe Agres
ANSWER CHOICES RESPONSES
Sitrongly Disagree (1) 0.00% 0
Disagree (2) 1.89% 1
Neutral (3) 755% 4
Agree (4) 33.96% 18
Strongly Agree (5) 5.66% 3
NIA (6] 50.94% 27
TOTAL 53
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

2.00 6.00 6.00 4.96 1.15
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Q45 Please provide any other comments you may have concerning your
ability to train your 3-level subordinates

Answered:- 9  Skipped: 58

# RESPONSES DATE

1 5 Levels are inevitable, and through evenis over the years, someone could be a 5 level but SM2018 1025 AM
possess Emited to no knowledge on the equipment.

2 I could definitely train them and get them up to the same speed as me. | feel ke | stil have plenty 6172018 338 AM
more to leam myself, though.

3 1 have litle time fo stay proficent in completing tasks however | retain the knowledge and ability to 6172018 3:05 AM
do them.

4 The skills and abilities required to effedively train personnel cannot be atiained unii allowed to S3/20181:53 PM

work on a live network with real problems. Our network comes up and gets taken back down
without customers and without the off the wal problems that are associated with having a network
up for an indefinite amount of time.

5 Time avaiability, with increase in skillevel there are the potential possibiiies for increase TDYs, S31/2018 844 AM
deployments.
6 Themre's huge skil disparity among our S-levels, since our shop really has 2 SME's, and their abiity S31/2018 B35 AM

o pass on their skills s imited by our not having focus on dedicated training me. Even when we
wemre given 60 days dedicated to training, our trainer was lasked out to other things ha¥ of il

7 If you came to the field as an aiman and you have been working with the equipment every since 52472018 1:40 PM
you came in then | feel you are capable of training

B I feel | possess these abilies not because of the training and knowledge | have received from the S23/2018 9:37 AM
uni itseif but because of centain individuals taking time to train me.

9 1 hardly know what 'm doing. I'] be hard to train someone just as clueless as me on stuff. S22/2018 1235 PM
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Q46 The additional vendor-supplied training | have received since arriving
at the unit has helped equip me with the knowledge needed to succeed in
my job in a combat communications unit

Answered: 54 Skipped: 13

100%
80%
60%
40
I e =
0%
Strongly Disagree Meutral Slmngly
Disagree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 11.11% 6
Disagree (2) 11.11% 6
Neutral (3) 0.00% £
A#“ l‘i 31.48% 17
Strongly Agree (5) TA1% 4
TOTAL 54
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 5.00 3.00 313 1.07
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Q47 The additional vendor-supplied training | have received since arriving
at the unit has helped equip me with the skills needed to succeed in my
job in a combat communications unit

Answered: 54 Skipped: 13

100%:

H

2

N .-
LB —

0%

Strongly Disagree Neutral Agree Strongly

Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 1.11% g
Disagree (2) 11.11% 6
Meutral (3) 42 59% 23
Agree (4) 21.78% 15
Strongly Agree (3) T41% 4
TOTAL 54
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviaion

1.00 5.00 3.00 3.09 1.06
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Q48 The additional vendor-supplied training | have received since arriving
at the unit has helped equip me with the abilities needed to succeed in my
job in a combat communications unit

Answered: 54 Skipped: 13

100%:

80%

§

E

0%

2%
mu N -—
Agree

Strongly Disagree Meutral Strongly

Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 1M1.11% 6
Disagree (2) 12.96% T
Agree (4) 25.93% 14
Strongly Agree (5) A1 2
TOTAL 54
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewviation

1.00 5.00 3.00 3.06 1.06
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Q49 Vendor-supplied training needs to change, to help make new Airmen
more effective in their role as a combat communicator

Answered: 54 Skipped: 13

100%
BO%
60
40%
N = mm BN
0% —
Strongly Disagres Neutral Agree Strongly
Disagres Agree
ANSWER CHOICES RESPONSES
Strongly Disagres (1) AT0% 2
Disagree (2) " .
Neutral (3) 48.15% 26
Strongly Agree (5) 18.52% 10
TOTAL 54
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewalion
1.00 5.00 3.00 3.30 1.05
# PLEASE PROVIDE ADDITIONAL COMMENTS IN THE BOX BELOW DATE

It would be nice 1o receive some vendor-supplied training. Aside from never receiving any vendor
supplied training, we run into the issue of PMO implementation of technology being so far off the

vendor image, that working with the vendor results in them trying lo decipher why the PMO would
implement in thal manner.

| understand it is expensive, but when we have Privale Sector or vendor fraining, we all benefit
greatly.

We get vendor supplied training ?

We've been told that there's lols of funding and opportunity 1o go 1o vendor iraining, but it's felt Ike

Lucy puliing away the football Il almost never maleriaizes. The main way it should change is
making it actually available fo airmen.

Vendor-supplied training needs o become more easily avaidable. We are told there's a ot of
maoney avaiable for training and lo submit a request for what courses we wanl. However, they
rarely ever get approved. The more training available the batter.

Vendor supplied training is highly effective in leaching the specifics of equipment as it is focused
and deliberale.

Uninown, as never received training outside of SLC/CRTC

6/1/2018 10:37 AM

6/1/2018 10:26 AM

61/2018 10:22 AM
6/1/2018 9:48 AM

61/2018 9:33 AM

67172018 3:06 AM

§31/2018 2:51 PM
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There should be more opportunities that come down

We need to pursue more vendor and commercial training. The quality of training that is gained
from a private organization is far supenor to any Ar Force traning | have attended. Private
organizations can get very deep into explanations about how things work and why things are done
ceriain ways. Where Ar Force training is focused on the most common Air Force equipment and
problems without buiding a great base of knowledge. Without a strong foundation a house will fall
down. The same is true for creating great technicians.

| don't think s needs to change, we need to continue the emphasize the importance of vendor
raining and confinue o get our people n the dasses they need

COMPTIA Securiy+ fraining was all that was provided in technical school training.

REDCOM training was excellent. | don't think oulside of that though that we have equipment that
on it's own necessitates is own vendor-supplied iraining

the additional training has helped but | dont get to use the knowledge often
provide more vendor training for equipment we use
I've never had vendor-supplied training during my time in combat comm.

Training guides provided by the vendors are generally never used when working on our
equipment. The best way to leam any spedfic piece of eguipment is to be trained on i by a subject
matter expert who has previous expenence using that equipment

Haven received any
Have not received vendor training since my amival to the unit. Nov 2014
No vender-supplied training to elaborate on.

In my expenence, wendor fraining has been very minimum and rarely ever applicable to anything
oulside of the standard configuration. This has imited my understanding of the prolocols/seftings
used to isfsn rather than why/why not. | know what to do, but don't understand why I'm doing it

There have been a few occasions where the unit has made us aware of vendor-supplied training
that was "avaiable™ but on almost every nstance that | know of the taining has fallen through
Akhough this may be the case the unit Fkes to remind us of how much more training we ae
“receiving” and how much money we have specifically for training.

| have not participated in an such training.

| have never in my ife mceived vendor-supplied training.

‘We need more of it

| have not received any vendor supplied training. | would forsee that changing in the future.

Maybe not necessarily change but increase the amount of training and spedalized to what the
Aimen need to accomplish. (For example, HBSS courses, MS Exchange course, firewall courses)

SE12018 158 PM
512018 157 PM

573172018 1:00 PM

573172018 B:47 AM
53172018 8236 AM

572972018 1:38 PM
S/2472018 3:25PM
52472018 226 PM
52472018 1:43 PM

S5/2472018 1:40 PM
5/2477018 1:06 PM
572472018 10:16 AM
SZ301B1Z13 PM

S/2372018 5:42 AM

SZ2IA01B 1243 PM
SZZ2I201B1Z35 PM
S2Z2I201B1Z13 PM
S/2272018 9:56 AM

Q22712018 12:45 AM

Q50 Please provide any other comments you may have concerning the

146

vendor-supplied training you have received, as it applies to your ability to
succeed as a member in a combat communications unit

Wk

Answered: 3 Skipped: 64
RESPONSES
| haven't gotten any vendor supplied training
None.

more certification dasses would help when working with the XZ's

DATE
6172018 10:22 AM

S/31/2018 8:47 AM
5/29/2018 1:38 PM
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Q51 The Unit Type Code (UTC) training | have received since arriving at
the unit has helped equip me with the knowledge needed to succeed in
my job in a combat communications unit

100%
BO%
G0%
40%
20%
—
0%
Strongly
Agres
ANSWER CHOICES
Strongly agree (1)
Agres (2)
Neutral (3)
Disagrea (4)
Strongly disagree (5)
TOTAL
BASIC STATISTICS
Minimum Mancimum
1.00 4.00

[ ar—— ’
Answered: 52

Agres

Neutral

Median

Skipped

15

Disagrea

RESPONSES
385%

40.38%

42 31%

13.46%

0.00%

Strongly
disagree

Standard Dewviation
0.76
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Q52 The Unit Type Code (UTC) training | have received since arriving at
the unit has helped equip me with the skills needed to succeed in my job
in a combat communications unit

Answered: 52 Skipped 15

100%
80%
0%
40%
. .
—
0%
Strongly Disagres Neutral Agree Strongly
Disagres Agree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 5.7T% 3
Disagree (2) 17.31% 9
Neutral (3) 42 M% 22
Agree (4) 3M.62% 18
Strongly Agree (5) 0.00% o
TOTAL 52
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewation

1.00 4.00 3.00 3.08 0.86
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Q53 The Unit Type Code (UTC) training | have received since arriving at

the unit has helped equip me with the abilities needed to succeed in my

job in a combat communications unit

Answeored: 52 Skipped: 15
100%
80%
60%
407%
. .
—w.
0%
Strongly Disagroo Neutral Agree
Disagree
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 577%
Disagree (2) 17.31%
Neutral (3) 42.31%
Strongly Agree (5) 0.00%
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean
1.00 4.00 3.00 3.06

Strongly
Agroo

Standard Demviation
0.86
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18
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Q54 Unit Type Code training needs to change, to help make new Airmen
more effective in their role as a combat communicator

Answered: 52 Skipped: 15
100%:
B0
60%
i
0%
Strongly Disagres Nautral Agres Strongly
Disagres Agres
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 1.92% 1
Disagree (2) S85% 2
Neutral (3) 65.38% 34
Agres (4) 19.23% 10
Strongly Agree (5) 862% 5
TOTAL 52
BASIC STATISTICS
Mnimum Maximum Median Mean Standard Dewiation
1.00 5.00 3.00 A 0T7
& PLEASE PROVIDE ADDITIONAL COMMENTS IN THE BOX BELOW DATE
1 I's still a bunch of "read and regungilate” type training, keeping us on the rails and unable to adapt. ~ &1/2018 10:38 AM
2 Many tasks are imelevant to our current setup and modernzation. They are dated. 6/1/2018 10:26 AM
3 I'm not entirely sure what all constitutes "UTC Training™. CDCs, TBA tasks, and CBTs have mostly 6/1/2018 10:00 AM
been useless and very large time sinks in my opinion. The more that we can move away from
those types of "Iraining”, the better. The most effective iraining we've had so far, in my opinion, has
been traming prepared by S-level airmen who put together S0Ps and guided other armen whie
they actively went through the steps.
Bl Training needs to be more focused and delberale. 6/1/2018 3:09 AM
Some TBA tasks can change for the better, but the basic come tasks arent bad. 3172018 2:01 PM
6 Once again this falls back to having a weak traning program that is reliant on signing off tasks and = 53172018 2:00 PM

not on the quality of training. | have a decent amount of knowledge, bul applying that knowledge io
hawe the skills and abiibes to troubleshool network problems is another story. It was a trial by fire
in order to figure out how to effeciively troubleshool a network quickly on my first de ployment.
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Attitudes toward traning need 1o change. As a combal communicator, our job n-gamson & 1o tan
o do the mission. When we have armen who have been on-station longer than 12-months and
stil cant operate the equipmenl something needs to change. Training & lacking because our St
arenl able to train 3-levels because they don'l know the equipment themselves. TSgls who should
be somewhat knowledgeable are unable 1o provided quality training for the same reasons.
Everyone relies on one individual for training and akhough he is an exceleni trainer, he is only one
guy and isn't able to train the amount of 3-level airmen in a imely fashion

Training depends on time availability of the trainers, as wel as the individual's motivation and
desire 1o be tmined on pieces of equipment in order for them 1o be proficient at it

| did not become capable of the tasks needed on exercise until long after having my UTC tasks
squared away. Knowing equipment means nothing when the equipment & isolated.

i'm still a new NCO in the Mobb
Havenl received any yet

Some of the UTC training | have received has helped but majority of the time the training & done
o teach but merely lo get the Armen green‘complete on all ther lasks.

We need tmelines to effectively qualify m UTC's. | personally feel ke UTC training should
commence upon the completion of CDC's. Additionally, each trainee should be trained in every
UTC applicable to their AFSC. A clear cul iraining track and milestones should aid with this.

For a 3D0X3, most of the tasks are covered n the 5-i upgrade training program. The addition of
some system admin tasks on ACAS and HBSS are the only things outside the raditional 3D0X3
Career progression.

communications unit

Amnswemnd: 1 Skipped: 66

RESPONSES
Time avalability of irainers, and individual motivation and desire 1o be tained.

SA/2018 1:13 PM

5/31/2018 8:49 AM

5/31/2018 8:37 AM

524/2018 3:26 PM
5/24/2018 1:41 PM
5/23/2018 9:45 AM

S/22/2018 9:58 AM

§/22/2018 12248 AM

DATE
5/31/2018 8:49 AM
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Q55 Please provide any other comments you may have concerning the
Unit Type Code (UTC) training you have received since arriving at the
unit, as it applies to your ability to succeed as a member in a combat
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Q56 | feel confident that if | left tomorrow, | could successfully complete a

combat communications deployment with no one else from my AFSC

along to help me.

Answered: 51 Skipped: 16
100%
s0%
so%
s0%

-

0%

Strongly Disagree Meutral Agree Strongly
Disagrees Agree
AMNSWER CHOICES RESPONSES
Strongly Disagree (1) 13.73%
Disagree (2) ialads
Neutral (3) 13.73%
Agree (4) 31.3M%
Strongly Agree (5) s
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean Standard Dewation
1.00 5.00 3.00 298 1.28

PLEASE PROVIDE ADDITIONAL COMMENTS IN THE BOX BELOW

Being the only 3D0X2 on a combat comm depioyment would probably be Hell No single airman in
the shop knows everything there s to know, and we always work very much as a team. Especially
for troubleshooting problems, two {or mom ) sels of eyes are always beiter than one.

Okay, | might be reading into this queston a bit too much. | would never want to do any body of
work without at least a second set of eyes io take a look at it When my work supporis combsat
missions and the stakes are that high, | would trust just my own fraining to @ Maybe that does
speak to the quality of the training on a deeper level, so there's thalk

I've done it before. In addition fo training, fix our manning. Real talk, combat comm needs more
than B people in a shop. Fix that

| am a SNCO and would require a few weeks to refresh my skills prior to deploying as a technical
member.

Depends on the equipment, as my abiity to troubleshoot is dependent on the equipment | am
presented o work with

It would be a tnal by fire and dificult at the best, but the job would get done. However, it would not
be as effective as it could be due to a lack of gquality training.

DATE
6/1/2018 10:50 AM

6/1/2018 10:40 AM

6/1/2018 10:23 AM

6/1/2018 3:13 AM

53172018 2:52 PM

53172018 2:06 PM

15

16

5
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Team work is vital to a combat communications deployment. Cooperation and contribution of each
individual in a team has a higher possibility 1o successiully complete a deployment.

i'm band new to the mob
| would accomplish said task, bul not with the time consirainis placed.

| havent had the training to do so and afler retaining | was sent to a squadron where | would not
be touching the equipment for over a year.

| feel that while | do know almost everything necessary to perform my job alone | have not been
@iven the hands on training necessary 1o know for cerain thal | could do everything by my seif.

So again Just started and you never know what could happen in the field, so there is some spots
where | don't know if | could do what's asked of me. howewver | will do my best, find out how and i &
comes down 10 i die trying.

| have not been stationed here long enough to obtain the knowledge fo successiul camy out said
mission.
If | was trained further | would feel more confident.

‘With my time in the service, a prior 3C0X1 background, and operaiing outside my AFSC, | would
be able to operate with litle 10 no assistance.

5/31/2018 8:57 AM

5/24/2018 3:26 PM
§/24/2018 2:29 PM
§24/2018 1:42PM

5/23/2018 9:49 AM

5/22/2018 3:43 PM

5/22/2018 12245 PM

5/22/2018 12:39 PM
S22/2018 1254 AM
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Q57 To be truly effective in a combat communications unit, | feel that it
takes about this long to become confident and comfortable to operate the
equipment independently, or on my own with little to no help from others.

Answered: 51 Skipped 16

100%:
80%
60%
40%
. e — .
0%
1to 3 months 3 to & months & months to 1to 2 years
1year
ANSWER CHOICES RESPOMNSES
1 io 3 months (1) 392%
3 o 6 monihs (2) 392%
& monihs o 1 year(3) 3529%
1 10 2 years (4) 43.14%
More than 2 years (5) 13.73%
TOTAL
BASIC STATISTICS
Minimum Maximum Median Mean
1.00 5.00 4.00 59
# PLEASE ADD ANY OTHER COMMENTS YOU MAY HAVE IN THE BOX BELOW

More than 2
years

Standard Deviation

0.91

The answer to this question highly depands on what level of "effective”™ and "operate”™ you're
taking about. In combat comm, 3D0X2s basically have to be able to build and mantain the
majority of an entire network. For a single individual to do thal, they have io have a broader and
more diverse skilset than an airman in a base comm scenano would have. | could easily expact
someoneé io be able to build and cable up a stack after only a couple weeks of tmning. That's
simple. Creating user accounts and other basic tasks is similady simple. But for a single individual
io be able to smoothly operate the entire network and all of its services on his own, “jack of all
frades™ doesn't cut it There are so many nuances and chalienges presant in each and every
service we provide, you'd have to be a masier of all trades. | wouldnt expec mastery from any
airman that isn't yel in the NCO tier, and even then there are quite a few NCOs who would be

found lacking.

2 ““With an nterest. Some people will never be effective

3 | have very few members who even as NCOs are proficient and confident in all aspects of their
UTC.

4 This changes from person to person. Some don't leam as well, or as quickly as others.

DATE
6/1/2018 10:50 AM

6/1/2018 10:28 AM
61/2018 313 AM

6/1/2018 12:53 AM
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How long & takes to be truly effective at operating combal communications equipment is
dependent on the training. If there was nothing going on but training every duty day then 6
months to a year would be reasonable for the average technician. However, with the way our unit
works it & more likely to be doser 1o the 2 year mark T the new personnel are getting on exercses
and setting the equipment up without cut-sheels.

In order to be confident and proficient at a skil, it requires continual training, physical and mental
preparedness. A similarity would be riding a bicyde or driving a vehicle; some individuals take
longer than others but eventually learn from their mistakes and become proficently skiled.

We never have time to frain the way we need fo, and our experience in the field on exerase is
highly sporadic.

& months to 1 year of solely training, no addiional duties, no extra tasks; member's only prionty is
to train and not to be tasked with anything else.

This needs to be a continuous & months to a 1 year. f there are breaks in this, it would take longer
o leam.

The reason i Lakes so long is the lack of training (especially quality taning) provided 1o the
Armen.

| believe i could take between B months 1o a year and a half to truly understand every piece of
equipment we work with.

I'm sure if we had an actual training program ['d feel more confident in my abiities.

This depends on the rank or prior expernence but a pipeline Airman takes closer to 2 yrs. All others
about 3-6 months thal have prior comm expenence.

3D0X3 duties in the pAmary position typically require a rank requirement of E-5 and typically
manage Wing-ivl programs. A E-3 to E-4 lacks the experience to fully manage COMSEC,
TEMPEST, and COMPUSEC with littie to no help.
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53172018 2:06 PM

573172018 8:57 AM

5/31/2018 8:39 AM
5/24/2018 2:29 PM
572472018 10:18 AM
S/23/2018 9:49 AM
5/22/2018 12245 PM

5/22/2018 12239 PM
S/2272018 10:02 AM

5/22/2018 12254 AM

Q58 Please provide any other comments you may have concerning how

long it takes to build a cyberspace operator that is capable of operating

independently in a combat communications unit.

Amswered: 3 Skipped: 64

When new aimen leave too early R puls way more work on the StA while also having to train
them.

If we work as a team, we can accompiish much more than we could by ourselves. | think a team
of A1Cs who have a year or 0 of expanence could operate a combal comm network. An
individual by himsefl would need much more training than that.

Time, ime availability, and motivation and desine 1o be trained.

DATE
6/1/2018 5:04 PM

6/1/2018 10:50 AM

3172018 B:57 AM
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Q59 | feel that the 3DXXX career field merger in 2009 negatively affected
the quality of the on-the-job training that | can provide to my

subordinates.
Answered: 51 Skipped: 16
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ANSWER CHOICES RESPOMSES
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1.00 6.00 6.00 488 148
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Q60 | feel that the 3DXXX career field merger in 2009 negatively affected
the quality of the on-the-job training that | receive from my superiors.

Answered: 51 Skipped: 16
100%:
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Strongly Disagree Neutral Agree Strongly N/A
Disagrea Agraa
ANSWER CHOICES RESPONSES
Strongly Disagree (1) 1.96% 1
Disagree (2) 392% 2
Neutral (3) HN.5T% 1"
Agree (4) 9.80% 5
Strongly Agree (5) 9.80% 5
NIA (B) S2.94% 27
TOTAL 51
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 6.00 6.00 4.80 1.46
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Q61 Since merging into my 3DXXX career field in 2009, | feel that the Air
Force has done enough to properly equip me with the right technical
knowledge to succeed in my AFSC as a technician and as a supervisor

> L T b3 0 i6
ad: o SKpped; 1o

100%:
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40%
I
0%
Strongly Disagres Neutral Agres Strongly N/A
Disagree Agree
ANSWER CHOICES RESPONSES
Strongly Disagres (1) 5.88% 3
Disagres (2) 19.61% 10
Meautral (3) 15.60% 8
Agres (4) 1.96% 1
Strongly Agree (5) 0.00% i
N/A (6) 56.86% 25
TOTAL 51
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 6.00 6.00 4.41 1.89
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Q62 Since merging into my 3DXXX career field in 2009, | feel that the Air
Force has done enough to properly equip me with the right technical skills
to succeed in my AFSC as a technician and as a supervisor

Answered: 51 Skipped: 16
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ANSWER CHOICES RESPONSES
Strongly Disagree (1) 5.88% 3
Disagree (2) 17.85% g
Neutral (3) 15.69% 8
Agree (4) 392% 2
Strongly Agree (5) 0.00% 0
NIA (6) 56.86% 23
TOTAL 5
BASIC STATISTICS
Minimum Maximum Median Mean Standard Deviation

1.00 6.00 6.00 4.45 1.86
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Q63 Since merging into my 3DXXX career field in 2009, | feel that the Air
Force has done enough to properly equip me with the right technical
abilities to succeed in my AFSC as a technician and as a supervisor
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Q64 Please provide any other comments you may have concerning the

161

2009 3DXXX career field merger, as it applies to your ability to succeed
as a technician, trainer, and supervisor in a combat communications unit

Answered: 11 Skipped: 56

# RESPONSES
1 | didn't enlfist untd 2016, so | have no comment on the 2009 merger.

2 | onginally joined as a computer programmer, and had my career field changed 1o a cyber operator
was too large of a gap (one not covered by technical school training either). | knew a bit of the
related technology based upon my own interest in computers, but | spent a good two years
stumbling through trying to caich up on applicable skils and knowiedge.

3 Upon amiving to the unit in 2016 there was equipment that | had not heard of before arriving
leaving me feeling as there were large gaps in my knowledge and skils.

4 9 years is more than enocugh time to get caught up on new career field requiremenis.

5 Was not in the military in 2009,

6 The Cyber career field is so broad, it's dificult to know what you will be working on at each base,
let alone io get the appropriate training, much is OJT and throwing you into the fire.

T there was no training provided for those SSgt / TSgf s that merged from a different AFSC. Most of
these individualks had no prior networking experience and the leaming curve was high.

B | was nol enlisted at the time of the merger to have any effect on me.

L] Al my supemvisors came from a wide range of jobs so theyre unable io train me on modemn day

equipment. 3d1x2 has become a calch all for a bunch of garbage so there is a lot to leam.

10 | feel that the menger separated career fields that need io be combined to funciion appropriately.
Cumrently we have to cross utiize to meet the objectives of OJT and UTC training that we achieved
seambessly prior to the merger.

11 A 3DXXX in a combat comm will have trouble adjusting to the wide range of skillsets required with
the limited amount of technicians that make up a typical comm package.

DATE
B/M/2018 10:51 AM

6172018 10:42 AM

B/M/2018 316 AM

5/31/20181:23PM
5/31/2018 B:58 AM
572472018 328 PM

5/2472018 10:20 AM

S/22/201B 1246 PM
S/22/201B 1241 PM

S5/2272018 10:05 AM

572272018 1258 AM
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Q65 Please provide any final comments you may have about combat
communications training.

Answered: 9 Skipped: 58

# RESPONSES DATE

1 Training in Combat Comm seems 10 be overicoked because we are not a neal sguadmon. 6/1/2018 5:05 PM
Everything we do home station is fake.

2 The manning and the ciimate of the combat comm in general. Lke, working on training is good, 6/1/2018 10:25 AM
bul if you have 6 wel trained people 50 burnt out that the thought of staying in the miktary makes
themi ill, you might have a biggerissue than the training.

3 The honest truth is we focus 1o much on things that do notl matter and not enough time on training. SI31/2018 2116 PM
Our only mission at home station should be training and getting ready for the nexd deployment.
However, we manage fo do everything but traning. In addition, Combat Communications is not a
good place for 3 level to cut their teeth. This should be a 5 level and higher restricted assignmenl.
Doing this would have two effects. One personnel would show up akready 5 level qualified and be
ready lo go oul the door. Two this would alleviate the curent problem we have with technicians
that do not know how to work on a live network If personnel are ariving from other duty stations
where they were base communications they will have the knowledge base buil akeady. i wilbe
much easier to train personnel on Combat Communications specific equipment and network layout
with the knowledge base akeady buill.

4 Time, personnel, and training. 5/31/2018 B:58 AM

5 We don't need to be out in the field training or puling 12 hour shifts lo leam the equipment. Having  5/24/2018 2:33 PM
a respeciable communication's tab to work on the egquipment. Have networking lab programs for
members lo train both vitually and then apply in realdife in the raining lab if so desired.

6 | feel the unit does have the idea to mprove training bul as you go down the overall chan of S/23/2018 9:52 AM
command the want and desire o train the Airmen diminishes.

T We dont mceive traming. Everything | have leamed & because | sat down on my own and forced S/22/2018 1243 PM
myself lo leam it.

8 Trainng and Equipment should be our focus o be prepared for our unigue mission. Without the 52272018 10:13 AM
proper guidance (i.e. TO's) and SME support from PMO our trainees & trainers are left with doing
extensive research to correct ssues that should aleady come with potential solutions. This
degrades our mission capabiities greatly when we constantly have to troubleshoot during a setup.
We place a lot of pressure on our 3 levels while we lack enough 57 levels 1o prepare them or they
are working issues outside of their AFSC. 3 level's initial focus should be CDC's and OJT. This will
prevent fadures and they will be better prepared for the demands of UTC qualfication.

a9 A legacy ICX0( AFSC s what combat communications needs to successfully execute the S/22/2018 1:00 AM
mission.
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Appendix C
Faculty Acceptance
School of Science, Technology, Engineering, and Math

Information Technology

The thesis for the master’s degree submitted by
Joshua Tyler Larson
under the title
Entry Level Training for Combat Communications Personnel
has been read by the undersigned. It is hereby recommended
for acceptance by the faculty with credit to the amount of

3 semester hours.

(Signed, first reader) (Date)
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(Signed, second reader, if required) (Date)

Recommended for approval on behalf of the program

(Signed) (Date)

Recommendation accepted on behalf of the

program director

(Signed) (Date)

Approved by academic dean
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Appendix D

Copyright Use

11 Jun 2018

[, Dr. Panayotis Yannakogeorgos, owner of the copyright to the work known as The
Human Side of Cvber Conflict, hereby authorize Josh Larson to use the following

material as part of his thesis to be submitted to American Public University System.

Page: 149

Graphic: Cyber tasks at levels of Bloom’s Taxonomy
YANNAKOGEOR y3Ac5e0rcos oA
GOS.PANAYOT! NAYOTIS.A.1401809836
S.A.1401809836 %:I;E?ﬂiﬂ.ﬂﬁ.ﬂ 14:49:39

Dr. Panayotis Yannakogeorgos
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Lucero, Eric R- OPA L 0.Enc.R@DOL.gc

ect: RE: Cybersecurity Competency Model Consent
e: June 12, 201 -

: Josh Larson

Josh,

Thanks for sending this yesterday.

| looked over the link you sent and consulted with our national office.

Anything produced by the federal government is in the public domain, which makes you an actual
owner of the material, as a taxpayer. So you don’t need anything signed.

However, if your professor needs this signed, vice this email being suffice, please let me know
and | can work to get you a signature.

Thanks.

Vi,
Eric
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From: Wolfkill, Timothy J CIV OSD DOD CIO (US) !
S t: RE: [Non-DoD Source] 8570.01-M Graphic Consent to Uss
e: June 12, 2018 at B:27 AM

To: Josh Larson_

Capt Larson,

Second reply on same.

| just reviewed your request with Mr. White and we both looked at the manual and the graphic.
Per the following statement within the cited manual itis a “public releasable” document so you
may download and use content from the manual (with correctly annotated citation of the
source).

It reads: “The DoD Components, other Federal agencies, and the public may download this

Manual from the DoD Issuances Web Site at http://www dtic. mil'whs/directives.”

A direct link to the manual is:
http://www.esd.whs.mil/Portals/54/Documents/DD/fissuances/dodm/857001m. pdf

There is no need for a signed release statement.

Thanks, R/

Mr. Tim Wolfkill

Correspondence Chief

Correspndence Control Office (CCO)
DoD Chief Information Officer (DoD CIO)
PTN Room 3D1048

PH: (703) 695-6402

NIPR: timothy.j.wolfkill.civ@mail. mil
SIPR: timothy. j.wolfkill.civ@mail.smil. mil
JWICS: timothy.wolfkill@osdj.ic.gov
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Appendix E
IRB Approval
* American Public University System §_$>
. l v
Mo APU
Institutional Review Board (IRE)
Application Number: 2018-095
Application Title: Entry Level Skills Training For Air Force Combat Commmications
Personnel
05/21/2018
Dear joshua larson8,

The APUS IRB has reviewed and approved the above application as Exempt from further
FEVIEW.

-Date of IRB approval: 05/21/2018
Date of IRB approval expiration: 05/20/2023

The approval is valid for five calendar years from the date of approval. Should your
research using nman subyects extend beyond the ime covered by this approval, you will
need to submit an extension request form to the IRB.

Changes in the research design (e.g., recnuiment process, advertisements) or informed
consent process must be approved by the IRB before they are implemented. If the revised
research design is no longer Exempt, then the IRB committee will need to review the
apphication and issue a new approval.

It is the responsibality of the investigators to report to the IRB any senious, unexpected,
and related adverse events and potential unanticipated problems related to nsks to
subyects and others using the unanticipated problems nofification.

Please direct any question to apus-ith{@apus.edu. The forms mentioned above are
available at hitp-//www._apus.edu/commmty-schol ars/institutional-review-
board/apply .

Sicerely,
Jennifer Douglas, PhD
IRB Chair

Corporate and Academic Offices: www.apus.edu Administrative Offices:
111 W. Congress Street, Charles Town, WV 25414 10648 Wakeman Court, Manassas, VA 20110
Phone: 304-724-3700 * Toll Free 877-468-6268 * Fax: 304-724-3780 Phone: 703-330-5398 * Toll Free 877-468-6268 * Fax: 703-330-5109
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Appendix F

Letters from Commanders

7 May 2018

American Public University System (APUS)
Institutional Review Board, IRB Chair

111 W. Congress Street

Charles Town, WV 25414

Dear APUS IRB Chair:

As the Commander of the 1st Combat Communications Squadron, | grant permission for Josh Larson to
conduct human subject research by sending out electronic surveys to my organization. Further, the 1st
CBCS acknowledges that the results of this research will be used to fulfill the requirements for a master's
thesis at American Public University System.

Sincerely,

IN.THAROMMON noigitaly signed by

IN.THAROMMONY.T.1158175416

Y.T.1158175416 Date: 2018.05.21 07:46:19 +0200°

Tharommeony In
1st Combat Communications Squadron
tharommony.in@us.af.mil
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7 May 2018

American Public University System (APUS)
Institutional Review Board, IRB Chair

111 W. Congress Street

Charles Town, WV 25414

Dear APUS IRB Chair:

As the Commander of the S5th Combat Communications Support Squadron, | grant permission for Josh
Larson to conduct human subject research by sending out electronic surveys to my organization.
Further, the 5th CBCSS acknowledges that the results of this research will be used to fulfill the
requirements for a master’s thesis at American Public University System.

Sincerely,

7z

Alexander Koutsoheras
5th Combat Communications Support Squadron
alexander.koutsoheras@us.af.mil
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7 May 2018

American Public University System [APUS)
Institutional Review Board, IRB Chair

111 W. Congress Street

Charles Town, WV 25414

Dear APUS IRB Chair:

As the Commander of the 51st Combat Communications Squadron, | grant permission for Josh Larson to
conduct human subject research by sending out electronic surveys to my organization. Further, the 51st
CBCS acknowledges that the results of this research will be used to fulfill the requirements for a master's
thesis at American Public University System.

Sincerely,

Christopher Dauer
51st Combat Communications Squadron
christopher.dauer@us.al.mil
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7 May 2018

American Public University System (APUS)
institutional Review Board, IRB Chair

111 W. Congress Street

Charles Town, WV 25414

Dear APUS IRB Chair:

As the Commander of the 52d Combat Communications Squadron, | grant permission for Josh Larson to
conduct human subject research by sending out electronic surveys to my organization. Further, the 52d
CBCS acknowledges that the results of this research will be used to fulfill the requirements for a master’s
thesis at American Public University System.

Sincerely,

H'ﬁs Kuc

52d Combat Communications Squadron
nicholas. kuc@us.af.mil
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7 May 2018

American Public University System (APUS)
Institutional Review Board, IRB Chair

111 W. Congress Street

Charles Town, WV 25414

Dear APUS IRB Chair:

As the Commander of the 644th Combat Communications Squadron, | grant permission for Josh Larson
to conduct human subject research by sending out electronic surveys to my organization. Further, the
644th CBCS acknowledges that the results of this research will be used to fulfill the requirements for a
master’s thesis at American Public University System.

Sincerely,

LANDEZ. MARK.MAT D e rrew.11287
THEW.1128774021 7521 @ o ooss27 41000

Mark Landez
644th Combat Communications Squadron
mark.landez@us.af.mil



COMBAT COMMUNICATIONS TRAINING 173

Appendix G

Letters to Participants

EMAIL TITLE: Time Sensitive: Request for Survey Participation

Good maorning (Sir/Ma‘am),

BLUF: Reguest your participation in a survey on entry-level Air Force technical training, located at the
link below. The survey should take you less than 20 minutes to complete.

BACKGROUND: | am conducting research for my master’s thesis at AMU, which looks at the
effectiveness of the cumulative training that our 300X2 s, 3D0X3's, and 3D1X2's receive prior to
deploying with the &6K-series UTCs.

To collect the data, | am surveying our active duty combat communications 3D0X2"s, 3D0X3's, and
301X2's on your viewpoints concerning the entry-level technical training you receive, and whether or
not it adeguately prepares you for the operational environment. Relative to the greater Air Force, there
are very few 3D0X2's, 3D0X3's, and 30D1X2's across the active duty combat gomm; your participation
would be greatly appreciated, as it will help generate more accurate results from a limited data poaol.

The survey is completely optional, anonymous, and should take you less than 20 minutes to complete.
Although this survey is not sponsored by the USAF, the final thesis project may be made available to the
public domain.

REQUESTED ACTIOMN: Please take a few minutes to complete the below survey and provide your honest
opinion of the career field training you have received thus far in the &ir Force.

https:/ fwww. surveymonkey.com/r/2ME3 7DV

Thank you,
Very Respectfully,

Josh Larson



COMBAT COMMUNICATIONS TRAINING 174

Appendix H

Thesis Checklist

ITCC698 and ISSC699 Thesis Checklist
This is the checklist your instructor will use to assess your submission—please review!
Please ensure your students provide the following in the paper before accepting as final paper!
Below is the comment extracted from the 2015 Capstone Manual:

The citation approach and manuscript formatting is established by the program or school’s
officially designated style manual; however, the following are required to follow the formats
shown in Appendixes 4-8.

o Title page (required; Appendix 4) 3

e University Publication License /Copyright page (required; Appendix 5)

o Dedication page (if included; Appendix 6)

e Acknowledgements page (if included; Appendix 7)

e Abstract of the thesis (required; Appendix 8)

1. Capstone Title Page—see sample below:
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Appendix 4: Title Page (Required format for all theses.)

—

F.cs ) Y g \ =
Easwsinine GGG DRONES AS WEAPON OF WAR IN AF/PAK REGION Top margin: |
formatting should Finehies

hat include the
running head on
the title page.

A Master Thesis

Submitted to the Faculty
. s Y
- of — Do not capitalize
Spacing mustbe | “by” or “of”
consistent and e Public Universi
Sobie spaced. I merican Public University
by

Richard James Smith

( \eftmargn: | In Partial Fulfiliment of the
1.5inches
Requirements for the Degree
—>
of
Master of Arts.

i3 ik

| Month of
December 2011 {—IL e |
—

American Public University

—
Bottom margin:
— Charles Town, WV 1.25 inches

50

Source: 2015 Capstone manual

2. The title appears on each page in the header after the title page with only the

page numbers changing in the right margin. Only use the number!

N

PURDUE ONLINE WRITING LAB SAMPLE TITLE PAGE

3. All letters of title are capitalized: LEARNING STYLES

4. Students must include a copyright page below the title page (see the example

below):
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SECURITY POLICIES IN THE WORKPLACE 2

The author hereby grants the American Public University System the right to display these
contents for educational purposes.

The author assumes total responsibility for meeting the requirements set by United States
copyright law for the inclusion of any materialsthat are not the author’s creation or in the public
domain.

© Copyright 2015 by James Richard Fitzer

All rights reserved.

Appendix 5: Sample of Copyright Page (Required format for all theses.)

( NoTES:

| - Text shoula begin just arer hatrway
down the page.

= This sample includes the
exact language that must be used

The author hereby grants the American Public University System the right to display these
for 3

The author assumes total responsibility for meeting the requirements set by United States.
ight law for the i ion of any ials that are not the author’s creation or in the
public demain.

© Copyright 2012 by Richard James Smith

Al rights reserved.

5. Dedication Page goes after the Copyright Page (See the example from the

Capstone Manual below)
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Appendix 6: Sample of Dedication Page (Required format for all theses.)

[ nNoTES:

« Text should begin just after hatfway
down the page.
= Text should be double-spaced.

DEDICATION

| dedicate this thesis to my parents. Without their patience, understanding, support,

and, most of all, love, the completion of this work would not have been possible.

6. The Acknowledgement page goes after the Dedication page (see the example

below):

Appendix 7: Sample of Acknowledgments Page (Required format for all

theses.)
'/—N{JTES: )
= Text should begin just after halfway
down the page.
= Text should be double-spaced.
ACKNOWLEDGMENTS

| wish to thank the members of my committee for their support, patience, and good
humor. Their gentle but firm direction has been most appreciated. Dr. Betty Momow was
particularly helpful in guiding me toward a qualitative methodology. Dr. Judith Slater's
interest in & sense of competence was the impetus for my proposal. Finally, | would like to
thank my major professer, Dr. Stephen Fain. From the beginning, he had confidence in my

abilities to not only complete a degree, but to complete it with excellence.

| have found my course work throughout the national security program to be
stimulating and thoughtful, providing me with the tools with which to explore both past and

present ideas and issues.



COMBAT COMMUNICATIONS TRAINING

7. Table of Contents goes next. Below is an example:

—
Appendix 9: Sample of a Table of Contents SRR e T
following page for formatting
inforrnation.
TABLE OF CONTENTS
CHAPTER PAGE
INTROBEIMINE - e o e e e o i 1
. LITERATUREREUEW. .- . oo oo i e i e e 3

|

Competing Perceptions of National Secumity. ... 3

DronesasaWeaponofWar . i ]
Afghani=tan: Sosumily:: e @ i st i i e 2 12
Palirston Seetmity. o5 i o e e e S e A o S 15
IMETH O OL D GY oo ee 24
Subjects and Setting e 24
Data Collection Technigue ... 25
Statistical Analysis

Limitations of the Study

BRI oo ot S e et e S O e L e e 34
Iegal P s e e e TR e e e A 34
Impact of Drone Strikes on War Effort.... 38
Impact of Drone Strikes on U.S.-Pakistani Relations........o oo eceeeeee 40

Impact of Drone Strikes on U.S. Regional Interests .. 48

178
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Ethics and Legality of Using Drones
Competing Conceptions of Self-Defense and National Security
Controversy about Use of Drones in Warfare ...
SUMMBIY oo

Recommendations._.... ... oo .o o

- "\-\.\-
NOTES:
»  Follow your style guide for exsct formstting I

requirements.

* Dot leaders (periods between words and pages) ‘

are reguired.

* Pages should be right justified.

* Double spece betwesn entries.

*  Hyperfinking to sections within the thesis can add

=ase to navigation. /

22

34

o6

179

8. Below the Table of Contents is the List of Tables—please see the attached document

for guidance.

TABLE/FIGURES

followed by a List of Figures.

Immediately after the Table of Contents, you should have a List of Tables,

e The List of Tables, List of Figures, and Abstract are front matter and should

be numbered with lower case Roman numerals.
e Figures are labeled immediately beneath the figure and take this format:
Figure 2.1 Rationale and organization of the Literature Review chapter

e Tables are labeled immediately above the table and take this format:

e Table2.1
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Phases in Gunawardena, Lowe & Anderson’s (1997) Interaction Analysis

Model (IAM)

Appendix 10: Sample of List of Tables

LIST OF TABLES
TABLE PAGE
1 Physicsl Educstion Teacher Demographic DEtS ... oo e 15
2. Current University Student D jic Data 17
3. Numnber of High or Low Value Ori ions for R o 25
4. Teacher Value Orientstion Profile by Gender.__________ 28
5. Teacher Value O Profile by Rank 33
6. Teacher Value Orientation Profile by Teaching Experience 39
7. Student Value Orientation Profile by Gender 41
8. Student Value Ori ion Profile by Acadermic Major 45
9. Student Value Orientation Profile in Different Yesr at University oo 51
Y
OTES: \
Follow your ST Buits for exact formatting
requUinements.
Dot lestlers (periods between words and pages)
are required.
Pages shoukt be Night justified.
Doublle Spece between entries. 57
sections within
esse (o navigaton. /

9. The List of Figures goes below the List of Tables. Please see the image below.
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Appendix 11: Sample of List of Figures

LIST OF FIGURES

FAGURE PAGE

1 Physical Educstion Teacher Demographic Deta ..o

2_ Current University Student Demographic Data..

3. Murnber of High or Low Value Orientations for Respondents ...

4. Teacher Value Orientation Profile by Gender

5. Teacher Value Oriemtation Profile by Academic Rank

6. Teacher Value Orientation Profile by Teaching Experience ... .

7. Student Value Orientation Profile by Gender

nores: )

+ Follow your style guite for exact fnmatting
PEQUINEMErTS,

- Dotleaders (periods between words end pages)
are requind.

« Pages should be right justised.

+ Double spece between entries.

«  Hypestinking to sections within the thesis can edd
ease o ravigation

17

25

28

39

41

181
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10. Abstract goes after the List of Figures —See sample below:

Appendix 8: Sample of Abstract of the Thesis (Required format for all
theoses.)

ABSTRACT OF THE THESIS

DRONES IN NATO LED EFFORTS IN AF/PAK
by

Richard James Smith
American Public University System, July 1, 2007
Charles Town, West Virginia
Professor John Dioe, Thesis Professor
Begin typing the abstract here, double-spaced. The abstract must include the

following components: purpose of the research, methodology, findings, and conclusion. The

body of the abstract is fimited to 150-200 words (no less than 150 and no more than 200).

P -
( NOTE: )
The abstract is a required component of the thesis/capstone paper. If you are not sure of what an
abstract is or of how to write one, the APUS Center for Graduate Studies and the APUS Library have
created an instructional module on Writing the Abstract for Your Graduate Capstone Thesis at
AMU/APU, viewable at hitp://apus.cam| ides.com/writing/ thesiscapstoneabstract.
&

11. Remember to require the students to include the keywords at the end of the

abstract! We will use the keywords for others to search the paper in the APUS

[PRIRTETEE VESUPTIINT) COTTHTRASEY, (VWIE VIUSE SFCU TISE. LPUES VET UTTER UL GONCT REN TR
placeral. Alsgquam sagittis pulvinar uliness
Keywords: korem ipsum, nulla vitse

12. Introduction goes after the Abstract. Be sure the students include all of the

following using level 2 heading:
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The background of the topic
e Statement of the problem

e Statement of the purpose

e Research questions

e Significance of the study

e Definitions of unclear terms

183

e Limitations/delimitations (you may also provide in the Methodology

area as well)

e Assumptions

13. Require the students to use the appropriate level headings for their paper. For

all major headings, use level 1, use level 2 for main points and use level 3 for

subpoints—see image.

Headings

APA Style uses a unigue headings system to sepa
heading levels in APA, The 6™ edition of the AP
Re

[APA Headings
Level | Format

1 Centered, Boldface, and Lowercase
2 |Left-aligned, Boldface, Uppercase and Lowercase Heading

pesi
Indented, boldface, italicized, lowercase heading with a period. Begin body
text after the period.

Indented, boldface, lowercase heading with a period. Begin bady text after the
pricd.

Indented, talicized, lowercase heading with  period. Bogin bady text after the
period,

Thus, if the article has four sections, some of which have subsections and some of which
don't, use headings o ding on the level of . Section headings receive level
one format. Subsections receive level two format. Subsections of subsections receive level
three format. For example:

Method {Level 1)

= it b Erasun 11 sl 1
& Mot & Beevouws o Hgpbghe gl ] Matgh cse

Source: Purdue OWL

See the sample below:
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This is an example of Level 1 heading!

SECURITY POLICIES IN THE W

Introduction
Background of the Problem

When it comes to security policies, there are a few problems that most organizations
have. These problems all contribute to the overall failure of the company. Even though in the
market, the company can be successful, sooner or later, the organization will begin to crumble
fromthe inside.
Statement of the Problem

There are several problems with security policies within organizations. Some of these

problems include:

This is an example of level 2 heading!
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BIOMETRICS IN THE UNITED STATES 2

by United States citizens. Tt also seeks to prove that greater socialization during development of
biometrics technology will lead to greater acceptance of the technology.
Problem Statement

While the potential for biometrics information to be misused by the government or
commercial organizations extist, the benefits outweigh the risks. Biometrics can be used to
balance privacy, security, and accessibility by accurately verifying the identity of an individual,
minimizing the potential of frand, and possibly eliminating the need for identification documents
and passwords. This study is designed to identify the types of biometric technologies that can be
used to achieve that balance and in what conditions American citizens find their use acceptable.
Purpose

The goal of this study is to analyze data gathered on different modalities of biometric
techmology, its use. and the opinions of American citizens regarding the technology to identify
areas and situations where biometric technology can be used. conditions that must be met, md
steps that can be taken to mitigate the concerns and gain the trust of American cifizens. This
paper will evaluate current uses of biometric technology in the United States and elsewhere to
determine potential uses of biometric techmology in the future. This paper will discuss the
cliaracteristics of different biometric modalities, their accuracy rates, and the level of
invasiveness associated with them Combined with the data and opinions gathered from survey
participants, this study seeks to understand the limitations of the techmology nd acceptable use
by the American public to identify viable uses of biometric technology in the United States to
achieve a balance of privacy cancems, secuity, aceessibility, and convenience.

Hypotheses or Research Questions

14. The 25 Pages or More Literature Review goes after the Introduction (note the

comments taken from the Capstone Manual)

Literature Review: Reviews the literature on a specific research question. The literature review focuses
on discussing how other researchers have addressed the same or similar research questions. It
introduces the study and places it in larger context that includes a discussion of why it is important to
study this case. It provides the current state of accumulated knowledge as it relates to the student’s
specific research question.

» Summarize the general state of the literature (cumulative knowledge base) on the specific research
question: o Study one: summarize to include researcher’s findings, how those findings were obtained,
and evaluation of biases in the findings.

o Study two: summarize to include researcher’s findings, how those findings were obtained, and
evaluation of biases in the findings.

0 Include a minimum of at least three of the most important studies.

* Include a short conclusion and transition to the next section.
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15. Remind the students to use the level 1 and level 2 heading!

SECURITY POLICIES IN THE WORKPLACE 16

Literature Review

According to Rouse (2007, a secunty policy is defined as a document that is prepared by

an organization which details the decided upon plan to protect the orgarmzation’s mformation

technology and physical assets. Accordingto SANS (2013), secunty policies are defined as

being well written plans of action onhow organizations intend to maintain and protect the

availability of resources to its network. Organizations created security policies for many reasons

to cover 2 wide variety or problems that may ormavnot be experienced. Some ofthe areas

security policies are createdto address are:

Intrusion detection

Disaster recovery plan (restore and backup)
Intemet policies

Emailpolicies

User responsibilities

Administrative responsibilities

Password policies

Bisk assessments

Physical security design

Physical Security Policies

Every organizationneeds to have detailed physical secunty policies to ensure the

protection of all assets, mformation technology and physical, are protected against malicious

16. After the Literature Review, the Research Design/Methodology comes next.

Hypotheses or Research Questions: The students are expected to restate hypotheses

research questions for the reader in the Methodology section.

186
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Data Collection: The intent of this section is for the students to explain what they did to
collect their data. It is intended for them to explain what they did to carry out the full study in
the capstone course. For example, what instrument did they use? What documents did

they use if conducting a document analysis?

Sampling: Students are to use this section to explain the population or sample used for the

study and why.

Summary of Analysis Procedures: The goal of this section is for students to provide a
summary of how they analyzed the data collected using descriptive statistics (Mean, Median

and Mode), frequency distribution, T-test, ANOVA, Chi Square, Correlation, etc.

OR

For the qualitative portion, how they used any of the following for their analysis:
CHARTING, CODING, CATEGORIZING, AND MODELING. The goal is for the students

to make this process clear to the reader!

The Capstone Manual explains,

Research Design/Methodology: Describes how the student will test the hypothesis and carry out
his/her analysis. This section describes the data to be used to test the hypothesis, how the student
will operationalize and collect data on his/her variables, and the analytic methods that to be used,
noting potential biases and limitations to the research approach. It should include

« identification and operationalization (measurement) of variables;

« a sampling plan (i.e., study population and sampling procedures, if appropriate);

« justification of case studies used,;

» data collection/sources (secondary literature, archives, interviews, surveys, etc.);

* a summary of analysis procedures (pattern-matching, etc.); and

« the limitations of study and bias discussion.
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17. After the Research Design/Methodology, the Results section comes next, note the

requirements from the Capstone Manual.

Findings/Results/: This section describes the results of the study. Keep in mind that the “results” are
the direct observations of the research, while the “discussion” is the interpretation of the results and
research. This should include, as appropriate:

* results, including tables, graphs, statistics;

« significance and interpretation of the results;

Use a table or model to map relationships. Note, the intent of the Results section is to provide data,
charts, figures, tables, and models and not much narrative content. Students should save the bulk of the

explanation for the Discussion Section.

The purpose of a Results section is to present the key results of your research without interpreting
their meaning. Organize the data in the Results section in either chronological order according to
the Methods or in order of most to least important. Within each paragraph, the order of

most to least important results should be followed.

3. Determine whether the data are best presented in the form of text, figures, graphs, or

tables.

4. Summarize your findings and point the reader to the relevant data in the text, figures
and/or tables. The text should complement the figures or tables, not repeat the same

information.

11. Provide a heading for each figure and table. Depending on the journal the table

titles and figure legends should be listed separately or located above the table or below
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18.

the figure. Each figure and table must be sufficiently complete that it could stand on its

own, separate from the text.

12. Write with accuracy, brevity and clarity. (“San Francisco Edit,” n.d., para. 1, 4-5, 12-13).

Source:

San Francisco Edit. (n.d.). Twelve steps to writing an effective results. Retrieved from
Sectionhttp://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CB8QFjAA&
url=http%3A%2F%2Fwww.sfedit.net%2Fresults.pdf&ei=CjtDVbeOF8LFgwSijIHWBg&usg=AFQjC

NEstMbxaiYa5Fa_|-zKduzx0096rQ&sig2=4vpEzBeP5MID-aUc3REOLw&bvm=bv.92189499,d.eXY

After the Results section, the Discussion section comes next, note the

requirements from the Capstone Manual.

« discussion of results as they relate to thesis statement/research question;
« discussion of results as it relates to the theoretical framework/approach; and

« directions for future research.

The purpose of the Discussion is to state your interpretations and opinions, explain the
implications of your findings, and make suggestions for future research. Its main
function is to answer the questions posed in the Introduction, explain how the results
support the answers and, how the answers fit in with existing knowledge on the topic.
The Discussion is considered the heart of the paper and usually requires several writing

attempts.

3. Begin by re-stating the hypothesis you were testing and answering the questions

posed in the introduction.
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4. Support the answers with the results. Explain how your results relate to expectations
and to the literature, clearly stating why they are acceptable and how they are

consistent or fit in with previously published knowledge on the topic.

6. Describe the patterns, principles, and relationships shown by each major
finding/result and put them in perspective. The sequencing of providing this information
is important; first state the answer, then the relevant results, then cite the work of

others. If necessary, point the reader to a figure or table to enhance the “story”.

7. Defend your answers, if necessary, by explaining both why your answer is
satisfactory and why others are not. Only by giving both sides to the argument can you

make your explanation convincing.

8. Discuss and evaluate conflicting explanations of the results. This is the sign of a good

discussion.

9. Discuss any unexpected findings. When discussing an unexpected finding, begin the

paragraph with the finding and then describe it.

10. Identify potential limitations and weaknesses and comment on the relative
importance of these to your interpretation of the results and how they may affect the
validity of the findings. When identifying limitations and weaknesses, avoid using an

apologetic tone.

11. Summarize concisely the principal implications of the findings, regardless of

statistical significance.

12. Provide recommendations (no more than two) for further research. Do not offer
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19.

20.

suggestions which could have been easily addressed within the study, as this shows

there has been inadequate examination and interpretation of the data.

13. Explain how the results and conclusions of this study are important and how they
influence our knowledge or understanding of the problem being examined. (“San Francisco Edit,”

n.d., para. 1,6-7, 9-16).

San Francisco Edit. (n.d.). Fourteen steps to writing an effective discussion section. Retrieved from
http://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=0CB8QFjAA&url=http
%3A%2F%2Fwww.sfedit.net%2Fdiscussion.pdf&ei=8T5DVca2Hse0ggStgY GACA&uUsg=AFQjCNF
L8hPk8Hdrr7D3YYTVflv_RGLzHA&SIg2=tEhhe XywoWZ1H-

s8XrLMrg&bvm=bv.92189499,d.eXY

The Reference List comes after the Summary and Recommendations, note from
the Capstone Manual: Reference List: This section should reference the works cited

(direct quotes or paraphrases).

The Appendix of the Survey or other supporting documents such as the IRB
Approval letter for using Animals or Human Subjects in the data collection are
required after the list of references (see the image from the Capstone Manual

below):
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Appendix 15: Sample of IRB Approval Letter

American Public University System

American Military University | American Public Universily

Institutions! Review Board (I8

1 April 2013

Dear John Smith,

The APUS IR has reviewed and approved your application {submitted 4,/6,/2013). The approval
covers one calendar year. Should you need an extension beyond the one year timeframe, an
extension reguest will have to be submitted. However, this does not mesn your research must be
complete within the one year time frame. Should your research using human subjects extend beyond
the time covered by this spproval, you will nesd to submit an extension request to the IRB.

Sincerely,

Patricia 1. Campbell
Chair, IR

21. Permission to Quote or Reproduce Copyrighted Material Letter comes after the
Reference List. Please require all students to sign this document before you give

them the final thesis or creative project grade.
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Appendix 12: Sample of Permission to Quote or Reproduce Copyrighted
Material Letter

Date

I {we) ownen|s) of

the copyright to the work known as

hereby

autharize to use the

following material as part of his/fer thesis to be submitted to American Public University

System.

Page Lire Nurnbers or Other |dentification

Signaturs

59
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22. The Capstone Checklist with your signature is required for all papers(Send this

document with the students’ papers to the PD for signature).

S
B3

APUS Library Capstone Submission Form

This capstone has been approved for submission to and review and publication by the APUS Library.

Student Name [Last, First, MI] * | |
Course Number [e.g. INTL699] * Paper Date [See Title pg.] |

Professor Name  [Last, First] *

Program Name * See list

Keywords [250 character max.]

Passed with Distinction * Y or N

Security Sensitive

Information * YorN

IRB Review Required * Y or N If YES, include IRB documents in submission attachments.
Turnitin Check * YorN All capstone papers must be checked via Turnitin.
* Required

Capstone Approval Document
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Appendix 16: Checklist for Thesis/Capstone Submission to APUS Library

All capstone projects must be submitted to the APUS Library for archiving by the program
director.

1. Download the APUS Library Capstone Submission/Approval Form from this link:
1S | jbrary O Sy i, roval ) v

u
NOTE: Form must be downloaded before fields can be filled out.

This form contains interactive fillable fields. it is recommended you save this file to
your APUS laptop for ease of repeated use.

ra

. Complete the Submission/Approval Form

Note that all fields except Heywords and 2+ Reader’s Signature are required.
Check to make sure the spelling of the student’s name and paper title is cormect.

w

. Send the following as attachments to an email addressad to
ThesisC Jbmission@sgpys eduy:

* The completed Submission/Approval Form
= The FINAL version of the thesis document in Microsoft Word file format.
* |RBE Review docs (if applicable)

.

. The subject heading for submission email should be Thesis Submission [student
surname]

Exsmple: Thesis Submission Jackson

5. Only one (1) thesis should be sent per email.

If you have any difficulties with submission, have additional files, have a file that is too large for
email submission, or have any other guestions, contact the APUS Library at Thesisinfo@sgpus edu

APA Checklist

1. Double space entire paper/Use 1 inch margin/Text is to be left aligned.

2. Use 12 point font/ New Times Roman/black ink.

3. Same font throughout with the exception of italicizing: (1) key term to emphasize (2)
titles of books, periodicals, films, videos, TV shows and microfilm publications (there are

more in-depth examples in APA Manual section 4.21).
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4. Numbers: 0-9 are written out while 10 and above are written as numbers (Exceptions:
numbers expressing approximate lengths of time written as words ex: 1 hr 30 min; 12:30

a.m.; about 3 months ago).

5. Punctuation when ending a Quote: If quotation is at the end of a sentence, close quote
with quotation marks, cite the source in parentheses, and end with a period or other

punctuation outside the final parenthesis.

6. Awvoid using “etc.” at the end of a list or exclamation point unless it is part of the

quotation.

7. Ampersand: If the citation is in parentheses, use the ampersand (‘&) instead of the word

“and” in text of paper. Always use ampersand (&) in tables, captions and on reference

page.

8. Capitalize first letter following a colon if clause is a complete sentence.

9. Use complete sentences and avoid slang. Use Spell Checker and proofread paper.



COMBAT COMMUNICATIONS TRAINING 197

10.

11.

12.

13.

14.

15.

First sentence of a paragraph must be indented (with the exception of the Abstract).

Do not use contractions (it’s = it is; won’t = will not).

Always spell out acronym on first use. Example: APU = American Public University.

Direct Quotes: must give page number. If no page numbers available, cite paragraph
number using abbreviation para. (para. 4). If no page or paragraph numbers, cite heading

and paragraph number where information found: (Discussion section, para. 2).

Spell out all authors’ first time reference is cited. Use et al. in further references (ex:

Smith et al., 2009) (Exception: Six or more authors use et al. first time).

Quotes over 40 words must be indented and page number cited. Do not use quotation

marks.
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16.

17.

18.

19.

20.

The reference page is the last page (unless appendix). Insert page break at end of text

preventing distortion when edits are made.

Title of page: References (centered on page directly under the 1” margin). Do not

underline, italicize or make bold.

Cite references in text of paper and include sources on reference page. PLEASE NOTE:
Wikis (like Wikipedia) cannot guarantee the verifiability or expertise of entries,
therefore, are not considered scholarly sources. DO NOT USE WIKIPEDIA AS A

SOURCE.

References are in alphabetical order by author(s) last name on the reference page; list last
name, then first and middle initial (if applicable) only. If no author is provided, use the

first character of the title.

When citing a book on the reference page, capitalize the first word of the title only (with

the exception of proper names). Also, italicize the name of the book.
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21. In reference area, capitalize the FIRST word, the word after a colon, and all proper names

in the title of books and articles.

22. Italicize the name of books, journals, and magazines, but do NOT italicize the name of

the article.

23. Do not use the words VVolume or Vol., Issue or Iss,. or Pages, p. or pp. on reference page.

24. The name of the journal and volume number are italicized. Pay attention to punctuation.

Remove hyperlink. When the web addresses turn blue and get underlined, right

click them and “remove hyperlink”.

25. Citing a source within a source (secondary sources) example: In-text—Bennett (as cited

in Rudman, 1999) defined...

Reference list: Rudman, R. (1999). Human resources management in New

Zealand. (3" ed.). Auckland, N.Z.:Addison Wesley Longman
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26. Citing references on reference page: use the hanging indent. Highlight the citations and

press Ctrl T automatically formats.

27. For electronic references, give the DOI, if assigned. DOI’s always begin with the number
10. Database names are no longer needed. If no DOI assigned, provide the URL of the

journal or book publisher.

o Search for a DOI: Go to a free DOI

lookup http://www.crossref.org/guestquery/ or

http://www.crossref.org/SimpleTextQuery/

0 Verifying a DOI: CrossRef.org and type in DOI (e.g., 10.1037/a0015859)

28. Use 3" person point of view (unless opinion paper) avoiding pronouns such as I, we,
my, our (1%t person) and you, yours, your, us, we (2"9person). Deal with facts, thus,
providing citations within paper and reference page. Focus on subject; not feelings
about the subject. The use of 3" person retains a formal tone: Academic writing is

more formal than casual conversation.

29. Cite all references in paper AND on reference page. If listed on reference page MUST

have cited within paper.


http://www.crossref.org/SimpleTextQuery/
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30. No retrieval dates or database name needed on reference page.

Source:
Helpful APA Tips for Students (n.d.) Retrieved from https://edgetest.apus.edu/portal/site/b1ab5790-49¢3-40e0-

8b6e-08451f8e0d6d/page/432ae502-ee76-47e0-9e6d-af41c5f1a755



