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Report on Jammlng and

Counter~jamming Measurer.

The following is an attempt to.aet down 1in systematic form the
ideas which have Deen discuseed around thp laboratory concerning pos-
8ible meens of jamnming Radar systems and counter-measures for these.
Ls a mreregulsite to éuccegsful Janming of a system in use by an
enemy, the characteristics of the signals must be determined so the
first thing covered will be methods of detection. Bollowing this
different types of Jamming methods will bde considered with regard
to their effect on possible radar systems. TFinally counter-measures
for these will be discussed.

Tne problem of detecting Redar signals is fundamentally easier
than that cf providing a recelver for the Radar system itself, slnce
toe signal strength at the target object falls off only as ihe in-

verse square of the distance to the tranemitter, while the intensity

reflezted back to the trans=iuvter falls off is the inverse power /‘:

of the distance. Therefore roceivers for the detection of an

eneny cyster mey Te much lecs serngitive than those usbd in the £

system itself., This advantage 1s partislly counteracted by ihe B

lack of knowleGge of frequency of the signsle of the enemy, so that
the detecting sel may be required %o cover a very wide frequency

band. There have been at least three types of detecting sets tried

4
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a8) Silicon crystal vlus sudic cmplifier.

b) Superhet receiver ending in phones and output meter,

¢) Thnermistor bridge with narrov band avdio amplifier as detector. P

> -n."" \
The first of those is suitiable only for the dztection of modulated | ]
rrre
signals such as those of o pulse system, while the last two will = Cce"f’m‘l-“’ﬁ"_
VT GFL&l x -
plso f£ind CW gipgmnle such as thoss of a Donpler system. The third DII" T4 "
[0 Ealn ek P Y2
it incapoble of giving eny informefion as to modulation of received % at __7""
eigneles, eince 1tc indiceticns are pronertional toc recolved powsr By

Distribatiomy
avoraged over 3 time of from 0.1 to 1 second. : o ==

Availabilii-—r ¢ des
. : Avail cad/op T
A set-up of the first type wns tried at the Arlimgston leights ., | C "Ji‘”r
s Speein

water tower which is zbout 5 milee from M. I. T. The eystem in

the scrcen eage on the roof wos dlrsctesd at the water tower and left

glaticnnry during the obssrvatione. The field enuinment consieted cf

P
o

two of the britery operated amplificre used vith wovemeters which hid
bren ecrrenged te e operated in tandem. Both verc used ac tvo-stage
amplifiere, giviug fovr stages 1n all. & prir of heudohonss was
connocted to the output. The pick-up consistod of a half-wave dipole
fesdinz a silicon crystal thm a short length of conceniric line.

Yo wuning or direc nal elements were veed., Sifnzls were very ensily
hezrd fn the phcﬁe? thourh no deflacdion of the moter could be 5

observel. Sirnels sercisted with mearly full intensity $o withlin aboul

% jaches of ¢he rrouvnd. Houser were observed to czst frirly chinrm -
£r s .

ghaiows., By waiklng back and forth it wes shown that the cignal
strongth was fairly conctant over a distance of at reartl thres mundred
vards noymal %o the besu. Bad geogravhy end lack of time precluded

eny moze exoet determination of beem size by this me thel, ISttouguerily

sosentiolly the same oguinment was coarried in o plane Uy (ULoad.
Co por auitpridy ot MEEARER momo of
S g Auous. -
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It has since been found possible to run three of the amplifiere in

; fandem, 80 that greater sensltivity may be attained. Furthsrmore

é the use of a moderately selective nudio ammlifier such as the

3 General Radic Sound Analyzer will give still greater usable gein as

E well &5 nermit{ a determinatior of ths repetition rate of the

% cignals being received. It is elso proposed to use a plck-up
consleting of a dipoie with a movatle reflector meouated behind it vhich
will give some directivity and gain ns vell as nernit rough doter-
nination of wave-length. For more accurate dotermination of wave-
ienrth such as would be roquired in setting the frequoncy of & jemming
eiznsl, the set-up will be arranged to permit conneciion of orne of ths
Laborabory wave meters either betveen the dipole and crysinl detector
¢ on a braaech to this line. With these nronoged immrovements it scoas
1ikely that thers would be 1ittle difficulty in petiing the esssntial
‘wformation absut out system necessary to jam it at distances up to

tweaty miles.

An ouifit of tho secomd type is undar comsiruction at the General

Tz¢io Commany. The firast ons being built 4s desipgned primarily for

lover freguencles, from .J0 to 1000 mc. roughly althourh ¢ will

- . vork wo to 3000 me on harmonics at somewnat reducsd sencitivity.

3 The sensitlvity in its intundad range ie such that o usenblie de-
fiection will be qecurcd for & simmal of the order of a few micruvolts
annlied at the imputb ierﬁinalsu It hac an IF amiifior vith & barnd

with 2 to 3 megacycles, so that it glvee at ounco an zceurate in-

i ¢icatlor of the frenuency of the obcerveld signai. Howvever It ie

! LOC88S! to tune thru the frecuency rangs to be covered at o slov
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rate of 3 mc/ecc/oac for tuning it takes about Fifteen minutes to cover
.thse rangze from 100 mc to 3000 mc, and 2f the furthsr range up to 30,000
me i8 .to be coverad the time becomes almoet prohibitive. Thersfore
it seems that this oulfit wuel be sVpplementsd by cther means which
cover & wuch wider portion of the froquency spectrum at once whon-
eévar a general search is under way,

The third type of Cetcctine eyetem has ms ite sensitive
element tho so-called thoruistor, a development of tho'Bell
Telonhons Iadoratorles. Ths thermistor 15 = semi~conductor such as
uraniur oxide or nickeol-mangeness oxids vhich has a high tempsrature
coefficlent of registance. It is used as 2 bolomcier, the energy
to be detectod being fed irnto a thermiector which forme ons am of.a
Wheetetone bridge. A secont $hermiator is in the o mosite arm of
the bridge to commenszte for ambient temperature variaticns, while
the other ¢wo armr may be made uwh of condensers or recistors. The bridge
is fed by a slebls sudio-frscusncy oscllletor and the dstecior conciste

ef a tuned sndio amplifier with a band pasg a fow cycles wide. Cal~

celatlons reported by Coleman indicate that power as 1ittle as 10-11

to 10-12 yatis in the theimlstor mizht be dabecief. I7 roaconably good
gfficlency of nower transfer Trom en antecona %o Lhe thcrrr.lis‘tor can be
obtzained, thie should give vory preat sensitiviiyr, {iymical figures guoted
by Cslemen belinz ths detection ol a 1 waldt transciiter ot 100 miles.
Since the indicatior resulte from the temeratuore choage of the therm-
istor, any modulatiom in the signal being detscted, vhich is more

ropid ¢hen the temperature cey follew, will be lost. The themna

- .3
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vize corsbant is from O.1 %o 1 seconC. 1% seeme llkely $hnt ths Lirw o
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lies in the range around one or two hundred ohmg. Accordingly the dsve-
loprent is to nroceed in this direction. It ie to be carried out under
the &irectiocn of J. 5. Coleman, who is &n Prof. Harrison's section
of the MDRC, and is to hegin about August 15. They are to develop
the unit consisting of ths thermistor, bridge, oscillator, and
emplifier leaving the prodlen of getting the energy from an antenna
to the thermisfor %o us.

Having ob%aﬁ.ne.ﬁ, information as to the signal beinp used by an
ereny Bafry eystem, i.o0. its wvavelensth, whethar moduianted or un-
nodulated, if modulatod whether pulse or frocucncy modulation, if
pulse moduletion pulse length and répetition rate, the next stsp
is %o provide mome sort of eigmael vhich will prevent the enemy system
from working. The following catsgories would seen %o cover any
type of aignal which mipght be uscful:

&) Pure coantimmouse vrve cignale (CW).

b) Amriiinde-modulsted contimuouse wave ( AM CW )

¢) Fregusncy = mrdulatod continuous vave ( B4 CW)

a) Amplitude and frujuency modula%eci (AMP CW)

e) Puisc signale
The Zirst of these, oe i%c asme impnlies, cormsistie of & prie carrier

&

s% the ircquency %o vhich the enexy recclver is tuned, 6f such intenei¢y

-

a2 to give & sifmal ir the eneny receiver vhich wili parsivee it., The
gacond, third and fourth, invelve the a2d6itien of the indicated

tvoe of moduiation to“thc carrier. The fifth invoives the {ranes

miggion of ntlee signalc in mnswer to those of the eneny, perhzpe delayel
by neariy the time bsiween successive pnligse so thnt the jJanminn

pelees may zppear to comse in before as well ze afler the togyg ag’*%“r?%yg"sf_:o.,. )

2 August 1980." s . ..

tho eneny receciver, This would have ze ite objiect mercly tl’-URF(?[ASS[HED
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.vention of his obtaining the correct rangs rather than ths complete
paralycls of his recsiver, and so might be expacted to be more useful
azninst fire-control Hadar.

The usefulness of the various types of jaming 1s probably
best discussed in terms of thelr effect on various fossible
tyrpes of Redar cystems, It scems to Yo necessary to specify at
loast three eloments of the gystem, the type of transmitter, the tyne
of racelver, and the method of direction control, vhether relatively
fixed as in search or GL, or ecanning =s in Al, AL least five com-
binations seem to be useful, and mey be descridbed ae follows:
a) Puloe transmittier, IF receiver, fized direction.
b) Pulse tronsmitier, video receiver, fized directiom.
c) C¥ sransmitier, video (or andio) receiver, fized direction.
d) Fulee transmitter, IF receiver, scanning,
@) Puvlsc tranemitier, video receiver, ecanning.
A sizih comblroticn, e OV system with scanning, is omltler as probably
bzing of little practical use. This i in nccord with the vicus of
Iengen, one of the chiefl proponente of CW gystems. Poseible grotems
groioyine frsguency moduluticn such as the WE cbsolute altimeter are
not consicarsd eimce they coem to bs of 14%tle uee in Radar work.
Tie roceiverc are Gercribved by ihe menns usged in securing most of
the goir, which hac an important bearing An their suscontibilisy to
C¥ jorming. Our typiéal AT oysten it eccordingly combination &)
wvhile the GL syeteme cre escentislly combine$ion s). The varicur
sonbinations will now e Giecussed oxne &t r tims with rormard e the

effectis of the differont types of janing sirmals and covuler GozoRzoe

" 4his docurment i
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S The f1rst tyne of system, namely one employing pulse “ransmitter, IF

rocelver, and fixed direction, is susceptible to all of the types of
Jamming. The effect of any of the cw methods, whether modulated

or unnodulated is to furnish so large o signzl at the second detoctor

as to meke it inoperative for the desired signale. A concelvable counter
measure in the case of CW or &M CV 4is the elimination of 2 band of
frequencies containing the interforing signal in tho receiver response.

Circuits for thls are avellable at least in low-frequency narrov band

amplifiere, but it seems likely that thoy would seriousiy degrade the
performance of a wido-bard pulse amplifier, with regard to the sharp-
ness of pulss and speed of recovery after overload. & jaining signal
vhich ig freguency-moduvlated over a range equal to the response of the

recsiver cannot bo eliminnted by such a bond-rejection schieme. About

ihe only remedy avellablo hare sesms to be change of tranenitier and

" T by e S T

153

receiver froguency, Gither‘eyst-ematically or 2t random. Development

i

work is going on locking tovards the production of an asutomatic tuning

system vhich will suntomatically keop the receiver tuned to the trans-

Rl

mitter provided thc Irctuoncy does not vary too far or too rapidly,.

g G

I vould seem that shifis of ths order of 10mc shouvld be encugh %o

Iodeen s

coenver moat Jeming elegnais. I ths Jomming station at.‘ce:npte to
cover such o vide range by fracusncy medulation, there \a'ill bs
enouth of the timo  when the Jamiingy doss not get thru ths receliver

30 thnat soms signals could be reeeived in the intervals.

As mentiocned before, jaTiing by mulse tramsmresion wavld have
cs 1%8 object only imterfering with ranrs dedernmination., This wonll

be accomplished Ty having a tranemitter on tho toxrgetl etjeot wilch per authority of "SECDEF re
2 August 1560." this docum.
o
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by nearly the time between successive signals, the 1ndica£or in the
recelver could be made to resemble & whole series of objects, some
nearer and some further away than the actual target. A possible
counter measure here is either random or systematic Yarlation in repet-
ition rate of pulses. This would have the effect of making all

Jamming pulses which are returned with long delay appear at a varisble
time in front of the succeeding pulse, so that they wounld not look
like a true sharp sigmal. It would prodebly be sufficlent to make

the time between pulses say aliernately 490 and 510 microseconds. ¥ith
such a system the first sharp signal would be the correct omns.

The second type of system, pulse {ramsmitter, video receiver
fized cirection, differs chiefly from the first ir that it is not
particrlarly susceptible to jamming by a pure C¥ signal, since such
a sigrzl vill not get beyond a stage corresponding to the second
totector of a superhet:.while the proposed receiver has most of its
gein alter this point., On the other hand, band rejection circrits
would be much harder to apply to such a receiver, although in the
case of AMCW jamming it might be pussible %o gliminate the modulation
freguency of the jamming sismal by similar means.

The third type of grotem, CW tremsmitter, asudio ?eceiver, with
tixed dircction, ie exemplified by the set-up used ;t the Loomis
lab eand those used by Bansen, It is fundamentelly differsnt
fron the toher systems in that it moses a narrov band receiver. This
hec several lmportant conseguences, the most imporient Peing that &
jamaing signel) must be extremely accurziely localted in orécr o
affect vhe system at all. Furthermore, sines the trazezitver in thils

srstem effectively serves as the local oscllilicicr for e recelver, the
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problem of ehifting frequemncy to avoid jamming becomes much easier.,

Golng along with these factors, there i1s probably greater
difficulty in detecting such a system to begin wlth, since the average
pover used is probably about the same as in a pulse system, which means
that the peak power ls much smaller, so that with a detection re-
ceiver vhich must be wlde band to cover the frequency spectrum 1n &
reasonable time, the small peak power 1s a considerable disadvantage.
This probably would not be true to such an extent with the thermistor
bridge as a detector, However, once detected, ths frequency of the
Jamning signal must be much mors accurately adjusted, to within a
few kc as cdmpared to one or two mc in the pulse sysiem,

The fourth type of system differs from the first only in that
it 1s scanning rather thar fixed direction. This czuses no new features
in janming or counter-jamming, except thet 21] methods of jamming
give away the idrectionm of the jeomming outlit, and wifh gooG directivity
in the Fader system 1t should be possible to work in other directione
without muck interference.

The fifth type differs from the s;cond azain by the use of scanring.
This adds some susceptibiliiy to Jamming by & CW signel, s=ince in
gweeping past the direction of the Jamming, thz’ signel is effectively
modulated by the directivity pzitern of the receiver. it should be
poseible to reduce the low-~fregquency resvonse of the receiver to such
an extent that +this modulation is nol passed, while the pulses are
left nndicturbed. A Fourier series erpanslion of the dirsciicmal patiern
of the antenna esxpressed ia propsr units would give the energr distribu-
tion as a function of frequency end so show where such a cuil~olf choulcd

be made. With regard to other types of Jamming the eitumbtion is -
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1 ’
Pulse T - 1 1 1 1 1
2
IPdso R 2 3
Flxed D
Pulse T 1 ' : i 1
Video R 2 ) 2
Fixed D
; cy T 1 1
Andio R
" Pixed D
$ 1 1 1
Pulse T 1 1 1 b 1
IfF R 2 . 2 - 3
Scaa
!
| Polse T 1 l 1 1
1 ] _ . -
% Videv R 4 2 3
ﬁrg ! Scan
The types of system are shown at the slde, while iyres of Jemning

are showvn azcross the top. The entries in the teble refer to possible
counter measures according to tle following lisi.

1) Hzndom or systematic variation of transmitter and receiver

s T0 | AR o R N — - v i LS

frequency,

B
¢ & 2) Band rejection in receiver. Per authority of "SETpf .,
: 2 August 1960." 4;,
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3) BRendor or systomatic irregpularity in pulse repetition LNEL ASS(F; =1

4) Raise low freguency cui-off of receiver.
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fhere there is no entry in the table, the type system is not
subject to Jamming by that means,

The following more or less obvious conclusion®may be listed.
First, it would be advantageouns to have a transmitter that is capeble
of frequency shift of the order of 10 mc. &and a receliver with auto-

matic tunning that can follow at least that far, Furthermore, & self-

synchronoues system, rather than on driven from = masier osclllator, may
bave advantazes in avolding janning as well s thoes connected with

the use of morse efficient moduletore., Pinrlly, work should be done

on the exact sffect of signals of the various types and of approxi-
mately known power on the different types of recelver such as Earvey

L, Earvey A and perhaps also an all video recelver which would heve

to be consiructed.
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