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Report on Jamming and „ , 

Counter-jBinming MeasureEo 

The following is an attempt to eet down in systematic form the 

ideas vhlcb have "been discaseed aromid the lahoratory concerning pos- 

sihie means of janialng Eadar syetems and counter-neasureB for these. 

kz  a prerequisite to successful jaiuclng of a System In use "by an 

enemy, the characterißt.lce of the signals must he determined so the 

first thing covered vlll be methods of detection,, Bollowing thl« 

different types of Jamming methods will he considered with regard 

to their effect on possible radar systems.. Finally co-unter-meaBures 

for these will be discussed. 

The problem of detecting Radar signals is fundamentally easier 

than that cf providing a receiver for the Radar system itself, since 

the signal strength at the target object falls off only as the in-^ 

verse square of the distance to the transmitter, while the intensity 

reflected back to the tran^il tter falls off is the inverse power 

of the distance.  Therefore roceivers for the detection of an 

enemy syatem n^y be much less eenßitive than those used in the f 
V 

system itself.  This advantagE is partially counteracted by the 

lack of knowlefige of frequency of the signals of the enemy, so that 

the detecting set may be required to cover a very wide frequency 

band. There have been at least three types of detecting sets tried 

A: 

or proposed so far.    These are; 
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a)    Silicon ciyetal plus atidlo cnrnlifler« 

t)    Sirperhet receiver ending In phoaoo and output taeter, 

c)    Thermictor ■brioge vith aarrow 'band audio anplifier as detector 

The first of those la suitable only for the dstection of modulated 

signals such ae those of a pulee eystsnr» while the last two -will 

oloo find CW ei^nalo euch as those of a Doppier eyetem.    The third DTIC  T.-..-; 
Uncmno Mxcad 

H 
it incapahle    of giving any information as to modulation of rocolved Jg^flc'",t''  ' ^4T^_ 

eignalCj,  since ite indlcationE are proportional to rccoived power By  
Distributi o-:./ 

avoragsd over a tine of from 0»1 to 1 second,, Availabilj; y r ^ ,7 ~~ 

A set-UT) of the first t^no was tried at the Arlington !ieir;htE     Hc.+    j    ^    ^-"Vor 
'lst Special 

water tower which is ahout &j miles from K. I, T.    The eystem in 

the screen cage on the roof vim dlrectsd at the vater tower and left rl~i 

Btatictiirv during the o'bservatione..    The field enuiunent consieted of 

Wo of the battery operated enpllfiers used v-ith t-a-vometsrE vrhioh h-id 

hoen arranged tc he operat©d;in tandenic    Both uerc useS at? tve—stage 

amplifiore, giving fo-cj Bt^as in all.    A pnlr of headphones van 

connected to the output.    The ])ick-up coasiGtod of a half-vive dipole 

feeding a silicon crystal tluru a sliort length of concentric line. 

KD tuning or directional ele~ient£ were used.    Signals ver© very easily 

heard In the phone? thongh no deflection of the meter coulfi be 

observed,.    Slftnals :>crcistetl with nearly full intensity to withlc  about 

15 incrieo of the ground.    Houeoc were observed to caot fairly sharp 

Bhßlovß«    By walking bach and forth It \-ms shovm that, the signal 

strength vras fairly constant over a distance of at ieart three hursdrod 

yards normal to the beam.    Bad geography anö lack of time precluded 

any more exact determination of beaii alze 'oy this mothrd.    SuoEocrosntly 

sr-senticlly the Efime eqiiipment was carriec In a plane by u-rifigBt 

1 Atinu:,, 
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It has sincö "bsen found poocible to run three of the amplifiers in 

tandea, so that, greater sftncitirlty noy he attained. Furthermore 

the use of a r.ortnratelj' aeloctive audio anplif ier such as the 

General Radio Sound Analyzer «ill give still greater usahle gain as 

well as permit a determination of the repetition rate of the 

Signals "being received. It is also proposed to use a pick-up 

coacieting of a dipoie with a novahie reflector raouated hehind it vhich 

will give aoEe directivity and gain as well as pemit rough doter- 

niaatlon of v;a."o~length. For more accurate doternination of vav©» 

length such as would ho required in setting the frequency of a jamming 

eignal, the set-up will he arranged to permit connection of one of the 

laboratory wave metort; cither between the dipoie and crystal detector 

cr on a hraach to this line. With these propoßed inrnrovements it scorns 

likely that there would hcTAttle difficulty in getting the essential 

Sjiforaatioa about out system neccsBary to jam it at distances up to 

twenty mileB. 

An outfit of the second type is under construction at the General 

^adio Conpany. %e first one beinr; built is designed priniarily for 

lower frequencies, froiu .JO to 1000 sac. roughly although it will 

work up to SQO0 mc on harmonics at somewhat reduced seacitivity. 

The sensitivity in its intended range IF. such that a useable de- 

flection will be eecurod for- a signal of the order of a few microvolts 

applied at the input torninalE„ It hac an IF anpllfior with a band 

with S to 3 megacycles, so that it gives at onco an accurate in- 

dication of tltie frequency of the observeä signal. Ecvevor it is 

nocessarj to tune tluru the frequency rang£ to be covered at a slow 

enough rate that signals shall not be missed, if one allowg a   ^ ^ cA  - ' .. -" 
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rate of 3 Rc/scc/cec for tuning it takes about fifteen rainuteo to cover 

the range from 100 mc to 3000 EC,  and If the further rango up to 30,000 

mc is to "be coverefi the tloo Tioconos almoet prohibitive.    Kierefore 

it BBSSIS that thic outfit sniBt be s^pplerifcnteä. by other aeans which 

cover a vnuch wider portion of the froquency Bpectrua at once when- 

ever a general eoarch is undor way. 

The third type of cletecuag eyetsm has as ite Beneltive 

©lesment the fso-called tharnistor, a developiacnt of the Bell 

Telephone Laboratories-..    The thormlstor le a senl-conductor euch as 

uranium oxide or nickcl-EsagEiieBe ozids which has a high tenrporaturo 

coefficient of reßistanco.    It is used as a boloncter, the energy 

to be dcteetod being fed into a thermietor which forme one arta of a 

V&Ectstone bridge.    A second thermistor is in the o-rDoeito arm of 

the bridge to compensate for ambient temperature variaticne, while 

the other two arme may be made np of condensers or resißtorsc,    The briäge 

io fed by a stable audio-frsquency oscillator and the detector conclsts 

of a tuned audio amplifier with a band pass a fow cycles wide«    Csl- 

culatlons reported by Colsssan indicate that power as little as lO*"^1 

to 10~12 wattB in the thermistor might be datectod«    If roaeonably gootl 

efficiency of power transfer from sn antenna to the theraistor can bß 

obtained,  this should give vory great  sensitivity,  typical figorös quotod 

by Coleman being the detection of a 1 watt transmitter at 100 miles., 

Since the indication results froE the tenperaturs change of the thersn- 

iEtore any modulation in ^he signal being detected, which IB more 

ra-id than the törrmorature can follow^ will bo lost»    The thermal 

is time constant is from 0.1 to 1 second. It seoms likely that the ■jTo^j3!2^-^.'"6:ic^c^i 

of getting good energy tz'anefer from the antenna to the themisto^yHCl-A-'^* 
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lies In the rnago arotrnd one or t>ro hTindrefl ohmc«    Accordingly the dove» 

lopraant is to proceed in thie direction.    It is to he carried out xmdor 

ths direction of J. S.  Coloman, who iß in Prof. Karrißon'e section 

of the KDEC, and is to begin about Ajigust 15.    Thoy are to develop 

the unit coneietlng of the thermlstor, bridge, oscillator, ond 

entplifier leaving the problen of getting the energy from en antenna 

to the themiietor to us. 

fiaTing obtained information as to the signal bcinc used by an 

eneasy IfecLar eystcni, i.©c its vfavelength, whether modtiia.ted or UD-- 

inodnlatad, if modulated whether jjnlse or froquoncy ajodulntion, if 

ptxlso modulation pulse length and repetition rate,  the nert step 

is to provide some sort of slgnol which will prevent the enemy systeia 

from working.    The followlag categorieo would seeK to cover any 

type of aignal which might be useful: 

a) Pur© continuousc tfr.ve Eigaals    (CW). 

b) Ansr/iitudfr-BodtilatBd continuoTise wave ( All CW ) 

c) Frecuoncy - nodnlatod continuous wave ( 3?K CVf) 

d) Amplitude and fnouency modulated     (MB*! CW) 

©)    Pulst cignale 

The first of these,  ne itc aaae iffiplies, ccnsiEte of a pui© carrier 

at the frequency to which the enerny receiver is tuned, of euch intensity 

as to givo a signal in 'Che enemy receiver which will paralyca it..   The 

BQcoudj third and fourth, involve the addition of the indicated 

type of modulation to the carrier.    The fifth involves the    trane^ 

mission of pulse signals in answer to those of the enemy, porhapc delayed 

by neariy the time betwoan BUCcer.Bive pulses; so that the janming 

pulses may appear to come in before as well ac? after the tsjypa^h^ If-^r-n, 
2 August   1960." +},,!   „; .._: 

the enemy receiver^ This would have as its ob.lect aeroly ^Df^/^t/^SSiFltD 

■..^: ■■.• .'— : ■ - ■ •r-:-:.r:-- -- --y ^ --^^ 



k^f 
vention of hie obtaining the conrcct range rather than the complete 

pavalyeiB of his receiTer, and BO mi^ht te expected to be more ueeful 

agaii18^ fire-control Eadar, 

The nsofplneEB of the various t,vpe8 of Jannlng 1B probably 

beot dlBcUBsed in terffis of their effect on various possible 

types of Radar Eyctemc. It sceoe to bo neceoeary to epeclfy at 

least three eletaente of the gysten» the type of transmitter, the type 

of receiver, and the method 0/ direction controlt whether relatively 

fixed as in search or GL, or Ecannlng BB in AI, At least five co»^ 

binationa eeem to be ueefnl, and may bo described as follovc: 

a) Pulse transmitter, IF receiver, fised direction. 

b) Prilse transmitter, video receiver, fised direction. 

c) CV' tra^iBTnitter, video (or audio) receiver, fised directionc 

d) Pulse transraitteri IF receiver, ecannlnf,. 

o) Pulse transmitter, video receiver, ecannin^. 

A sixth conbincticn, a CW Byatem with Bcanntng, is omitter as probably 

bein^ of little practical use. This is In accord with the views of 

T  '■-■ne»r' OT^T  cC the chief proponents of CM sj'Btens.    Poscilil© cyctems 

ür::v Ic.viiuj frocuency aodulatlcc such as the WE absolute altimeter are 

not considered einoe they BOSIB to ba of kittle use in Radar work. 

The rocciverE arc. der-cribed by the monns used in oecurins most of 

the f;ain. which has oil ittiportaat bearing in their susesptibility to 

CW ^anrainc.    Our typical AI system is accordingly combination d) 

while the GL pyetomG zxa essentislly eocblnotion" a).    The varioue 

combinations i-riil now be diecussod on? at a tine- vith rofrard tn the 

effects of the different types of janning sisals and c-juuter seasurefi 

vnill bo incicated as the discuseior, r>roc®edo.    Finally too wlQfä.$pi*Fl&" ti.u dec 

fill be gathered in tabular form» 
UNCLASSiFlEP 
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WQUSSIFIEO 

^e first type of systom, namely one employing pulse '.ranomltter, IF 

receiver, and fired direction, is susceptible to all of the types of 

Jamming,, The effect of any of the cw methods, whether modulated 

or unmodulated is to furnish BO large a signal at the second detector 

as to make It Inoperative for the desired algnalB. A conceivable counter 

measure In the case of CW or AM Ctf is the elimination of a hand of 

frequencies containing the interfering signal In the receiver response. 

Circuits for this are availatlo at least in lou-froquency narrow 'baad 

ampliflere, hut it sesms likely that they would seriously degrade the 

performance of a wido-band pulse amplifier, with regard to the sharp- 

ness of pulse and speed of rocovery after ovarload. A .la'nlng signal 

vhich is frequency-modulated over a range equal to the response of the 

racGix'-ar cannot bo eliminated by such a ban5-roti6ctlon scheme. About 

the only remedy avallablo here seems to be change of transmitter anfl 

recGivar fraquency, either Eystomatlcally or at random. Bevelopment 

t^orä: is going on looking towards the jsrodactlou of an automatic tuning 

system «hich will sutomatieally hoep the receiver tuned to the trane- 

mitter provided the frt-^uoncy dxsoß not vary too far or too rapidly. 

It would seem that shifts of the order of lOrac should be enough to 

counter &oet  .ianmlng EigsalBc If th3 Jaraning station attempts to 

cover such a wide range by frequency mofluLation, there will be 

enough of the tlm© when the jomniag doen not get thru ths receiver 

so that some signals could be resolved in the IntervaTso 

As mentioned before t „iaT-.in^ by pulse transaxssion äfjuld have 

as its object only interfering -vjith rango deternination, TtSi- v&zlC 

be accomplished by having a transmitter on the target cbject v'rSch       per aut-scri+y ofJEcotr r.« 
2 Auguii  1960." tSu «)c«.un. 

is so arranged as tc send back one or scvornl pulsec everv tine a palss   UNCLASSIFIED 
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ty nearly the time "betveon euccesßive ßignals, the Indicator In the 

receiver could he made to resemble e whole Beries of ohjectE, aome 

nearer and some further away than the actual target, A possible 

counter measure here is either random or Bystematic Variation in repet- 

ition rate of pulses. This would have the effect of making all 

Jamming pulses which are returned with long delay appear at a variable 

time in front of the succeeding pulse, so that they would not look 

like a true sharp signal» It would probably he sufficient to make 

the time between pulses say alternately 490 and 510 microseconds. Vflth 

such a system the first sharp signal would he the correct one. 

The second type of system, pulse transmitter, video receiver 

fired direction, differs chiefly from the first in that it is not 

particrl&xly susceptible to jamming by a pure CW signal, since such 

a signal will not get "beyond a stage corresponding to the second 

detector of a superhet, while the proposed receiver has moet of its 

gain after this point. Oa the other hand, hand rejection circuits 

woi\ld be much harder to apply to such .a receiver, although in the 

car.o of AMCW Jemming it might he possible to eliminate the modulation 

frequency of the Jemaing signal "by similar means. 

The third type of System^ CYT trEnsmittert audio receiver, with 

tixed direction, ie exemplified ty the cet-up used at the Loomic 

lah and those used hy Hansen, It is fundamentally different 

from the toher aystems'in that it uaea a narrow hand receiver. This 

has several important consequences, the most important being  that a 

jamming signal must he eztremely accurately located in order to 

affect the system at all, Purthermore, since the tranemitußr in this 

cystem effectiTely serves as the local oaciilutor for t;;e röceirer, the 

 .       ■ .,—, , i ^^-— -r- 
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protilem of shifting frequency to avoid jamming becomeB mucli easier. 

Going along with these factors, there is prohably greater 

difficulty in detecting snch a system to begin vith, since the average 

power used is probably about the same as in a pulse system, which means 

that the peak power is nroch smaller, so that with a detection re- 

ceiver which must be wide band to cover the frequency spectrum In a 

reasonable time, the small peak power Is a considerable disadvantage. 

This probably would not be true to such an extent with the thermistor 

bridge as a detector. However, once detected, the frequency of the 

Jamming signal must be much more accurately adjusted, to within a 

few kc as compared to one or two mc in the pulse system. 

The fourth type of system differs from the first only in that 

it is scanning rather than fized direction. This causes no new features 

in jamming or couuter~jammingr except that all methods of Jamming 

give away the idrection of the jamming outfit, and with good directivity 

in the Eadar syBtom it should be poBsible to work in other directions 

without much interference. 

The fifth type differs from the second again by the use of scanning. 

This adds some susceptibility to Jamming by a CW signal, since in 

sweeping past the direction of the jamming, th£'.J signal is effecti-n-ely 

modulated by the directivity pattern of the receiverc It should be 

possible to reduce the low-*freq\iency response of the receiver to such 

an extent that this aoduiation is not passed, while the pulses are 

left undiEturbed, A Courier series erpaasion of the directional pattern 

of the antenna expressed in propar units would give the energy distribu- 

tion as a function of frequency and so show where such a cut-off bhould 

be made. With regard to other types of jamming the situatiot. is 

unchanged., 

ia^fcil^i^,;^.,'..:^::.,"...  : . .^^^^^äiM^mäm... ^£ 
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iMCW FMOW     i ASTOCW Pulse 
■ 

Pulse 5? 

IPdeo H 

1 
2 

1 

2 

1 1 1 

3 

Fixed D 

Pulse T 1 1 1 

Video E 2 3 

Fixed D 

CW      5! 1 1 

Audio B 

Fixed D 
i 

  ■■-    -T 

Pulse T 1 1 1 1 1 

IF      E 2 2 3 

Scsa 

Pulse T 1 1 1 1 

Yideb E 4 2 3 

Scan 
—     — 

The types of system are eliown at the side, vrhile types of Jainniag 

are shown across the top«, The entries in the table refer to possible 

counter measures according to the following list« 

1) Eandom or- systematic variation of transmitter and receiver 

frequency, 

2) Band rejection in receiver. 

3) Eandom or systematic irregularity in pulse repetition ÜNCLASSIFiüL' 

4) Eaise low frequency cut-off of receiver. 

Per euthorihy of "J£C£)rrf ^ 
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iftiere there 1B HO entry in the table, the type syfetem 1B not 

subject to jamming hy that means0 

fhe following more or less obvious conclusion* may be lletetU 

Firet, It would be advantageous to have a transmitter that is capahle 

of frequency shift of the order of 10 EC. and a receiver with auto- 

matic tunning that can follow at least that far,, ITurthenaore! a self- 

synchronoue system, rather than on driven from a master oscillator, may 

hare advantages in avoiding jamming as well as those connected with 

the use of more efficient modulatorB,, finally, work should be done 

on the exact effect of signals of the various types and of approil» 

mately known pover on the different types of receiver such as Earvey 

L, Earvey A and perhaps also an all video receiver which would have 

to be constracted. 

l,or BUT«« 
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