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Abstract

Warfighter's mission-critical system: Agile automated testing and test management

Do any of these problems sound familiar?
— Too many failed scripts
— Slipping schedules
— Automation tools that never get off the shelf
— Incomplete test coverage
— Do more with less, and
— Be creative in performing the business

Then, come and listen to the story of Warfighter’'s mission critical application testing.

This case study reveals how testers used automated functional, performance, and
Service Test scripts for a major mission-critical application that had to meet the
most rigorous quality standards.

Also, working in an agile environment, the team managed end-to-end requirements
and defects and performed functional, SOA and performance testing.

With risk based and automated test strategies, the team was able to do automated
regression and smoke tests in a fast-paced development — agile environment and
managed test results, test sets, and test-related artifacts. It was a very successful
project, completed on time with very limited resources.
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Complex, Mission Critical Applications & Testing

WarFighter’'s Needs
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General Info for Testing & Integration in
Government Contracting and Test Automation

. Keeping Track of:
—  Requirements
—  Defects
—  Test cases, test processes and test plan

. Managing Testing Cycles
—  Problems in infrastructure and scalability
— Ongoing implementations and significant development initiatives
—  Significant degree of customization and integration
—  Limited resource availability
— Integration with Complex Portal and Identity Management Solutions

. Weak Testing Methodology
—  Manually intensive
—  People - Not process driven
—  No automated testing capabilities
—  Not trusting anyone else to test



Testing Story

« When a major government contractor delivers software, that software must
comply with the most rigorous quality standards

e By enabling both automation and proper test management, we benefit from
critical advantages not offered by manual testing

e If in “agile” development model: Development cycles are short and tests
are conducted at the same time as the coding

e Things can get particularly complicated when the team is testing SOA
applications and performance-scalability testing



Why Testing is Very Crucial in Agile &
Waterfall Development?

Waterfall Model
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We Did Not Have Processes and Tools in Place

e The client had Rational tools (Req Pro, ClearQuest and Test Manager) but
they were not properly used.

e And a lot of Excel sheets and Word docs. Never ending story of not being
able to control requirements and defects ...

e« We bought Quality Center, and we made Rational tools and Quality Center
tools talk to one another. We faced challenges with Firewalls and security.

e Meanwhile, we started working on the processes with the client and our NG
internal processes for test.

e \We started putting together IMS, built partnership with the client .



Agile Workflow and Tools

Requirements provided by Agile Sprint Testing
pisA Workflow
NG Team
Develops Use
Case

v

Agile Team
Develops User
Story

v
Tester Develops Test
Cases Based on Input

from Agile Team Y
Members

Test Case Placed
Test Case i o
» in TEAM/Quality
Completed Center

ity Center TestPlan tak o one another.

Test Cases Need to Be
Modified *

Agile Team Accepts Test

RV

——T

Release Manager
Assesses Impact

Regression Testing

N

Test Cases
Placed in Rational
Test Manager,
DISA

]

Test Results Compiled
DISA Testing and Submitted to Test
v Manager, Release

Manager and CM

Smoke Testing

N

N
J\
l

Test Results Delivered to DISA

Regression Testing

* In Agile Development, test cases are based on the input from
/ Use Case, User Story and Agile Team. As they complete the
‘ N build, it it tested and final test cases are formed
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Automating Test Scripts

Functional Testing

Performance, Load, Stress Testing
Service Test

Security and SA Type of Testing

Important Features in Relation to Automation:
— Test Case, Requirement correlation

— Defects, Defect Management and its correlation to requirements and test

cases if possible

— Test Scheduling IMS and test schedules and customer testing
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Purpose of Automated Testing

e Checks virtually any functionality in application.

e Provides consistently re-usable tests to be run each time a site or application

changes
e Shortens testing time especially regression testing.

e Tracks all test runs, logs, test results in one, shared repository.

Major benefits are:

Reusability

Consistency

e Productivity

e Team work environment
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Good Automation Candidates

e Tests that need to be run for every build, sometimes referred to as Sanity

tests (Smoke and Regression tests).

e Tests that use multiple data values for the same actions are known as Data-

Driven tests (Equals to, =>, <=)).

e Identical tests that need to be executed using different browsers (We are

using IE6,7 and FF).

e Mission critical pages (Certain pages need to be checked all the time).
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Agile Testing Cycles

Sprints Testing: For every sprint, test team will have a baseline. The baseline
consists of tests created as a result of sprint requirements that will be fulfilled.

Smoke Testing: For every sprint, we review the new test cases and adjust
standard smoke tests to reflect any needed changes.

Regression Testing: For every sprint, we review the new test cases, and
based on the requirements and development, we complete a regression test.
That full regression test includes all the sprint baseline regression and smoke
tests. The regression test is fully automated with Q77.

Load Testing: During sprints at Herndon, based on the needs, we develop
LoadRunner scripts for performance and tuning. At the end of each iteration,
our goal is to have a set of LoadRunner scripts that will allow us to see the
performance, load and scalabity for major business rules and transactions or
identify bottlenecks...

Service Testing: During sprints at Herndon, based on the needs, we develop
services tests scripts. Our goal is to run these scripts under load as well as
security.



In One lteration: Smoke and Regression Tests

e Total Number of Test Cases
e Smoke — 87 per browser
e Regression — 259 per browser
e Patch — approx 15 per browser

e Total Number of Releases

e 18 so far, with additional releases to some

rounds

Days and Resources to Test

Sk,
I

f

For each release, we have —1000 test cases to
be executed, with 5 to 6 resources over 200
hours each.

This does not include downtime or any technical
problems.

With the following assumptions:
— The testers are very familiar with the
i

. sygtery.
B . .l)kg_gl;br)lr'r'?V'TI‘.\' \ - o REERR AR SRR P LA™, ] L
(MEERURRARE LERAS RER R Re : HEERR A E AN AN <rfllu.|
N 2RE N r @g:NOr s LrEgulln, S - N {WREN Y@ e OB aS5Criptions and detects
(Nren® #ugie®) fusually 2 pecWwie

e Patch - 4 hours per browser
(uninterrupted), usually 1 person

e  Number of cycles before ATRR
e Herndon
e Client Suite A
e Client Suite B

e Hours of Smoke, Patch and Regression
e Herndon — 4 days per release
14 e Client - Suite A — 3 days per release

are already in the system.
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Testing Documents

e Test Plan
— Living document updated throughout iteration
— User stories augment the test plan
— Delivered at the end of each iteration

e Test Cases
— Written throughout the Agile process
— Input to Rational prior to end of each sprint
— Automate QTP, LR and ST

e Test Results
— At Herndon with Agile Teams
— Delivered at the end of each sprint

e System Test Report
— Living document updated throughout iteration
— Updated at the end of each sprint
— Delivered at the end of each iteration
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Script Development

e Developed global scripts that can be called from one script to the
other

e Scripts were grouped into test sets for different purposes. Such as
guick regression test sets, quick check for critical areas or known
Issues

*\With one script we were able to test the system with different
browsers at the same time. E.g., IE6, IE&, FF3, etc.

« The same scripts were used for executing tests at different suits. So
with one script we were able to run several tests depending on the

situation we were in for that particular day.



Calling Scripts from Other Test Sets

Calling scripts from other test sets, excluding log in and log out,
preparing test sets and making sure users have the right privileges to
perform certain business rules

File Insert Window  Help

e A=A = R s N W N AN o] StartRecord B W11 2 | | 1 &l gD
Start Page | NG_701_A¥_DODAACLkp_Rprt_Mar5_09 - Web (HTTP/HTML) | 4 b X
@ vuser_init vuzer_end()

@ DODAACLookup
@

Edit  Wiew Yuser  Actions  Tools

HP ¥irtual User Generator - [NG_701_A¥_DDDAACLkp_Rprt_Mar5_09 - W

lr_start_transaction("AV_DODAAC TEP 99 _Logout"):
Fle  Edt wiew Insert Wuser Actions Tools Window  Help

RN =R AN I W N oW KON
5 Start Page | NG_701_A¥_DODAACLkp_Rprt_Mar5_09 - Web (HTTP/HTML)
puter

[ globals h
web_url("logout . jsp"
"URL=https //{HOST}/gDssportal/:ammunltyF1les/shell/logaut jsptoconnunity=gocssportals2Fgossk2F {PrinaryCSAL"

@ Start Record

[ R R R R R R AR R RRRER,
Project Hane: GCSS
@ DODAACLackup e6_pagelabel=gcss_query_reports [
@ vuser_end
#]globals.h
! Fle Edt Yew Insert Wuser Actions Tools indow Help
- EE % S o|@7E € @ starkRecord B W[5 | | |9 B @R Tasks | [=]Serpt | fe Tree |
Start Page | NG_701_A¥_DODAACLkp_Rprt_Mar5_03 - Web (HTTP/HTML) | 4 X
@ vuser_init -
# DODAACLookup
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[#) globals.h
B
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[l Parameter Properties - [PrimaryCSA]
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lCoro.rin | -goeas [PrinaryCSi) 7_nf pb-truci_pagol
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corer it 1 [rester s OWent_00G tester 100 GLOBAL It S = A g
ooty 2 [teste feste DWert_004 tester 01 NORTHCOM et e T3 hipbetovshs pe
fxultsi |3 |testeZieste QWeil_005 TeslseD2 GLOBAL =< {PrimaryCSA}?. nfpb=trucs_pagsLabe
Coresin 4 |testerD3teste QWert__006 Testlse03 GLOBAL pnanager goss/ {PrimnaryCSa}?_nfipb=tzu
Coresin 5 |tester4teste Qe D08 TestlJsei04 DECCD mansger-goss {PrinaryCSa}?_nfpb=true
5227 e lesterBtests Mo D08 Test lserds DECTD penanager.gess, (PrinaryCoa)? nfpb-t:
Corein | (—2— o mansger-gosss {PrinaryCSa}? nfpb=trus
Covesin | _I_|testeDBieste Qweil 008 TesiUseiD5_DECCD =| ||srager goss PrinaryCShl?. nfpb=trust
Core/ sgcss/ (P CSET7_nfpb=t
PonTiY EdtethNowsped.|  DataWiead.. Simse Paameter, | [ [BRSE2T5% g ss o nary o) R 1|
faultss) “oo —_ | /appuanager-gess.{FrinaryCSil7_nfpk
fault i Gz G o i [ppmanager/gess {PrinaryCSal? ) nfpb t1 x|
Coresin | & Bynumber |4 j Colurnn defimiter: |Comma + anager<goss.{FrinaryCS4}? nfp
Core-in = onager~goss{PrinaryCSA}? nfpb= ! fl
erer=ht | Byname: [ =] || First data fine: =
[T5] Rerlay Log | [8] RecordingLog | &5 Coneltion MCSS
Sekectne om [Same fne s Usemame |
Virtusl User Script started DReq" .
Starting action vuser_init Updatewaluzon:  [Eachiteration =l
Veb Turbo Replay of LoadRunner 9 1]
Fun Mode: HTHL [Msqld: MHSG-26 when out of walues: [Conlinue wih last value: =l _'_I
Run-Time Settings file: 'D.“PerfTes K| e e | »
vuser_init.c(33): Hotify: Transact i locsats Yzt iz Inihs
wvuser_init.c(43): web_add_auto head [T RopleyLog | [8) Reconding Log | & Conelstionfy | o i Al e =
- vuser_init c(46): Hotify: Paranstsri Virtual User Script started -
wiser_init.c(46): Uarning: Client g . ot rting sovion aor torte . flocate walues for each Yuser
cf{46): t=3EEms. 403-byte Web Turbo Replay of loadRunner 9.10.1
= cfiE) HTTE1.1 200 [§ | [Run Mode: HTHL [Hsgld: MHSG-2601 i
wuser_init.c(46) I-Backside-T Run-Time Settings file. 'D “FeriTest' HHSG-27141]
wuser_init c(46) Cache-Contro vuser_init c(33). Fotify. Transactioy
vuser_init.cf4E): Date. Wed, 19 vuser_init c(43): web_add auto_header( Accopt-Language') was successful [HsgTd, HHSG-26332]
vuser_init.c(46): Content—Type vuser_init c(46). Notify Farameter Substitution: parameter "HOST' = "158 114 £8.20 =
’ vuser_init.c(6): ConsentReqni vuser_init o{45)  Varning: Client Certificate was requested by SSL server [Msgld s 26000]
eer_init.o(ac): Gotofookic o vuser_init c{45). t=355ms. 408-byte response headers for 'https. /158 114 68 208 gossportal’ (RElFramEId 1. Internal ID=1)
vnser_init .o(46): 24462; path= ARl vuser_init c(46) HTTP/1.1 200 OKr n ;_J,i 23PM
= -Elat): LRERes paty vuser_init.c{4c) I-Backside-Transport: OK 0o
= = vuser_init.c{4c) Cache-Control: no-cache="sct-cockis'~r™n
dstart| [ @ B 3 @ |58 HP virtual User Gener... . vuser”init.c(46) Date: Wed, 16 Mar 2009 22:14:38 GMT
vuser_init.c(46) Content—Typs: text htmlirsn
vuser_init.c(46) ConssntRequired: trussrsn
vuser_init c(46) Set—Cockie: def_clus_JSESSIONID=RbSvIByTVEMhpE £ 9yBuBZrt ChpGlngHLHrhay6GFkGsFvc2benH 11914
vuserinit c(ds) 24462 path=r~rin
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Quality Center, Schedule QTP Scripts, Defects
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Performance - Load — Stress Testing
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Questions a Performance Test Should Answer:

Does the application respond quickly enough for the intended users?

Will the application handle the expected user load and beyond?

Will the application handle the number of transactions required by the business?
Is the application stable under expected and unexpected user loads?

Are you sure that users will have a positive experience on go-live day?



Performance Test Processes at NG Herndon

Performance & Load Test Process in the Application and at Northrop - Herndon
Analyze/
Execute Diagnose/
Tune
Scenario Run-time Settings
Define performance - Number of VUs
test scenarios - Test duration / Test ite_ration
- Business process - Define rendezvous points
- Existing performance " Ra_mp-_up/ Ramp-down rate
issue - Think time
_SLAS - Type of Browser emulation
_KPI's e - Browser cache setting
- Baseline | | - Test log setting
| : - Test groups set up

—e | Develop LR | | e
Application & : Scriots 1 | |
System Performance | p | | |
Requirements | : Test Scenario - [ Application |} ||
- app usage profile | 1| Test Result N 1
- user profile | : Execute | Analysis & System I
- system component_ | | (Herndon) — : Tuning |
resource usage profile : | | |
- historic and projecied | |
tr:ﬂfﬁc data : DSeve|0p_ LR | I_ S _
- Max concurrent users | cenarios |
- Peak hour throughput | : Test Monitoring - Obtain baseline - Application turning

|

- Typical user session
duration

System Architecture
& Configuration

- Network topology diag.
- ER diag.

- Data flow diag

- Server HW/SW specs

Configuration

- TCP/IP connection

- # thread allocated

- Memory allocation
(JVM heap size, GC
setting...)

- DB (connection pool
size, SGA size, redo log,
etc)

- FW setting & capability
- Load Balancing scheme

- Define LR architecture
- Set up performance test
env,

- Transaction definition

- Test data (user acct,
test parameters, test
data...)

- Stand alone scenario
for individual report &
capabilities

- Combination scenario
with different reports and
capabilities

- SiteScope

*CPU usage & processor

queue
«Memory usage (paging/
swapping...)

*Server average load
- Hit per second
- Throughput
- Transaction resporse time
- Connections (total & new/
closed per second)
- Web server (req/sec,
connection/sec)
- App server (queue length,
queue time)
- DB server (lock-wait, SGA
size...)
- Running SQL scripts ( SQL
trace, buffer cache hit ratio, ,.}
- Network delay monitor

- Merge analysis graph &
capture correlation patterns
- Identify bottleneck
transaction

« Response time

« Hit per second

« Transaction per second
- Identify bottleneck system
component
- CPU usage
- Memory usage
- Throughput trend
- Exam SQL trace explain
plan - Identify slow queries
- Review LR and server

logs

(optimize queries, reduce
DB I/Q.. )

- DB tuning (index, optimize
statistic analysis, SGA size,
redo log buffer cache size..)
- System component
configuration optimization
(connection pool setting,
thread setting...)

- S8ystem architecture
optimization (Load
balancing scheme, FW rule
and capabilities...)

- Network optimization




Monitor

While running performance test scripts one can see the actual response time and
monitor the servers involved in the architecture.

Mercury LoadRunner Controller - RunReportUnitReadiness.Irs - [Run]

Fie View Scepario Montors Resuls Diagnostics Tools Help

Scenario Groups

Group Name Gradual Exiting | Ewting | Stopped P ¥irtual User Generator - [NG_701 DODAACLkp_Rprt_Mar5_09 - Web (HTTP/HTML)]
1 U g g g Ele Edit Yew Insert Vussr Actions Tools Window Help
Repart_Linit_Re 1 - -
E A X &0 o | D@ statRecord B WO J1 | e | lb &l 2P i Tasks ||[[=]5eript | Te Tree
Start Page | NG_701_AV_DODAACLkp_Rprt_Mar5_09 - Web (HTTP/HTML) |
@ vuser_init wuser_end( )
@ DODAACLaokup
lr_start transaction("AV_DODAAC LEP 99_Logout”):
# globals.h
web_url (" logout jsp”
"URL =https: //{HOST}/gcsspmrtal/cc\mmunltvF1les/shell/lngnut Jjep?ocommunity=gossportal %2FgcssX2F {PrinaryCSAL"
“TargetFrams="
il "Rescurce=0",
Available Graph X -
vailable Graphs x| o SiteScope - Last B0 sec " RooContont Type-text htnl |
E-Transaction Graphs =] \ "Referer=https //{HOET}/Q:SSpDrtal/appmanagEr/g:Ss/{PrlmarVCSA}7 nfpb=truei_pagelabel-goss_query_reports T
A "Snapshot =126 inf"
~ Trans/Sec [Passed) 816 “Mode=HTHL"
- Trans/Sec Faled Stapped) - E LAST):
Total Trans/See (Passed)
) Web Resource Graphs o2 g 15500 url¢"windovCloser htnl 27,
it et Second I 1300 "URL=https: - {H0ST} gatevayloginApp/vindowClossr htnl®,
= "TargetFramns="
- Thioughput 08 ° @ @ @ - B o - ° ° ° ° ° o "Resource
~HTTP Respanses per Gecond 306 / VReforers" .
Pages Downloaded per Second 204 "Mode= HTML“
Reties per Second o d LAST)
Connections
y y ; y ; y 1r_end_transaction(’AV_DOD&AC_LKF_93_Logout”, LE_AUTO):
Connections per Second _ 00:11:00 00:11:10 00:11:20 00:11:30 00:11:40 00:11:50 - ey R - !
5L per Second Elapsed Time (Houribin Sec) = return 0
E1-Spstern Resource Graphs :
\Windows Resources Hits per Second - whole scenario
UNIX Resources 39
- Gerver esources 95
~ SHMP 312 -
Antara FlameT rower 273 & 189
SiteSeope e
34 @ 162
=) Metwork Graphs ?_2 £
~Network Delay Time E’”‘ 95 o
- Firewalls .56 i
CheckPoint Firgwall-1 147 2 o
EI-w/eb Server Riesource Graphs 75 =
Fretia =
-~ Planet/Netscape
. ‘ ‘ ; ; ¢ ‘ ‘ : : < ] |
-~ Planet [SNMP)
00:01:00 00:0200 000300 000400 000500 DXOE00 00:07:00 00:08:00 e Bi =
i, MS”S . - =l Elapsed Time (Hour MinSec) I@ Replay Log ‘ [#) Recording Log | 5 Corslation Results | [2) Recorded Event Log ‘ Generation Log |
Color [Scae [Transaction . wuser_init . c(26): “n ﬁl
I e =—— wuser_init. cl46) ~t ¢script language-"JavaScript s rn
7 T " vuser_init ci(46) RSN function onButtonClick() {~r>n
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LoadRunner Controller Monitors and SiteScope

» SiteScope Monitors:

HP ¥irtual User Generator - [N

S © Pl Edt View Insert Vuser Actions Tools  Window Help

I S e = R A s W 2 W L2 N D@ StartRecord B W01 53| e |1 Bl EP & [E Y i oTasks |[EE]5eipt

Stark Pags | NG_701_AY_DODAACLkp_Rprt_Mar5_09 - Web (HTTP/HTML) | 4 b %
@ vuser_init -
@ DODAACLookup
O] wusel_snd lect_EnginssringTab"):
| dlobals.h
=
ager-goss/{PrinaryCSi}?_nfpb=trusé pagelabsl=snginssring 1",
I Parameter Properties - [PrimaryCSA] BHE
pnanage  Parameter type: [Fi =
Eile patf: [D:\PerTest701 S criptshGlobal_DatahUsemame dat | Browse..
fault.”i lanagergoss/ {PrimaryCSA}?_nfph=truss
Core«in  Add Colr... I Add Bow... | Delete Columf.. | Dglete Row.. r-gcss/{PrimaryCSh}?_nfpb=trusé_page
Coresin l"gcss-{PrimnaryCSa}?_nfpb=trusi_pagel
Coresin Usemame | Password | Cetliser | PrmanC54 2] |[z-gcss/{PrimaryCSa}?_nfpb=trusi_pac
oS30 T fiester] Dtes Qwerl__OUA tester_100 GLOBAL =r goss/ {[PrinaryCSir?_nipb=trusi_pac
Coresin  —— v goss/{PrimaryCSA nipb=trueé page
i in |2 |testeitecte (Wert 004 tester 01 NORTHEOM orogooss | T3 hipbetrush, pe
fault i 3 |testerD2teste Qwiert__005 Testser02 GLOBAL == {PrinaryCSi}?_nfpb-trucd_pagelabe
CDrE/ilv 4 |testerD3teste Ow'ert__003 Testser03 GLOBAL pmanager-gcsss {FrinaryCSa}?_nfpb=tru
Coresin 5 |testedteste Qwerl_008 Testsei4 DECCD nanager-/goss/ {PrimaryCSa}?_nfpb=true
Coresin =1 \esterD5toste DWert 008 TestUsed5 DECCD [Dpnanager/goss/{PrimaryCSA}?_nfpb=tr
Coresin | (8 ftesteitests Qe 00E TesiUser nanager-goss/{PrinaryCSi}?_nfob=true
Corerin | |_T_|lesterDBleste Qwerl 008 TestUseiD6 DECCD +| ||snager-gossr {PrinaryCSA}?_nfph=truss
Core~in jDnanager-gosss{PrinaryCSa}?_nfpb=tru
fault-y  Editwith Motepad. | Data Wizard... Simulate Parameter.. I =y gczs- {PrinaryCSi}?_nfpb=trusi._pac
faults: ~Select col File f " L /appnanager gosss {PrinaryCSA}7_nfpk
faults =iEct calmn & farma Dpnanager-goss{PrimeryCSi}7_nipb=tx
Coresin | & Byrumber |4 j Column delimiter: [Comma v lanager-gosss{PrimaryCSa}?_nfpb=trues
Coresin o lanager-goss- {PrimaryCS5A} 7 _nfpb=trues
° erer=ht | Buname: | || First datatine: |1 =
Selectnetrow [ Same fine as Usemame =l
PReq”.
Update valuz o [Each ferstion |
a e out of vallies: | Cantinue with last walie |
il I
@ g Allacats Yuser values it the Controller
| 51 Replay Loa ‘ iz L | Lonslation Bt (g tomatieally allacste Block siee x|
Virtual User Script started i i’
Chliteisi P Alozate waluzs for sach user
Web Turbo Replay of LoadRunner 9.10.1

Run Mode: HTHML [H=gId: MMSG-Z&01
Run-Time Settings file: "D “FerfTest’
vuser_init . c(33): Hotify: Transactio
vuser_init . c(43): web_add_auto_header("Accept-Language") was successful [H=gId: MMSG-26392]
vuser_init . c(46): Hotify: Paramster Substitution: paramster "HOST" = "158.114 68 208"

vuser_init c(46): Warning: Client Csrtificate was requssted by SSL server  [Msgld: MMSG-26000]
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vuser_init.c(46): HTITP~1.1 200 QK~rn
vuser_init.c(4e) Y-Backside-Transport: OK OKsrsn
vuser_init.c(46) Cache—Control: no-cache="set-cockie"~rn
vuser_init . c(46) Date: Wed, 18 Mar 2009 22:14:38 GHT r-n
vuser_init . c(46) Content-Type: text html>rin
46}
16)
46}

HHSG-27141]

vuser_init . ci ConsentRequired: trussrn
vuser_init.cf Set—Cookie: def_clus JSESSIONID=RbSwJEyTVEMhpf t 9yEnBZrtChpGLngiLHrhgy6GFkG=FVro25onH 111914
vuser_init.c( 24462 path=-~r~n
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Challenges of Testing for Agile and SOA

e A more versatile test-bed environments

— It may be difficult to model the whole set of end-to-end software that probably
span many different servers

— Ability to simulate unavailable components

e Transition for testers — process-centric testing team
— Broad knowledge of business processes
— Understanding the intricacies of domino effects on business transact
— Cross-functional teams environment
— Understand and diagnose underlying technology and connectivity

e Location and identification of web services (Geographic locations...)

« Availability of web services components: Applications, Middleware,
Supporting hardware, teams — development, system admin,
network, etc.

e Locating and isolating defects are difficult:

e Defects in service components would cause domino effects to
applications that utilize those services

- Capture and analysis of all SOAP messages that are passed from one
component to another is overwhelming

e Service components do not have GUI



Testing Aspects and Service test

Positive Testing - Generates a full positive test for the selected services. It tests each
operation of the selected service.

Standard Compliance — Tests the service’s compliance with industry standards such as WS-I
and SOAP.

Service Interoperéa

& Mercury Service Test - [PositiveTesting - Web Services, Web (HTTP/HTML)] [CIE1=] ith II
! Fle Edit Wew Insert Vuser Actions SOATools  Tools  Window  Help a

R W A = OStartREmrdEgAIy Trofic B W0 £ e 1 S EP | Tasks |[ElEmet ] & e || 3 - I 2
supported Wek | == °=
Start Page IP itiveTesting - Web Services, Web (HTTP/HTML) |P sitiveTesting - Web Ser: wh(HTTP/HTML)l 4 b x . .
— .NET Framejs .. v ations using
L ctor]

@ _end
NET Framef::
— Axis 1.3 We ations using
AXIS 1-3 We (=] web_: SErvice call{ "StepHame=getReportList_101"
"S0AFPHe thnd GCEEDetailel dHEpUrt Service.5CSSDeta iledReportsServicePort getReportList”

_ G e n e r I C M e" . 23 i f:??gggﬁparts&zrvlce
Mercury Sol

hot=t1202314686 inf" G

ARGIUMENTS, ,Ing enerIC

=auto string”

GCSSS ==sionlD=, auto string”
" GCSSPARAMETERS=auto str1ng

END_ARGUMENTS,

BEGIN_RESULT,

END _RESULT,

LAST).

Secu rity TeSting -_— Ir_think time(3):

return 0

— SQL Injectic } result in an
unauthorize

— Cross — site site that will
dlStU rb the ] [[%) ReplayLog | [8] RecortingLog | & Coneletion Fesuts | [Z] Genetalion Log x|

Boundary Testing - nique.
— Extreme Va
— Null Values

For Help, press F1, Il |

Jiistartl |=2a |E 24 111840
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Map Service Interface Description

The application has three Mapping Interfaces:
e Map Server
e  Reporting Detail Request from Palanterra

e Reporting Mapping Call

Mapping
Thrid Party

Application

Map Server Request

Map Server Response

HTTP Response

____________________________________________________________

______




Reporting Mapping Call

Report Mapping Call is the single internal Mapping interface in the application.

When a user clicks the “Map” button within the results page of areport, acall is
made to the Mapping application.

w

Mapping ser Reports Mapping related servlets S Application

GetCapabilties

Capabiltiesinfo
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Generated Script
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* HMOTE :

Thi= i= an automatically generated script,. and serves as a2 template.

To optimi=ze the use of this s=cript. i1t 1= recommended that wou review 1t= content |

run it.
Action( )

I
me=thod

examine it= results, and add checlpoint=s as= neces=srwy . %

Addaddr

argumnent types Addr

.
we=hb_

=ervice _calll "StepHame=Addiddr= 101" .
"S0APHMethod=AddrEBools . AddrBDDkSDapPDrt Addaddr" .
"ResponsseParamn=respon==" .

"Service=A4ddrEBool "

"Snapshot=t1177075836 . inf " .

EEGIN_ARGUHMEHTS.
"mml  Addr=<Addrr<namerauto s=tring<-nam=e:<i=trecstrauto string<-strestr<citvyrzautoa "

"string<-socityri=tateraunto string<so=tater<zipocoderauto =tring<-szipocodss"

"« phonenunber=s:<FhoneHunber > <descriptionrauto string<-description:<phonenumnbsr:"

"auto sSstring<-phonenumbesr s < - FPhonslNumber »< - phonsnunbers-<birthdasy - "
"1999-05—-31T13:20:00-05:00<~birthday:>< Addr>".

END_ARGCUMENTS.

EEZIN_RESULT.

END_ ERESULT .

LAST) :

lr_ _think time(3):

I
m=thod

ChangsdAddr

argument twvpe =tring
argumnent types Addr

==rvice_calli "StepHame=Chang=saAddr 101",
"S0APHMethod=AddrEBools . AddrBDDkSDapPDrt.ChangeAddr",
"Respons=Param= respanse .

"Service=AddrBool "

"Snap=hot = £t11770FSE37 . inf ",

EEGIN_ ARGUHMEHTS.

"OldHame auto =tring"
“"mml o Addr <Addr><name>auto ztring<--nam=:<=trest rauto string<-=strestr<cityzauto v

"string<-scityvristateranto stringd-stater<zipooderauto =tring<-=zipoods:"

"<phonenumnber=: <« PhoneHumnber > <descriptionrauto string<-description:<phonenumbesr:"

"auto =tring<--phonenumber >< - FPhoneHumber > < phonenumbers:><birthdawy ="
"1999-_05—31T13:20:00—-05: 00« ~birthday:>< Addr>".

END ARGUMENTS.

EEGIHN_EESULT.

END REESULT .

LAST)

lr thinlk tim=e({32):

.

weh_
I
me=thod

D=l=stedddr

argumnsnt tyvpes =tring

7

w=h_

==rvice_calli "StepHame=Delst=sdddr 101",
"SDAPHMethod=AddrEBool: . AddrBGGkSGapPDrt.Deleteﬁddr",
"Fespons=eParam= responae .

"Service=AddrBooll”

"Snap=shot = tll??D?5838.inf",

BEECIN ARCTMENTS.

"Hame=auto =tring".

END ARCUTMENTS.

EEGIH_EESULT.




With Service Test We are Able to:
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Develop scripts:
— without a GUI

— using multiple protocols. In enterprise world we have to deal with a lot
of multiple protocols. This feature is very helpful.

— by WSDL, UDDI, File and URL. This is a very helpful feature, too.
These scripts can be executed in LoadRunner for performance
We can analyze traffic over the network

We can set Security Policies that includes tokens, SAML, and so on



Practice for Successful SOA Testing Strategy

Start early in the life cycle:

e Testing client applications — Start the end-to-end testing and
tuning 6 months before the deployment.

Create.an mm@agd Tepeatable testing process.
High number-of gpermataﬁans and combination-ofpaths!

nto stages with incremental increase the number o
components.

e Choose an appropriate set of test cases to support end-to-end
testing of the business process and end-user experience.

29
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With the use of the tools we were able to:

Prioritize testing priorities based on business risk

Access testing assets anytime, anywhere via a browser interface
Create an end-to-end quality management infrastructure
Manage manual and automated tests.

Accelerate testing cycles by scheduling and running tests automatically,
unattended, 24x7

Manage multiple versions of requirements, tests, test scripts and business

P N P RS

CUIIIpOi‘IBIIlS
Enforce standardized processes and best practices

Analyze application readiness at any point in the testing process with
Integrated graphs and reports
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With the use of the tools we were able to:

50 to 70% decrease in actual testing time (efficient and faster)

Able to cope with huge amount of testing and captured defects at early stages of
development

Able to produce contractual documents such as RTM — Requirement Traceability
Matrix, defect reports, test reports, test plans and the like in a timely:;..anner.

Able to produce metrics for defects such as defect containment, defect density,
defect aging and other metrics related to defects

Were able to capture changes that are done by third party development teams and
sub contractors in Service Test

Able to capture security related vulnerabilities
Able to capture the bottlenecks

Had a chance to work on tuning and optimization of performance bottlenecks in
architecture, database and overall performance of the system

Most importantly customer decided to have the same set up that we have at
Herndon at their site. Instead of sending testers to classified lab we are planning to

send scripts only. That is the plan...



What We Need For Contractor Integration Results

Purpose: integrate and test all system components prior to official
delivery to the government.

v" All testing related documentation has been completed and is up to date
v’ Successful completion of smoke, patch, and regression tests

v’ Performance-Load-Stress test baselines obtained

v SLAs are met

v" All the test results were delivered into government CM

v" All defects are documented in CM tool

v’ Final system test report submitted to the PMO

v Installation and build guide with all the updates completed and delivered

Results from test indicated that the software is ready for Acceptance test

32



Requirements Validation/Regression Testing Results

Requirements Validation
Results we would like to see:

- Release Requirements testing _
— Completed 99.13% testing of all testable requirements

v Executed 99.63% testing against IE 6.0
v Executed 98.50% testing against IE 7.0
v Remaining 0.93% of testing could not be functionally tested

e Regression testing
— Completed 100% of planned regression testing

v Executed 95.05% testing against IE 6.0
v Executed 92.95% testing against IE 7.0



