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FOREWORD

Gregory E Treverton
Director
RAND Corporation Center for Global Risk and Security

Recently, I had the opportunity to work with some very impressive
young analysts at David Moore’s recent home-away-from-home, the National
Geospatial-Intelligence Agency (NGA). Assisting U.S. operations in Iraq and
Afghanistan, they understood how much the world of what we still call “imag-
ery” had changed. As they put it: We at NGA used to look for things and know
what we were looking for. If we saw a Soviet T-72 tank, we knew wed find a
number of its brethren nearby. Now, though, were not looking for things.
Instead, we're looking for activities or transactions. And we don’t know what
we're looking for.

In fancier language, the paradigm of intelligence and intelligence
analysis has changed, driven primarily by the shift in targets from the primacy
of nation-states to trans-national groups or irregular forces. In the world of
the national-state, I and others divided intelligence problems into puzzles and
mysteries (or variants of those words).! Puzzles are those questions that have
a definitive answer in principle. How many nuclear missiles the Soviet Union
had was a puzzle. So is whether Al Qaeda possesses fissile material. By con-
trast, mysteries are questions that cannot be answered with certainty. They are
future and contingent. Will North Korea reach agreement to cease its nuclear
program? No one knows the answer, not even North Korean leader Kim Jong
IL. It depends. The question is a mystery, not a puzzle.

For puzzles, intelligence tried to produce the answer. In solving puz-
zles about the Soviet Union, the United States spent billions of dollars, pri-
marily on the technical systems whose fruits were and are analyzed at David’s
home institution, the National Security Agency (NSA) and at NGA, along
with espionage collected by the CIA. For mysteries there was no answer.
Instead, analysts sought to frame the mystery by providing a best estimate,
along, perhaps, with excursions or scenarios to test the sensitivity of critical
factors. If intelligence failed to understand the full picture of Soviet missiles,

1 For my version of the distinction, see Gregory F. Treverton, “Estimating Beyond the Cold
War,” Defense Intelligence Journal 3, no. 2 (Fall 1994): 5-20. Cited hereafter as Treverton,
“Estimating.”



and puzzle became mystery, it at least knew something about where to look:
there was experience and theory about missile building, plus historical expe-
rience of Soviet programs. The mystery came with some shape.

However, today’s transnational threats confront us with something
more than mysteries. I call these shapeless mysteries-plus “complexities,” bor-
rowing Dave Snowden’s term. They are sometimes called, as Moore notes,
“wicked problems” or simply “messes” The come without history or shape.
Large numbers of relatively small actors respond to a shifting set of situational
factors. Thus, they do not necessarily repeat in any established pattern and are
not amenable to predictive analysis in the same way as mysteries. Those char-
acteristics describe many transnational targets, like terrorists—small groups
forming and reforming, seeking to find vulnerabilities, thus adapting con-
stantly, and interacting in ways that may be new.

For complexities, especially, the challenge is to employ sensemaking—
the term is from Michigan psychologist, Karl Weick. Exactly how to accom-
plish sensemaking is a task that still mostly lies before us, which makes this
book such an important contribution. Sensemaking departs, as Moore notes,
from the postwar tradition of Sherman Kent, in which analysis meant, in the
dictionary’s language, “the process of separating something into its constituent
elements” Sensemaking also blurs America’s bright white line between intel-
ligence and policy, for, ideally, the two would try to make sense together, some-
times disaggregating events, sometimes aggregating multiple perspectives,
always entertaining new hypotheses, all against the recognition that dramatic
failure (or success) might occur at any moment.

Sensemaking is a tall order, but there is no better sherpa for the unfa-
miliar terrain of this new paradigm than David Moore. He almost uniquely
embodies both practice and academic scholarship. Indeed, one of the tantaliz-
ing aspects of his academic work is that, as a careful intelligence professional
(and one from NSA to boot), he is very careful about classification. That means
the visible trails of his practice in his scholarship are sparse, and his cases are
mostly familiar ones, albeit ones often spun in new directions.

His approach to sensemaking takes us from information foraging,
harvesting and marshalling into understanding. He looks at various forms
of tacit knowledge, and he and the contributors report on some intrigu-
ing tests of sensemaking. Several of us who looked around the Intelligence
Community in the years after September 11th noted how little use it made



of formal methods or machines other than computers for sorting.2 Worse,
in some sense the Cold War practice of analysis sought to turn humans into
machines by rooting out judgment, bias, hunch, stereotyping—all the things
humans do best. The new paradigm makes the use of machines and method
imperative, letting machines do what they do best—searching large amounts
of data, remembering old patterns, and the like—while letting humans use
the judgment they alone can apply. Yet the tests by Moore and his colleagues
remind us that methods are critical but only if they have been tested. It turns
out, for instance, that ACH, analysis of competing hypotheses, a method
more frequently used now and one that has been tested, isn’t all that valu-
able, at least not for analysts beyond the novice level.

For years I've had at hand a bumper sticker for which I lacked the car.
The bumper sticker is: Intelligence cannot truly be reshaped until it reshapes
its products. So long as it thinks of products primarily as words on paper (or
bytes on a screen) produced by relevant experts and stovepiped by agency it is
stuck in the old paradigm. Moore should not be blamed for my bumper stick-
ers, but his emphasis on communication echoes the concern underlying it.
I'd be happy if the Intelligence Community began a number of pilot projects
trying to develop sensemaking, but Moore is much more ambitious: while
recognizing its limitations, hed make sensemaking the basis of intelligence.
It should be.

2 Most striking is the work of anthropologist Rob Johnston, now on the inside: Rob John-
ston, The Culture of Analytic Tradecraft: An Ethnography of the Intelligence Community (Washing-
ton, DC: Center for the Study of Intelligence, Central Intelligence Agency, 2005). My own
version is Assessing the Tradecraft of Intelligence Analysis (with C. Bryan Gabbard), TR-293
(Santa Monica, CA: RAND Corporation, 2008).






COMMENTARY

Anthony Olcott, PhD
Associate, Institute for the Study of Diplomacy
Georgetown University

David Moore is right to talk of the need for an intelligence revolution.
However, as Lenin learned in the 18 years that passed between publication
of The Development of Capitalism in Russia and taking over the Winter Pal-
ace, it takes more than a diagnosis and a prescription to make a revolution.
Although his is among the best, Moore’s book is also but the latest addition
to a groaning shelf of books devoted to intelligence and analytic reform while
the companion shelf, for books on how to improve the policy process, sits
dusty and all but empty. In that regard, even though Moore’s discussion of
the processes of analysis and how the ways we answer questions might be
improved is one of the strongest in recent memory, the most valuable part of
the book could well be the somewhat smaller amount of attention it devotes to
the problem of how we formulate our questions in the first place.

As Moore points out, Sherman Kent and the other ur-fathers of intel-
ligence took for granted that the “intelligence questions” are self-evident—
foreign policy is (Walter Lippmann’s words) “the shield of the republic” and
strategic intelligence is (Kent’s addition to Lippmann) what “gets the shield to
the right place at the right time” and what “stands ready to guide the sword.”3
In that metaphor there is no room for doubt about what is threat, what
defense, or indeed what receives the thrust of the sword. Even as Kents book
appeared, however, other voices were arguing that policy formation is not so
self-evident or straightforward.

Moore quotes one of these voices, that of Kent’s contemporary and, for
a time, IC colleague, Willmoore Kendall. Kendall did not share Kent’s convic-
tion that the job of the analyst was “to stand behind [the policymakers] with
the book opened at the right page, to call their attention to the stubborn fact
they may be neglecting.”# Unlike Kent, who was an unabashed elitist, Kendall
was a “majoritarian,” who believed that, in a democracy;, all policy, foreign and
domestic, could only be set by the wishes of the “50 percent plus 1” who vote

3 Sherman Kent, Strategic Intelligence for American World Policy (Princeton NJ: Princeton
University Press, 1949), p. viii. Cited hereafter as Kent, Strategic Intelligence.

4 Sherman Kent, Strategic Intelligence, p. 182.
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for a particular person, platform, or party—and the job of the analyst, there-
fore, was to help the “politically responsible laymen” whom that majority
had elected to bring those policies into being. Although “majoritarianism”
led Kendall into some positions which today seem deeply repugnant —for
example, he defended racial segregation, on the grounds that this was the
wish of the majority—his argument that policy is determined by beliefs, not
“objective facts,” is one that, had it prevailed, could probably have helped us
to avoid a good number of the familiar “intelligence failures” that Moore’s
book enumerates.

Moore moves some way toward Kendall’s position when he describes
the potential that sensemaking offers as a means precisely for helping policy-
makers to improve how they think about policy. The collaborative processes
he outlines would help analysts and policymakers alike move from the pres-
ent fixation on “how things work” (the provenance of analysis) to imaginative
exploration of the ways in which things could work (the purpose, it would
seem, of policy).

It is here particularly that I would encourage Moore’s readers to think
about how to move this sense-making revolution closer to reality. As phi-
losopher Denis Hilton has remarked, there is a profound difference between
“causal attribution” and “causal explanation”—in his words, “attributing the
9/11 attacks to someone is not the same as explaining them to him”> Moore
has done a deep and convincing job of diagnosing the ills of the IC, and
has proposed a rich and promising cure. This, as Hilton points out, is an
extended act of cognition. What lies between this book and Moore’s revo-
lution, however, is the need to have others come to the same conclusion—
which, as Hilton points out, requires communication, not cognition.

Sixty years ago a small group of analysts—dubbed “Talmudists” for
their pains—worked out a complex, sophisticated method of deriving action-
able intelligence from the tightly controlled propaganda outlets of the USSR
and Mao’s China. This let IC sinologists spot the first signs of the Sino-Soviet
split as early as April 1952, and by 1955 Khrushchev had been tagged as the
likely winner in the struggle to consolidate power in the Kremlin after Stalin’s
death. Those early indicators, however, remained scoffed at and un-acted upon
precisely because the methodology—which a colleague in the CIA compared
to studying “invisible writing on slugs”®—was too complex and too weird to

5 Denis Hilton, “Causality vs. Explanation: Objective Relations vs. Subjective Interests,” Inter-
disciplines, Institute of Cognitive Sciences, University of Geneva, URL: <http://www.interdisciplines.
org/causality/papers/14>, accessed 1 November 2010.

6 Richard Shryock, “For An Eclectic Sovietology,” Studies in Intelligence, vol. 8, no. 1 (Win-
ter 1964).
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be easily explained to policymakers—who, in any case, already believed other
hypotheses, and had their own “facts.””

The challenge we face is the same as that which faced those Talmud-
ists. Moore has convinced himself, and he is highly likely to convince all the
analysts who read his book, that sensemaking is indeed the intelligence revo-
lution we need. The challenge now is to communicate that to policymakers, so
that they too will be willing to join David Moore’s sensemaking revolution.

7 Harold P Ford, “The CIA and Double Demonology: Calling the Sino-Soviet Split,” Studies in
Intelligence, vol. 42, no. 5 (Winter 1988-1989).






COMMENTARY

Emily S. Patterson, PhD
Assistant Professor
College of Medicine

The Ohio State University

A colleague once said that he was dedicated to the vision of having
decisionmaking be directly informed by evidence rather than the popular-
ity of the latest fad or pet projects of powerful leaders. The context for his
comment was for deciding what innovations to implement in hundreds of
Intensive Care Units to reduce risk-adjusted patient mortality. Nevertheless,
I believe that this lofty goal could easily apply to United States policymaking.
In my opinion, it is an achievable goal for the vast majority of United States
policy to be directly informed by evidence that is systematically validated,
collated, and synthesized by teams of professional intelligence analysts.

This book is a critical milestone in attaining the goal of analysis
directly supporting evidence-based policymaking. This book’s primary con-
tribution is to conduct sensemaking on the label sensemaking. Decades of
relevant academic literatures have been synthesized into one framework that
illustrates how disparate research streams relate to each other and to the
framework. Until now, there has not been such an extensive effort to pull
together related research on sensemaking from such diverse disciplines as
psychology, political science, philosophy, organizational science, business,
education, economics, design, human-computer interaction, naturalistic
decisionmaking, and macrocognition.

The contributions of this book go beyond a literature review, how-
ever, in that an action-oriented stance is taken toward capturing nuggets
of insight on how to improve aspects of analysis. The categories themselves
are useful in putting some shape and structure to the amorphous value that
expertise brings to creating a solid analytic product in an uncertain world:
planning, foraging, marshaling, understanding, and communicating. Of par-
ticular value is describing different aspects of validation that are relevant to
intelligence sensemaking, and distinguishing processes for predicting future
events (foresight) from processes for describing past events and assessing
their impacts (hindsight).

xvii



Another colleague once said that she looks at what is measured oper-
ationally to determine how people truly define a concept. Chapter 8, Estab-
lishing Metrics of Rigor, is therefore critically important to any discussion
of how to encourage improved sensemaking in the Intelligence Community.
As David Moore notes, although we believe our rigor metric to be a promis-
ing first step, much more needs to be done to ensure that all of the important
aspects of rigorous analysis are captured. The application of the rigor metric
to a face valid case study in this book is the first such application in intelli-
gence analysis to compare processes by different analytic teams. Whether or
not high rigor on all of these inter-related dimensions is possible to achieve
under the working conditions for intelligence analysts today is an unre-
solved debate. Even if high rigor is not possible under extreme time pressure,
data overload, and workload conditions, the measure has potential value in
supporting negotiations for what aspects are most important to do well for
a given task, as well as communicating the strengths and weaknesses of the
process behind an analytic conclusion.
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COMMENTARY

Christian P. Westermann

Senior Analyst

Bureau of Intelligence and Research
US. Department of State

History will tell us if current intelligence reforms are evolutionary or
revolutionary, but the Intelligence Community is responding to mandated
change brought about by the 2004 Intelligence Reform and Terrorism Pre-
vention Act (IRTPA).8 In particular, the analytic and collector communities
are adjusting to one of IRTPA’ pillars—improved information sharing. As
reforms unfold, the collector and analyst must adapt to new rules and new
analytic standards, and incorporate more methodologies, techniques, and
alternatives in their analysis, in collaboration with managers and tradecraft
cells in the national intelligence organizations. These new structures and
guidelines present an intellectual challenge as well as a bureaucratic maze for
the collector and analyst struggling not only to “produce” intelligence in a
timely fashion but also to improve their product. This is not easy for the intel-
ligence professional because time is not on their side. This is why improving
the way in which all analysts think is so important and why an understanding
of sensemaking will help advance the profession beyond the “established ana-
lytic paradigm” for complex problems and create greater possibilities for the
application of imagination in the IC. The failure to properly assess Saddam
Hussein's WMD programs during the lead-up to Operation Iraqi Freedom is
the preferred example of this failure to imagine alternatives. The corporate
solution to this problem is increased collaboration and information sharing;
David Moore is not in disagreement but has suggested that it must go beyond
new methodologies or techniques—it must be done with a strong sense of
rigor and individualism in one’s thinking.

David Moore has written for the Intelligence Community a revolu-
tionary epistemology. His novel construct for intelligence professionals is the
foundation for a philosophy of intelligence. He has started where he left off
in his work on Critical Thinking and Intelligence Analysis with a path forward
for analysts and how they can improve their capacity and move beyond the

8 United States Congress, Intelligence Reform and Terrorism Prevention Act of 2004, 108th
Congress, 2nd Session, 20 January 2004. Cited hereafter as U.S. Congress, IRTPA, 2004.



methods they learn as “good” tradecraft.” Moore’s prescription is to take the
disaggregation of data, commonly referred to as analysis, synthesize it, and
then apply to it one’s interpretation and communication skills to make sense
of the information. Sensemaking therefore is a theory of knowledge for the
intelligence professional and also a practice to aid the difficult art of intelli-
gence reasoning.

Current “total” intelligence reform, as described by Director of
National Intelligence James Clapper in late 2010, is reform that is focused
on “integration, the merging of collection and analysis—particularly at the
ODNI level—analytic transformation, analytic integrity, acquisition reform,
counterintelligence—and information sharing.”10 This involves a great deal
of uncertainty for organizations and analysts, in light of the formation of
new intelligence fusion centers reminiscent of Defense intelligence reform
of the 1990s—which saw the rise of Joint Intelligence Centers—and pres-
ents a challenge to make sense of new security challenges in the post-9/11
world. The time is therefore ripe for analysts to transform their thinking
and tradecraft and Moore’s new paradigm offers real improvements to their
practice of intelligence. His attention to revolutionary change in the art of
intelligence thinking grows from his recognition that organizational reform
has been ongoing for decades and despite those changes attendant failures
have occurred and continue to occur. Therefore the only hope for achiev-
ing positive reform rests with changing the practice of intelligence whereby
the individual collector and analyst, working together, and accepting the
responsibility to think critically but also independently and across the Com-
munity, make sense of the 21st century national security environment.

9 David T. Moore, Critical Thinking and Intelligence Analysis (Washington, DC: NDIC Press,
2007). Cited hereafter as Moore, Critical Thinking.

10 James Clapper, “Remarks and Q & A by Director of National Intelligence Mr. James
Clapper,” Bipartisan Policy Center (BPC)—The State of Domestic Intelligence Reform, 6 Octo-
ber 2010, URL: <http://www.dni.gov/speeches/20101006_speech_clapper.pdf>, accessed
29 October 2010.



COMMENTARY

Phil Williams, PhD

Director, Matthew B. Ridgway Center for International Security Studies
Wesley W. Posvar Chair of International Security

Graduate School of Public and International Affairs

University of Pittsburgh

Moore’s Law for Intelligence

Any book that discusses amongst other things, red brains and blue
brains, kayaking, information foraging, flashlights as blindfolds, space-time
envelopes, and intellectual audit trails, is out of the ordinary. When you throw
in the contention by the author that intelligence as currently practiced is akin
to medicine in the 14th Century you have a book that will raise hackles, blood
pressure, and voices. David Moore’s provocative and stimulating analysis of
critical thinking and sensemaking for intelligence does all of the above.

This is not an easy read. But the overall thesis is straightforward and
compelling: the environment within which the U.S. intelligence community
now finds itself is not only highly complex but also full of wicked problems. To
provide the kind of intelligence that is useful, relevant, and helpful to policy
makers who have to anticipate and respond to these problems and challenges,
Moore argues that the traditional paradigm developed largely by Sherman
Kent has to be superseded by a new paradigm based largely on ideas initially
outlined by Willmoore Kendall, a contemporary critic of Kent. The origi-
nal Moores Lawl! was narrowly technical; David Moore in contrast argues
that a complex environment full of mysteries, not puzzles, requires holistic
thinking (as opposed to simply disaggregation of problems), mindfulness (as
opposed to mindlessness which he also elucidates), and a dynamic willing-
ness to change paradigms, shift perspectives, and abandon strongly held per-
ceptions. The book also develops the notion of sensemaking rigor and shows
how metrics of rigor can be applied to several studies examining the rise and
impact of non-state actors.

David Moore’s analysis is important and deserves to be widely read in
the intelligence community and in the academic world. Yet, the volume—as

11 Gordon E. Moore, “Cramming More Components onto Integrated Circuits,” Electronics,
vol. 38, no. 8 (19 April 1965), URL: <ftp://download.intel.com/museum/Moores_Law/Articles-
Press_Releases/Gordon_Moore_1965_Article.pdf>, accessed 7 November 2010.



he would be the first to acknowledge—is intended as an early word on sen-
semaking and intelligence, rather than the last word. Indeed, it would have
been helpful, for example, if David Moore had considered more explicitly the
argument by David Snowden that making sense of a complex environment
requires probing the environment. Further thought about this suggests that
law enforcement is particularly good at this form of knowledge elicitation and
sensemaking: sting operations, controlled deliveries, infiltration of criminal
organizations, are all probing mechanisms that can contribute significantly
to an increased level of understanding and, concomitantly, to an enhanced
capacity for effective action. For many intelligence professionals, especially
those who have had a dismissive view of law enforcement, the idea that law
enforcement approaches to sensemaking might be ahead of those in the intel-
ligence community, is likely to be as uncomfortable as most of the arguments
in David Moore’s book. Certainly Moore’s volume is designed to shake and
to stir. It is a manifesto for an intellectual revolution in the approach to intel-
ligence and, as such, is likely to be both acclaimed and reviled. One suspects
that the author will measure his own success by the depth of opposition as
well as the levels of support for the revolution he is proposing.
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PREFACE
On Being Mindful

What Is Mindlessness?

We are surrounded by errors and they are ours. Intelligence officials at
the national level repeatedly use the same excuses for professional errors and
for the systemic failures that follow. Despite directives to “fix” the structures,
and most recently the means, by which intelligence is created, we insistently
fail at our obligation to make early sense of vital threats and opportunities.
What is our problem?

We may begin by examining the concept of mindlessness. Ellen Langer,
summarizing her pioneering social psychology research, finds mindlessness
to arise from an over-reliance on “categories and distinctions created in the
past’12 She holds that such categories “take on a life of their own.”13 Seen in
this context, the failure to recognize in foresight that an American or a Nige-
rian man could be a member of Al Qaeda arises from a rigid deductive cat-
egorization of who is a member of Al Qaeda and is a case of mindlessness.

Langer also sees mindlessness arising from “automatic behavior”
Here, people rely on automatic responses as the basis for their behavior, as
when one writes “a check in January with the previous year’s date”14 By exten-
sion, intelligence professionals, in assessing sources, may develop a habit of
discounting human intelligence sources because some are untrustworthy. As
a result, they may miss novel insights because they use certain sources to the
exclusion of others.

Finally, mindlessness can result from a failure to take into account
alternative information that transcends our comfortable worldview. Langer
observes that “[highly] specific instructions. ..encourage mindlessness” because
they define what is acceptable and limit the viability of alternative signals that
could lead to more accurate understanding of a phenomenon.!> During the
summer of 1962, CIA and DIA intelligence professionals at the Refugee

12 Ejien . Langer, Mindfulness (Cambridge, MA: Da Capo Press, 1989), 11. Cited hereafter
as Langer, Mindfulness.

13 Langer, Mindfulness, 11.
14 Langer, Mindfulness, 12.
15 Langer, Mindfulness, 17-18.

xxiii



Processing Center (RPC) in Miami discounted the validity of refugee reports of
nuclear missiles on the island because some refugees also went beyond the
pale by concocting “farfetched tales of African troops with rings in their noses,
lurking Mongolians, and even Chinese troops.’16 There were in fact 100 nuclear-
tipped tactical missiles deployed on the island months before the arrival of the
more infamous strategic missiles.1” A rigid notion of what constituted a nuclear
missile, usually conceived as an offensive weapon, appears to have contributed
to the case officers’ mindless disregard of the witnesses.

Not only intelligence practitioners, but also those with whom they
communicate their understandings, remain subject to the dangers of mind-
lessness. With respect to intelligence consumers, two faculty members at the
International Institute of Management Development (IMD), corporate strat-
egy expert Cyril Bouquet and corporate leadership and organization expert
Ben Bryant, suggest that “decision makers often suffer from poor attention
management, being obsessed with the wrong types of signals and ignoring
possibilities that could significantly improve the fate of their undertakings.’18
They characterize these behaviors as fixation and relaxation. People who
fixate “become so preoccupied with a few central signals that they largely
ignore things at the periphery”’1? A deadly example of fixation occurred in
1977, when the KLM 747 flight crew on Tenerife failed to avoid a collision
with a Pan Am 747: “they didn’t give sufficient attention to the presumably
very important communications coming in from air traffic controllers.”20
Naval aviators engaged in night landings on aircraft carriers also fixate and
this leads to pilots’ ignoring “the obvious and doing the inexplicable” (and

16 James H. Hansen, “Soviet Deception in the Cuban Missile Crisis,” Studies in Intelligence,
46, no. 1 (2002), 56. The author referred to this incident in his book on critical thinking and
intelligence. See Moore, Critical Thinking, 20.

17 Raymond L. Garthoff, “US Intelligence in the Cuban Missile Crisis,” in James G. Blight
and David A. Welch, eds., Intelligence and the Cuban Missile Crisis (London, UK: Frank Cass,
1998), 22.

18 Cyril Bouquet and Ben Bryant, “The Crisis Is Here To Stay. Do You Have The Key To
Coping?” Forbes, 21 April 2009, Online Edition, URL: <http://www.forbes.com/2009/04/21/
stress-coping-mindfulness-leadership-managing-fixation.html>, accessed 13 January 2010.
Cited hereafter as Bouquet and Bryant, “Key to Coping.” IMD is not well known within the Intel-
ligence Community. Its Executive Education program has been rated the number two program
worldwide by the Financial Times for the past three years; The Economist rates its MBA Program
as the second best in the world. See Financial Times, “Executive Education—open—2009, URL:
<http://rankings.ft.com/businessschoolrankings/executive-education—open>, accessed 15
January 2010; and The Economist, “Which MBA? 2009 Full-time MBA Ranking,” URL: <http://
www.economist.com/business-education/whichmba/>, accessed 15 January 2010.

19 Bouquet and Bryant, “Key to Coping.”

20 Bouquet and Bryant, “Key to Coping.” The accident occurred when KLM 747 col-
lided with the Pan Am 747 as the former took off over the latter. In the crash 583 passen-
gers and crew were killed although miraculously, 65 passengers and crew on the Pan Am
flight survived.
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often dying).2! Such fixations are goal-oriented—taking off in the former
example and landing in the second. The pilots know intellectually what to
do but their fixation on an emotional goal mis-focuses them: “knowing [is]
no match for emotion”22 While they are fixated, they are not truly aware.
Nor are they living in the moment; instead, they are inadvisably envision-
ing themselves already in the air or on the deck and expecting the resulting
emotional sense of relief.

Bouquet and Bryant identify relaxation as when, after a “sustained
period of high concentration,” people become unfocused on the task at hand
and look to the ultimate goal.23 A case in point involves the deaths of three
climbers on Oregon’s Mount Hood in 2002: they were distracted from the
matter at hand—that of completing a difficult descent; they took shortcuts.24

Both fixation and relaxation contribute to intelligence failures. For
intelligence practitioners, focusing on the wrong factors and failing to rec-
ognize the significance of novel indicators are examples of fixation that may
have been at work in the December 2009 failure to anticipate the attempted
bombing of Northwest Airlines flight 253 over Detroit. Sometimes ascribed
to intelligence professionals’ and national consumers’ falling prey to “creeping
normalcy;” relaxation was also a contributor to Israel’s failure to anticipate the
attacks by Egypt and Syria in 1973.

In sum, mindlessness too often guides the assessment of affairs in
too many domains, leading to errors, failures, and catastrophes. Mindless-
ness is deemed unacceptable within the larger American society only when
the resulting errors do lead to accidents and disasters. However, mindlessness
is completely unacceptable within the domain of intelligence. One can never
be certain in foresight whether errors will occur, so intelligence professionals
must seek to anticipate, recognize and avoid them at all costs.

Attaining Mindfulness

The antithesis of mindlessness is mindfulness.2> For Langer, a mind-
ful state corresponds with: “(1) [aptitude for the] creation of new categories;

21 Laurence Gonzales, Deep Survival: Who Lives, Who Dies, and Why (New York, NY: W.W. Nor-
ton, 2003), 26. Cited hereafter as Gonzales, Deep Survival.

22 Gonzales, Deep Survival, 35.

23 Bouquet and Bryant, “Key to Coping.”

24 Gonzales, Deep Survival, 97-123.

25 One of the origins of the concept of mindfulness lies in the work of the 19th-century
U.S. philosopher Charles Sanders Peirce, whose notion of “thirdness” relates to present con-
notations of “mindfulness” by recognizing thirdness as an observer’s self-referenced content of
an interpretation. See: Charles Sanders Peirce, “Lowell Lectures (1903),” Collected Papers of

Charles Sanders Peirce, Volume 1, Charles Hartshorne and Paul Weiss, eds. (Cambridge, MA:
Harvard University Press, 1958), para 331-332.
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(2) openness to new information; and (3) awareness of more than one
perspective.”26 For example, as an intelligence professional considers who
might be a member of Al Qaeda, a mindful attitude would involve constant
reassessment and categorization of who might hold such membership—
leaving the path open to new information for making sense of the organiza-
tion and its membership. Thus, as we apply the idea that “[a] steer is a steak to
a rancher, a sacred object to a Hindu, and a collection of genes and proteins
to a molecular biologist,”? the notion of a Nigerian male or even a blonde
woman from Pennsylvania as a possible Al Qaeda affiliate would emerge
from a mindful perspective.

Leadership scholar Deepak Sethi sees mindfulness as a “form of med-
itation” teaching “three simple-on-the-surface yet revolutionary skills: Focus,
Awareness, and Living in the Moment.”28 This definition descends from mil-
lennia of Buddhist tradition. He argues that rather than an esoteric method it
is “very practical, action oriented, and transformational” Sethi believes that
one practical way to bring about mindfulness is through the use of daily med-
itation, first using one’s breathing as a focus, and then using “specific daily
activities such as meetings with another colleague” However, the “real chal-
lenge [of employing mindfulness] is to take it from the meditation chair to the
office chair and the real world”?® Intelligence journeymen face this dilemma
from a different perspective. They confront the real world and are challenged
to contemplate their own thought processes as they engage it.

Australian expert on argumentation Tim Van Gelder distinguishes
mindfulness from critical thinking (which he calls “metacognition”): “Meta-
cognition is concerned with what you are thinking about. Mindfulness is con-
cerned with how you think as you go about what you are doing”3? While Van
Gelder accepts Ellen Langer’s definition, he argues that metacognition and
mindfulness can bear an inverse relationship to one another. As an individual
masters one, the need for the other diminishes. To illustrate this point, he
asserts that “[in metacognitive terms, a novice] driver needs to pay lots of
attention to even the most mundane aspects of driving, such as where the
gearshift is. The experienced [mindful] driver pays very little attention to

26 Langer, Mindfulness, 62.

27 Langer, Mindfulness, 69.

28 Deepak Sethi, “Mindful Leadership,” Leader to Leader, no. 51 (Winter 2009), 7. Cited
hereafter as Sethi, “Mindful Leadership.”

29 Sethi, “Mindful Leadership,” 10.

30 Tim van Gelder, “Mindfulness Versus Metacognition, and Critical Thinking,” [Weblog
Entry] Bringing Visual Clarity to Complex Issues, 27 May 2009, URL: <http://timvangelder.
com/2009/05/27/mindfulness-versus-metacognition-and-critical-thinking/>, accessed 13 Jan-
uary 2010. Emphasis in original. Cited hereafter as Van Gelder, “Mindfulness.”



driving, and can carry on a lively conversation instead”3! Van Gelder’s view-
point—which derives from his definition of critical thinking—holds a serious
implication for the intelligence professional: if one learns to be mindful, and is
good at it, the risk of a lapse in critical thinking will have increased.

For example, empirical studies of the level of distraction among
drivers who are using cell phones reveal an associated, diminished driver
capacity.32 Non-distracted drivers are receiving information—without con-
scious awareness—from: traffic changes ahead, behind, and along side; vari-
ous mirrors in and on the car; and weather and light conditions. All these
inputs factor into their decisions on how to proceed. They are intuitively
“in the moment,” that is, mindful of what they are doing and what is going
on around them. They are, as Sethi notes, focused, aware, and living in the
moment. But if, as experienced drivers, they are at ease in carrying on a tele-
phone conversation, are they not more accident-prone as a result of operat-
ing with a reduced capability or likelihood to be thinking critically?

Van Gelder notes that novice drivers likely monitor their thinking
and actions closely—at least intermittently.33 The amount of metacognitive
monitoring that occurs as they become more skilled probably diminishes
under normal circumstances. However, it is the author’s experience, drawn
from office and classroom observation, that people who are skilled critical
thinkers still tend to be able to question what is occurring around them even
as they are aware of how they are thinking about it. They are thinking criti-
cally, even if it is not obvious that they are doing so.

Drivers who employ critical thinking skills to ensure they remain
mindful of the appropriate stimuli continually make sense of the environment
in which they find themselves. Being metacognitively aware of their likely
diminished capacity to drive safely while engaging in cell phone conversa-
tions (as well as texting), they are likely to engage in these dangerous acts less
often than one who is mindlessly fixated on the cell phone conversation and
not mindfully aware of the environment inside and outside their vehicles. To
use Gelder’s definitions, they are thinking about what to do as well as how to
do it; critical thinking and mindful thinking inform each other.

Ben Bryant and IMD research associate Jeanny Wildi write that
mindfulness “involves the ability to accurately recognize where one is in on€’s

31 Van Gelder, “Mindfulness.”

32 For more information on diminished driver capacity see Transportation Research Board
of the National Academies, “Selected References on Distracted Driving: 2005-2009,” URL:
<http://pubsindex.trb.org/DOCs/Publications from TRIS on Distracted Driving.pdf>, accessed
9 December 2009.

33 Van Gelder, “Mindfulness.”
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emotional landscape and allows...understanding, empathy, and capacity for
accurate analysis and problem-solving”3 They identify a process of detach-
ing, noticing, and developing “here and now awareness.”3> Detachment, for
example, allows a viewer to remember that a movie is really merely a “beam of
light passing through a piece of moving celluloid projecting onto a screen with
some sound and music that are designed to generate particular emotions.”3

In intelligence work, detachment involves stepping back from the full
sensual experience of an issue to consider the actors involved, their motives,
the larger context. Critical thinking as it is taught in the Intelligence Commu-
nity attempts to make sense of the overall purpose or goal of a phenomenon,
the points of view and assumptions of the actors involved, the implications of
their acting in certain fashions, and other aspects of the larger context sur-
rounding the issue.3” Questioning the available evidence and the inferences
arising from it brings further detachment from the issue.

Noticing involves remaining open to both internal and external stim-
uli. Ultimately, situational information is conveyed from external sources
through sight, sound, touch, smell, and taste. People can think consciously
about these but they tend to process them using more autonomic brain struc-
tures, often without noticing they are doing so. The unease one feels about
getting into a taxi or onto an elevator in an unfamiliar setting are examples of
such input. In intelligence work this might be represented as a hunch about
what an adversary will do. As Daniel Kahneman and Gary Klein note, in cer-
tain environments—where one can learn the cues—these intuitions may be
quite accurate.3® However, in domains where one has not developed exper-
tise, such intuitions can be inaccurate.3 The challenge is determining which
of these situations one is in. This brings us back to the imperative of applying
mindful detachment from the situation.

34 Ben Bryant and Jeanny Wildi, “Mindfulness,” Perspectives for Managers, no. 162
(September 2008), 1, URL: <http://www.imd.ch/research/publications/upload/PFM162_
LR_Bryant_Wildi.pdf>, accessed 14 January 2010. Cited hereafter as Bryant and Wildi,
“Mindfulness.”

35 Bryant and Wildi, “Mindfulness,” 2-3.

36 Bryant and Wildi, “Mindfulness,” 3.

37 These are some of the “Elements of Thought” developed by Linda Elder, Richard Paul,
and Gerald Nosich of the Foundation for Critical Thinking. This author operationalized the
Foundation’s critical thinking paradigm for intelligence work. See Moore, Critical Thinking, 8-9;
and Gerald M. Nosich, Learning to Think Things Through: A Guide to Critical Thinking Across the
Curriculum, 3rd edition (Upper Saddle River, NJ: Pearson-Prentice Hall, 2009), 50-67. Cited
hereafter as Nosich, Learning to Think Things Through.

38 Daniel Kahneman and Gary Klein, “Conditions for Intuitive Expertise: A Failure to Dis-
agree,” American Psychologist, vol. 64, no. 6 (September 2009), 520. Cited hereafter as Kahne-
man and Klein, “Intuitive Expertise.”

39 Kahneman and Klein, “Intuitive Expertise,” 521-522.
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Critical thinking assists noticing as well. Bryant and Wildi observe
that because people tend to make immediate sense of stimuli, “We all too often
contaminate our perceptions with unexamined assumptions we have already
internalized”40 In other words, from the time when we have already decided
what something means, everything we notice tends to confirm that interpre-
tation. However, by challenging critically our assumptions and choices of evi-
dence (and their interpretations) and asking about alternative explanations,
we may bring our noticing back to a state where it “contributes to mindfulness
by keeping us open to our experiences of the external”4!

Bryant and Wildi consider “here and now awareness” to involve pay-
ing attention to immediate experience—as it happens. Clausewitz observes
this phenomenon when he distinguishes between a commander’s plan for war
and the friction of war.42 The former must be adapted in light of the latter.
Knowing how to do this, and when, requires the situational awareness found
in the here and now. As has been noted, critical thinking allows questioning of
both what one is doing and how one is doing it. Here again, one can challenge
whether one is focused in the present or dwelling in the past or imagining a
future. One can ask whether one is relaxed or fixated on a goal; we can also
reflect on whether we are acting mindlessly or mindfully. The key is remain-
ing vigilant, as Warren Fishbein and Gregory Treverton note, as “[mindful-
ness] is the result of a never-ending effort to challenge expectations and to
consider alternative possibilities.”43

Such mindful vigilance can be a lifesaver, as Foreign Policy colum-
nist and blogger Thomas Ricks notes about its absence among troops serv-
ing in Afghanistan, where Marines wearing iPods while on patrol can (and
apparently do) fail to notice changes in the environment they have previously
patrolled, and get hit by improvised explosive devices.44 If they were mind-
ful, they could have noticed that a hole in the road when they went out on
patrol has been filled in before their return. Instead, the “turret gunner [is]

40 Bryant and Wildi, “Mindfulness,” 3.
41 Bryant and Wildi, “Mindfulness,” 3.

42 Carl von Clausewitz, On War, COL James J. Graham, trans. (London, UK: Keegan Paul,
Trench, Truebner & Co., Ltd.: 1908), 80.

43 Warren Fishbein and Gregory Treverton, “Making Sense of Transnational Threats,” Sher-
man Kent Center Occasional Papers, vol. 3, no. 1 (October 2004), 17, URL: <https://www.cia.
gov/library/kent-center-occasional-papers/pdf/OPV3Nol.pdf>, accessed 8 November 2010.
Cited hereafter as Fishbein and Treverton, “Making Sense.”

44 Thomas E. Ricks, “A Marine’s Afghan AAR (XIV): Get Rid of the iPods on Patrol,” Web
Log, Foreign Policy. URL: <http://ricks.foreignpolicy.com/posts/2010/01/20/a_marine_s_
afghan_aar_xiv_get_rid_of_ the_ipods_on_patrol>, accessed 26 January 2009. Ricks quotes
a Marine Corps source, referred to in the web log as “CW02/Gunner Keith Marine.” Cited here-
after as Ricks, “Get Rid of the iPods.” iPod is a registered trademark of Apple Computer.



watching a movie on an iPod...[and] the back seater [is] listening to music on
his [iPod]”4> Not only are they not mindful, but no one is paying attention.
According to Rick’s Marine informant, ensuing and repeated iPod-wearing-
induced mindlessness led to the unit’s losing “15 out of 20 vehicles in about a
month 46 Clearly, the cost of not being mindful is high. However, becoming
mindful is not difficult; that cost is relatively low.

Developing mindfulness is not—as Bouquet and Bryant, as well as
Sethi, observe—an arcane spiritual practice. The process certainly involves
self-reflection—meditation to some—but in fact self-reflection has become
a central facet of professional practice in “real-world” security and defense
planning.4” However, mindfulness in operations or in intelligence is neither
a panacea nor a formula: Bouquet and Wildi observe that “executives need to
meditate in their own way, find ways to step back and reflect on their thoughts,
actions, and motivations, and decide which ones are really supportive of
their strategic agendas”#® One of the benefits of such meditation, according
to recent experimental findings, is that perceptual sensitivity and vigilance
improve in situations requiring sustained visual attention.4® While percep-
tual sensitivity and increased vigilance could also be attained, as in the case
cited by Ricks, by simply leaving the iPods turned off and actually conducting
reconnaissance and surveillance of one’s surroundings, the problem of sus-
tained-attention failure remains. Simply put, mindfulness declines over time.
However, as MacLean et alia have demonstrated, sustained-attention failure
can be reduced through formal meditation training.”? In this case, formal

45 Ricks, “Get Rid of the iPods.”
46 Ricks, “Get Rid of the iPods.”

47 For an example of a “how-to” guide to reflective practice, see Faculty of the School for
Advanced Military Studies, The Art of Design, vol. 2 (Fort Leavenworth, KS, 2010). Available at
URL: <http://www.cgsc.edu/events/sams/ArtofDesign_v2.pdf>, accessed 20 May 2010. This
student text, which aims to prepare senior military officials for leadership roles in overseas
operations, employs “reflective practice [to construct] a cognitive framework for how to rea-
son through complexity.” The doctrinal publication develops and applies reflective thinking
ideas originated by Donald Schon. See URL: <http://www.infed.org/thinkers/et-schon.htm>,
accessed 20 May 2010.

48 Bouquet and Bryant, “Key to Coping.”

49 Katherine A. MacLean and others, “Intensive Meditation Training Improves Perceptual
Discrimination and Sustained Attention,” Psychological Science, vol. 21, no. 6 (2010), 829.
Cited hereafter as MacLean et al., “Intensive Meditation.” See also, John Cloud, “Losing Focus?
Studies Say Meditation May Help,” Time, online edition, 6 August 2010, URL: <http://www.
time.com/time/health/article/0,8599,2008914,00.html>, accessed, 11 August 2010. Cited
hereafter as Cloud, “Meditation.”

50 MacLean et al., “Intensive Meditation,” 829.



meditation practices appear to sustain longer-term mindfulness—something
the U.S. Army hopes will enhance the capabilities of its soldiers.>!

While the U.S. Military and the Intelligence Community (like busi-
ness enterprises) can provide environments conducive to developing mind-
fulness, Bouquet and Bryant remind us that developing mindfulness is “the
responsibility of individuals, not companies.”? The simple expedient of
not engaging in mindfulness-reducing activities is one means of enhancing
mindfulness; there are many others.>3 Critical thinking provides one self-
reflective or metacognitive means to ascertain what surrounding phenom-
ena are or are not taken into account.”* Such mindfulness in turn supports
the larger objective of intelligence sensemaking, the subject of this book.
The author is aware of the confounding problem that intelligence may need
to give attention to the entire domain of human behavior because every
sphere of human practice and knowledge can be of interest and of use in the
process of sensemaking. To limit this challenge, this book focuses on those
areas that in the author’s observation and experience appear most germane
to the successful practice of national intelligence. The author intends for this
book to generate beneficial discussion and further consideration of exactly
what it means to engage in intelligence sensemaking and how one can go
about it effectively.

51 Bonnie Rochman, “Samurai Mind Training for Modern American Warriors,” Time,
online edition, 6 September 2009, URL: <http://www.time.com/time/nation/article/0,8599,
1920753,00.html>, accessed 4 August 2010.

52 Bouquet and Bryant, “Key to Coping.”

53 Cloud, “Meditation.”

54 “Metacognitive” as used here refers to a process of critically monitoring one’s reasoning
about an issue while one is engaged in that reasoning or critical thinking. This makes explicit
the process of reasoning. However, the term “metacognitive” refers to much more as will be
developed further in the paper that follows.
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Definitions for Making Sense of Sensemaking

Intelligence is a “specialized form of knowledge...[that] informs lead-
ers, uniquely aiding their judgment and decision-making”” It is a type of
knowledge created through organized activity that adds unique value
to the policy- or decisionmaker’s deliberations. In the U.S. context, it
makes sense of phenomena of interest to national leaders, warfight-
ers, and those that directly and indirectly support them. Intelligence
makes sense of phenomena related to the social behaviors of others. It
reflects interest in what anyone will do to, and with, others that could
affect the national interests of the United States as well as the pros-
perity and security of its citizens. Intelligence maintains an interest
in external phenomena, such as epidemic or pandemic diseases, that
impact U.S. national interests. In contrast to some popular portray-
als, it really is not voyeuristic: what others do privately and alone is
generally of little interest or value except as it affects how they relate
to, and behave toward others. In other words, when private behaviors
reveal either vulnerabilities or preferences, they may become of value
to intelligence practitioners.

Sources: David T. Moore, Critical Thinking and Intelligence Analy-
sis, Occasional Paper Number Fourteen (Washington, DC: National
Defense Intelligence College, 2006), 2. Cited hereafter as Moore,
Critical Thinking. Intelligence also refers to activity and organiza-
tion: See Kent, Strategic Intelligence.

Sensemaking as it is used here refers to “a set of philosophical
assumptions, substantive propositions, methodological framings,
and methods.” As Mark Stefik notes (referring to work done with col-
leagues Stuart Card and Peter Pirolli), it “is how we gain a necessary
understanding of relevant parts of our world. Everyone does it.” Sen-
semaking goes beyond analysis, a disaggregative process, and also
beyond synthesis, which meaningfully integrates factors relevant to
an issue. It includes an interpretation of the results of that analysis
and synthesis. It is sometimes referred to as an approach to creat-
ing situational awareness “in situations of uncertainty.” Gary Klein,
Brian Moon, and Robert Hoffman consider the elements of sense-
making and conclude that it “is a motivated, continuous effort to
understand connections (which can be among people, places, and
events) in order to anticipate their trajectories and act effectively.”




These authors conclude that “the phenomena of sensemaking remain
ripe for further empirical investigation and [warn] that the common
view of sensemaking might suffer from the tendency toward reduc-
tive explanation.” By reductive explanation Klein, Moon, and Hoff-
man refer to a tendency to overly simplify explanations—to “reduce”
complex phenomena to simplistic models facilitating an apparently
needed but shallow understanding.

Sources: Brenda Dervin, “Sense-Making Methodology Site”, URL:
<http://communication.sbs.ohio-state.edu/sense-making/>, accessed
12 September 2007; Mark Stefik, “The New Sensemakers: The Next
Thing Beyond Search Is Sensemaking,” Innovation Pipeline (15 October
2004), URL: <http://www.parc.com/research/publications/files/5367.
pdf>, accessed 11 March 2009; Dennis K. Leedom, Final Report: Sen-
semaking Symposium, 23-25 October 2001, Command and Control
Research Program Office of the Assistant Secretary of Defense for
Command, Control, Communications and Intelligence. Gary Klein,
Brian Moon, and Robert R. Hoffman, “Making Sense of Sensemak-
ing 1: Alternative Perspectives,” IEEE Intelligent Systems vol. 21, no. 4
(July/August 2006), 71, 72. Cited hereafter as Klein, Moon, and Hoff-
man, “Making Sense of Sensemaking 1. Paul J. Feltovich, Robert R.
Hoffman, Axel Roesler, and David Woods, “Keeping It Too Simple:
How the Reductive Tendency Affects Cognitive Engineering,” IEEE
Intelligent Systems vol. 19, no. 3 (May/June 2004).

Intelligence sensemaking encompasses the processes by which spe-
cialized knowledge about ambiguous, complex, and uncertain issues
is created. This knowledge is generated by professionals who in this
context become known as Intelligence Sensemakers.

These terms are used as defined here throughout this book.




Sensemaking: A Structure for an
Intelligence Revolution”

David T. Moore

Knowledge welcomes challenges.

— Peter Kosso

Venture boldly into nonsense. Nonsense is nonsense only
when we have not yet found that point of view from which
it makes sense.

— Gary Zukav

CHAPTER 1
Introduction

Where We Are

How people notice and make sense of phenomena are core issues in
assessing intelligence successes and failures. Members of the U.S. Intelligence
Community (IC) became adept at responding to certain sets of phenomena
and “analyzing” their significance (not always correctly) during the Cold
War. The paradigm was one of “hard, formalized and centralized processes,
involving planned searches, scrupulously sticking with a cycle of gathering,
analyzing, estimating and disseminating supposed enriched information.”>¢
The paradigm did not stop within the IC, either. As Pierre Baumard notes,
it was also imported, unchanged, by corporations.”” However, the range

55 The opinions expressed are those of the author and do not represent those of the
National Security Agency, the Department of Defense, or the Office of the Director of
National Intelligence.

56 Philippe Baumard, “From Noticing to Making Sense: Using Intelligence to Develop Strat-
egy,” International Journal of Intelligence and Counterintelligence, vol. 7, no. 1 (Spring, 1994), 30.
Cited hereafter as Baumard, “From Noticing to Making Sense.”

57 Baumard, “From Noticing to Making Sense,” 30.



of phenomena noticed by intelligence professionals has broadened from a
focus on largely static issues to encompass highly dynamic topics over the
two decades since the end of the Cold War. Intelligence professionals are
challenged to stay abreast. A growing professional literature by intelligence
practitioners discusses these trends and their implications for advising and
warning policymakers.>8

The literature by practitioners embodies a trust that national intel-
ligence producers can overcome the “inherent” enemies of intelligence to
prevent strategic intelligence failure.”® The disparity between this approach
and accepting the inevitability of intelligence failure has grown sharp enough
to warrant the identification of separate camps or schools of “skeptics” and
“meliorists.”%0 As a leading skeptic, Richard Betts charitably plants the hope-
ful note that in ambiguous situations, “the intelligence officer may perform
most usefully by not offering the answer sought by authorities but by forcing
questions on them, acting as a Socratic agnostic.”®! However, he completes
this thought by declaring, fatalistically, that most leaders will neither appreci-
ate nor accept this approach.

Robert Jervis resurrects a colorful quote from former President Lyn-
don Johnson, who epitomized the skeptical policymaker:

Let me tell you about these intelligence guys. When I was grow-
ing up in Texas we had a cow named Bessie. I'd go out early and
milk her. I’d get her in the stanchion, seat myself and squeeze out
a pail of fresh milk. One day I’d worked hard and gotten a full
pail of milk, but I wasn’t paying attention, and old Bessie swung
her s[..]t-smeared tail through the bucket of milk. Now, you know

58 The author previously explored this topic in David T. Moore, Creating Intelligence: Evi-
dence and Inference in the Analysis Process, MSSI Thesis chaired by Francis J. Hughes (Wash-
ington, DC: Joint Military Intelligence College, July 2002) and David T. Moore, Critical Thinking
and Intelligence Analysis, Occasional Paper Number Fourteen (Washington, DC: National
Defense Intelligence College, 2006). Earlier work completed with coauthor Lisa Krizan also
included such an examination. See, for example David T. Moore and Lisa Krizan, “Core Com-
petencies for Intelligence Analysis at the National Security Agency,” in Russell G. Swenson,
ed., Bringing Intelligence About: Practitioners Reflect on Best Practices (Washington, DC: Joint
Intelligence Military College, 2003), 95-132. Other recent work includes the writings of a
number of Intelligence Community practitioners collected by Roger Z. George and James B.
Bruce in Analyzing Intelligence: Origins, Obstacles, and Innovations (Washington, DC: George-
town University Press, 2008).

59 Richard K. Betts, Enemies of Intelligence: Knowledge and Power in American National
Security (New York: Columbia University Press, 2007). Cited hereafter as Betts, Enemies of
Intelligence.

60 Tamas Meszerics and Levente Littvay, “Pseudo-Wisdom and Intelligence Failures,
International Journal of Intelligence and Counterintelligence vol. 23, no. 1 (December 2009),
134, 135.

61 Betts, Enemies of Intelligence, 51.



that’s what these intelligence guys do. You work hard and get a
good program or policy going, and they swing a s[..]t-smeared tail
through it.62

Jervis asserts that policymakers and decisionmakers “need confidence and
political support, and honest intelligence unfortunately often diminishes
rather than increases these goods by pointing to ambiguities, uncertainties,
and the costs and risks of policies”®3 The antagonism is exacerbated when
policy is revealed to be flawed and to have ignored intelligence knowledge.
For example, in the case of the Bush administration’s handling of the Iraq
War, intelligence challenges to policy were seen as “being disloyal and fur-
thering its own agenda.”® Jervis adds that the Bush administration is only the
most recent one to exhibit such behavior. He finds that the administrations
of Presidents Clinton, Johnson, Kennedy, and Eisenhower also browbeat and
ignored intelligence.6>

Betts, Jervis, and other skeptics believe that potential improve-
ments to intelligence processes are limited. Jervis’ article on intelligence
and policy relations, while it correctly notes the tensions arising from the
differing roles of intelligence and policy, over-generalizes the homogeneity
of the policy community. It is the author’s experience that outside of the
highest levels, there are many levels of policymaking that both encourage
and welcome the contributions of intelligence. Indeed, some parts of the
policy community, beyond the Department of Defense (DoD) where it is
the norm to do so, rely strongly on intelligence. Further, disagreements
(which Jervis consistently labels conflict) are inherent and typically wel-
come in the process. Hard questions about the accuracy of judgments must
be asked. If we are doomed to such “disagreements,” then it is a doom we
should be eager to embrace.%¢

The other perspective is that of the meliorists—those who feel intel-
ligence processes can be improved. The present authors reside in this camp,
preferring to believe that the application of well-informed, mindful exper-
tise, as developed in the present work, can bring positive and substantive
value to the fulfillment of the IC’s obligations.

62 president Lyndon Johnson quoted by Robert Jervis, “Why Intelligence and Policymakers
Clash,” Political Science Quarterly, vol. 125, no. 2 (Summer 2010), 185. Cited hereafter as
Jervis, “Why Intelligence and Policymakers Clash.”

63 Jervis, “Why Intelligence and Policymakers Clash,” 187.
64 Jervis, “Why Intelligence and Policymakers Clash,” 190.
65 Jervis, “Why Intelligence and Policymakers Clash,” 190.
66 Jervis, “Why Intelligence and Policymakers Clash,” 204.



Much of the community and its supporting contractors have adopted
the meliorist position.6” As a result, intense attention within and outside the
IC has focused on the means by which pertinent phenomena are to be under-
stood. So-called intelligence “analytic” methods are being unshelved or devel-
oped and taught to novice and experienced intelligence professionals alike.
However, less fully considered are the appropriateness and validity of these
methods as well as the underlying assumptions they enshrine. Even less well
understood is what happens when specific methods are combined and how
those combinations may be made. Several ways exist to characterize these
methods in terms of their purpose. However, to date, there is no readily avail-
able way to characterize methodological appropriateness or effectiveness, nor
the limitations of individual methods. We also lack sound guidance on the use
of combined methodologies, despite some recent, promising literature.68

A Roadmap

Before these deficiencies can be remedied, however, we need to reframe
the way in which intelligence is created. Such a re-conceptualization involves
critically examining what intelligence practitioners actually do, and why. The
examination demands methodological rigor with particular attention to how
we might ensure the validity of our approach to the work of intelligence. If the
examination indicates that the existing paradigm for intelligence creation is
inadequate, then a revolutionary shift in IC habits will be justified.

Despite the existence of legislative mandates for change, the intelli-
gence-creation process remains largely a product of Cold War-era institutions

67 It should be observed that it is in the interest of IC contractors to adopt this position. As
they lobby IC leadership, their sales pitch rests on the idea that their products are best suited
for “fixing” the IC’s problems. A contractor who is (honestly) skeptical of the possibility that
intelligence can be improved is thus likely to see little IC business.

68 The human species likes to organize knowledge and intelligence professionals are no
exception. The list of proposed organizational strategies or taxonomies for intelligence analysis
is growing: Morgan Jones developed one such system fifteen years ago in conjunction with his
book, The Thinker’s Toolkit: 14 Powerful Methods for Problem Solving (New York, NY: Random
House, Inc., 1995). Babette Bensoussan and Craig Fleisher include taxonomic elements in their
catalog of competitive intelligence methods. See for instance, Craig S. Fleisher and Babette
Bensoussan, Strategic and Competitive Analysis: Methods and Techniques for Analyzing Business
Competition (Upper Saddle River, NJ: Prentice Hall, 2002) and Business and Competitive Analy-
sis: Effective Application of New and Classic Methods (Upper Saddle River, NJ: FT Press, 2007).
The faculty of Mercyhurst College’s Institute for Intelligence Studies has issued a taxonomy of
methods. Richards Heuer, Jr. developed one on a subcontract to support work performed by
Least Squares Software under a contract to IARPA. Another former IC practitioner, Randy
Pherson, developed a taxonomy for use in his training programs and subsequently combined
his taxonomy with that of Heuer. See Richards J. Heuer, Jr. and Randolph H. Pherson, Struc-
tured Analytic Techniques for Intelligence (Washington, DC: CQ Press, 2010). To date, none of
the taxonomies use cases nor do they ontologize the techniques, that is, show how they are
interrelated in process.



and thinking, using the same cognitive frameworks that have been employed
for decades. Some argue that what worked in the past is still appropriate.
However, as numerous executive and legislative reports confirm, intelligence
targets have in fact evolved: adversaries’ goals have changed, and their meth-
ods have evolved, even if the threats they pose seem very familiar. In sum, the
old national intelligence paradigm is woefully out of date.

What is needed now is a discussion of how intelligence can be adjusted
to deal with its “traditional” issues as well as new and evolving ones. This
book begins that discussion by challenging the standard view of how intel-
ligence professionals do their work. First, as will become clear, intelligence
professionals ought not be characterized as “analysts” The term is imprecise
and inaccurate. If real improvement in intelligence practice is to occur, preci-
sion and accuracy in terminology, and thereby in how we think about what
we do, are essential first steps.

Intelligence issues are not the same as the issues framed separately by
policymakers. To partner successfully with policymakers, intelligence profes-
sionals must consider issues from multiple perspectives. This is the role of
sensemaking. Yes, the sensemaking process includes “analysis” or attacking
issues by “taking them apart” The process also includes synthesis—putting
the pieces back together; interpretation—making sense of what the evidence
means; and communication—sharing the findings with interested consumers.
Essential to these processes is another, that of sound planning or “design.”®®
While it could be said that this is what intelligence analysts do, such a state-
ment is epistemologically false. Strictly speaking, intelligence analysts only
take issues apart.

So what? Why should we be concerned with a matter of semantics?
In short, because the terms we use within the Intelligence Community shape
and reflect our practice. If we are to change the culture of intelligence, and be
changed by it, our practice of intelligence must also change. New language
encourages a new paradigm, and paradigm shifts are revolutionary, not evo-
lutionary. Such a revolution in intelligence is implied in the reform legisla-
tion arising out of the 9/11 attacks and the failures to accurately assess the
state of Saddam Hussein’s programs of weapons of mass destruction.

69 Here, the term “design” mirrors the reflective re-conceptualization of the operational
planning process being put in place, as noted earlier, by the School of Advanced Military Stud-
ies at Fort Leavenworth.



Kent’s Imperative™

When much of the tradecraft of intelligence was put in place sixty or
more years ago, the dominant framework was that of the historian as scientist.
The primary intellectual framework for Cold War intelligence at the national
level grew from Sherman Kent’s seminal work, Strategic Intelligence for Ameri-
can World Policy.”! Kents legacy remains active in the National Intelligence
Council and the Community at large.”? Although decision theory and other
social science thinking began to influence the creation of intelligence in the
1960s and 1970s, these inputs languished until the reform efforts of recent
years. More recently, advances in cognitive science, anthropology, decision
theory, knowledge theory, and methods and operations research have brought
us to the brink of informed, mindful intelligence sensemaking.

Sherman Kent argues that in creating predictive intelligence about its
adversaries “the United States should know two things. These are: (1)...stra-
tegic stature, (2)...specific vulnerabilities””3 These objectives focus on capa-
bilities and draw heavily from the “descriptive and reportorial elements” of
intelligence for basic data.”* In this way, knowledge about what an adversary
ought to do is created. The method by which this is accomplished, accord-
ing to Kent, is “the one which students reared in the Western tradition have
found to be best adapted to the search for truth. It is the classical method of
the natural sciences.””> It involves advice from experts but sees as superfluous
to these experts the use of designated red teams—which Kent considers “a
new high in human fatuity.’7° If estimates developed from expert judgments
are erroneous, he sees the remedy simply in getting more and better informa-
tion to shed more light on foreign decisionmaking.””

70 This phrase was originally adopted by an anonymous blogger as the name for a web log
of musings on intelligence that ran from 1 January 2006 to 15 October 2008. URL: <http://
kentsimperative.blogspot.com>, accessed 6 October, 2010.

71 Kent, Strategic Intelligence.

72 Anthony Olcott, “Revisiting the Legacy: Sherman Kent, Willmoore Kendall, and George
Pettee—Strategic Intelligence in the Digital Age, Studies in Intelligence, vol. 53, no. 2 (June
2009): 21-32.

73 Kent, Strategic Intelligence, 40.

74 Kent, Strategic Intelligence, 56.

75 Sherman Kent, “Cuban Missile Crisis: A Crucial Estimate Relived,” Studies in Intelli-
gence, vol. 8, no. 2 (1964), reprint, URL: <https://www.cia.gov/library/center-for-the-study-
of-intelligence/kent-csi/vol8no2/pdf/v08i2a0lp.pdf>, accessed 27 May 2010, 113. Cited
hereafter as Kent, “Crucial Estimate.”

76 Kent, “Crucial Estimate,” 118.

77 Kent, “Crucial Estimate,” 119.



The Failure of an Analytic Paradigm...

Kent’s preference for gathering and disaggregating more and more
data to find answers fails today in the face of information volume, velocity,
and volatility. Marshaling and disaggregating ever more data does not equate
to contextual understanding. Further, the assumption that larger pipes to
collect data and larger arrays to store it will then allow us to uncover the hid-
den, clarifying nuggets, is misleading.

Consider what actually happens when intelligence professionals look
for an answer to a problem or question. They do not just disaggregate data.
Instead, people inquisitively (and selectively) interpret patterns by compar-
ing observed, newly emergent phenomena to what they already “understand”
They make sense of phenomena by asking questions; foraging for informa-
tion; marshaling it into evidence; analyzing, synthesizing, and interpreting
that evidence, and communicating their evidence-based understanding of
issues to others. Something makes sense because, based on their experience,
its pattern is similar to something they previously have seen and that made
sense to them. They may even employ a new, self-generated pattern based on
previously learned and remembered patterns if they do not get a good match
to an ostensible pattern.’8

Doing so accurately requires making judgments that correlate, accord-
ing to Air Force thinker William Brei, to the “external world, as it actually
exists, regardless of [one’s] desires.””? In other words, one must be able to
convincingly correlate ostensible patterns to the data or information for
which one is attempting to “make sense.” This is not always possible, espe-
cially if the phenomenon or issue is broad, novel, or poorly understood; that
is, not easily subject to confirmation by universal human sensory apparatii.
Brei invokes Ayn Rand on this point:

To define the meaning of the color “blue,” for instance, one must
point to some blue objects to signify, in effect: “I mean this.”...To
define “existence,” one would have to sweep one’s arms around and
say: “I mean this.”80

78 Dr. David Snowden, conversation with the author, 22 January 2008. Snowden, for-
merly director of IBM’s Institute for Knowledge Management, writes and teaches on com-
plexity and how organizations can leverage it to their advantage. Cited hereafter as Snowden,
conversation.

79 Capt William S. Brei, USAF, Getting intelligence Right: The Power of Logical Procedure,
Occasional Paper Number Two (Washington, DC: Joint Military Intelligence College, 1996), 17.
Cited hereafter as Brei, Logical Procedure.

80 Ayn Rand, Introduction to Objectivist Epistemology (New York, NY: Mentor, 1979), 53.
Referenced in Brei, Logical Procedure, 18.



The social, economic and political relationships that characterize the govern-
ment intelligence milieu mean that severe uncertainty will often remain part
of the practitioner’s conclusions; telling patterns are at best elusive.

...And a Remedy in Sensemaking

For practitioners to create intelligence knowledge—even with an
acknowledged degree of uncertainty—therefore requires much more than
mere “analysis.” One alternative framework is embodied in the concept of
sensemaking. Sensemaking begins with a mindful planning and question-
ing that leads to foraging for answers. It is true that along the way the result-
ing relevant assemblage of information—or evidence—is disaggregated into
its constituent elements. However, it is also synthesized or combined to form
a theory or systematic interpretation of the issue that subsequently must be
explained, and convincingly. Throughout sensemaking, a continuous assess-
ment is demanded of both the processes by which the intelligence is cre-
ated and of the intelligence knowledge itself.8! Mindfulness—as discussed
above in the Preface—coupled with a critical thinking-based approach, pro-
vide the vigilance, awareness, and self-reflection needed to assess an issue
rigorously. This is a central point: Intelligence does not exist in a vacuum.
It must contribute to the understanding of an issue by informing the con-
cerned parties of a perspective or information they did not already know.
Ultimately, if no one is concerned about the knowledge sensemakers create,
it is not intelligence.82

Karl Weick sees sensemaking as a multiple-step process by which
someone goes from becoming aware of “something, in an ongoing flow of
events, something in the form of a surprise, a discrepant set of cues, [or]
something that does not fit,” to a useful understanding of the phenome-
non.83 This definition, which allows for a focus on the social and political
environments in which sensemaking takes place, applies to the concept as
developed in the present book.

81 For a further discussion of assessing both the process and product of intelligence, see
David T. Moore and Lisa Krizan, “Core Competencies for Intelligence Analysis at the National
Security Agency,” in Bringing Intelligence About: Practitioners Reflect on Best Practices, Russell
Swenson, ed. (2004), 95-131; and David T. Moore, Lisa Krizan, and Elizabeth J. Moore, “Evalu-
ating Intelligence: A Competency-Based Approach,” in the International Journal of Intelligence
and Counterintelligence, vol. 18, no. 2 (Summer 2005): 204-220. Cited hereafter as Moore,
Krizan, Moore, “Evaluating.”

82 see Lois Foreman-Wernet, “Rethinking Communication: Introducing the Sense-Making
Methodology,” in Brenda Dervin, Lois Foreman-Wernet, and Eric Lauterbach, Sense-Making
Methodology Reader: Selected Writings of Brenda Dervin (Cresskill, NJ: Hampton Press, Inc.,
2003), 1-10. The authors consider communicating an essential part of sensemaking.

83 Karl E. Weick, Sensemaking in Organizations (Thousand Oaks, CA: Sage Publications, Inc.,
1995), 2. Cited hereafter as Weick, Sensemaking.



Building on WeicK’s definition and work he did with Kathleen Sut-
cliffe, Warren Fishbein and Gregory Treverton observe that sensemaking is
about anticipating uncertainty as opposed to reacting to it.34 This means that
the processes of sensemaking, and particularly collaborative sensemaking,
are never satisfied with the status quo. Rather, sensemaking institutions con-
stantly admit and raise doubts about what they believe. Because threats—as
typified by many 21st century issues—can emerge “at any time, anywhere, and
in a variety of forms, analysts need to think more in terms of a broad mental
readiness to perceive early warning signs.”8°

IARPA, the Intelligence Advanced Research Projects Activity, employs
a definition of sensemaking that is complementary to that developed here.8¢
They propose that sensemaking is “a core human cognitive ability [that]
underlies intelligence analysts™ ability to recognize and explain relationships
among sparse and ambiguous data”8” This book accepts that perspective
and develops the psychological, behavioral, and social levels of sensemak-
ing as they apply to intelligence creation. By contrast, IARPAs own program
on sensemaking seeks to build upon advances in computational cognitive
neuroscience that reveal “the underlying neuro-cognitive mechanisms of
sensemaking 88

As characterized by Peter Pirolli, the process of sensemaking is highly
iterative, involving a foraging loop and a sensemaking loop.8? In the former
the sensemaker seeks information, “searching and filtering it,” while in the

84 Fishbein and Treverton, “Making Sense,” 17. See also, Karl E. Weick and Kathleen M.
Sutcliffe, Managing the Unexpected: Assuring High Performance in an Age of Complexity (San Fran-
cisco, CA: Jossey-Bass, 2001).

85 Fishbein and Treverton, “Making Sense,” 18.

86 see IARPA Broad-Agency Announcement IARPA-BAA-10-04, Integrated Cognitive-Neuro-
science Architectures for Understanding Sensemaking (ICArUS) Program, 1 April 2010. URL:
<http://www.iarpa.gov/solicitations_icarus.html>, accessed 1 June 2010. Cited hereafter as
IARPA, BAA-10-04.

87 |ARPA, BAA-10-04, 4.

88 IARPA, BAA-10-04, 4. On the emerging discipline of cognitive neuroscience, see The
4th Computational Cognitive Neuroscience Conference, URL: <http://ccnconference.org/>,
accessed 7 June 2010.

89 Peter Pirolli and Stuart Card, “The Sensemaking Process and Leverage Points for Ana-
lyst Technology as Identified Through Cognitive Task Analysis,” 2005 International Confer-
ence on Intelligence Analysis, McLean, VA, 2-6 May, 2005, URL: <https://analysis.mitre.
org/proceedings/Final_Papers_Files/206_Camera_Ready_Paper.pdf>, accessed 18 August
2010. Cited hereafter as Pirolli and Card, “Sensemaking.” Pirolli and Card’s work here builds
on earlier work. See particularly Peter Pirolli and Stuart Card, “Information Foraging,” Psycho-
logical Review, vol. 106, no. 4 (October 1999): 643-675; and Dennis M. Russell, Mark J. Stefik,
Peter Pirolli, and Stuart Card, “The Cost Structure of Sensemaking,” paper presented at the
INTERCHI ‘93 Conference on Human Factors in Computing Systems, Amsterdam, NL, 24-25
April 1993, URL: <http://www2.parc.com/istl/groups/uir/publications/items/UIR-1993-10-
Russell.pdf>, accessed 18 August 2010.



latter an iteratively developed mental model or schema is developed “that
best fits the evidence.”® While the overall flow is “from raw information
to reportable results,” top-down and bottom-up processes act in concert to
reframe issues: information either does or does not fit the hypotheses being
considered; hypotheses are refuted or refined, and the larger issue and its
context are also reframed, as it comes to be more thoroughly understood.”!
How this can occur within the context of intelligence creation is developed
in the following chapters.

To sum up, this book argues that intelligence built around a model
of disaggregation as it originated with and developed under Kent, and is still
largely practiced today, is at best insufficient. A paradigm based on the con-
cept of sensemaking and employing insights from other knowledge-creation
disciplines provides a more appropriate means of skillfully creating intelli-
gence. This book draws a general picture of 21st Century intelligence under
a revolutionary paradigm, although it does not explain how all its contours
can be fleshed out. We believe that intelligence could be a true profession
and moving toward that goal is our desire.?

90 Pirolli and Card, “Sensemaking,” 3.
91 Pirolli and Card, “Sensemaking,” 3.

92 |, 1960, the Office of Personnel Management (OPM) defined the role of an “intelligence
research specialist” as administrative work, not professional work. As it stands, professionals
with “state of the discipline knowledge” are by definition excluded from intelligence work. See
United States Office of Personnel Management, Workforce Compensation and Performance
Service, Introduction to the Position Classification Standards, TS-107 August 1991, URL: <http://
www.opm.gov/fedclass/gshbkocc.pdf>, accessed 11 December 2009; and United States Office
of Personnel Management, Position Classification Standard for Intelligence Series, GS-0132 TS-28
June 1960, TS-27 April 1960, URL: <http://www.opm.gov/fedclass/html/gsseries.asp>, last
accessed 11 December 2009.
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CHAPTER 2
The Failure of “Normal Intelligence”

Intelligence Challenges

Our understanding of everyday phenomena is confounded by every-
day strategies employed to mitigate cognitive dissonance, a stressful condi-
tion arising when reality clashes with one’s perceptions. Two broad strategies,
selective exposure and selective perception, can prevent dissonance, but at
the expense of sound, mindful reasoning. Through the former, we limit the
evidence to that which agrees with or otherwise supports our positions; in
the latter, we interpret what we experience in terms of our pre-existing world-
view.?3 Examples abound, for these strategies are inherent to the human spe-
cies. A non-intelligence example appeared in a 2008 broadcast of National
Public Radio’s This American Life, in the story “What Part of ‘Bomb’ Don’t
You Understand?” In the broadcast, BBC commentator Jon Ronson juxta-
poses the stories of London subway bomb survivor Rachel North and con-
spiracy theorists who claimed the entire event was fabricated by the British
government. The conspiracy theorists even claimed that Rachel North was
not an actual person despite her well-documented reality.?*

Instructive accounts of 9/11 conspiracies and others appear in Farhad
Manjoo’s True Enough: Learning to Live in a Post-Fact Society. One example,
related to 9/11, is a belief by some that the second plane that struck the World
Trade Center first launched a missile into the building.?> In both of the above
cases, the conspiracy theorists only selected evidence consistent with their
conspiracy world-views. What of the situation within intelligence sense-
making circles? If the phenomena of both selective exposure and selective

93 For a highly readable discussion of cognitive dissonance, see Carol Tavris and Elliot
Aronson, Mistakes Were Made (But Not by Me): Why We Justify Foolish Beliefs, Bad Decisions, and
Hurtful Acts (Orlando, FL: Harcourt, 2007). For more on selective exposure and selective percep-
tion see Farhad Manjoo, True Enough: Learning to Live in a Post-Fact Society (Hoboken, NJ: John
Wiley & Sons, 2008), especially Chapters 2 and 3. Cited hereafter as Manjoo, True Enough.

94 Jon Ronson, “What Part of ‘Bomb’ Don’t You Understand?” This American Life, epi-
sode 338, 3 August 2008, URL: <http://www.thislife.org/Radio_Episode.aspx?episode=338>,
accessed 4 August 2008.

95 Manjoo, True Enough, 74-80. Its proponents do not adequately explain the logic of such
a claim. One key question is “What purpose would such a missile serve?” The proponents of
this notion fail to answer this and a number of other important questions.
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perception are common, then their effects on intelligence professionals
deserve fuller study. It is not understood, for example, how much selective
use of evidence typically occurs in the creation of intelligence assessments
and estimates.

However, intelligence professionals cannot afford to consider only
information that conforms to their own pre-existing worldview or agreed-
upon, collective perspective. It is likely that selective exposure and selective
perception contributed to the “failures of imagination” noted by the authors
of the 9/11 Commission Report: U.S. intelligence professionals and policy-
makers in two U.S. administrations failed to make sense of the events leading
up to the 11 September 2001 disaster.” Failure of imagination was so per-
vasive a factor that the 9/11 Commission Report found that even those who
were oriented toward the threat, such as Richard Clarke, failed to adequately
imagine the events of that tragic day.”’

Errors and Failures

A first step in understanding the lack of sensemaking prior to the
11 September 2001 attacks and other similar events is to understand the
differences between “intelligence error” and “intelligence failure.” Anthro-
pologist Rob Johnston defines intelligence error in terms of “factual inac-
curacies in analysis resulting from poor or missing data.”® Conversely,
intelligence failures are “systemic organizational surprise resulting from
incorrect, missing, discarded, or inadequate hypotheses.”®? Thus, the term
“failure of imagination” makes sense as a synonym for intelligence failure,
where members of an intelligence creating organization fail to imagine in
advance the essential outlines of an incident that subsequently occurs.

Additionally, one must consider policy failures. Characterized sim-
ply, this failure is seen as the failure to act on intelligence received, and it
occurs at many levels. Bruce Berkowitz argues that these errors arise when
policymakers “blindside themselves by how they perceive intelligence, by

96 National Commission on Terrorist Attacks Upon the United States, The 9/11 Commis-
sion Report (Washington, DC: Government Printing Office, 2004), 339-360. Cited hereafter
as The 9/11 Report.

97 The9/11 Report, 344. Richard Clarke’s memo to Condoleezza Rice warning of the after-
math of such an attack understates the consequences. Clarke considers hundreds dead, not
thousands. See Dan Eggen and Walter Pincus, “Ex-Aide Recounts Terror Warnings: Clarke Says
Bush Didn’t Consider Al Qaeda Threat a Priority Before 9/11,” The Washington Post, 25 March
2004, AO1.

98 Rob Johnston, Analytic Culture in the U.S. Intelligence Community: An Ethnographic Study
(Washington, DC: Center for the Study of Intelligence, 2005), 6. Cited hereafter as Johnston,
Analytic Culture.

99 Johnston, Analytic Culture, 6.
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the mental hurdles intelligence must surmount before it can change their
perceptions, and in the constraints that limit their ability to act on informa-
tion...deep down, officials seem to want intelligence to make decisions for
them, when in reality, it rarely can.”100 Thus Admiral Husband Kimmel’s
failure to anticipate the Japanese attack on Pearl Harbor can be attributed (in
part) to an inability to overcome a preexisting view about the (in)vulnerabil-
ity of U.S. forces in Hawaii and particularly at the Pacific Fleet headquarters
of which he was in charge.10! This was exacerbated presumably by a degree
of uncertainty in the intelligence. In order to take preventative measures,
Kimmel had to act based on intelligence reporting, not react to it. In consid-
ering intelligence-based policy failures, one must consider that despite these
explanations, it is the job of intelligence to make sure policy “gets it” and
therefore intelligence (or at least its presenters) must also share in the blame.
Thus the briefer of a senior policymaker bears a degree of responsibility if the
message is not effectively transmitted and acted upon. That this is a difficult
task at best must be noted. Policymakers—as is widely noted—often have
their own agendas. Would they use intelligence to further them? Fen Osler
Hampson argues this was the case in (at least) three separate crises involving
Cuba (1962, 1973, and 1979).102

Intelligence failures, policy failures and their resulting crises are a
regularly recurring theme in U.S. intelligence and policy from at least the
mid-20th Century, and likely earlier, to the present. A list of such failures
includes:

o Japan’s attack on Pearl Harbor (intelligence failure, policy failure).103

100 Bruce Berkowitz, “U.S. Intelligence Estimates of Soviet Collapse: Reality and Percep-
tion,” in Francis Fukuyama, ed., Blindside: How to Anticipate Forcing Events and Wild Cards in
Global Politics (Washington, DC: Brookings Institution Press, 2007), 30. Cited hereafter as
Berkowitz, “Soviet Collapse.”

101 see Francis Fukuyama, “The Challenges of Uncertainty: An Introduction,” in Francis
Fukuyama, ed., Blindside: How to Anticipate Forcing Events and Wild Cards in Global Politics (Wash-
ington, DC: Brookings Institution Press, 2007), 1.

102 Fen Osler Hampson, “The Divided Decision-Maker: American Domestic Politics and the
Cuban Crises,” International Security, vol. 9, no. 3 (Winter, 1984-1985), 130. Cited hereafter as
Hampson, “The Divided Decision-Maker.” The ODNI issued Intelligence Community Directive
Number 203: Analytic Standards (June 21, 2007), URL: <http://www.fas.org/irp/dni/icd/
icd-203.pdf>, accessed 16 October 2010. The second standard is “Independent of Political
Considerations” (p. 2).

103 This failure consisted of intelligence policy and errors, as well as intelligence and
policy failures. However, hindsight consideration of the events clouds the fact that it was not
clear until just before the Japanese attack that an attack was indeed likely. That it was a pos-
sibility was, however, discussed. At Pearl Harbor, however, no measures were taken to miti-
gate the impact of such an attack: Aircraft remained tightly packed on landing areas and
ships lacked torpedo nets. The result was strategic surprise at all levels. The best account
remains Roberta Wohlstetter, Pearl Harbor: Warning and Decision (Stanford, CA: Stanford Uni-
versity Press, 1962).
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o North Korea’s invasion of the South and China’s involvement in the
subsequent war (policy failure, intelligence failure);104

o The Soviet Unions deployment of IRBM and MRBM nuclear mis-
siles in Cuba (intelligence failure);10>

o The Vietnamese' Tet Offensive (policy failure, intelligence error);106

o The fall of the Shah of Iran (intelligence failure);107

« The Soviet Union’s invasion of Afghanistan (intelligence failure);108

104 There is controversy as to whether the invasion of South Korea by North Korea was
predicted in advance. Common wisdom considers that no prediction was made. However,
Major General Charles A. Willoughby’s Korean Liaison Office (KLO) did predict the likelihood
of invasion in the spring of 1950 (Kenneth J. Campbell, “Major General Charles A. Willoughby:
A Mixed Performance,” unpublished paper, URL: <http://intellit.muskingum.edu/wwii_
folder/wwiifepac_folder/wwiifepacwilloughby.html>, accessed 5 January 2010). However,
according to D. Clayton James, Willoughby had so alienated himself from the CIA and the
State Department’s intelligence bureau that his warnings apparently were ignored by the
civilian intelligence components. The Army’s G-2 apparently ignored his warning as well,
possibly because the United States Military Advisory Group to the Republic of Korea, and not
the KLO, was tasked with such estimating. See also, D. Clayton James, Years of MacArthur,
1945-1964 (Boston, MA: Houghton Mifflin, 1985), 416. The fact that warnings were issued
but ignored adds the policy failure component.

105 DCI John McCone was at first skeptical and then was convinced that there were mis-
siles in Cuba. Refugee reports during the summer of 1962 suggested that the missiles were
based in Cuba. However, the Office of National Estimates under the leadership of Sherman
Kent predicted the Soviets would not deploy missiles in Cuba. U-2 overflights did not detect the
presence of the missiles until mid October, although they had earlier detected the presence of
defensive Surface to Air Missiles. Lacking confirmatory technical corroboration, the State
Department and the White House were not willing to act based on refugee reports (which had
been received since 1960 and up to this point apparently had been incorrect). See Linda K.
Miller and Mary McAuliffe, “The Cuban Missile Crisis,” Magazine of History, vol.8 (Winter 1994),
URL: <http://www.oah.org/pubs/magazine/coldwar/miller.html>, accessed 5 January 2010.

106 According to Harold Ford, despite analyses to the contrary, wishful thinking by key poli-
cymakers and their political pressure on the Intelligence Community to concur led to an under-
estimation of the Viet Cong and North Vietnam’s military capabilities. Such a view precluded
the possibility of a Tet-like offensive. Thus systemic surprise from a policy failure is associated
with the Tet Offensive. See Harold Ford, CIA and Vietham Policymakers: Three Episodes 1962-1968
(Washington, DC: Center for the Study of Intelligence, 1998), 85-138.

107 | writing about failure, Bruce Berkowitz quotes the CIA August 1978 assessment that
“Iran is not in a revolutionary or even pre-revolutionary state.” See Bruce Berkowitz, “U.S. Intel-
ligence Estimates of Soviet Collapse: Reality and Perception,” in Francis Fukuyama, ed., Blind-
side: How to Anticipate Forcing Events and Wild Cards in Global Politics (Washington, DC: Brookings
Institution Press, 2007), XX. Cited hereafter as Berkowitz, “Soviet Collapse.”

108 Doug MacEachin writes that the failure to predict the Soviet invasion of Afghanistan
“illustrates probably the most recurrent trap for analysts...One part of it might be called the
‘model cage.” Once having constructed an intellectual model of how the variables are likely to
play out, each new piece of information is weighed in accordance with the components of that
model. Evidence that does not fit is far more likely to be explained away than used to question
the model’s validity. In this case, the actions taken (military preparations) were not used to
interpret intentions so much as the conclusions about intentions were used to interpret the
actions.” See Douglas MacEachin, Predicting the Soviet Invasion of Afghanistan: the Intelligence
Community’s Record (Washington, DC: Center for the Study of Intelligence, 2002), URL:
<https://www.cia.gov/library/center-for-the-study-of-intelligence/csi-publications/books-and-
monographs/predicting-the-soviet-invasion-of-afghanistan-the-intelligence-communitys-
record/predicting-the-soviet-invasion-of-afghanistan-the-intelligence-communitys-record.
html>, accessed 5 January 2010.
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o The collapse of the Soviet Union (intelligence failure?, policy
failure?);19% and

o Iraqs 1990 invasion of Kuwait (intelligence failure, policy failure).110

Similarly, professionals apparently failed to make sense of the pre-
cursors of the 25 December 2009 attempt to bring down a U.S. airliner over
Detroit. Here again, failures of imagination that accompanied the centrifugal
disaggregation of data gathering and evaluation on the “underwear bomber”
contributed to the scenario of not performing early cross-checking of no-fly
lists and other terrorist-related databases, as well as not accepting the father
of a motivated Islamic radical as a credible source.!11

These intelligence errors and failures have occurred as the IC has
continued in the Kent vein of seeking more and better data, but without
framing the issues in a way that allows the national intelligence process to
use its special capabilities to apply deductive or even abductive logic to for-
aging for, marshaling and evaluating data. At the same time, intelligence
oversight reports by Congressional committees and Special Commissions

109 There is considerable disagreement about whether the Community failed to predict
the collapse of the Soviet empire. For a summary of both sides of the issue with references,
see Gerald K. Haines and Robert E. Leggett, ed., “Introduction and Overview of the Conference
Papers” in Watching The Bear: Essays on CIA’s Analysis of the Soviet Union (Washington, DC:
Center for the Study of Intelligence, 2003), URL: <https://www.cia.gov/library/center-for-the-
study-of-intelligence/csi-publications/books-and-monographs/watching-the-bear-essays-on-
cias-analysis-of-the-soviet-union/index.html>, accessed 5 January 2010. In taking the position
that the community did warn, Bruce Berkowitz argues the “record suggests that U.S. intelli-
gence provided about as good a product as one could reasonably expect...[It] stipulated a set
of conditions...and it notified top U.S. leaders when these conditions were met.” If not an
intelligence failure, then what? Berkowitz offers clues to this question in noting that leaders
blindside themselves by failing to understand intelligence—in this case their failing to “get it”
about the intelligence coming out of the IC leads one to conclude the failure was theirs—a
policy failure. Additionally, he notes that popular belief in the failure, an example of selective
perception, was also the result of key documents remaining classified, a sort of selective expo-
sure. See Berkowitz, “Soviet Collapse,” 29-30, xx.

110 pon Oberdorfer, writing in The Washington Post, notes that policymakers admitted to
being “guilty of a kind of mind-set or framework about Irag.” They failed to consider that the
Iragis would go beyond saber rattling to invade Kuwait. Oberdorfer also quotes administration
officials as admitting that they did not focus on Iraq because the “didn’t have the time.” See
Don Oberdorfer, “Missed Signals in the Middle East, The Washington Post Magazine, 17 March
1991, 40.

111 The Senate Select Committee on Intelligence released its report on the “underwear
bomber” incident on 18 May 2010 (see http://intelligence.senate.gov/100518/1225report.
pdf). Of 14 points of failure identified, 12 were failures of intelligence process, including inter-
pretation. Failures to correctly interpret source information are a part of the other failures
cited above. For example, such failures also occurred in the case of the Cuban Missile crisis
where (as we discovered some 40 years later) the refugees were telling us the truth: there were
nuclear missiles in Cuba during the summer of 1962; they simply were not strategic missiles.
Rather they were tactical, nuclear-tipped cruise missiles. See Raymond L. Garthoff, “US Intel-
ligence in the Cuban Missile Crisis,” in James G. Blight and David A. Welch, eds., Intelligence
and the Cuban Missile Crisis (London, UK: Frank Cass, 1998), 29. Cited hereafter as Garthoff,
“US Intelligence.”
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have repeatedly faulted the Community for its lack of imagination in antici-
pating at least the grand design of events that, instead, surprised or shocked
nearly everyone associated with this Community. This unhappy situation
suggests that there are flaws in Kent’s model of disaggregating significant
amounts of data in order to predict specific events. The etymology of “imag-
ination”—generating images—reminds us of the contemporary critic of
Kent, Willmoore Kendall, who suggested that the job of national intelli-
gence is to communicate with decisionmakers in a “holistic” way so as to
generate the “pictures [mental models] that they have in their heads of the
world to which their decisions relate.”112

Considering Standard Models

Intelligence failures occur as practitioners employ a “standard
model”!13 of intelligence: In it, analysts “separate something into its constitu-
ent elements!14 so as to find out their nature, proportion, function, relation-
ship, etc.!15 and “produce reports” based on “collected” information and data.
There is a definitional presumption that disaggregation will lead to answers.
However, this model incompletely describes what the intelligence professional
does and its underlying presumption about finding answers may be false.

One problem is that in Kent’s data-based analytic framework, analysts
need to have all the data available so they can be marshaled into a coher-
ent account. “Dots”—if they exist at all—can be connected in more than one
way.116 In foresight it is difficult at best to determine which combination and
order is valid. Such determinations can be further complicated by the fact
that adversaries may change their actions if they suspect we have arrived at a
certain conclusion.

An additional problem is that with an increased number of signals
there is also an increased level of noise. Which signals, which facts, or which
inferences the intelligence professional should consider valid becomes a very
important consideration. At best, warning of a pending incident is a prob-
lem of assembling and making sense of the details of a specific incident in
advance. However, many intelligence problems inherently defy such linear

112 Willmoore Kendall, “The Function of Intelligence,” World Politics, vol. 1, no. 4 (July
1949), 550. Cited hereafter as Kendall, “Function of Intelligence.”

113 A standard model is one that is widely accepted to be justified and true. It is—in day-
to-day considerations—sufficient and therefore its validity is not questioned.

114 New Oxford American Dictionary, Apple Computer Edition, entry under “analysis.”
115 webster's New Universal Unabridged Dictionary, 2nd ed. 1983, entry under “Analysis.”

116 Robert Horn prefers to refer to dots as “smudges,” suggesting that they are at best
imprecise in both existential and contextual frameworks. Robert Horn, conversation with the
author, 6 October 2010.
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characterization. They are in fact “wicked” problems—a formal designation
of a complex issue with myriad linkages. We turn next to an exploration of
problem types to see how their nature directs our making sense of them.

Types of Problems

In order to understand “wicked problems,” one must first understand
the nature of “tame problems.”

Tame Problems

In a tame problem there is general agreement as to what or who an
adversary is, what the “battlefield area” is, and what an attack is. Such prob-
lems, while difficult, exhibit specific characteristics: They are clearly defined
and it is obvious when they are solved. Solutions to these problems arise from
a limited set of alternatives that can be tested; the correct solution can be
objectively assessed. Finally, solving one tame problem can facilitate creating
valid solutions to other, similar tame problems.!17

It is important to note that analysis protocols for tame problems con-
tain little or no room for “emergent” properties. One may not know that the
analytic protocol is insufficient until the puzzle has been incorrectly defined,
characterized, and solved, if it is in fact solvable. One arrives at one solution
that at first appears to have resolved the issue, but in fact, the issue reemerges
elsewhere. For example, the implementation of a linear, intelligence-driven
solution to crack down on insurgents and their improvised explosive devices
(IEDs) in one area may lead to an emergence of IED-caused explosions some-
where else. In such a case, the application of “tame problem protocols” may in
fact have been inappropriate—the problem is in fact not tame.

Admittedly, many 21st Century intelligence issues remain puzzles
or tame problems. This occurs when the events surrounding the issues have
already occurred, appropriate questions are readily identifiable, and answers
exist, even if they are difficult to find. For example, in a weapons proliferation
puzzle, if we know that missiles have been built, the nature of their warheads
and their accuracy “may remain unknown even though they are knowable118
Solution is a process of discovery and sensemaking.

Seen in this light, even the attacks on the United States by Al Qaeda
on 11 September 2001 could be considered a puzzle or tame problem. Plans

117 jest Conklin, Dialogue Mapping: Building Shared Understanding of Wicked Problems
(Hoboken, NJ: John Wiley and Sons, Ltd., 2005), 9.

118 Gregory F. Treverton, Reshaping National Intelligence for An Age of Information (Cam-
bridge, UK: Cambridge University Press, 2001), 12. Cited hereafter as Treverton, Reshaping
National Intelligence.
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had been made, necessary skills (flying airplanes) learned, surveillance con-
ducted, targets selected, weapons acquired, and terrorists positioned. The issue
faced by intelligence professionals—and where we failed—was to sense and
then figure out all (or at least enough) of the pieces before the events of that
day occurred. We also had to figure out what the “event” was. The difficulty of
doing so at both a theoretical and practical level points out how difficult tame
problems can be to solve. As noted, in the end we failed, although some pieces
of the puzzle—such as the flying skills necessary—at least had been sensed. In
this case, the essence of the puzzle itself—the intention to deliberately fly pas-
senger airplanes into structures in the U.S.—remained unidentified.

Wicked Problems

However, seen in a larger context, are such puzzles truly tame? Or
are they components—as Russell Ackoff suggests —of something larger:
a mystery in Trevertons terms, or a “mess” according to Ackoff.11® Trever-
tons intelligence mysteries defy easy definition. They belong to a class of
problems defined by social researchers Horst Rittel and Melvin Webber as
“Wicked Problems.” In describing this domain Rittel and Webber note that
in considering wicked problems and systems there are a great many barriers
to sensemaking:

[Theory] is inadequate for decent forecasting; our intelligence is
insufficient to our tasks; plurality of objectives held by pluralities of
politics makes it impossible to pursue unitary aims; and so on. The
difficulties attached to rationality are tenacious, and we have so far
been unable to get untangled from their web. This is partly because
the classical paradigm of science and engineering—the paradigm
that has underlain modern professionalism—is not applicable to the
problems of open societal systems.120

The adaptive nature of adversaries makes seemingly tame puzzles wicked,
moving them into the realm of “unknown unknowables”

By definition, wicked problems are “incomplete, contradictory, and
changing”12! They do not have single answers and in fact, are never truly

119 Treverton, Reshaping National Intelligence, 11-13; Russell A. Ackoff, Redesigning the
Future: A Systems Approach to Societal Problems (New York, NY: John Wiley and Sons,
1974), 11.

120 Horst W. J. Rittel and Melvin M. Webber, “Dilemmas in a General Theory of Planning,”
Policy Sciences, vol. 4 (1973), 157. Cited hereafter as Horst and Webber, “Dilemmas.” The term
“men” refers to people.

121 Wikipedia, Entry under “Wicked Problem,” accessed 28 March 2007. Cited hereafter
as Wikipedia, “Wicked Problem.”

18



answered. In the context of intelligence, the sensemaker may never realize a
problem has been resolved. This is because “the solution of one of its aspects
may reveal or create another, even more complex problem.”122 The emergent
complexity of the problem itself, its adaptive nature, efforts at denial and
deception by adversarial actors, as well as cognitive frailties on the part of
sensemakers, compound the problem, confounding sensemaking, leading in
some cases to disastrous courses of action or consequences.

Table 1. Characteristics of Wicked Problems

Wicked problems have no definite formulation.
Wicked problems have no clear end-point.
Solutions to wicked problems are at best good or bad.

Tests of solutions to wicked problems may not demonstrate
their validity and may provoke undesired consequences.

Implementing solutions to wicked problems changes the problem.

Sensemakers can never know if they have determined
all the solutions to wicked problems.

Each wicked problem is essentially unique.
Every wicked problem is embodied in another one.

How wicked problems are resolved is determined by the
means and methods used to make sense of them.

Sensemakers have no right to be wrong.

Source: Derived from Horst W. J. Rittel and Melvin M. Webber, “Dilemmas in a
General Theory of Planning,” Policy Sciences 4 (1973), 155-169.

Rittel and Webber note that all wicked problems share at least 10
characteristics in common (summarized in table 1). Wicked problems so
framed allow us to proceed with discussions into their nature. The two men
argue, however, that our standard “basis for confronting problems of social
policy is bound to fail, because of the nature of these problems.” The means
that we typically have at hand for cognitive handling of these problems “is
not applicable.”123

122 wikipedia, “Wicked Problem.”
123 Rittel and Webber, “Dilemmas,” 162.
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A Wicked Look at Wicked Problems in Intelligence

Characterizing intelligence issues in terms of their problem type—
admittedly somewhat vaguely (in keeping with their nature)—reveals just
how prevalent wicked problems are within the domains of intelligence.

Wicked problems have no definite formulation. To Rittel and
Webber, “the process of solving the problem is identical with the process
of understanding its nature, because there are no criteria for sufficient
understanding.”124 In other words, making sense of problems deemed suffi-
ciently complex so as to be considered wicked is equivalent to characterizing
them in the first place; the description encompasses all possible solutions.

For example, one wicked problem could be “how best to stem the
growth of terrorism in the Middle East.” An assumption in considering this
problem is that if intelligence professionals can understand what motivates
people to become terrorists in the first place, intervention might be pos-
sible. Mitigating the creation of new terrorists could aid in reducing both
their numbers and by extension, their attacks. Do people become terrorists
because they are dissatisfied with what they see as contradictions and hypoc-
risies in their lives? If so, what then are the specific roots of dissatisfaction
and contradiction? One commonly cited is a lack of economic opportunity
for males within societies. In that light, Rittel and Webber ask, “where within
the...system does the real problem lie? Is it deficiency of the national and
regional economies, or is it deficiencies of cognitive and occupational skills
within the labor force?”12> The possible solutions to this problem extend the
domain of questions, spreading ever outward.126

Our ignoring domains that seem irrelevant (either for practical or
political reasons) is a strategy of selective exposure and perception. Admit-
tedly, some domains may be inconsequential. On the other hand, one of the
interesting features of complex systems is that small perturbations can pro-
duce large impacts. So, a decision to eliminate factors from consideration
may result in discarding seemingly inconsequential elements, with as yet
unknown but major impacts. Such possible impacts cannot be known in
advance, as they are a part of the noise surrounding the issue. Indeed, as
Nicholas Taleb notes,

[Our] track record in predicting those events is dismal; yet by some
mechanism called the hindsight bias we think that we understand

124 Rittel and Webber, “Dilemmas,” 162.
125 Rittel and Webber, “Dilemmas,” 161.

126 such domains include (among others) economics, culture, history, geography, roles of
language, religion, or law, singly or in combinations.
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them. We have a bad habit of finding “laws” in history (by fitting
stories to events and detecting false patterns); we are drivers look-

ing through the rear view mirror while convinced we are looking
ahead.!?”

Seemingly unimportant factors also are not considered by sensemak-
ers due to a failure to adequately address assumptions about the issue at hand,
as noted in official reviews of recent “intelligence failures” For example, the
Senate’s report on the prewar assessment of weapons of mass destruction in
Iraq specifically notes that analysts’ assumptions were not challenged in the
creation of the estimate.128

Even with the addressal of major assumptions, there remain addi-
tional underlying factors that do not get questioned—almost an endless suc-
cession of assumptions that must be peeled off the problem much as one
peels layers off an onion. There is an added complication that individual lay-
ers are not sequential and in fact may lead (to continue the analogy) to other
onions or other vegetables, or even fruit. In intelligence, such assumptions are
themselves a mess: a complex system of interrelated experience, knowledge,
and even ignorance that affects reasoning at multiple levels sequentially and
simultaneously. There is an old English children’s nursery rhyme that neatly
characterizes this: “For want of a nail the shoe was lost. For want of a shoe the
horse was lost. For want of a horse the rider was lost. For want of a rider the
battle was lost. For want of a battle the kingdom was lost. And all for the want
of a horseshoe nail”12? Clearly, such a sequence implies a logical progression,
whereas in dealing with wicked problems, the order may be mixed up. Some
of the links may even be unknown—either missing or unknowable.

Wicked problems have no clear end-point. With tame and well-
structured problems one knows when the solution is reached. In wicked prob-
lems this is not so, as Rittel and Webber make clear:

There are no criteria for sufficient understanding and because
there are no ends to the causal chains that link interacting open
systems, the would-be planner can always try to do better. Some
additional investment of effort might increase the chances of find-
ing a better solution.!30

127 Nicholas Nassim Taleb, “Learning to Expect the Unexpected,” Edge, 19 April 2004,
URL: <http://www.edge.org/3rd_culture/taleb04/taleb_indexx.html>, accessed 1 March 2007.

128 ynited States Senate, Report on the U.S. Intelligence Community’s Prewar Intelligence
Assessments on Iraq, Select Senate Committee on Intelligence, 108th Congress, 7 July 2004, 18.

129 Anonymous, For Want of a Nail Rhyme, URL: <http://www.rhymes.org.uk/for_want_of a_
nail.htm>, accessed 10 September 2007.

130 Rittel and Webber, “Dilemmas,” 162.
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This is not a new consideration. Writing in the 1930s, John Dewey
observed that “the ‘settlement’ of a particular situation by a particular inquiry
is no guarantee that that settled conclusion will always remain settled. The
attainment of settled beliefs is a progressive matter; there is no belief so set-
tled as not to be exposed to further inquiry”’13! Intelligence sensemakers
routinely confront this challenge. Reports and assessments often update or
revise previous conclusions. Often the previous reporting is consulted before
the new report is written so that the author can determine the preexisting
point of view on the issue. Such consultations at best determine whether the
current situation deviates from the norm. Unfortunately, sometimes such
consultations lead to the rejection of the new evidence, opening the way to
intelligence errors and failures. One goal of an adversary’s denial and decep-
tion activities is to facilitate rejection of the novel deviation. It was in this
way that the possibility of nuclear missiles deployed to Cuba was rejected
amid outlandish noise during the summer of 1962, and military exercises
along the Suez Canal lulled Israel into a sense of creeping normalcy prior to
October 1973.

Solutions to problems may be implemented for “considerations that
are external to the problem” itself: problem solvers “run out of time, or money;,
or patience’132 In intelligence, sensemakers may only be able to work for a
given time on a problem before they have to issue their report. Changes in
funding may mean that an effort to understand a phenomenon has to be dis-
continued. The practicalities of resource limitations force changes in sense-
makers’ foci. However, this does not mean that the problem does not continue
to exist and perhaps, threaten. Rather, an answer has been developed to a dis-
tilled problem, communicated, and now other things must be done.

Solutions to wicked problems are at best good or bad. Some prob-
lems have true or false, yes or no answers. These are not wicked problems.
Wicked problems have no such answers. Differing perspectives applied by dif-
ferent problem solvers, differing sets of assumptions, and differing sources of
evidence are several of the factors that lead separate groups to come to dif-
ferent judgments about wicked problems. The impossibility of exhaustively
considering all the factors and solutions of the problem also contributes to a
multiplicity of solutions. At best these can be ranked as good or bad solutions.
In most cases, according to Rittel and Webber, the solutions are expressed as
“better or worse” or “satisfying” or “good enough.’133

131 jonn Dewey, Logic: The Theory of Inquiry (New York, NY: Henry Holt, 1938), 8-9. Empha-
sis (italics) in the original.

132 Rittel and Webber, “Dilemmas,” 162.

133 Rittel and Webber, “Dilemmas,” 163.
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Given, for example, the problem of stemming the growth of terror-
ism, there is no one simple solution that suffices. Instead, a number of differ-
ing solutions exist, depending upon (among other things) the perspectives
about the domains at work in the problem. Focusing on the economics sur-
rounding the growth of terrorism leads to different proposed solutions than
does focusing on the demographics involved in the issue. Religious consider-
ations or broader cultural considerations also create different solutions. Each
of these perspectives in turn optimizes multiple points of view with differing,
good and bad solutions. Overlap is possible and even desired. Good solutions
encompass multiple domains.

Tests of solutions to wicked problems may not demonstrate their
validity and may provoke undesired consequences. Implemented solutions
to wicked problems “generate waves of consequences over an extended—
virtually an unbounded—period of time”!134 Further, these consequences
may themselves prove so undesirable as to negate any and all benefits of the
original decision—and this cannot be determined in advance. Thus an intel-
ligence-based decision to invade a country’s possessions may create circum-
stances that offset any gains initially won, as the Argentineans discovered in
1982 when they—unwisely in retrospect—seized the British-owned Falkland
Islands. From the perspective of the Argentine regime, the initial “victory”
was offset when Britain forcibly retook the islands. The Argentine Navy lost a
capital ship and many died; the regime lost power and was ultimately ousted.
Seen from the perspective of the Argentine people this was, in the long term,
of benefit. The government-condoned disappearances (torture and murder)
of its foes ceased. Democratic processes were restored. However, things could
easily have gone in another direction. One repressive regime could have been
replaced by another. None of these outcomes was knowable in advance.

Implementing solutions to wicked problems can change the prob-
lem. In intelligence problems, real solutions cannot be practiced; there are no
“dry runs” True, sensemakers and their policy-making customers can (and
should) consider what might happen or the “implications” of the decisions or
solutions of the problem at hand. Doing so might increase the likelihood that
the decision selected is the best or the less bad of a set of bad alternatives.

Modeling the situation is one common means of assessing the impli-
cations of a potential action. However, models must by their very nature limit
the factors considered. This raises the question of how one might know in
advance if the eliminated factors are in fact significant. Further, modeling or
any other means of generating solutions does not guarantee that the selected

134 Rittel and Webber, “Dilemmas,” 163.

23



decision is the right decision. Once implemented it cannot be undone. It is
noteworthy that at this point “implications” that do arise are actually “con-
sequences” and hopefully they have been considered. But additional conse-
quences and responses to those consequences by the actors in the problem as
they respond to the “solution” will change, transform and evolve the problem.
Taking down a terrorist’s “safe house” may not reduce the threat, but does
change where and how the remaining terrorists operate. This applies as well
to attempts to reverse decisions. As Rittel and Webber note, “every attempt to
reverse a decision or to correct for...undesired consequences poses another
set of wicked problems,’!3> as sensemakers and planners involved in the U.S.-
led “war on terror” have discovered. Actions, once taken, may mitigate the
threat, or may not, which leads to the next facet of wicked problems.

Sensemakers can never know if they have determined all the solu-
tions to wicked problems. They can expect, however, that they almost cer-
tainly have not determined all the solutions. In developing the range of
alternatives within scenarios, two goals predominate: mutual exclusivity
and collective exhaustion. In other words, each alternative must preclude
the simultaneous possibility of the others, and the entire set of known alter-
natives must be considered. In practical terms, this is much more difficult
to achieve than it sounds. Intellectual frameworks and so-called “biases”
such as vividness, anchoring, confirmation, and others combine to prevent
people from being able to consider all the alternatives. Adding to this is the
fact that issues evolve in unpredictable ways. All the solutions simply are not
knowable because they lie in the future. This does not justify not trying to
completely assess the alternatives but rather provides recognition that some
alternatives elude consideration.

Each wicked problem is unique. While it is true that common ele-
ments can be found between problems, there remain additional and unique
properties of “overriding importance.”13¢ In other words, wicked problems
cannot be characterized into “classes...in the sense that principles of solu-
tion can be developed to fit all members of a class.”137 For example, there are
common elements or patterns in proliferation that allow recognition by sen-
semakers: acquisition of certain materials, construction of facilities, and the
like. However, denial and deception—if applied—may obscure these com-
monalities. Knowing specific details of a weapons development program
can be elusive. Another element, the intentions of the proliferators or the

135 Rittel and Webber, “Dilemmas,” 163.
136 Rittel and Webber, “Dilemmas,” 164.
137 Rittel and Webber, “Dilemmas,” 164.
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recipients of the proliferated systems are also of critical importance; they
may be unique, and perhaps intractable. What Rittel and Webber have to say
about this consideration is germane to intelligence: “Despite seeming simi-
larities...one can never be certain that the particulars of a problem do not
override its commonalities with other problems already dealt with”138

Every wicked problem is embodied in another one. Rittel and Web-
ber describe problems as

[discrepancies] between the state of affairs as it is and the state as
it ought to be. The process of resolving the problem starts with
the search for causal explanation of the discrepancy. Removal of
that cause poses another problem of which the original problem
is a “symptom.” In turn, it can be considered the symptom of still
another, “higher level” problem.13?

What policies and actions, for example, are necessary to “fix intelligence?”
Answering this involves asking what is causing intelligence to fail. One place
to start is to consider why analysts are wrong and how intelligence errors
lead to intelligence failure.l40 Yet such considerations lead one to consider
how consumers may ignore intelligence, and how adversaries may in fact
be “more capable” than expected. These in turn lead to what Jeffrey Cooper
considers “analytic pathologies” that decrement both individual and corpo-
rate efforts to make sense of issues (table 2). Each of Cooper’s specific pathol-
ogies is furthermore at least partially embodied in the others, giving rise to
error-producing systems.14! For example, Cooper argues that intelligence
professionals’ pathological focus on both “the ‘dots” analogy and the model
of ‘evidence-based” analysis...understate significantly the need for imagina-
tion and curiosity.”142 Related to this is what he calls the myth of “Scientific
Methodology.” Analysis is not [hard] science and is not about proof. Rather
it is about discovery.143 These are embodied in the protocols he refers to as
the flawed “Tradecraft Culture,”—a guild system of potential sensemakers
and their historically unchanging ways of working.144

138 Rittel and Webber, “Dilemmas,” 165. Emphasis in original.
139 Rittel and Webber, “Dilemmas,” 165.
140 Johnston develops this distinction. Johnston, Analytic Culture, 64-66.

141 gee Jeffrey R. Cooper, Curing Analytic Pathologies: Pathways to Improved Intelligence
Analysis (Washington, DC: Central Intelligence Agency, Center for the Study of Intelligence,
2005). Cited hereafter as Cooper, Analytic Pathologies.

142 Cooper, Analytic Pathologies, 28.
143 Cooper, Analytic Pathologies, 28-29.
144 Cooper, Analytic Pathologies, 30.

25



Table 2. Cooper’s Analytic Pathologies

An intelligence account system whereby institutions and individuals
“own” issues is inefficient. The return on investment for having
accountability is too low when compared to the lack of cooperation,
collaboration, and sharing such a system promotes. (30-31)

A cultural “evidence-based scientism” that prevents anticipatory
consideration of policy and military intelligence consumers’ needs. (31)

An overemphasis on current intelligence to the detriment
of the “long view” resulting from a chaotic post-Cold War
environment of emergent issues and crises. (32)

A production-oriented model that focuses on collecting, and processing
massive quantities of data, and producing routine reports without the
capability to adroitly refocus resources for ad hoc reports. (32)

A use of previous judgments as the starting point for all subsequent
reporting. A corollary is a belief that “finished intelligence” is anything
more than a snapshot in time, that it conveys larger “truth.” (33)

A neglect of deep research about issues brought
about by short-term tasks. (34)

A neglect of anticipatory intelligence arising from attempts by intelligence
sensemakers to emulate the other (current) intelligence sources — such
as news networks —on which their consumers also rely. (35)

A loss of “keynote species,” mid-level sensemakers with
deep domain expertise who create the in-depth assessments
that convey what specific issues are all about. (36-37)

An inaccurate focus on results instead of processes
leads to a failure to develop, validate, and promulgate
methods of intelligence sensemaking. (37)

A security mindset leads to a lack of cooperation between
intelligence sensemakers, and domain experts and their
knowledge regardless of who and where they are. (38)

Source: Derived from Jeffrey Cooper, Curing Analytic Pathologies: Pathways to
Improved Intelligence Analysis (Washington, DC: Central Intelligence Agency,
Center for the Study of Intelligence, 2005), 30-38.
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Rittel and Webber posit “incrementalism” as a not uncommon
approach to mitigating these effects. Related to Kuhn’s concept of “normal
science,” incrementalism may actually compound the specific problem fur-
ther because incrementalism

[advertises] a policy of small steps, in the hope of contributing
systematically to overall improvement. If, however, the problem is
attacked on too low a level (an increment), then success or resolution
may result in making things worse, because it may become more dif-
ficult to deal with the higher problems. Marginal improvement does
not guarantee overall improvement.14>

In considering Cooper’s pathologies, summarized in table 2, fixing
selective individual pathologies—insofar as possible—produces organiza-
tional changes that may inhibit further “fixes” by making them monetarily
or organizationally too expensive. For instance, “solving” technological
problems associated with Cooper’s identified pathologies imposes infra-
structures that may inhibit other necessary transformations such as devel-
oping a more agile workforce.

How wicked problems are resolved is determined by the means
and methods used to make sense of them. In other words, how problems are
perceived determines the kinds of solutions that are proposed. Point of view
becomes essential in defining what a problem is and how it is to be resolved.
Complex, wicked problems (as well as many “tame” ones) cannot be defined
from one point of view. Defining the causes of terrorism is a case in point. As
considered by the participants at the 2005 International Summit on Democ-
racy, Terrorism, and Security, sponsored by the Club de Madrid, terrorism’s
causes lie in five broad domains: psychology, politics, economics, religion,
and culture. Yet, as Martha Crenshaw notes in the conference report on the
causes of terrorism, such considerations may be invalid:

Explaining terrorism in terms of background conditions (social,
economic, demographic, political, or cultural) is insufficient at best,
and wrong at worst. Focusing exclusively on underlying structures
provides little predictive capacity. “Root causes” may, in fact, influ-
ence the subsequent trajectory of terrorism more than its onset since
they determine the extent of social support for violence by justify-
ing grievances.!46

145 Rittel and Webber, “Dilemmas,” 165.

146 Martha Crenshaw, “Political Explanations,” in Kim Campbell, ed., Addressing the
Causes of Terrorism: The Club de Madrid Series on Democracy, vol. 1 (Madrid, SP: Club de
Madrid, 2005), 13.
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Yet these considerations are used to develop “solutions” to terrorism. Methods
that consider and “solve” underlying economic or demographic issues, we
may discover, only partly explain the phenomena.

How Are Wicked Problems Disruptive?

Disruption, as developed by Clayton Christensen, emerges from
technologies that, while they may under-perform established tech-
nologies, open new markets and change the ways people do things.
Enlarging the definition, disruptive intelligence problems threaten
to change the way people interact. They proffer or impose new para-
digms—both “good” and “bad”— for non-governments and govern-
ments alike. The disruption occurs because the incumbent is doing
the most rational thing it can do given its circumstances. Doing the
right thing generates the opportunity for disruption. For example,
among the disruptions arising from a pandemic could be an easing
of population pressures (if enough people die). This could lead to a
freeing-up of energy resources for the survivors. Alternately, such a
population die-oft might cause a breakdown of societal infrastruc-
tures leading to riots and chaos. Both outcomes (and others)—as seen
in anticipation—share likelihoods: all are likely. None of them can
be reliably calculated (and therefore predicted) with any certainty.

See Clayton Christensen, The Innovator’s Dilemma (Cambridge, MA:
Harvard University Press, 1997).

Sensemakers have no right to be wrong. One of the first things many
visitors to the CIA first see is the aphorism, “You shall know the truth, and the
truth shall set you free”147 As retired CIA veteran Ray McGovern comments,

[T]he primary function of the Central Intelligence Agency is to seek
the truth regarding what is going on abroad and be able to report
that truth without fear or favor. In other words, the CIA at its best
is the one place in Washington that a President can turn to for an
unvarnished truthful answer to a delicate policy problem.!48

This aphorism may have validity in the domain of tame problems
where the truth is known or knowable. However, it has much less (if any)
validity in the world of wicked problems where many truths can coexist,

147 John, 8:32 (King James’ Version).

148 Will Pitt, “Interview: 27-Year CIA Veteran,” Truthout, 26 June 2003, URL: <http://www.
truthout.org/docs_03/ 062603B.shtml>, accessed 12 March 2007.
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depending on the point of view expressed, the context can be simultaneously
true and contradictory, and may in fact be unknowable.

The goal of assessing wicked problems may be to “improve some
characteristics of the world where people live. Planners are liable for the con-
sequences of the actions they generate; the effects can matter a great deal to
those people that are touched by those actions”14? Intelligence error, regard-
less of what causes it, is considered intolerable as U.S. policymakers and
Intelligence Community sensemakers most recently discovered with their
inaccurate estimate on the state of Iraq’s programs to develop WMD. Earlier
policymakers and sensemakers faced similar situations regarding the inten-
tions of Japan, North Korea, China, Cuba, the Soviet Union (repeatedly), and
India. In other words, restating part of Rittel and Webber’s quote above yields
this guideline: “intelligence professionals are liable for the consequences of the
intelligence they generate”

An Intelligence Example: Pandemics as
Wicked Problems

One of the threats faced by intelligence organizations and their pro-
fessionals is that of an emergent global pandemic. What kind of a threat is a
pandemic? Is it a tame or wicked problem, or something in between? Such
considerations matter because they define what approaches are suitable for
alleviating or mitigating the threats to national security that pandemics pose.

Historically, pandemic infectious diseases disrupted societies over
wide regions of the world. Of these, the bubonic plague pandemic of the mid
14th Century, also called the “Black Death,” is perhaps the best known. By
killing off approximately one-third of Europe’s population, it is credited with
ending serfdom in most of the region. There was tremendous disruption,
with both good and bad effects, and it is no coincidence that the Renaissance
arose in its aftermath.1>0 According to Norman Cantor, “[the] Black Death
was the trauma that liberated the new.”1>! The rational things to do in the

149 Rittel and Webber, “Dilemmas,” 167.

150 Other developments such as the invention and use of the legal contract (by the Ital-
ians), which spurred trade; and a widening use of water wheels, which facilitated manufactur-
ing, also were significant factors.

151 Norman F. Cantor, In the Wake of the Plague: The Black Death & the World it Made (New
York, NY: The Free Press, 2001), 202. Cantor observes that this idea is controversial, citing
work by Medieval historian Dom David Knowles arguing that the Black Death had little or no
impact on Europe, and that of historian David Herlihy, which argues that it was highly signifi-
cant. See David Knowles, Great Historical Enterprises and Problems in Monastic History (London,
UK: Thomas Nelson and Sons, 1962); and David Herlihy, The Black Death and the Transformation
of the West, Samuel K. Cohn, Jr., ed. (Cambridge, MA: Harvard University Press, 1995).
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14th Century were to join concentrated populations in cities with regular
inter-city trade routes to move goods. These conditions provided the disrup-
tive opportunity for the pathogen.

Pandemics are by their nature adaptive and possibly recurring. Seen
in hindsight, pandemics may appear to be tame problems, seemingly clearly
defined and understood. But the requirement to deal with pandemics (and
other wicked problems) is not to address them merely in hindsight—rather
our well-being depends on foresight. This is, after all, how intelligence enter-
prises and their professionals work their issues. Rittel and Webber’s criteria
for a wicked problem provide a means of characterizing pandemics?152

o Wicked problems have no definite formulation. Ninety years after
it occurred, the 1918 influenza pandemic remains only partially
understood. As Edwin Kilbourne notes, “the origin of this pan-
demic has always been disputed and may never be resolved’1>3
Seen as it emerged, the pandemic was even less clearly understood.
While germ theory was known in some places, we did not know
how to apply it to the pandemic nor how to protect ourselves. Simi-
larly, while today the causes of Avian Flu are known to be the H5N1
virus, if, when, how, and where it (or some other as yet unknown
virus) mutates from an animal-to-animal (and occasionally an
animal-to-human form) to a human-to-human form remains
unknown. Further, the exact nature of the mutation—necessary
for the formulation of a vaccine—is and remains unknown. Most
recently the difficulty in determining these factors with regard to
the 2009-2010 HIN1 “Swine Flu” pandemic may have led to an
overestimation of the severity of the pandemic by the U.S. Centers
for Disease Control.1>* While this is a problem for epidemiologists
and others tasked to create vaccines, it is also a problem for the sen-
semakers—who have to estimate the impact of having or not having
a vaccine—and the policymaker who has to consider the implica-
tions of various courses of action (with or without a vaccine).

o Wicked problems have no clear end-point. Specific pandemics do
have an end. The disease, having run through the population,

152 s germane to note that if pandemics truly are a wicked problem (as is argued here)
then characterizing them as such only partially and inexactly describes them.

153 Edwin D. Kilbourne, “Influenza Pandemics of the 20th Century” Emerging Infectious
Diseases, vol. 2, no. 1 (January 2006), 9. URL: <www.cdc.gov/eid>, accessed 28 March 2007.
Cited hereafter as Kilbourne, “Influenza.”

154 Carl Bialki, “Swine Flu Count Plagued by Flawed Data,” Wall Street Journal, online edi-
tion, 23 January 2010, URL: <http://online.wsj.com/article/SB1000142405274870450970
4575019313343580460.html>, accessed 2 February 2010.
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dissipates or abates. However, the diseases recur as the viruses
evolve and mutate. In the case of the 1918 pandemic, the second
wave of the virus apparently was more lethal than the first. Yet,
similar, less deadly influenza occurs annually and subsequent pan-
demics are repeating phenomena.

Solutions to wicked problems are at best good or bad. Vaccines are
typically the solution to the annual influenza epidemic. In some
years they are good—they are effective against the specific strains
of the virus—and in some years they are not good (bad)—they are
less effective against the specific strains.

Tests of solutions to wicked problems may not demonstrate their valid-
ity and may provoke undesired consequences. Tests of pandemic plans
and preparedness for cities and even countries provide a