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Abstract— Replicated systems often usguorums in order to  partitions do occur and crashes are not 11D, these results do
increase their performance and availability. In such systems, not always hold [12]. In this paper, we observe that crumbling

a client typically accesses a quorum of the servers in order \yq)i5 are usually as available as majority, and sometimes even
to perform an update. In this paper, we study the running more available

time of quorum-based distributed systems over the Internet.
We experiment with more than thirty servers at geographically
dispersed locations; we evaluate two different approaches for
defining quorums. We study how the number of servers probed
by a client impacts performance and availability. We also examine
the extent to which cross-correlated message loss affects the
ability to predict running times accurately from end-to-end

|I. INTRODUCTION

Replication is a fundamental tool in achieving reliability
and high availability. There is a cost to keeping replicas
consistent: operations need to be disseminated to multiple 1. Crumbling wall with 10 rows of sizes 1,2,2,3,3,3,3,and 4; one
replicas. However, operations need not be disseminateddgrm shaded.

all the replicas in order to ensure consistency; it suffices to

have operations accessnagjority of the replicas [1], or a  We study a simple primitive modeling the communication
collection of replicas that have a majority aftes [2]. More Pattern occurring in quorum-based replicated systems. This
generally, replica management can be based on the notisinitive has one host, called theitiator, gather a small

of a quorum system. Given a collection of hosts (replicas,amount of information from a quorum of the hosts. There
servers), aquorum system is a collection of sets of hosts,are many quorums in a quorum system, but each instance of
called quorums, such that every two quorums in the collectiéfe Primitive has to gather information from just one of them.
intersect. Given a known quorum system, it suffices to haJdis raises the question of how many hosts to probe, i.e.,
each operation access a quorum of the replicas in ordert@send requests to. We call the set of hosts probed by the
ensure consistency. This approach is employed by numerétifiator the probe set. One option is to use eomplete probe
systems, e.g., [3], [4], [5], [6], [7]. [8], [9]. set consisting of all the hosts in the system, and wait for any
The simplest and most common quorum systemdority, of the quorums to respond. At the other extreme, it is possible
where the quorums are the sets that include a majority of tieuse aminimal probe set, consisting of exactly one quorum.
hosts. Acrumbling wall quorum system [10] employs much!n general, it is possible to probe any number of quorums,

smaller quorums; it has efficient constructions with quorun@d wait for one of them to respond. There is a tradeoff in
ranging in size fromO(logn) to O(=%). A crumbling wall choosing the probe set: smaller probe sets reduce the_ ovt_a_rall
is constructed by arranging hosts in rows of varying width8ystem load, whereas larger probe sets increase availability,
as shown in Fig. 1. A quorum is a union of a full row andnd can potentially improve performance. We study the impact
one element from each row below the full row. A commoff the choice of probe set on running time (response time) and
metric for quorum systems is their availability, measured &¥ailability; other factors, such as load and throughput, are left
the probability of at least one quorum surviving. The majorit{Pr future work.

quorum system has been shown to be the most available on@Ur study shows that increasing the probe set beyond a
assuming independent identically distributed (/D) host failuf@inimal one yields significant performance gains. However,
probabilities, and no partitions [14,]Jand crumbling walls have these performance gains taper off beyond a certain probe set

been shown to have the highest availability among systeige (depending on various factors), after which it is no longer
with such a small quorum size [10]. Since on the Intern&st-effective to increase the probe set. We further observe that

with the majority quorum system, minimal probe sets yield low
1This holds for host failure probabilities of up 5. availability, whereas with crumbling walls they achieve high




availability. systems over the Internet. Moreover, we are not familiar
We conduct our study by running experiments over theith any study dealing with the impact of probe set sizes
Internet. Our experiments span ovaé® widely distributed on quorum-based systems. The primary foci for previous
hosts across Europe, North America, Asia, and the Pacifeyaluations of quorum systems were availability and load.
at both academic institutions and commercial ISP networksad is typically evaluated assuming minimal probe sets,
We present data that was gathered over several weeks. é&¢h consisting of a single quorum. Availability has been
running our experiments on the actual wide area network, wiiudied using probabilistic modeling [11], [21], and Amir
ensure that our results reflect real factors such as correlasedi Wool have studied it empirically, over the Internet, in a
loss. Indeed, we observe a high cross-correlation of messéigated setting consisting ofl4 hosts located at two Israeli
loss. That is, the loss probabilities of messages sent by wamversities [12]. Note that such studies implicitly assume
initiator to different hosts in a given instance are correlatedomplete probe sets, as they merely examine whether a live
In order to illustrate the effect correlated loss has, we dguorum exists. In contrast, our availability study also examines
vise a simpleestimator that predicts performance based othe impact of the probe set size on the probability of a live
the underlying end-to-end network characteristics assumiggorum responding. Peleg and Wool define a related (but
independent latency variatiohsWe compare our measureddifferent) metric, callecporobe complexity, which is the worst
results with those predicted by the estimator, and show tletse number of probes required to find a live quorum or to
analysis relying on end-to-end traces is not a substitute fsliow that none exists [22].
running experiments in a real network. In earlier work [23], we have evaluated the running time
In most of our experiments, the hosts communicate using a primitive that gathers information fromvery live host in
TCP/IP. It was feasible for us to deploy a TCP-based systarsystem. We found that the performance of such a primitive
because TCP is a “friendly” protocol that does not generatehighly sensitive to message loss; the presence of a single
excessive traffic at times of congestion. We also include sorirgk with a high loss rate can drastically degrade performance.
results from experiments using UDP/IP. For UDP-based ekollow-up work by Anker et al. [24] studies factors influencing
periments, we have implemented a conservative loss detectiotal order protocols in wide area networks, also observing that
and recovery mechanism, similar to that of TCP, in order toss rate and latency variations have a significant impact on
preserve the “friendliness” property. The TCP and UDP resulgerformance. In this paper, however, we observe that when
are virtually identical, except when loss rates are significamnly responses from a quorum are awaited, unreliable links
in which case UDP out-performs TCP. Additionally, the UDRan generally be masked, and the impact of message loss is
measurements allow us to study the extent of cross-correlatedrefore much smaller. Gathering responses from a quorum
loss. can therefore be an order of magnitude faster than probing all
The rest of this paper is organized as follows: Section hosts [25].
discusses related work. Section Il describes the experimenflimenez-Peris et al. [26] argue that when the vast majority of
setup and methodology. Section IV presents TCP-based tegterations are reads, writing to all available hosts is preferable
studying the effect of the probe size set on running tinte quorum replication, since it allows reads to be performed
and availability. Section V presents results using UDP, amacally. However, their study does not take into account loss
examines correlated message loss. Section VI concludes. rates or the high variability of latency in the Internet. More-
over, their preferred strategy, namely writing to all available
hosts, assumes that there are neither network partitions nor

A fair amount of work has been dedicated to measuring thgse suspicions of live servers. These assumptions do not hold
routing dynamics and end-to-end characteristics of Interngtioday’s Internet.

links® [13], [14], [15], [16], [17]. However, such research
focuses primarily on point-to-point communication. As we [1l. METHODOLOGY
show in this paper, one cannot rely on independent point-ia- The Hosts

point traces in order to accurately predict the performance ofq experiments spaB6 hosts, as detailed in Table |

a distributed system, since such traces do not capture CrQ§Sist of the hosts are part of the RON testbed [B]:hosts
correlation of loss probabilities on different links. are located in North America in Europe, and the rest are

Another recent line of research studies the availability Qfqyereq in Israel, East Asia, Australia, and New Zealand. No
various services running over the Internet, e.g., content disw’\;O hosts reside on the same LAN

bution servers [18], peer-to-peer systems [19], [20], and point-

to-point routing [16], [17]. As these studies do not considds. Server Implementation and Setup

quorum replication, they are orthogonal to our study. Each host runs a server, implemented in Java. Each server
Although quorum replication is widely used, we are nQfas knowledge of the IP addresses of all the hosts in the

aware of any previous study of the running time of suckystem. Acr ont ab monitors the server status and restarts it
) - if it is down. We constantly run ping and traceroute from each
Latency variations most often occur due to message loss. . .
3We refer to the end-to-end communication path between two hosts on !HQSt to each of the other hosts in order to track the underlylng

Internet as dink. routing dynamics, latencies, and loss rates.

II. RELATED WORK



Name Description
AUS University of Sydney, Australia

to succeed or fail independently without affecting each other’s

CAL | ISP in Foster City, CA running times. , o ,

CA2 Intel Labs in Berkeley, CA Our experiments consist of successive invocations of the
CA3 ISP in Palo Alto, CA primitive, calledsessions. In each session, the initiator actually
CA4 ISP in Sunnyvale, CA probes all the hosts, and logs the response time of every
CA5 ISP in Anaheim, CA

other host. Using an off-line analysis of this log data, we

CA6 ISP in San Luis Obispo, CA . . )

CHI ISP in Chicago, 1L extrgpplate the running times for two d|ﬁgrent guorum systems
CMU Carnegie Mellon, Pittsburgh, PA (majority and crumbling walls) and various probe sets; the
CND ISP in Nepean, ON, Canada running time is the time it takes until responses arrive from
CuU Cornell University, Ithaca, NY a quorum that is a subset of the chosen probe set. Sessions
Emulab | University of Utah, UT are initiated two minutes apart in order to allow messages
GR National Technical University of Athens, Greece  gent jn one session to arrive before the next session begins.
:gg% Lzzwgwnor?\?gg,iti/sge;erusalem, Israel This is especially ir_nportantfor TCP-based experiments, where
KR Advanced Inst. of Science and Tech.. South Kofea Messages are delivered in FIFO order. For the same reason,
MAL ISP in Cambridge, MA we limit the number of servers (initiators) that invoke sessions
MA2 ISP in Cambridge, MA in a given experiment. We present our measured running times
MA3 | ISP in Martha's Vineyard, MA as cumulative distributions functions, that is, each curve shows

MA4 ISP in Massachusetts, MA

the percentage of the sessions that terminate withins.

MD ISP in Laurel, MD
MEX National University of Mexico :
MIT Massachusetts Ingtitute of Technology, MA C. The Estimator
NC ISP in Dhuram, NC We devise a simple estimator for predicting running times
NL Vrije University, Netherlands based on link characteristics. Our estimator assumes that
HI\_(%J :\JSeF\)/vlr\l(zﬁrrkantre]ir\(/j;?if Nﬁltgerlands latency variations on different links are independent. We later
NY SP T New York Ny\,( use this estimator in order to investigate how accurately
N7 Victoria University of Wellington, New Zealand running times can be predicted based on end-to-end link
SWD LCulea University of Technology, Sweden characteristics. We begin by measuring the underlying TCP
Swiss | Swiss Federal Institute of Technology (or UDP) latency distributions during our experiments. Let
™W National Taiwan University, Taiwan rttq, be a random variable representing the round-trip latency
UCSD | University of California, San Diego, CA over TCP between a host and a host:. Consider a given
UK ISP in London, UK initiator a, the majority quorum system with quorums of size
UT1 ISP in Salt Lake City, UT .
uT?2 ISP in Salt Lake City, UT Ofm, and a pro_be sdt. I__etm_ajomtya(P) denote the rar_1dc_>m
variable capturing the time it takesto hear from a majority
TABLE | after having probed the elements Bf Let S be the set of
PARTICIPATING HOSTS AND THEIR LOCATIONS all subsets ofP that are of sizek. Then our estimator for
the probability that an initiator. hears from at least: hosts
within less than/ units of time is as follows:
We run experiments over both TCP and UDP. When using Prlmagority,(P) <] =

TCP, every server keeps an active connection to every other ,

server that it can communicate with, and_peqodmally attempts Z Z H Prrttq, <] H (1 = Prlrttan < 1))
to set up connections with servers to which it is not currently ;=7 /75 ;s heP—s

connected. We disable TCP’s default waiting before sending
small packets (Nagle algorithm, [27, Ch. 19]).

When using UDP, we implement failure detection using In this section, we examine the relationship between probe
timeouts and acknowledgments. Like TCP, we use an exponseat size and running time, for both majority and crumbling
tially weighted moving average (EWMA) to estimate the roundalls. We look at how this relationship is influenced by
trip time (RTT) to each host. Unlike TCP, we set the timeout teetwork dynamics (message loss rates, latency variation, and
be twice the estimated RTT (whereas TCP sets it to be the Rfailures). The results presented in this section were gathered
plus 4 times the mean deviation). When the timeout expiresy a TCP-based experiment that lasted almost ten days and
the packet is retransmitted. We use exponential backoff iasluded27 hosts. Not all hosts were up for the duration of
in TCP: each time the same packet is lost more than ontlee entire experiment. We show the results obtained af
the timeout is doubled. However, we do not increase tliee hosts: in Taiwan (TW), in Korea (KR), at an ISP in Utah
timeout beyondl minute. Hosts test each other’s livenes@JT2), and in Israel (ISR1). Each of these invoked a session
using heartbeats. We did not implement congestion controhce every two minutes on average, and in total, rougfity
since our experiments consume little bandwidth. We also times. Hosts also sent ping probes to each other once in two
not order packet deliveries, which allows different invocatiomsinutes.

IV. THE IMPACT OF PROBE SETS
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hosts, and in crumbling walls, it is the number of rows.
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A. The Majority Quorum System given our knowledge of the end-to-end characteristics. The first
S h | &7 h . . ¢ plot in Fig. 3 shows predicted cumulative running time distri-
nce we nave a t_ota 7 .QSts' a majority COnsISts of aty, g 4t TW, as computed by our estimator (cf. Section IlI-
!east14 hosts (including the |n|t|ato_r). We look at performanc%); these estimates correspond to the measured values shown
|mpror:/emerr1]ts t?s the pt:obe S]?t SIz€ Increases frorto 2:' in the left plot on the second row of Fig. 2. The next five plots
\t/)Ve Cd ose tl'ek ef]t probe set for every ggle_n S'ﬁe post- ‘?‘thH]Fig. 3 then examine the estimation error more closely. They
ased on link characteristics measured In the experimeflye | that for small probe sets, our estimator tends to under-

Spemflcally_, for each session, we rank hQStS a(_:cordln_g_t_o tg'g“timate, whereas for larger probe sets, it over-estimates. With
order in which they responded in that session (with the |n|t|atP6

X fobe sets of sizé6 and17, the estimator under-estimates the
ranked atl). We then average the ranks over all sessions, a QC\)/

h for th b f sizethe h ith thet b latency running times and over-estimates the high latency
choose for the probe set of sizethe hosts with the: best running times. These estimation errors are a consequence
average ranks.

of the independence assumption. In reality, packet losses on
There are several arguments to be made for probe sets fifkrent links from the same host are positively correlated.
are larger than the minimum. First, because of the dynanjig,y |atencies are exhibited when no messages are lost, which
nature of the Internet (changing routes, lost messages)Atheyccyrs more often than predicted. The probability for multiple
hosts closest to the initiator do not remain the same for tagnuitaneous losses (e.g., network partitions) is also higher
entire duration of the experiment. Message loss, in particulgig predicted, which causes less sessions than predicted to
plays a significant role: a lost message from any ofitheosts  gnq within a given threshold (e.g., two seconds). Furthermore,
in the minimal probe set, almost always increases the runnifg rynning time with a small probe set reflects the intersection
time beyond the RTT of the 15th host. And no matter hoys random variables, whereas with large probe sets, it reflects
reliable the links between the initiator and its closeshosts e union of many events. The probability of the intersection
are, they still have nonzero probabilities of dropping messagggevents decreases when these events are independent as com-
Second, some hosts fail during the experiment. However, siNg&ed to when they are positively correlated. In contrast, the
failures during the experiment were infrequent, and netwoptohability of a union of events increases when these events
partitions were very short, the first factor plays a bigger rolg,¢ independent as compared to events that are positively
Our results indicate that all initiators other than TW caBorrelated. We have examined estimation errors for sessions
get very close to the best achievable running times withitiated at TW as but one example; similar phenomena were
probe sets ofl9 hosts. The most significant improvementgphserved with other initiators. The highest impact of correlated
are obtained when the probe set is increased to inclide |oss was observed on links with loss rates of up%a on links
and thenl16 hosts. The top two plots in Fig. 2 illustratewith higher loss rates, loss was less correlated.
this observation. They show the cumulative distribution of |, Taple Ill, we examine the impact that the probe set size
running times in runs initiated at ISR1 for different probe sg{as on availability. We compute availability as the percentage
sizes. However, we observe a different phenomenon in T\¥ounded off to the closest integer) of sessions that successfully
There, the performance continues to improve significantly @ with the response of a quorum within one minute. If no
we increase the number of probed hosts up@aas illustrated qyorum responds within a minute, the session is considered
in the second row of plots in Fig. 2. to have failed. We observe that minimal probe sets achieve
To explain the different behavior in TW, we examine itsajrly low availability at all hosts, because the probability
link characteristics. Every initiator other than TW had hlgh'yOr one of thel4 hosts being down or unaccessible is not
reliable links with a low latency variance to most hostsegligible. The availability greatly improves when the probe
TW, on the other hand, had many links with highly variablget size is increased tb5. With a probe set ofl9 hosts, it
latencies and loss rates of 25% or more (mostly to ISPs dgnerally reaches the availability of the complete probe set.
North America). Table Il shows the end-to-end Characteristigs,en with Comp]ete probe sets, some hosts do not achieve
as measured by ping from TW to other hosts. THeP 100% availability due to network partitions.
connectivity column indicates the percentage of the time that
the TCP connection was up. We can see that hosts that hgve Majority Crumbling Wall
loss rates of 25% or more to TW also have the highestHost | min 15 19 | complete| min | complete
average latencies. At first glance, it would appear that probingMIT | 92% | 98% | 100% | 100% | 99% | 100%
these hosts is useless, since the high loss rate is compoundétyS | 68% | 97% | 100% | 100% | 98% | 100%
by the high latency. However, these links have the smallegtS12 | 76% | 100% | 100% | 100% | 99% | 100%
.. . . ISR1 | 85% | 96% 97% 97% 95% 97%
minimum RTTs (shown in bold), which means that the besty—579; T93% T 96% 96% 999 T 100%
case involves responses from them. We also notice that thegg —T879% | 96% | 98% 99% 1 96% | 98%
standard deviation is highest for these links, which means
that low latency sessions are more probable. Therefore, the TABLE Il
probability of getting good running times increases as we AVAILABILITY WITH DIFFERENT PROBE SETS
probe more of them.

We now examine how well our results can be predicted




Host Loss Rate| Avg. Ping RTT | STD | Min. Ping RTT | TCP Connectivity] % TCP RTTs under 1 se¢
™ 0% 0 0 0 100% 100%
UCSD 3% 232 25 198 100% 97%
Emulab 3% 238 26 216 100% 97%
NYU 3% 273 22 251 100% 97%
MIT 4% 303 398 256 100% 96%
CMU 4% 289 41 254 100% 96%
Ccu 3% 339 127 247 100% 97%
AUS — — — — 99% 96%
NL 3% 361 23 339 100% 96%
CAl 31% 482 626 174 95% 58%
NY 32% 445 853 234 96% 63%
SWD 3% 399 59 371 100% 96%
uT2 30% 743 1523 171 96% 58%
MA2 28% 742 1517 230 94% 59%
NC 32% 465 616 255 90% 63%
ISR2 3% 424 70 400 100% 97%
uTl 27% 979 1847 189 96% 55%
MA1 29% 645 712 238 96% 57%
ISR1 4% 551 2682 400 100% 94%
CA2 30% 606 1094 179 69% 45%
GR 3% 447 29 419 96% 93%
CND 35% 686 834 212 93% 51%
MA3 32% 774 1473 241 96% 54%
NZ 35% 636 830 271 91% 43%
KR 11% 357 163 200 42% 40%
CA3 32% 1047 2091 178 15% 10%
Swiss 3% 384 22 362 15% 15%
TABLE Il

END-TO-END LINK CHARACTERISTICS FROMTW TO OTHER HOSTS DURING THE EXPERIMENT

B. Crumbling Walls Swiss
We now analyze the crumbling wall quorum system shown KR W
in Fig. 4. Its construction is based on Section 4.1 of [10]. It NC NZ
consists ofl0 rows, varying in width. The hosts were placed crs | cme
in rows as follows:
« The first (bottom) row includes hosts at North American ot | oAt | A9
universities, which were up for the entire experiment. MAz | UTi | cND
This improves performance for hosts in North America, MAL | MA3 | NY
which constitute a majority of the hosts. vesd | cu | isre
« Our ping traces indicate that hosts located in Europe and W R E—
Israel are connected to each other by good links (i.e., links
with low latencies, latency variations, and loss rates). In Emulab | MIT | NYU | eMu
order to improve performance for these hosts, we placed
such hosts in the second row. Fig. 4. Our crumbling wall quorum system.

o Rows 3-5 include other North American hosts that did
not crash, as well as ISR2.
« Swiss was under firewall restriction for a portion of thef the first row are in North America. TW, which has lossy
experiment, and was therefore placed at the top. links to many hosts, and ISR1, which has good connectivity to
« The remaining hosts occupy the remaining rows. the second row hosts, see bigger gains. However, we note that
We look at the performance improvements obtained as ween at these hosts, the performance gains from probing two
increase the number of rows in the probe set frorto 10. additional rows in the crumbling wall are still smaller than
The plots in the last two rows in Fig. 2 show the running timthose obtained by probing an additionabih) host beyond
distributions for four different initiators and various probe seahe minimal probe set in the majority system. This is due to
sizes. Depending on where the initiators are located, they gke fact that the crumbling wall requires accessing much fewer
different gains. As expected, the North American host UT2 fmosts, which decreases the probability of having at least one
affected very little by the addition of rows, because the hodt®st in the first quorum fail.
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Fig. 3. Estimated vs. actual running time distributions at. TW

Table Il shows that unlike with majority, with the crumblingprotocol independently every two minutes on average. A total
wall, the minimum probe sets already achieve fairly highf roughly 3100 sessions of each protocol were invoked by
availability. Furthermore, the maximum availability of theeach initiator during the experiment.
crumbling wall is generally as good as, and in one case eve

better than, that of majority. r{Ne show the results measured at two hosts, located at

MIT and Taiwan (TW), using the majority quorum system.
Since we us&6 hosts, a quorum consists of at ledadt We
measured the underlying link characteristics using our UDP
In this section, we compare the results from running ovénaces (rather than ping). Tables IV and V show the end-to-
the two most popular Internet transport protocols: UDP arehd characteristics measured from TW and MIT (respectively)
TCP. We experiment witl26 hosts, during a period of four to other hosts that were up for the entire duration of the
and a half days. Each host concurrently runs both the T@Rperiment. Theunidirectional l0ss% column in Table IV
and UDP servers. Each server invokes a session of eatlows the loss rate for messages that travel in one direction

V. COMMUNICATING OVER UDP



only (to TW), whereas, the column labelbidlirectional 1oss% (H:zsét RTgéms) SL;I'3D b|d|reclt|22§}| loss%
in the same table.shows the loss rate for messages traveling & 61 515 0:360/3
the entire round trip. CAG 36 208 0.1%
CND 44 42 0.06%
RTT | unidirectional | bidirectional MD 17 42 0.23%
Host (ms) loss% loss% CHI 37 41 0.16%
CA2 170 1.6% 4.56% CA4 79 41 0.16%
NC 259 1.53% 3.46% UT1 67 41 0.1%
CA5 159 0.16% 3.26% NY 22 112 0.06%
CND 212 0.43% 3.16% NL2 104 41 0.1%
MD 232 0.5% 3.13% CAl 237 117 2.4%
CHI 216 0.2% 3% UCSD 94 208 0.5%
CA4 143 0.3% 2.8% UK 90 41 0.06%
UT1 226 0.43% 2.76% CA3 116 216 0.06%
NY 231 0.33% 2.73% CAb6 86 43 0.06%
NL2 315 0.26% 2.7% GR 143 129 0.56%
CAl 237 0.93% 2.4% TW 226 191 0.2%
UCSD 206 0.93% 2.43% ISR1 189 203 0.33%
UK 305 0.3% 2.2% Emulab 69 208 0.06%
CA3 178 0.3% 2.16% CMU 22 7 0.03%
CA6 160 0.3% 1.9%
GR 356 0.46% 0.56% TABLE V
MIT 221 0.1% 0.5% LINK CHARACTERISTICS FROMMIT TO HOSTS THAT DID NOT CRASH
ISR1 371 0.1% 0.3% DURING THE EXPERIMENT
Emulab | 226 0.1% 0.13%
CMU 226 0.1% 0.13%
TABLE IV

a message sent to a particular host changes if we know that
messages sent to other hosts in the same session were lost.
This is illustrated in Fig. 6: the top (solid) curve in Fig. 6
shows the conditional probability that a message sent from

We first compare the protocols in terms of their optima;\-w o the U_K is lost, given that at least messages s_en_t to
ther hosts in the same session are lost. WhenO, this is

probe sets. Fig. 5 shows the cumulative running time dlstnbﬂ_mply the loss rate on the link. The second (dashed) curve

tions for different majority probe set sizes for both TCP an . -

UDP. At MIT, for both UDP and TCP, the minimal runningpIOtS the cond|tloqal loss probabilities for messages sent. from

time is achieved with a majority of5 hosts. For TW, the TW to CMU.The figure clearly shows that Ioss.rates_are hlghly
k%prrelated. Given that at least two messages in a given session

ere lost, the loss rate to the UK goes up from 2.2% to 25%,

LINK CHARACTERISTICS FROMTW TO HOSTS THAT DID NOT CRASH
DURING THE EXPERIMENT

set of size26. However, the performance gains from increasin d wh t leass oth lost. the | e i
the probe set froni4 to 18 are greater with TCP than with ndwnhen at leash other messages are 1ost, Ine 10ss rate 1

UDP. Tables IV and V help explain why TW requires a mucﬁlready 100%. This explains the inaccuracy of the estimator

larger probe set than MIT in order to achieve the best runniﬁgserved in the previous section.

time: they show that MIT has only two links with loss rates
exceeding 0.5%, whereas TW hag links with loss rates Correlation of dropped messages originating at TW
exceeding 2%. 100 ' ' '
The next two rows in Fig. 5 illustrate how the underlying
protocol (TCP versus UDP) affects the running time for a; 80 1
given probe set. We notice that where loss rates do not pIayf’sp
significant role, the curves are virtually identical. This is theg ¢ |- )
case with MIT, regardless of the size of the probe set, due to i&
very low loss rates. This is also the case for large probe se“;::s
in TW, because with such sets, there are sufficiently mang
alternative links to be able to mask losses. However, wheg
there are no alternatives to lossy links, e.g., TW with probél 20
sets of14 and 15, UDP outperforms TCP, due to the less UK ——

40 1

conservative retransmission timeouts we implemented with o Ce—"" . t t MY
UDP. 0 2 4 6 8 10

number of hosts

We now use our UDP traces in order to study loss corre-
lation. Specifically, we examine how the loss probability of Fig. 6. Conditional probabilities of message loss from TW.
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In order to understand correlated loss better, we examinatithe load. Devising probe sets that achieve load balancing
the traceroute data gathered during the previous experimentaddition to performance and reliability is an interesting
We have observed that outgoing links from TW to many othélirection for future work.
hosts traverse the same routers, whereas links incoming intdWe have conducted our study by running experiments on
TW traverse different paths. We therefore hypothesized thhirty hosts widely distributed over the Internet. We have
most of the correlated losses occur on these shared outgahgwn that running the system on the actual network is impor-
paths. Using the UDP traces gathered during this experimeatit, because high cross-correlation among loss probabilities of
we now examine the difference between the unidirectional antbssages sent to different hosts in one session render analysis
bidirectional loss rates involving TW. Table IV reveals thabased on independent per-link end-to-end traces inaccurate.
indeed, the loss rates are not symmetric. In some cases (rows
3-6 in Table 1V) the probability of losing a message headed ACKNOWLEDGMENTS
to TW is less than 0.5%, whereas the bidirectional loss rateThe majority of the hosts we used belong to the RON
on the same link exceeds 3%. This means that most of tHeoject [16], which is funded by DARPA. We are grateful
losses occur on packets trave"ng away from TW. It has begh Dave Andersen for his dedicated assistance with these
previously shown (e.g., in [13]) that a large portion of th&hachines. We are also indebted to Sebastien Baehni, Danny
Internet paths (routes) are asymmetric. Our results show tigkson, Danny Dolev, Alan Fekete, Rachid Guerraoui, Yuh-

such routing asymmetries can result in large discrepancies)#er Joung, Mark Moir, Sergio Rajsbaum, Greg Ryan, and llya
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