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Abstract

The purpose of this study was to develop a tool to assess security measures in hospitals
and provide an informational tool that would help hospitals address any shortcomings from the
security assessment to deter and mitigate the effects of terrorist attacks. This study employed a
qualitative approach performed using narrative meta-analysis. This was accomplished by
creating a data collection sheet used to highlight salient techniques and categorize each study
into three groups: hospital security, terrorism mitigation, and emergency management. No
statistical analysis could be performed because of the lack of similar available empirical studies.
However, the three categories of literature were used to develop the security assessment
checklist, the terrorism mitigation matrix, and provide a summary of emergency management
techniques. The security assessment checklist provides hospitals a tool to find vulnerabilities
within their security program. Consequently, the findings are then used to mitigate any
shortcomings. The terrorism mitigation matrix was created to provide administrators options for
implementing terrorism and crime prevention techniques. Pricing information was included to
ensure hospitals could implement the maximum amount of terrorism prevention for the least
cost. The implementation of these tools will help hospitals become better prepared to prevent

terrorist attacks and crime on campus.
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Hospital Security and Force Protection: A Guide to Ensuring Patient and Employee Safety

Introduction

Landstuhl Regional Medical Center (LRMC) serves as the primary treatment facility for
injured Soldiers being treated from wounds received during Operation Iraqi Freedom (OIF),
Operation Enduring Freedom (OEF), and the Global War on Terrorism (GWOT). Landstuhl is
located in Southwest Germany in the forest state of Rhineland-Pfalz and has played a major role
in the treatment of casualties since its dedication in 1953. Additionally, LRMC has been
instrumental in responding to acts of terrorism by treating the injured of the 1980 aborted rescue
attempt of American Hostages in Iran, the 1983 U.S. Marine Corps Barracks bombing in Beirut,
the 1986 LaBelle Disco bombing in Berlin, the 1994 Sarajevo marketplace bombing, the 1998
U.S. Embassy bombing in Nairobi, and the 2000 bombing of the U.S.S. Cole (LRMC History,
2005). Subsequently, LRMC is viewed as the hub of American Medicine in Europe and stands as
an icon of the United States Military worldwide.

An emerging tactic used by terrorists is the targeting of hospitals as a primary or
secondary objective. Incidents have sharply increased since the tragic attack on the World Trade
Center in 2001 (See Appendix A). This new security threat coupled with the prestige that is
associated with LRMC created legitimate concerns for the safety of patients and employees in
the facility. Upon review of Landstuhl’s Emergency Management Plan and security initiatives,
LRMC is revising policies and procedures and making changes to infrastructure to decrease the
threat of terrorist attacks aimed at the Hospital.

Similarly, all hospitals are a target for terrorism. However, the threat may not be equally

distributed. The likelihood for a rural hospital to fall prey to a terrorist attack is not as high as a
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hospital located in close proximity to large cities and sites of national interest. Nevertheless, all
hospitals need to be prepared to react to local emergencies whether they are terrorist incidents,
natural disasters, hazardous material accidents, flu pandemics, epidemics, or acts of workplace
violence. Furthermore, all healthcare facilities accredited by the Joint Commission on
Accreditation of Healthcare Organizations (JCAHO) are required to maintain an “all-hazards™
approach to emergency management (Joint Commission Resources, Inc., 2005). Developing and
implementing the “all-hazards™ plan is tremendous work and requires hospitals to address issues
for which they may have not been previously prepared.

Therefore, to decrease the workload for healthcare facilities, the purpose of this study is
to develop a tool to assess security measures in all hospitals and provide information that will
help hospitals address any shortcomings derived from the security assessment to deter and
mitigate the effects of terrorist attacks. Additionally, the author will apply these tools to
Landstuhl Regional Medical Center and provide a report of shortcomings including possible
solutions to the Hospital Commander.

Conditions which prompted the study

The conditions prompting this study are twofold. First, in July 2005 Landstuhl was
notified of intelligence reports, which designated the hospital as a potential target for terrorist
attacks. This information prompted the execution of a security assessment, which revealed
several vulnerabilities that needed to be addressed. At that time, it was deemed necessary to
update and make changes to the security plan, Emergency Management Plan (EMP), and the
Force Protection plan. Additionally, there are many terrorist cells operating in Germany and
Europe. This fact became quite evident to Great Britain, who recently fell subject to attacks on

their mass-transit systems by Al-Qaeda. Many of the terrorists involved were not British
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nationals but foreigners with ties to other European countries. Currently, there are 10 known
terrorist groups operating in Germany to include Al-Qaeda (Terrorism Research Center, 2005).

The second condition prompting the study is the worldwide increase in attacks against
hospitals over the last five years. These heinous attacks have been largely the result of extremist
terrorist groups such as Al-Qaeda, Hamas, and the Palestinian Liberation Organization (PLO),
who claim a holy war or Jihad to justify their deeds. Thus, the threat of becoming a target of
terrorism that LRMC faces similarly applies to most urban, military, and historic hospitals in the
United States.
Statement of the Problem

Although terrorism has existed for centuries, its effects have been local and minimized
until the adoption of chemical, biological, radiological, nuclear, and explosive weapons
(CBRNE). The introduction and use of these weapons for terrorism increased steadily from the
latter half of the twentieth century until the historic and catastrophic terrorist attack by Al-Qaeda
on September 11, 2001. Since then, terrorist attacks have increased in severity and frequency
worldwide by more than 35% (Committee on Government Reform, 2004). In the midst of this
period of unrest, hospitals continue to be plagued by violence towards medical staff, which most
often occurs at the emergency department. “According to the National Institute of Occupational
Safety and Health, hospital workers experienced assaults at a rate of 8.3 per 10,000 employees in
1999, more than quadruple the two assaults per 10,000 employees in other sectors” (Shinkman,
2003, p. 10). The compounding effect of these issues causes great stress on hospitals to prepare
to treat mass casualties from terrorist incidents, as well as, mitigate the threat of violence and

terrorism directed against them.
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Research Questions
e How do hospitals prepare for mass casualty events?
e What hospitals are at risk for terrorist attacks?
e What can hospitals do to protect themselves from terrorist acts?
e What process or steps can hospitals take to analyze their own security deficiencies?
e How much should security and force protection for hospitals cost?
Evolution of Terrorism
History of Terrorism

The ability to understand and combat terrorism lies in its foundation and history. It is
therefore necessary to discuss the origins and evolution of terrorism from its earliest history to
the current atrocities experienced today. This history can be systematically broken down into
distinct periods where ideologies differed in the terrorist’s scheme. Some of these periods may
overlap, especially during the transition from one phase to the next.

[n the first period, religious based terrorism erupted during 66 — 72 A.D., when Jewish
zealots targeted Roman property and soldiers in an attempt to rid their occupation of Palestine.
One Jewish terrorist group during this era was called the Sicari, who murdered other Jews that
fell away from their faith (About, Inc., 2005). Furthermore, the history of terrorism between the
Shiite and the Sunni Muslims traces its origins back to the Medieval Christian era (1090-1291),
in which a Shiite sect called the “hashashins’ enacted terror on the Sunni’s by murdering without
distinction, even women and children. The term assassin is derived from the word “hashashin™.
They believed they would receive a martyr’s paradise if they were killed. In other words, they

would receive 72 virgins and achieve paradise in the afterlife (State of Delaware, 2005).
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The second period details the birth of modern terrorism in the 18" century during the
French Revolution, when Maximillian Robespierre ordered the deaths of those who opposed
him. Over 40,000 people were killed by the guillotine and it was at this time that the word
“terrorism” was coined due to Robespierre’s reign of terror. This was the first time a ruling
government would sponsor terrorism (About, Inc., 2005).

Later, terrorism would evolve from being sponsored by the government to terrorists
attacking and striking terror in the government. This was known as the anarchist period. It was
during this time that President William McKinley was killed by Leon Czolgosz, an anarchist
with hatred for the American government, who was linked to leaders of the anarchist movement.
This act coupled with the assassination of Archduke Franz Ferdinand led to the start of the First
World War (Nash, 1998). It was also during this period that anarchists first understood terrorism
could be used as a tool of communication. In general, if anarchists assassinated a noble or set off
a bomb, then people would ask why and be ready to listen. This concern by society has led to the
success of terrorism, because the message, which the terrorists wanted to present, consumes a
captive audience leading to the concept of “propaganda by deeds” (State of Delaware, 2005).
After listening to the terrorists’ propaganda, many in society became sympathetic with their
goals, which lead to the further success of terrorism.

This newly discovered communication tool proved especially successful during
the next period. Shortly after the beginning of World War I, another period of terrorism emerged
called “anti-colonial terrorism”, which lasted until 1965. During this period, terrorists from
colonized countries fought against the superpowers of France and Britain to gain independent,
self-ruling governments. President Woodrow Wilson further complicated the matter by stating in

his famous Fourteen Points, that colonial claims should be adjusted and the inhabitants should be
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allowed to govern themselves. After the close of the First World War and the exit of the United
States from world politics, France and Britain divided the defeated German, Austrian, and
Ottoman empires between themselves. This included Egypt and the Gulf States of Iraq, Palestine,
and Jordan, which fell to Britain to manage. This division coupled with President Wilson’s
previous statement of encouraging independent rule and the advance in weaponry from the war
provided all the ingredients to refuel terrorism in a “post-colonial” era (Shughart II, William F.,
2005).

An example of “anti-colonial terrorism” occurred during the Irish Rebellion (1919 -
1921), when the Irish desired to gain independence from Britain. Several key developments
transpired during the rebellion, which altered terrorism as we know it today. The first
development was the idea of selective terrorism, which is the targeting of particular individuals.
In the case of the Irish Rebellion, those targeted were government officials, police, military, and
judges. Secondly, the implementation of cell operations took place. Cells were used to distribute
command and control to small entities that could then coordinate with other cells for larger
attacks. Finally, the idea of sustained operations emerged. Continuing the attacks over a long
period allowed support to grow for the terrorist cause and demoralized the colonial rulers. These
tactics were successful for the Irish and several others as they gained their independence and
became independent states (State of Delaware, 2005). This new wave of terrorism proved to the
world that terrorist activities could bring about change.

At the beginning of the “post-colonial” era, violence broke out in Egypt and eventually
engulfed the Middle East. In 1954, the Algerian Civil War, conducted by the Front de Liberation
Nationale (F.L.N.), began as a non-lethal campaign targeting French government offices and

buildings. However, with little progress made in achieving their goal, the strategy changed to
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mass urban terror. The F.L.N. began bombing multiple civilian targets and terrorists gunned
down 49 European civilians. The terrorist attacks culminated with the assassination of the French
Mayor of Algiers. This caused anti-Muslim rioting and escalating violence on both sides. The
F.L.N. attacks finally subsided with counterterrorism techniques by the French, which included
torturing terrorists in order to gain intelligence. However, it did not work. Eventually, Algeria
gained its independence by using a small number of terrorists to target French interests, which
weakened France’s will to occupy the region. Terrorist attacks continued throughout the colonial
ruled territories, with increasing frequency and severity, which lead to independence for Israel
and Cyprus as well (Shughart II, William F., 2005).

During the Vietnam War, left-wing terrorism emerged in a new period of violence.
Opposition to the war throughout the world fueled extreme left-wing groups, which assisted the
Palestinian Liberation Organization (PLO) in the United States, Latin America, and Europe. The
PLO directed assassinations, kidnappings, and bombing campaigns to further their political and
social agendas, which were in opposition to the United States and its Allies. In Germany, the Red
Army Faction (RAF) with ties to the PLO bombed the US Fifth Army Corps officer’s mess in
Frankfurt. In the United States, groups such as the Black Panthers, Symbionese Liberation Army
(SLA), the Weathermen, and the Students for a Democratic Society (SDS), were responsible for
bombings, kidnappings, and murder generally associated with an anti-imperialist agenda. These
types of groups were active through the 80’s delivering their ideologist views in the form of
terrorist acts (Shughart II, William F., 2005).

The final period of terrorism has been characterized as a return to religious ideology,
which calls for the destruction of anyone who opposes the religious extremist. This religious

period of terrorism, which began during the Afghan War (1979 — 1989) is primarily due to
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militant Islamists. The war was subsidized by the United States on one side and the former
Soviet Union on the other. The U.S. gave modern weapons to Afghans who otherwise would not
have had access to them. The war also gave prominence to individuals like Osama Bin Laden,
who became a leader and set up training camps for his recruits. Through these experiences,
Osama Bin Laden was able to obtain money, weapons, and develop connections that would
enable him to set up the Al-Qaeda network (Lee, R., 2006). Al-Qaeda is now a household name
due to the unexpected attacks of September 11, 2001, when the terrorist network hi-jacked four
airplanes and successfully flew them into the World Trade Center in New York, City, the
Pentagon in Washington D.C., and crashed one in Pennsylvania overall killing more than 3,000
people. This continues today with the War on Terror, Operation Enduring Freedom, and
Operation Iraqi Freedom.
Definition of Terrorism

[t is necessary to define terrorism in order to conduct a research study, so that the reader
will understand the criteria for choosing which are to be considered terrorist attacks. Exploring
the history of terrorism enables one to see its evolution from the beginning to present. Because
terrorism has encompassed religious, political, and social ideologies, and continues to change, it
becomes difficult to define. Additionally, there exists no universally accepted definition of
terrorism. However, by reviewing seven current definitions of terrorism, several general themes
emerged. First and foremost, terrorism is a premeditated and unlawful violent act. Secondly,
terrorist acts are motivated by ideological, political, or religious purposes. Finally, the target of
terrorism, unlike conventional war, is the innocent such as civilians instead of enemy combatants
(i.e. soldiers of the opposing armed forces). Stress should be placed on “combatant” because

soldiers performing medical and chaplain roles and not engaged in offensive military situations
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should still be considered innocent. Thus, I propose the use of the following more comprehensive
definition of terrorism:

Terrorism is any political, religious, or ideologically motivated unlawful violent act or

threat perpetuated against innocents and public or private property for the purposes of

intimidation, coercion or to compel a government to abstain from performing any act.
This definition will be used to determine whether events are considered terrorist acts.

There is less controversy over the terms used to describe domestic and international
terrorism: Therefore, the definitions of the Federal Bureau of Investigation (FBI) will be used.
Essentially, domestic terrorism includes those activities carried out against a government or
people without foreign influence, while international terrorism involves activities that are
directed by foreign influence (FEMA, n.d.). Furthermore, the U.S. Department of State (2004),
considers an International terrorism incident significant if, “it results in loss of life or serious
injury to persons, major property damage, and/or is an act or attempted act that could reasonably
be expected to create the conditions noted” (p. 95). Understanding the terms associated with
terrorism and determining which definitions will be used minimizes confusion and discrepancies
in this and future studies.

Recent Terrorist Attacks

Data from the U.S. Department of State’s publications, Patterns of Global Terrorism
(1983 —2003), Country Reports on Terrorism (2004), the FBI's annual report, Terrorism in the
United States (1999 — 2001), and the National Counterterrorism Center report, 4 Chronology of
Significant International Terrorism for 2004, were compiled to present the terrorist activity
directed at the United States and compared to worldwide incidents. Trend lines were added to

illustrate current activity (See Figure 1).
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Figure 1. Trending of international terrorist attacks 1983- 2004.

Figure 1. illustrates the total number of international terrorist attacks and the total number of
attacks directed at the U.S. to be declining. This is especially true for the years 2002 — 2003.
These were also the first years of the Global War on Terrorism (GWOT) when OEF and OIF
began, which may have had an initially significant effect by disrupting Al-Qaeda and other
terrorist networks. However, the 2004 data for total international terrorist attacks is missing and

must equal or exceed the total number of significant international terrorist attacks. Thus, even
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with the decline, 2004 would likely show the largest number of attacks in over 20 years.
Likewise, the total number of significant International terrorist attacks has more than tripled from
previous years. The increase in attacks may signify a regrouping of international terrorist cells
and shift from the current trend of attacks. These numbers indicate that event though the total
number of attacks are declining, the magnitude and devastation associated with the attacks is
rising. This conclusion was derived using the previously mentioned definitions of terrorism.
Correspondingly, Figure 2. illustrates that the number of casualties is climbing, indicating that

even though there are fewer acts of terrorism, the ones that occur are more deadly.
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Figure 2. Trending of casualties from International terrorist attacks for years 1983-2003.
A review of the U.S. terrorism data provided by the FBI outlines the type of terrorist

attacks, which either have occurred or were prevented from the years 1980 — 2001 (See figure

3).
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Figure 3. Type of terrorist act in the U.S. for years 1980 — 2001 from the U.S. Department of
Justice FBI’s annual report on terrorism 2000/2001 (2002).
In this figure, 75% of the planned or executed attacks were bombings. This statistical
significance should help us prepare for future attacks. Specifically, businesses within the U.S.
should be more concerned about how to prepare for a bomb attack. Moreover, investigating the
frequency of attacks by region would enable us to predict the level of threat and possible future

terrorist activity for those areas (See figure 4.).
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Figure 4. Location of terrorist activity in the U.S. for years 1980-2001 from the U.S. Department
of Justice FBI’s annual report on terrorism 2000/2001 (2002).

The available terrorist data for the United States indicates that Northeastern states may
have twice the risk of terrorist bombings than the North Central states. Therefore, an awareness
of the history of terrorism and of terrorist activity trends enables one to perform adequate threat
assessments and implement measures for the most likely terrorist events.

Future Concerns

The past 25 years of terrorist attacks have primarily been carried out with the use of
conventional weapons such as explosives and small arms. This is supported by figure 3, which
suggests that conventional weapons are used in almost all terrorist attacks. High-tech weapons
are generally more expensive, harder to obtain, require sophisticated training, and do not always

have an immediate effect. However, the use of high-tech weapons such as anthrax powder, sarin
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gas, and nuclear devices elicit a tremendous amount of fear from the public. This fact alone
increases the potential for greater use by terrorist groups. Consequently, the likelihood that future
terrorist attacks will use high-tech weapons increases with advances in technology. For this
reason, hospitals need to be prepared to react to these types of attacks.

Another concern is the recent targeting of hospitals for terrorist attacks (See Appendix
A). This listing of terrorist events covers a few terrorist attacks targeting hospitals over the last
five years. This should not be considered a comprehensive list of all hospital attacks, but should
provide examples of specific tactics employed against hospitals. The development of Appendix
A consisted of numerous internet searches and six terrorist timelines to compile the information,
which necessitated its own list of references. Prior to 2001, there were less than three
International attacks identified against hospitals as compared to 14 in 2005 alone.

In June of 2005 The Washington Times reported, “an FBI affidavit said Hamid Hayat
admitted attending an Al Qaeda training camp in 2003 and 2004, and the trainees were being
taught to target hospitals and large food stores in the United States™ (Seper, J., 2005).
Additionally, late in 2004, the FBI released a report that Veterans Affairs (VA) hospitals may be
a specific target for terrorism due to their affiliation with the military. Since they are located off
military installations, they become an easier target (Associated Press, 2004). Further evidence
strengthening the argument that terrorists are targeting hospitals emerged in April of 2005, when
unknown assailants impersonated JCAHO inspectors claiming they were performing
unannounced inspections in Boston, Detroit, and Los Angeles. In all cases, the impersonators
either left or were expelled when security or staff questioned them about their identity. No plots
were uncovered, but it may have been a tactic to uncover weaknesses and collect information

(Brown, D., 2005). All of these events coupled with the recent terrorist attacks targeting hospitals
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suggest that even though most of the events have been overseas, the U.S. will likely become a
victim of terrorist activity of this nature in the future.
Purpose

The purpose of this study is to develop a tool to assess security measures in all hospitals
and provide an informational tool that will help hospitals address any shortcomings from the
security assessment to deter and mitigate the effects of terrorist attacks. Additionally, these tools
will be applied to Landstuhl Regional Medical Center and will provide a report of shortcomings
to include possible solutions to the Hospital Commander.

Methods and Procedures

This study employed a qualitative approach performed using narrative meta-analysis.
Gene V. Glass (1976) presented the meta-analysis as an alternative to the traditional narrative
review and described it as:

the analysis of analyses...the statistical analysis of a large collection of analysis results

from individual studies for the purpose of integrating findings. It connotes a rigorous

alternative to the casual, narrative discussions of research studies which typify our

attempts to make sense of the rapidly expanding literature (p. 3).
The basic premise for this research design involves combining findings of individual studies to
provide a more comprehensive analysis of the subject. This was accomplished by creating a data
collection sheet, which was used to highlight salient techniques and categorize each study into
three groups: hospital security, terrorism mitigation, and emergency management. When
completed, the five proposed research questions were juxtaposed with the techniques from the
three categories to determine what aspects of each could be used for comparison and what

statistical analysis, if any, could be performed through the narrative meta-analysis. It was
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determined that because of the lack of similar empirical studies available, no meaningful
statistical analysis could be performed. However, the three categories of literature were used to
develop the security assessment checklist (Appendix B), the terrorism threat mitigation matrix
(Appendix C), and provide a summary of emergency management techniques.

Consequently, the developed tools and synthesized emergency management summary
was successful in answering the proposed research questions. The success of which, was
determined by the validation of 16 professionals within the field of study (See
Acknowledgements). Their comments and suggestions were used to modify the tools, thus,
minimizing any shortcomings. These tools may be used as the basis for a process to ensure
hospitals maximize their efforts in assessing and implementing security and force protection
measures.

Additionally, an approximate cost for each terrorism mitigation technique was
determined to allow for a comprehensive analysis. This presents viable options coupled with
financial information about which techniques are more attainable. This will allow hospitals to
assess their threats and implement the most cost effective means for lessening the effects of a
terrorist act.

Expected Findings and Utility of Results

The findings should show that most facilities are ill prepared for terrorist attacks and that
by utilizing the proposed tools for assessing and implementing security and terrorism mitigation
measures, their hospital will become hardened against them. The utility of results has the
potential to create a single source for information and provide tools to serve as a basis for

evaluating and implementing security and force protection at medical facilities.
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Findings

The findings were consistent with the expectations showing hospitals are not prepared for
terrorist attacks. A GAO report entitled, Hospital Preparedness: Most Urban Hospitals Have
Emergency Plans but Lack Certain Capacities for Bioterrorism Response (2003), found that
most hospitals did not have the surge capacity or equipment to treat a large influx of patients
characteristic of a bioterrorist attack. Additionally, less than half of hospitals had even held drills
incorporating bioterrorism scenarios. Even though the focus was on bioterrorism, a large influx
of patients could occur with any type of terrorist attack or epidemic. Tara J. O’Toole, M.D.,
M.P.H., of Johns Hopkins Center for Civilian Biodefense Studies, stated, “Few, if any, hospitals
in America today could handle 100 patients suddenly demanding care. There is no metropolitan
area, no geographically contiguous area, that could handle 1,000 people suddenly needing
advanced medical care in this country right now” (Joint Commission Resources, 2006, p. 1).
Furthermore, common deficits in hospital preparedness and emergency response are
communication, disease identification, laboratory capability, sufficient Personal Protective
Equipment (PPE), hospital security, decontamination facilities, medical / pharmaceutical
supplies, training, and adequate disaster or terrorism response drills (Rubin, 2004).

Furthermore, the literature review should be viewed as a short synopsis of a “How To”
guide for emergency management. However, this should not be considered an exhaustive report
on the subject. The remaining findings and tools are contained within the next section entitled
Comprehensive Emergency Management. It was determined that the provision of information
within the current JCAHO structure for emergency management planning would be beneficial

for the evaluation and development of a hospital’s security and emergency management plans.
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The developed security assessment checklist, terrorism mitigation matrix, and resources are tools
to assist an organization in achieving a “Hardened” state in response to terrorism and other
perceived threats with a minimal amount of research and effort. The former Director of
Homeland Security, Tom Ridge, stated to the AHA:
If we are to secure our homeland ...our hometowns must be secure. The critical role you
play in that effort cannot be underestimated. The President’s executive order directed our
office to develop and coordinate a comprehensive national strategy to secure the United
States from terrorist threats or attacks. We must protect our borders, our people, our
physical and electronic infrastructure, our schools and businesses and, yes, our hospitals
(2002).
As leaders and administrators in the healthcare field, we have a duty to protect our patients and
ensure the safety of our staff. The time has come to make changes in our processes and increase
the security posture of our hospitals. The true results of this study will ultimately depend upon
the dissemination and use of information by healthcare facilities.
Comprehensive Emergency Management
Comprehensive Emergency Management is a concept, which guides entities through the
assessment of threats facing organizations through preparation, mitigation, and response

activities. Figure 5 illustrates the Life Cycle of comprehensive emergency management.
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Figure 5. The Four Phases of Comprehensive Emergency Management from the Department of
Veterans Affairs website (2006).
Essentially, these four phases represent a risk management program which provides the ability to
respond to natural disasters, technology emergencies, security, and terrorism. Each phase will be
discussed. However, the focus will be on hospital security and terrorism mitigation. Subjects
may be discussed in more than one phase to ensure the continuity of security measures or
terrorism mitigation within the life cycle of emergency management. This broad-spectrum
program may be tailored to any business or facility when following its basic principles and
procedures.
Mitigation Phase

Threat Assessment / Hazard Vulnerability Analysis

Jerry Mothershead (2004), a consultant for the Navy Medicine Office of Homeland

Security, states the two essential components of risk management are threat assessments and
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hazard vulnerability analyses (HVA). Threat assessments involve determining how probable
events (terrorism, natural disaster, etc) are likely to occur. In regards to terrorism, the
Department of Defense defines threat assessment as the process to conduct a threat analysis or:

A continual process of compiling and examining all available information concerning

potential terrorist activities by terrorist groups that could target the DOD Components or

the DOD Elements and Personnel. A threat analysis shall review the factors of a terrorist
group’s existence, capability, intentions, history, and targeting, as well as the security
environment within which friendly forces operate. Threat analysis is an essential step in
identifying probability of terrorist attack and the results in a threat assessment (DODD

2000.12, p. 34).

The threat analysis can easily be adapted for natural disasters, researching the type and frequency
of events on record to determine the probability of an act occurring. Identifying possible threats
facing your hospital or facility is only the first portion of risk management.

A more comprehensive analysis within the mitigation phase of emergency preparedness
is the HV A, the second essential component of risk management. The Hazard Vulnerability
Analysis combines the threat assessment with how the event would subsequently impact
business, property, and personnel, as well as, taking into account how well the organization is
prepared to react to the specified threat. The Joint Commission on Accreditation of Healthcare
Organizations requires that hospitals address the four phases of emergency management as they
relate to an all hazards disaster plan and conduct an HVA to determine threats and vulnerabilities
to the facility (Steinhauer & Bauer, 2002). As with most JCAHO requirements, there is no
specific HVA tool that hospitals are mandated to use. JCAHO only requires that facilities must

assess the risks and vulnerabilities of the facility and have plans to mitigate them.
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There are many HVA’s from which to choose. Some have scoring systems and some just
ensure you address how to respond to risks or hazards facing the facility. The American Hospital
Association (AHA) in conjunction with the American Society of Healthcare Engineers (ASHE)
developed a HVA tool that may be purchased for a small fee and can be found at www.ashe.org.
Another HVA tool developed by Kaiser Permanente (See Figure 6) was praised as a best practice
in OSHA’s Best Practice for Hospitals-Based First Receivers of Victims publication (2005) and
can be downloaded for use at www.healthcarefreeware.com/hlt ha an.htm. Figure 6 shows the
natural hazards matrix and the scoring system used. Additionally, the Kaiser HVA tool has four
matrices, which address natural hazards, technological hazards, human hazards, and hazardous
materials. Terrorism is addressed throughout the different matrixes. This self-assessment tool
automatically computes a threat percentage and summary of the greatest threats. Any of these
tools fulfill the requirement by JCAHO in conducting a HVA to be “all risks ready.” Most
importantly, this should be the first step in conducting any emergency management program to

prepare for threats or hazards specific to each healthcare facility.
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Figure 6. Kaiser Permanente HVA tool

Unfortunately, many facilities perform these analyses and address these questions
because they are required to do so, not because they want to do so. This fact may hamper the
usefulness of the tool and give communities a false sense of security and preparedness from their
medical centers. Joanne McGlown, an expert specializing in the medical response to emergency
management remarked, “Many hospital CEO’s falsely believe there is no threat” (Klein, 2003).
The harsh reality is that hospitals are now being targeted by terrorists as possible locations to
exercise their horrific designs. Embracing the need for terrorism and disaster response by

admitting the likelihood that these events can and do occur should indeed cause facilities to be
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better prepared to respond to any hazard they are confronted with. It may be appropriate to look
at hurricanes Rita and Katrina and the subsequent difficulties facilities had when responding to
these disasters. Senator Diane Feinstein (2005) of California commented, “Downtown New
Orleans’ Charity Hospital went unevacuated for days with no food, clean water, or basic medical
supplies” (p. 2). NBC news reported that 40 died at the flooded Memorial Medical Center in
New Orleans because evacuation efforts took too long and 34 drowned in the St. Rita’s nursing
home when the decision to guard in place verses evacuate was made (2005). Drawing from the
lessons learned with this past year’s failed disaster response to the hurricanes exemplifies the
need for healthcare facilities to prepare and practice all phases of emergency management.
Security Assessment

Amid all of the effort to make sure an organization is JCAHO compliant by performing a
vulnerability analysis, it is also important to review the security management plan. It is
imperative that a security assessment or audit is completed in conjunction with the HVA.
Suzanne Noble (2002) defines a security audit as, “a process of interviews and analyses of
existing conditions, identification of potential risks, analysis of the cost of those risks to the
organization, and finally, the creation of a plan to eliminate or minimize these issues” (p. 8). The
security audit process compliments the HVA by treating security as a vulnerability.
Consequently, the findings are then used to mitigate any shortcomings. This is often one of the
last things considered, as security is a non-revenue producing entity, thus, managers have a
difficult job convincing a board to fund it (Long & Pry, 2002). For this reason a security
assessment checklist was developed (See Appendix B) so that facilities could perform this much
needed function themselves, without needing to hire a consultant. The hospital may save

thousands of dollars by performing the security audit themselves. Ideally, the security manager
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should conduct the audit. However, they may not be as willing to criticize the shortcomings that
exist. Paul Sarnese (1997) recommends a multidisciplinary team approach consisting of
healthcare providers, nurses, facilities, and security personnel (p. 23). When a multidisciplinary
team is utilized, they must be trained in standards set by JCAHO and OSHA to provide a
complete and accurate assessment. Management must weigh the cost and benefit of either hiring
a consultant or conducting the security audit themselves.

Security guards.

When conducting a security assessment several areas should be considered. The first
component to evaluate is the security guards themselves. If the facility does not have guards, the
hospital should conduct a business case analysis to determine the cost and benefit of employing
security personnel. Areas to consider when performing a business case are acts of violence
within the hospital, crime in the parking area, and geographic location.

Evaluation of the security guards begins by ensuring the healthcare facility is hiring
trustworthy and competent security guards. Whether they are contractors or hospital staff, several
things must occur. It is imperative that before a guard begins employment with any facility a
criminal background check be conducted and the person is adequately trained. The key for a
successful security program is the education of all staff, especially the guards. The following
recommended security guard training list was developed from numerous sources of current
literature:

e Patient restraint and takedown procedures
e Visitor restraint until local law enforcement arrives
e Handcuff application

e Search and seizure of weapons and contraband
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e Basic Cardiac Lifesaving Skills (BCLS) certified

¢ Lock down procedures for the hospital

e Protocol addressing handling of media and VIP’s

e Customer Service Skills

e Key strategies to prevent or respond to workplace violence

e De-escalation techniques
It should be readily apparent as to why these things are essential for security staff and how these
could benefit everyone in the facility. Education is the least expensive measure you can
undertake within your security management program and can prove priceless when a staff
member recognizes suspicious activities and thwarts a rape, robbery, or potential terrorist act.

Security services need to be provided anytime the facility is open. If there is an

emergency department (ED) or in-patient capability the presence needs to be 24 hours a day
(Hodgson, 2003). The board of directors and CEO are responsible for determining what type of
security presence the facility needs. However, at a minimum the ED should have security or a
local law enforcement officer during the busiest times. The JCAHO environment of care
standards requires hospitals to ensure patient safety and thus security staffing should be adequate
to control access in the facility and safety of patients and personnel outside the hospital (Sarnese,
1997). Another suggestion is to have security guards rove within the hospital, parking areas, and
perform perimeter checks to allow employees to get to know the guards and vice versa, which
eases tension in critical situations because of their familiarity with one another (Klaas, 2005).
Another benefit of roving guards is that it decreases the number of security guards needed to

secure the area and decrease cost.
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Security during emergency management.

When emergencies occur, security staff needs to have access to recall rosters, phone lists,
information technology support, blue prints, emergency management plans, and evacuation
routes of the hospital. This will facilitate a fast and proper response to the situation at hand. An
emergency security-staffing plan must be created to ensure proper protocols for staff recall and
leave cancellations in desperate situations. Several key issues determine the success of security
during emergencies.

The first issue is to make sure security personnel are trained to respond in emergency
management situations. Marianne Klaas R.N. (2005), states, “The security department is
expected to be in the throes of any mass casualty influx resulting from a biological, radiological
or chemical incident” (p. 23). Weapons of mass destruction courses and training in current
threats such as avian flu should be mandatory for all security forces so they can assess potential
acts of terrorism on campus grounds. To ensure the security guards safety, personal protective
equipment (PPE) needs to be readily available and personnel should receive proper training on
how to use it. The most important emergency management training for security forces is crowd
control. As soon as patients arrive at the hospital they should be greeted at the entrance of the
parking area by security and a triage nurse directing patients where to go. This will reduce the
chance of possible chemical or biological contamination to the hospital. Security personnel need
to be present if decontamination activities are underway to eliminate unauthorized persons on the
site and control the patients being decontaminated (Sullivan & Donnelly, 2005).

Additionally, guards should be trained in the Hospital Emergency Incident Command
System (HEICS) and be familiar with their roles identified on the job action sheet for security.

The HEICS system is based on the Emergency Incident Command System and offers suggested



Hospital Security 35

leadership positions and simple check sheets containing responsibilities for each of these
positions. This system can be modified to a hospital’s specific needs, but already addresses the
“all hazards” response criteria.

The second key issue is communication. Generally, the largest criticism of disaster drills
or actual emergency operations is the inadequacy of communication between agencies and
within individual organizations. For this reason Jeff Rubin (2004) states, “This should come as
little surprise because similar complaints are expressed about everyday operations — that is, a
system that doesn’t work well under normal conditions shouldn’t be expected to do so under
extreme stress” (Communications section, para.l1). The HEICS system recommends that
communication be centralized in the emergency operations center (EOC). The EOC acts as the
brain, receiving information from all subordinate sections and then processes the data in the form
of a plan. The EOC then gives the sections individual responsibilities, which allows for a
collaborative response to the emergency. The transfer of information to and from the EOC will
determine the success of the response. Thus, without a sufficient number of dependable
communication devices, individuals may not have the best information to make decisions. Two-
way radios will be of short supply as cell and regular phones may become inoperable with heavy
traffic or damaged infrastructure. Whatever communication devices or system that is used needs
to be dependable and running 24 hours a day so when an emergency occurs the facility is ready.
The success of the security response will depend upon the communication between the guards
and the EOC.

The security response during emergency management operations is vital for a successful
response from healthcare facilities. However, the key security elements of communication and

training are severely degraded if they are not tested regularly. JCAHO requires a minimum of
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one emergency response exercise annually. Security staff must be involved in these exercises. If
possible, practical exercises should be conducted semi-annually, which with the addition of more
frequent tabletop exercises will ensure the proper preparation for all hazards (Rubin, 2004).

Management and staff security responsibilities.

The entire security of the hospital or healthcare facility depends upon the administration’s
ability to create a security management plan, ensure its implementation, and periodically
evaluate compliance. It is the responsibility of the board of directors and CEO to ensure the
safety of everyone within the hospital. Thus, management should make sure the following plans,
policies, and procedures exist and are current:

e Emergency Management Plan (EMP)

e Security management plan

e (Catastrophic emergency evacuation plan

e Workplace violence policy

e Visitor access policy

e Facility lockdown procedures

e Plan when to limit hospital access points
A separate plan for all of these items is unnecessary as long as each item is addressed within the
EMP. One point that does need to be emphasized is that the catastrophic emergency evacuation
plan should outline how the facility plans to remove patients out of the facility (Luizzo &
Scaglione, 2004). The days of simply stating, the plan is to “defend in place” are over as seen by
the horrific events that transpired because of hurricane Katrina. Too many lives were lost with
the decision to stay put. Therefore, look for future legislation to enforce practicing at least partial

evacuations on a regular basis.
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Management also has the responsibility to coordinate with local and state agencies to
ensure a collaborative response to terrorist or natural disasters. The Department of Homeland
Security’s report, The National Strategy for the Physical Protection of Critical Infrastructures
and Key Assets (2003) describes the need for health agencies to coordinate with local first
responders and set in place redundant communication systems encouraging a collaborative
response to disasters within the community. Healthcare administrators must be proactive in these
efforts to facilitate discussion within the community to designate the hospital as a key asset and
raise support for its protection during a crisis. This can be achieved by memorandum of
agreements with local law enforcement. The agreement should designate a security force that
will respond to the hospital during any mass casualty event supplementing the hospital’s internal
security (McAdams, Russell, & Walukewicz, 2004).

Hospital management is also responsible for other important aspects of security. These
aspects include ensuring compliance with JCAHO security standards, annually conducting a
HVA and security assessment, and regularly reviewing security issues to ensure identification
and resolution of shortcomings. Another important aspect of security that management controls
is the handling of terminations. This is important because disgruntled employees can be a
potential cause of workplace violence. Several ways to reduce risk is by only terminating
employees when a member of human resources is present, at which time access to email, patient
information, and voice mail are severed. Additionally, the human resources officer confiscates
keys and hospital identification badges at the time of termination. This reduces any chance the
terminated employee could access restricted areas of the facility undetected to perpetrate an act

of violence.
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Just as management has the responsibility to provide safeguards such as policies,
procedures, and physical security, the staff is responsible for applying the training they receive
and maintaining their awareness within the environment. Management can help the staff achieve
this goal by including security in the job description of every employee, thereby empowering
them to make a difference. The following list of training was compiled utilizing
recommendations from numerous sources of current literature. Thus, hospital staff’s initial
orientation and annual training should include:

e Workplace violence education and response

e Security awareness and responsibilities for staff

e Emergency response plan including individual staff responsibilities

e Patient decontamination and application of PPE

e Information about security codes and policies

e Procedures for accessing and utilizing emergency telephone numbers (fire, police,

HAZMAT, etc.)

e Protocols to report suspicious activities
To emphasize the importance of this training, the CEO or Chief Administrator should discuss the
topic of security and make it a top priority in order to help gain staff buy-in. One of the greatest
benefits of getting staff buy-in is that it is inexpensive and can make a huge difference in
reducing crime within the hospital (Moss, 2002). Consequently, training is of little use if the staff
does not have an opportunity to practice the skills they learn. Hence, staff members should have

the opportunity to participate in emergency and disaster drills at least annually.
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Emergency department security.

The emergency department is the gateway to the hospital and thus should have adequate
security measures in place to control access to the rest of the hospital, while protecting the
patients, visitors, and staff within the department. Security measures should be evident prior to
entering the ED. Vehicle access to the ED should be limited to emergency vehicles only, thus
implementing a standoff distance of at least 50 meters to decrease blast effects from a car bomb.
Additionally, the ED doors should have a blast film applied to windows to decrease flying shards
of glass and the ambulance bay doors should be blast resistant and equipped with a keypad lock
(Hodgson, 2003). Upon entering the ED, the patient should pass through a metal detector, or at
the very least should see a security guard to check identification and issue a patient or visitor
badge. Studies have shown that patients and staff feel safer when a metal detector is used
(Simon, Khan, & Delgado, 2003). Closed circuit television (CCTV) should also be implemented
and monitored as long as the facility is open. The cameras should be in view and focused on the
entrance, waiting room, and ambulance bay to stand as a deterrent for violence.

Emergency department staff and security should be trained in detection of and
confiscation of weapons, de-escalation techniques, and forensic evidence collection. Another
precaution is to call for additional security to be present in the ED when a patient arrives with a
gunshot or penetrating wound. This is especially important in areas with a high gang activity,
because the rival gang member may arrive at the ED to finish the job (McAdams, Russell, &
Walukewicz, 2004). Furthermore, by providing the ED with separate vending machines,
restrooms, and waiting areas, the facility reduces the occurrence of unauthorized visitors roaming

the halls after hours (Noble, 2002).
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Security for information technology.

Information technology security begins with the creation of a disaster recovery plan
(DRP). “A DRP is a comprehensive program detailing how an organization will react to
destruction of or severe damage to vital computer information. In addition to natural disasters it
should also address: power outages, worms, virus attacks, and hackers™ (Grigsby, n.d.) Disaster
recovery plans are required by the health insurance portability and accountability act (HIPAA).
The main thing to take away from the DRP is the answer to how the facility will backup data and
whether the backup should be located on or off-site. Moreover, the data information center must
be located in a restricted access area and be secured by locks, keypad and video surveillance
(Hodgson, 2003). This is especially important if your facility is utilizing the electronic medical
record.

Other elements of security for information technology exist as software and hardware on
the network. Hardware security measures consist of firewalls, routers, switches, and computers.
Software and protocol measures include passwords, firewalls, antivirus, security patches,
browser controls, VPN, SSL, and encryption. These security measures coupled with monitoring
the network for unauthorized access will help to ensure data integrity. As healthcare increasingly
becomes more automated and information driven, the information technology departments of
hospitals will continue to grow in numbers of employees and budgetary requirements. This will
require agencies to spend more on securing important healthcare data.

Facility security measures.

Utilities are the lifeblood of the hospital, because if there were no water, power, or gas,
the facility would cease to function. It is for this reason that special attention needs to be taken

with the security of utilities. Thus, the hospital’s power plant including water, generator, and
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telephone, needs to be secured by fencing, locks and monitored by CCTV 24 hours a day (Klein,
2003). Additionally, healthcare facilities should not feel overconfident that arson is not a threat
just because there is a sprinkler system. Each sprinkler system has a secure open stem and yoke
(OS&Y) valve, which controls the sprinklers. If this valve is not protected, then an arsonist could
shut the valve and set a fire. The OS&Y valve is supposed to be chain locked, but it could also
benefit from a fence and CCTV coverage. The facility is required by JCAHO and Occupational
Safety and Health Administration (OSHA) to check all fire equipment on a monthly basis to
make sure everything is functioning properly (Arterburn, 2002).

Another item of great importance is the protection and security of air intakes and Heating
Ventilating and Air Conditioning (HVAC) system. If these are located on the ground, it is easy to
contaminate the air supply with chemical or biological agents. The HVAC system could then be
used as a dispersion device for the agent. It is necessary that hospitals consider relocating any
intakes that are at or below ground level to at least 12 feet off the ground so it will be out of
reach of someone on the ground. However, the higher the intakes can be placed the better
(Department of Health and Human Services, 2002). Furthermore, parking areas are often
vulnerable to crime. Adequate lighting to overlap areas from one pole to another must be
achieved to eliminate shadows when a light is out. Facilities should also consider placing
cameras in the parking areas to decrease the chance of rape or theft (Hodgson, 2003).

The hospital needs to ensure compliance with OSHA and hazardous material (HAZMAT)
standards for sensitive items storage. Arterburn (2002) and Luizzo & Scaglione (2004) suggested
the following:

e Biohazard materials placed in locked freezers, incubators, and cabinets

e Inspect HAZMAT data sheets and secure hazardous chemicals or agents
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e Radioactive materials are in a restricted area and secured from visitor access
e Oxygen tanks and other medical gases storage area is physically secured by
fencing, locks and monitored via CCTV
¢ Gas and oil tanks are physically secured by fencing, locks and monitored via
CCTV
Storage is a big concern when the items could be used in a terrorist attack and thus any
hazardous agent must be accounted for and secured (Luizzo & Scaglione, 2004). Facilities are
also responsible for signage in and outside of the hospital. Outside of the facility, signs need to
direct patients in order to prevent them from wandering into unauthorized areas. Inside the
facility, signs should clearly mark off-limits areas with “Authorized Personnel Only” and direct
patients to high traffic areas. Adequate signage will help to increase patient satisfaction because
they will not have to ask staff where to go as much and it will help to ensure patients are where
they should be (Hodgson, 2003).

Securing hospital access.

Within the security assessment, securing hospital access is the most difficult to
functionally achieve because there has to be a balance between accessibility and security. The
facility must remain inviting and calming for patients and visitors yet ensure that sensitive items
are beyond the grasp of those who would seek to do harm (Healthy Options, 2002). Hospitals
located in a high threat area, such as urban city centers or national points of interest, should
consider a vehicle checkpoint placed away from the hospital. The following are procedures for
operating a vehicle checkpoint and were compiled from suggestions found in multiple sources of

literature:
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Incoming deliveries are screened to ensure no explosives or dangerous materials
are entering the campus, then allowed to proceed to the loading dock

All vehicles screened with a minimum of the driver showing an ID and reason for
visit, then the driver given a vehicle pass.

Facility has installed vehicle barriers as needed according to HVA

After hours deliveries procedures are in place

Monitored by CCTV

It is important that security be able to differentiate employee vehicles from those of patients and

visitors so that any suspicious vehicle may be identified. This includes hospital — owned autos

such as ambulances or other emergency vehicles (Arterburn, 2002). Along with screening

vehicles, all persons entering the facility must be screened utilizing the appropriate level of

precautions determined by the HVA. The following recommended procedures for high threat

areas were developed from numerous sources of current literature:

Employees wear their badges at all times while on campus

Employees name is large enough on badge to be read easily and has a color photo
stating what department they work in, credentials they hold, and an expiration
date

Procedures exist to handle lost / stolen ID cards and what employees must do
when they arrive without one

Visitors will show ID and sign-in and out and receive a visitor or patient badge
which must be visible at all times

Bags and boxes screened for weapons and contraband
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e Policy in place for refusal of access to people who do not have positive
identification or do not have a legitimate need to enter the site
e All contractors / vendors report to a central site to sign-in and receive distinct
badges
e All visitors, patients, contractors, and vendors briefed about authorized areas they
can go within the facility
e Policy that if visitors are found without a badge they will be escorted to security
Additionally, it is also better if the facility utilizes one main entrance to funnel the traffic where
the hospital wants the visitors and patients to be. This helps to deter crime because the
perpetrator would have to exit where they are being monitored (Hodgson, 2003).

A less invasive approach to monitor high-risk areas is the use of CCTV. Cameras can be
placed almost anywhere and have the ability to be viewed and recorded via the computer
network. This is a nice tool for administrators and security staff to be able to see what is going on
in the facility from any computer (Leonidas & O’Donnell, 2005). Initially, there is a high cost to
install CCTV. However, savings can be realized by reducing security staffing. One of the
benefits of CCTV is that it takes fewer security guards to monitor the campus. Several other
areas that should have limited access are the pharmacy, laboratory, medical records, and the
mother — baby unit. These areas should have keypads or locks installed, CCTV monitored during
operating hours, and roving security. It is important to realize that access to care does not mean
access to the entire facility. The world has changed since 9/11 and the healthcare industry must
adapt to the new threats. Hospitals that embrace security will be better prepared to deter

terrorism and crime on campus.
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Hazard Management

Terrorism and crime mitigation.

Unfortunately, assessing the local threats to a facility is not enough. Once the hazard
vulnerability analysis is complete, the identified threats can be mitigated through controls. Jerry
Mothershead (2004) describes mitigation activities as controls taken to eliminate or reduce the
vulnerability of the facility to threats through deterrence and prevention. Furthermore, Fredrick
G. Roll, President of Roll Enterprises explains how to mitigate terrorism by asking, “If [ wanted
to shut this place down, what would I do and how? Then put counter-measures in place to
prevent that from occurring” (Hodgsen, 2003, p. 18). Asking this question is the key to
protecting hospitals. One must first think about possible strategies that a terrorist might use to
target a facility, before creating a plan to defend against it. Administrators’ hoping that their
facility will not be subject to terrorism is certainly a strategy some might employ. However,
initiating a plan to mitigate weaknesses within a hospital will not only help protect it from
terrorism, but also from violent crime on campus.

A realistic approach to protecting your staff, patients, and visitors must be a coordinated
effort in response to real threats facing the hospital. Terrorism may be a distant threat in rural
areas compared to urban city centers, but it still needs to be addressed. A more practical
approach for clinics and rural facilities is to secure themselves against violent crimes.
“According to the National Institute of Occupational Safety and Health, hospital workers
experienced assaults at the rate of 8.3 per 10,000 employees in 1999, more than quadruple the
two assaults per 10,000 employees in other sectors™ (Shinkman, 2003, p. 10). Many of the
mitigation techniques, which protect patients, employees, and visitors, may be effective in

deterring terrorism as well.  Administrators should not hesitate to employ terrorism mitigation
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techniques because many of them do not carry a high price tag. The cost associated with
terrorism prevention is certainly a factor when choosing which techniques to use. For this reason,
I created a matrix to provide administrators with options for implementing terrorism and crime
prevention techniques within their facilities (See Appendix C). The terrorism mitigation matrix
also provides products and vendors with a per unit price for each product included. These
vendors and products were chosen randomly using internet search engines and no endorsement
or payment was received to advertise these vendors or products. They are meant to be a resource
to save time and provide information about current technology and existing programs.

Terrorism mitigation techniques can be divided into several categories: procedural,
training, technology, and architectural design. Each of these categories provides different
approaches to prevent terrorist attacks. Some of these techniques are very inexpensive and some
should be reserved for urban areas that are more prone to terrorist and crime activity. Each
facility differs in needs, financial stability, regulatory requirements, and restrictions, which make
it impossible to create a specific list of products or measures for each hospital. Therefore, the
following is a general discussion of areas hospitals must address in order to determine if threats
facing each facility require a mitigating technique to reduce the risk.

Procedural techniques.

Simply adjusting inadequate policies and procedures will strengthen security measures at
any facility. Of course, the price is right too. Generally, there is little to no added cost from
exercising procedural techniques designed to combat terrorism. Some procedural policies or
techniques that can strengthen security measures are:

e Visitor access control policy exists and is up to date

¢ Employment of security forces
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e Security management plan exists and is up to date

e Emergency response plan exists and is up to date

e Loading dock / receiving protocols exists and is up to date

e Mailroom safety protocol exists and is up to date

e Stockpiling of immunizations / antibiotics / antivirals for community response

e Procedures in place to access the Strategic National Stockpile (SNS)

e Employee ID badge policy exists and is up to date

e Community collaborative partnerships exist

e Advocate for workplace violence legislation
This list was developed from suggestions found in numerous articles in the current literature.
These policies and procedures should be evaluated annually to ensure they still meet the needs of
the health center. In the security assessment section, techniques were discussed to assess a
hospitals security program. In this section, the discussion of the same techniques will focus on
available products, best practices, and services available to healthcare facilities to strengthen the
hospital’s security program.

The most important procedural technique for a facility is to ensure that the following
plans and procedures exist and are up to date; security management plan, emergency response
plan, loading dock and receiving protocol, and mailroom safety protocol. The security
management plan will outline exactly how the facility plans to conduct security by determining
responsibilities for the who, what, when, where, and why. It should also state how often to
review the plan. The components of the plan should contain a threat assessment, vulnerability
analysis, security assessment, and terrorism mitigation techniques, which should be incorporated

into the hospital’s strategic plan and made adjustable to the hospital’s needs. Either the hospital
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board or a consultant can assist in accomplishing these tasks. The emergency response plan
should outline simple plans and procedures during emergency operations for the staff to follow,
ensuring the safety of employees, visitors, and patients. As previously discussed, the HEICS
system can be used as a model to develop the health center’s emergency response plan. The
national standard for hospitals emergency management program is the HEICS system, which can
be downloaded free of charge at http://www.emsa.ca.gov/Dms2/download.htm.

The loading dock and receiving protocol should address how trucks are authorized to
visit the dock, vehicle and supply inspection, and driver validation. The policy must also address
the need to immediately process and inspect shipments prior to moving them inside the facility
(Arterburn, 2002). Many sample procedures are available online, one of which is at
http://securitysolutions.com/mag/security_security_hot_spot_3/.

Mailroom security received increased attention during the anthrax scares in 2001. The
likelihood your facility will be the victim of anthrax contamination may be remote, but other
dangers exist such as explosives, which require attention. The United States Postal Services
(USPS) suggests procedures that will help your security, which can be found at
http://www.usps.com/communications/news/security/mailcenter.htm.

Visitor access control is undoubtedly the most difficult task to accomplish in hospitals.
This is usually because of multiple entrances and exits coupled with the volume of patients,
employees, and visitors that enter the hospital on a daily basis. Nevertheless, controlling access
within the facility can be made much easier by using sign — in sheets and ID badges that are
distributed at the entrance. This helps the staff identify visitors from patients and allows them to
direct visitors to appropriate places within the hospital. There are many products available to

assist with this task. One is a carbon — backed commercial sign — in sheet that produces a
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temporary badge for patients and visitors to wear and provides a record of who entered the
facility. This is a relatively low cost solution to access control. In addition, many hospitals have
produced their own sign-in sheets and use badge holders to carry their driver’s license or other
picture ID while in the facility.

This may prove to be a difficult process if the facility has a large number of entrances.
Management should consider reducing those numbers, if necessary. It is best if the hospital
utilizes a main entrance with a reception desk to sign-in at and personnel to direct patients where
to go (Arterburn, 2002). A security guard could run the reception desk providing an initial
security presence where patients and visitors enter the facility. Employing a security force is a
tough decision for management, because the service is a non-revenue producing expense.
However, when a violent act occurs within a hospital, managers and boards are willing to
purchase very costly items or services to combat violent crime (Long & Pry, 2002).

Another procedural technique is to require staff members to wear photo 1D badges listing
name, credentials, department, and the expiration date of the badge (Arterburn, 2002). Even if
the person plans to stay for years, a new ID needs to be created every couple of years because
people’s identifying characteristics change over time. How often have you observed an ID where
someone looks 10 years younger, has a mustache, and a full head of hair? Now that person is
bald, wears glasses, and no longer has a mustache. There are a multitude of computer programs
that will create ID badges and the price range is just as variable. The ID’s will print on either a
regular printer or a specialized ID printer, which will print on plastic badges or other material.
Smaller health centers where everybody knows each other could use a cheaper program, where
the danger of creating a fake ID badge is relatively low. However, larger facilities should

consider using a program that allows holograms and other high-tech options to deter counterfeits.
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Membership within community collaboratives or community-based organizations
provides excellent opportunities for hospitals to help strengthen their emergency response
capability. These organizations help to combine resources within the community that can be
mobilized during an emergency and help augment the healthcare response. Memorandums of
agreement or understanding should be written to outline exactly what each organization will do
before, during, and after an emergency. These groups also may be able to assist the local health
organizations to lobby for legislation to fight workplace violence within hospitals by asking laws
to be passed making assaults occurring against healthcare personnel felonies. Some states have
been successful in implementing such laws and have seen a decrease in healthcare related
violence.

Of current and future concern is the ability of healthcare organizations to respond to
local, national, and worldwide epidemics by maintaining a local immunization and medication
stockpile. Whether the threat is natural such as the avian flu or manmade biological terrorism,
emergency departments and public health agencies need to be ready to treat affected patients.
Nevada Hospital Association created a model and plan to deal with these scenarios, which can be
downloaded at http://www.nvha.net/bio/postings/prophyguide.pdf. This plan also discusses the
need to ensure the safety of the family members of hospital workers and suggests procedures by
which this may be accomplished. By taking care of the family members, there is an increased
chance that healthcare workers will show up for work during biological emergencies (Bullard,
Strack, & Scharoun, 2002).

It is also necessary for communities to understand how the Strategic National Stockpile
(SNS) is accessed and the political chain that needs to be contacted to grant federal aid. The state

governor has to contact DHS or the CDC to request SNS support. Discussion of the process is



Hospital Security 51

found on the CDC website at http://www.bt.cdc.gov/stockpile/. These procedural techniques to
combat terrorism can be very inexpensive if the facility chooses to provide current manpower to
accomplish the tasks involved. High-risk hospitals should consider hiring a security consultant to
ensure appropriate mitigation of threats through the development of plans and procedures.

Education and training.

Education and training is another terrorism mitigation technique effective in decreasing a
hospitals risk from attack. The risk decreases because employees increase their awareness about
terrorism, as well as their environment. A myriad of training programs exist to educate
employees about terrorism ranging from no cost to high cost. I suggest the following topics of
training for hospital employees:

e Basic Terrorism Awareness

e (Gang Awareness

e Chemical, Biological, Radiological, Nuclear, Explosive (CBRNE) Training

e Security Competency Training for Security Staff

e Diagnosing Chemical and Biological Illnesses for First Responders
Training hospital employees does not have to be time consuming and cost prohibitive as there
are many free online training sources for antiterrorism. This training should encompass an
overview of terrorism including what to look for and how to spot suspected terrorist acts. A free
basic interactive tutorial about terrorism can be found at https://atlevel 1.dtic.mil/at/. Another
useful website lists free training that the federal government sponsors. It is located at
http://www.fema.gov/compendium/course_search.jsp?style=FEDDEPARTMENT.

Advanced training about terrorist weapons or CBRNE training should be mandated for all

triage personnel and physicians, because these providers will be responsible for their care if they
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arrive at your facility. The triage nurse has the greatest responsibility for ensuring the emergency
department does not get contaminated by one of these patients and should be familiar with the
signs and symptoms of CBRNE attacks (Sullivan, & Donnelly, 2005). This great responsibility
on the emergency department will be reduced, if the staff feels comfortable and knowledgeable
about CBRNE injuries. A complimentary online course is provided for healthcare personnel at
http://www.swankhealth.com/USAMRIID.html. It is imperative that hospital staff receive
training because, “Emergency departments will not only respond first, but will deal with a
multitude of issues surrounding a bioterrorist attack...These split-second decisions will often
draw the line between who lives and dies” (Sharoun, Caulil, &Liberman, 2002).

Gang awareness training is suggested for all health centers and should be mandated for
inter-city hospital employees. The National Alliance of Gang Investigators Associations (2005)
remarked,

Once found principally in large cities, violent street gangs now affect public safety,

community image, and quality of life in communities of all sizes in urban, suburban, and

rural areas. No region of the United States is untouched by gangs. Gangs affect society at

all levels, causing heightened fears for safety, violence, and economic costs (p. 6).
Hospitals should contact local law enforcement agencies to schedule in-service training about
community gangs, their culture, and information of how to recognize and react to potential
violence.

Finally, security forces competency training should be required for all hospital security
personnel. This should be written into the contract, if the guards are contracted through a larger
corporation. Personnel need to ensure that the guards are qualified and have the necessary

training for the hospital environment (Gonzalez, 2002). Marianne Klaas R.N. states that
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knowledge of HEICS, meet and greet, environment of care and safety, restraints, crisis and
workplace violence prevention, handcuffs and forensics, weapons / drugs surveillance and
confiscation, as well as, local and state criminal codes and standards, should be required of
healthcare security officers (pp. 22-23). There are several agencies that certify security
professionals, which may help to ensure a hospital’s security services are adequate. The
International Association for Healthcare Security and Safety (IAHSS) provides a certification
specifically for hospital guards. They provide training materials and offer basic and advanced
certifications via onsite and self-study courses in healthcare security requiring the participant to
pass knowledge based exams prior to earning the certification. Information about obtaining
IAHSS certifications are found at http://iahss.org/cert_welcome.asp.

Technology mitigation measures.

Technology can assist greatly in mitigating terrorist threats. This section will provide
brief descriptions of current technologies that may assist hospitals’ security efforts. Specific
pricing and sources for these products are found in the Terrorist Mitigation Matrix (Appendix
O).

Metal detectors are quickly becoming commonplace at large venues, government
buildings, and the emergency department entrance. Placing a metal detector in the emergency
department often makes patients and employees feel safer (Simon et. al, 2003). Subsequently,
metal detectors coupled with continued awareness and training of staff can help to deter violence
and terrorism in the emergency department.

Several technologies exist to help prevent unauthorized access to sensitive areas within
facilities including keypads, keycards, proximity cards, manual locksets, biotechnology

recognition, intrusion alarms, and passive door alarms. Since 9/11, the Office of Homeland
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Security is urging hospitals to screen all incoming persons, upgrading to card access
technologies, dead bolts, door alarms, and utilization of CCTV (Luizzo & Scaglione, 2004). All
of these systems accomplish the same thing, which is to stop unauthorized access.

For this reason, it is only necessary to define or describe what each device does. Keypads
are generally a numbered 9 — 10 digit pad located outside of sensitive areas requiring access
codes for entry. Keycards generally have a magnetic strip that must be swiped in a card reader
located outside doors to a sensitive area. Proximity cards are similar to keycards except the card
only has to come within a certain distance to the sensor causing the door to open. Manual
locksets are tried and true security, but remain inconvenient for high volume access.
Biotechnology such as iris or fingerprints scans are resistant to theft and counterfeit, assuring
access to only authorized personnel. Many theme parks are utilizing this technology for season
pass holders to reduce the loaning of passes to others and the loss of revenue. Intrusion alarms
combine infrared sensors, passive microwave, and perimeter-sensing capabilities to ensure
unauthorized access cannot be achieved at the perimeter of the grounds and sensitive areas
within the facility. Passive door alarms are simply magnetic contacts alerting personnel, when an
emergency exit door is opened. The difference between these technologies is the level of
convenience the system can offer including multiple functions that may even reduce the need for
a larger security staff. For instance, if the emergency department is isolated by an access system,
the chance of unauthorized, after-hours access to the rest of the hospital greatly diminishes.

Communications are generally a headache for hospitals even when everything is running
smoothly. When emergencies occur, communication may break down. The number one concern
that arises after disaster drills is the need for better communication equipment and more of it.

Building redundancy into the communications system is imperative and can be accomplished
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with satellite phones, emergency-banded communication systems, and pa systems (Glick,
Jerome-D’Emilia, Nolan, & Burke, 2004). The main requirement for a communications system is
the ability to stay in contact with other hospitals, law enforcement agencies, and public health
channels. As long as the system can accomplish this and provide enough units for internal
communication, it should be adequate. One option is a starter communication system found at
http://www.warningsystems.com/starter_system.htm.

Explosive and chemical detection devices are technologies available for vehicle and
cargo inspection stations. These are hand held devices offering maximum portability and
flexibility for defense against terrorism. This is extremely important, because one of the most
likely terrorist threats is a vehicle borne improvised explosive device (IED). One option for
detection devices is found at http://www.sitebuys.com/explosive_detector.html.

Infant abduction systems have become very sophisticated with RFID technology. A
bracelet or ankle band is placed on the baby and then monitors are placed throughout the facility
to determine the exact location of the infant. This is usually accompanied by an alarm that is
triggered if the baby is removed from the mother baby unit. This technology also may be
attached to equipment, decreasing theft of wheelchairs and other easily lost items (Noble, 2002).
One example of the product can be found at http://www.securecare.com/KinderGuardID.htm.

Disaster recovery plans for information technology systems are quickly increasing in
popularity and necessity. JCAHO requires a disaster recovery plan for information systems to be
in place to mitigate disasters (Joint Commission Resources, 2005). As the medical record
becomes electronic and hackers and other criminals attempt to acquire and or destroy this
information, redundancy of data is necessary. These plans call for secondary data repositories to

be housed at a separate location from the primary site. New contractors are offering these
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services at an affordable rate to ensure data is not lost (Grigsby, n.d.). One such disaster recovery
service is found at http://www.agilityrecovery.com/.

Panic buttons are old technology being utilized in new ways. Many facilities are placing
panic buttons where money transaction takes place or at reception desks to notify security of
problems. This is a very simple low cost option to help decrease violence (Klein, 2003).

CCTYV is becoming more useful with new technology. Options such as digital recording,
facial recognition software, thermal cameras, day / night cameras, and motion — sensing cameras
offer significant upgrades and are possibly the greatest security tool for hospitals (healthy
options, 2002). Digital recording allows continual recording during playback modes, as well as,
affords the opportunity to view camera feeds from any computer on the network. Facial
recognition software stores video clips of individuals within the facility. It also offers the ability
to go back into video logs and pull all possible encounters with a person that have been in the
facility as long as a security camera recorded them. This technology helps to identify
perpetrators of theft, recently fired personnel, and anyone who has caused problems on campus
in the past.

New cameras such as the thermal camera allow security staff to locate intruders in the
dark or hiding behind objects by illuminating heat signatures. Another useful camera is the day /
night camera, which offers high-resolution color feed during the day and monochrome feed
during the night. Additionally, motion sensing cameras focus on movement around them and
then go back to a standard position when no motion is detected (Leonidas & O’Donnell, 2005).
These new technologies can certainly augment current CCTV devices hospitals utilize and they
offer more options to deter crime, violence, and terrorist activity. Examples of each of these

technologies, including websites are contained in Appendix C.
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Achieving terrorist mitigation through design.

Terrorist threat mitigation by design is ultimately the highest measure of protection a
hospital can provide. This type of mitigation is necessary when all other security measures fail
and a breach occurs. A hardened facility will have the best chance of protecting employees,
patients, and visitors from blast effects. The best example of a hardened facility is in the heart of
Washington D.C.. Project ER 1 is the best practice for mitigating terrorism through design. More
information and resources utilizing design as a threat mitigation tool can be found at
www.erl.org. Dr. Michael Pietrzak, the director of ER one states, “The thought process behind it
is if you design from the ground up, ultimately you have more capability , and it can be done at
less cost than a retrofit” (Hodgson, 2003, p. 22). This begins with an architect who not only has
experience designing hospitals, but also with security engineering. Next, the board must
determine what Dr. Pietrazak calls the ‘critical axis,” which are “specific areas and infrastructure
that are essential to maintain the effectiveness of the hospital” (Pietrzak, 2004, p. 1). These areas
may include the emergency department, intensive care unit (ICU), surgery suites, laboratory,
radiology, pharmacy, food supplies and services, and facilities such as water, med gases, power,
ventilation, and communication systems (Pietrzak, 2004). Once the critical axis is determined,
the architect then can implement design modifications to protect these areas against perceived
threats, taken in order of likelihood from the HVA.

This section will discuss design measures to mitigate possible terrorist attacks. Each
design measure is associated with an actual product to utilize as a resource found in Appendix C.
However, this independent product research should not be considered as best pricing or the best

product that exists. They are meant to give the reader a general idea of what each measure might
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cost in a facility and they do not include the labor price to install them. These figures represent
per unit costs and each design measure may require multiple units to incorporate within the
overall security management plan.

One of the simplest design measures is to ensure parking areas have adequate lighting.
Proper lighting will help alleviate crime such as vandalism, theft, and rape. Most hospital staffs
are comprised of women and they must feel safe, especially in today’s competitive nursing
environment. Hospitals likely will fall subject to a nursing shortage if the facility cannot protect
the staff (Long & Pry, 2002). The parking lot lighting design needs to have overlapping cones of
light so that if one light burns out there still will be adequate lighting within the area (Hodgson,
2003). Lighting itself will not solve all of a facilities parking lot issues but coupled with
technology and roving guards, most crime should be eliminated.

Another design measure is the location of nursing stations on wards. This can play an
integral part in decreasing security manpower requirements by having employees’ eyes on the
entrance and exit of a ward constantly. This of course is of utmost importance on the mother
baby unit to protect the innocent and helpless from abduction (Hodgson, 2003).

Decontamination site location is critical during HAZMAT and CBRNE incidents. A
contaminated patient who is allowed in the facility may quarantine part or all of the hospital and
cause it to become closed to normal operations. The hospital should be locked down during
decontamination operations and the emergency department then becomes the point of entry once
the patients have been decontaminated. The decontamination site should be located away from
the main facility, as it is very difficult to keep from contaminating other areas of the hospital.
Mobile DECON shelters or a separate building away from the main facility can reduce the

possibility of hospital contamination (Siegelson, 2000). Not only is the location a design



Hospital Security 59

consideration, but also the collection of contaminated water. The disposal of this contaminated
water must comply with local and state environmental regulations including those mandated by
the Environmental Protection Agency (Vogt & Sorensen, 2004). This collection may be easier if
a permanent structure is built with drainage to a large collection tank.

Air handling in hospitals is a massive design issue with real consequences for protecting
the facility from terrorism if safety measures are not taken. HVAC systems can be built with
materials that decontaminate themselves such as ionic silver plating. Additionally, the use of
HEPA filters, which remove 99.97% of particulate matter, reduces the risk of chemical and
biological contamination in the hospital. Furthermore, laboratory and clinical personnel working
within a biological testing environment will require negative pressure ventilation. This is a
precaution because of the possibility the lab will have to operate at maximum capability during a
biological event (Siegelson, 2000). Of most importance are the air intakes to the HVAC systems.
These should be located at least 15 feet off the ground and have a mesh metal grate covering the
inlet. This inlet should be sloped at a 45-degree angle to keep from having substances thrown

into the intake (See Figure 7).



Hospital Security 60

Protecting Outdoor Air Intakes

Figure 7. Protecting outdoor air intakes from (Department of Health and Human Services,
2002).

For more information about HVAC and intake systems visit www.cdc.gov/niosh/bldvent/2002-
139.html.

In addition to HVAC systems, surface decontamination should be a high priority. Blister
switches rather than traditional toggle switches are easily cleaned and decontaminated. The use
of seamless surfaces combined with rounded corners eliminates areas that are hard to
decontaminate. The use of ultraviolet light kills airborne bacteria and reduces the chance of
nosocomial infections. Combining these design measures with self-decontaminating materials
such as paint, treated wall coverings, and ionic silver drains, will results in a room that is highly
resistant to bacteria and cross-contamination of patients (See Figure 8). Surface technologies and
design measures combined with HVAC systems help achieve an immune hospital environment

(Pietrzak, 2004).
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Figure 8. Surface technology for immune building environment (Pietrzak, 2004).

Design measures can help ensure only authorized access onto campus grounds. This
begins with a fence, wall, or change in landscape to differentiate the hospital property from
surrounding businesses or the community. These simple measures will help funnel patients,
visitors, and staff to authorized vehicle and pedestrian entry points. Vehicle checkpoints screen
in-coming vehicles for explosives and weapons that could harm individuals or damage the
facility. The design of these checkpoints is crucial to its effectiveness. There must be bollards
and pop up barriers to keep vehicles from ramming through the checkpoint. An example of a

checkpoint is shown in figure 9.
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MultiH ane Access Chack Points

Landscape Bamers

Figure 9. Vehicle checkpoint design (Pietrzak, 2004).

Design measures for blast mitigation undoubtedly offer the greatest protection for those
within the facility, but are often expensive in their implementation. Administrators must review
their HVA and determine what measures are necessary to protect patients and employees. The
most useful design measure and cheapest in mitigating blast effect is standoff distance (Pietrzak,
2004). Standoff distance is the distance between the building and barriers or natural landscape,
which a vehicle could not gain access. The main reason this is so important is the energy from
the blast wave dissipates very rapidly and the greater distance from the blast, the less damage
occurs. The Department of Defense (DOD) implemented new design standards as depicted in
figure 10. The required minimum standoff distance from a controlled perimeter for new DOD

construction is 25m or 82ft (FEMA, 2004).
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DoD Stand-off Distance
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Figure 10. DOD standoff distance for new construction (FEMA, 2004).

Landscape features may be utilized like bollards for standoff distance. Larger mounds
and boulders may serve as natural blast walls to decrease blast wave propagation. If landscaping
is not an option, blast walls and external facade shields can provide even better protection for
buildings on campus. Blast walls are generally large reinforced concrete barriers located on the
perimeter of campus next to roadways. The fagade shields are panels that absorb blast effects and
minimize damage to the building structure. Heavy concrete is used when building new projects
in order to minimize blast effects, as well as provide radiation protection. Concrete is a superb
material for attenuation of radiation. Additionally, ferric particles can be added to the concrete to

provide further protection against radiation (Pietrzak, 2004).
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Recent concern has been expressed related to the prospect of an ambulance approaching
the emergency department entrance and detonating a vehicle borne IED. This scenario could be
mitigated by designing emergency departments such that they could prepare for a blast. Blast
mitigation measures for buildings include doors and windows. The hospital should consider
installing a blast resistant ambulance bay door in the emergency department and possibly design
the ambulance bay away from a main corridor. This would eliminate a direct line of sight
between the door and the department (Hodgson, 2003). Windows can have an anti-shard film
applied to them, which decreases the chance projectiles are created in the event of a blast.
Another alternative is to purchase blast resistant (bulletproof) glass for high-risk areas.

An overlooked mitigation measure in design is to use overpressure outlets that will
decrease the blast wave pressure inside buildings, thus decreasing damage to the building and the
severity of injuries to personnel. “The degree of damage resulting from the blast wave depends
upon the magnitude and duration of the peak overpressure, which, in turn, depends upon the
explosive force and the environment in which the explosion occurs” (Frykberg, 1988, p. 573).
The overpressure outlets allow the pressure a way out of the building without destroying walls.
An example that some might be able to relate to from their youth is that of a large firecracker and
a mailbox. If you place that firecracker in the mailbox and just close the box door, the door will
fly open and there will be little damage inside the box. However, if you take that same
firecracker, place it in the mailbox, and secure the door with tape, the mailbox will likely be
destroyed. The overpressure outlets work in the same way allowing the pressure to escape and
decreasing damage to the rest of the structure.

Internal blast mitigation techniques include anti-shard wall coverings and

compartmentalization. Anti-shard wall coverings are panels, which have KEVLAR or another
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material that protects inhabitants from flying objects in the event of a blast.
Compartmentalization is a design technique used to zone off or compartmentalize components
within hospitals. It may involve strategically placing hallways in between outside walls and
departments or other similar buffering types of design (Hodgson, 2003). The bottom line for all
of these terrorism mitigation efforts is that it is far cheaper to implement them in the initial
design and building of facilities than to try to retrofit them later. Those facilities for which
retrofitting is not an option, can significantly reduce the chance of damage by terrorism through
updating their policies and procedures, implementing antiterrorism training programs, and
utilizing new technologies for hospital security.

Preparedness Phase

Hospital emergency management is a complex multifaceted and resource intensive
obligation that healthcare facilities must facilitate. There are many opinions about what should
be done and how to perform emergency management functions. Emergency Management is well
documented and there exists somewhat universally accepted techniques to address requirements
facing hospitals. For this reason, only a short summary of techniques will be presented.

The four phases of emergency management consist of mitigation, preparedness, response,
and recovery. The mitigation phase has already been discussed in the threat assessment and
hazard management sections, which consists of identifying hazards and threats culminating with
the development of an HVA and implementing controls to mitigate the threats. The preparedness
phase includes planning, training, and conducting exercises to test, evaluate, and revise a
facility’s emergency management plan (Mothershead, 2004). Planning is the key that opens the

door to success. The old adage, “if you fail to plan, you plan to fail,” remains true today.
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Disaster Planning
The result of disaster planning in hospitals should be the creation of the emergency

management plan. The EMP itself is useless if it is created with the sole purpose of maintaining
JCAHO accreditation or is not followed when the emergency occurs. The EMP needs to be a
functional tool that is implemented easily in the event of an emergency to facilitate the medical
piece of incident management within the hospital, locally within the community, and regionally
in support of larger disasters. This does not mean that the first time an individual opens the EMP
is during an emergency. Rather, they should be familiar with their roles and responsibilities and
be trained to act in whatever position they hold. However, since we cannot choose when
emergencies occur and will not be guaranteed to have all of the trained personnel available, the
EMP must be simple enough that anyone can respond by fulfilling the required responsibilities.
According to K. Joanne McGlown, Ph.D. (2004, p.16), a healthcare facility’s plan must address
the following:

e Risk analysis and hazards vulnerability analysis

e Incident Management

e Surge capacity

e Protection of direct caregivers

e Provision for continuity of the daily (standard) levels of care

e Management of mental health and special — population needs

e Public education and involvement

¢ Redundant communications and process capabilities

e Periodic testing through communitywide drills and exercises

e Types and quantities of PPE and other protective items to be stocked
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e Decontamination capabilities

e Regulations and standards that direct or mandate action
Additionally, Donald White (2002), director of safety and security at the Northern Virginia
Mental Health Institute suggests the following considerations when developing emergency
response plans:

e Power

e Foodstuffs

e Utility water treatment

e Medication

e Communications

e Shelter

e Transportation

e State agencies

e Local agencies

e Personnel

e Vendors
Furthermore, JCAHO has provided a checklist for emergency management that also addresses

considerations for disaster preparedness (See Figure 11).
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Emergency management checklist

Figure 11. JCAHO emergency management checklist (Joint Commission Resources, Inc., 2001).
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The culmination of these items for consideration provide a comprehensive list which hospitals
can build upon to attain an “all hazards™ approach in emergency management. A brief
description of the most important planning items is warranted to provide adequate explanation of
the level of preparation to consider.

First, it is important to address the regulations and standards that direct action taken by
hospitals. OSHA mandates certain actions be taken to provide for the safety of patients and
employees of healthcare facilities. An example would be the requirement that training be based
upon the duties and responsibilities of each responder for HAZMAT incidents (Sullivan, &
Donnelly, 2005). This would apply to any emergency response activity in which employees
participate. JCAHO requires any accredited facility to uphold standards, such as the Environment
of Care Standard. This standard asks facilities to develop plans and prepare for emergencies
adopting an “all hazards™ approach, so that, facilities will be ready for any disaster. JCAHO also
requires hospitals EMP’s to address the four phases of emergency management (Steinhauer, &
Bauer, 2002). Furthermore, hospitals must perform two disaster drills annually, one of which
may be a tabletop exercise (Glabman, 2001). These authoritative organizations provide
guidelines and mandates, which require that facilities prepare for threats in order to protect
everyone within their respective areas of responsibility.

Possibly the single most important consideration for emergency planning is to determine
how to protect the healthcare workers within the facility. This begins by ensuring there are
appropriate “Lock Down” procedures for the hospital and adequate law enforcement or security
guard presence in order to provide for crowd control. Additionally, adequate amounts of PPE
appropriate for the threat should be readily available for any employee that may come in contact

with a chemical or biological agent. Furthermore, healthcare workers may be hesitant to report to
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work when a biological threat or natural disaster occurs, for fear of placing themselves or their
families at risk (Bullard, et al., 2002). This should be of extreme importance to administrators
because without personnel to staff a hospital, it becomes inoperable. After a large tabletop
exercise for bioterrorism participants stated, “Pre-planning for families of healthcare workers
was thought to be crucial. Identifying secure locations for families to stay, potentially near the
hospital, prioritizing family members for vaccine or prophylaxis, and arranging for childcare
facilities were seen as high priorities” (Henning, et al., 2004). Ensuring that employees’ families
are taken care of will help alleviate concerns of abandonment and posture the facility to remain
viable during emergencies.

Communication is possibly the most important consideration next to taking care of the
staff. Almost every emergency exercise drill experiences problems with their communication
systems. Whether there were not enough radios available, a lack of coordination between the
command center and hospital, or equipment failure, shortcomings with communication hardware
and procedure can be a significant problem (Tur-Kaspa, et al., 1999). In real attacks, landlines
and cell phones likely will overload immediately, causing phones to become inoperative
(Rodoplu, et al., 2004). Therefore, alternate methods of communication need to be explored to
ensure the ability to maintain communications with outside hospitals, fire departments, EMS,
HAZMAT crews, and government agencies. Some alternatives include; utilizing the hospital
emergency area radio network, volunteer amateur radio operators, business handheld radios
(similar to family radios), internal phone intercom system, status boards, runners, and posting of
digital photos (Rubin, 2004). Others have tried fax networks and email bulk-messaging systems.

However, issues such as the inability to open a Word document because of a different version of
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Microsoft Word have to be addressed, if these communication options are used (Thompson,
2003).

Surge capacity has been of great concern recently because in today’s hospitals it is not
economical to operate a facility with empty beds or build larger facilities with empty wings to
accomodate surge space. Thus, the excess bed capacity that the United States once experienced
no longer exists, which could result in the inability of hospitals to meet increased demand during
a natural disaster or terrorist event (Glabman, 2001). The GAO reported that most hospitals did
not have sufficient medical equipment and supplies to treat the surge of patients resulting from a
bioterrorist attack (GAO, 2003). These concerns were warranted as was made evident from the
aftermath of hurricane Katrina, late in 2005. The Joint Commission’s (2006) report entitled,
Surge Hospitals: Providing Safe Care in Emergencies, stated that many hospitals affected by
hurricane Katrina had to relocate or surge to sports arenas, veterinary hospitals, and empty retail
stores. Hospitals must look outside their facility within the community for space to expand into
during disasters and coordinate in advance for support in manning a surge site. Additionally, it is
unlikely that the standard levels of care will be able to be provided under the circumstances.
Therefore, hospitals should discuss what minimum level of care would be acceptable and publish
the standard within the EMP.

An important consideration not to overlook is the provision of mental health services
during the disaster response. After the September 1 1" attacks there was a sharp rise in the
number of acute mental health cases, which resulted in almost 20,000 calls and counseling
sessions for just one New York area health provider (McGlown, 2004). Not only will patients be
affected, but first responders also will have significant mental health needs. This is especially

true if the emergency response lasts for an extended period of time. There must be a plan devised
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for a work/rest cycle and then provision made for mental health services for these healthcare
workers during rest periods (Macintyre, et al., 2000). The military utilizes the Chaplain Corps to
help augment mental health workers. Facilities should consider involving local chaplains and
pastoral care in emergency management planning for counseling services, as well as provision of
Last Rites for unfortunate victims.

Public education and involvement is paramount in creating a viable community response
plan. When the public is not consulted about emergency procedures, they may not be willing to
follow them. Mark Dubash (2004) states,

Existing terrorism response plans don’t account for how people would behave in these

situations, according to a study by the Center for the Advancement of Collaborative

Strategies in Health at The New York Academy of Medicine. Current plans have been

created in a ‘top-down’ style, telling people what to do in the event of an attack without

considering all of the risks and concerns that drive people’s actions, the investigators
found. The study documents that only two-fifths of the American people would follow
instructions to go to a public vaccination site in a smallpox outbreak and only three-fifths
would stay inside an undamaged building other than their home after a dirty bomb

explosion (pp. 44-45).

A resource that may be useful in educating the public in your area is the CDC fact sheet entitled,
“Preparing for a Terrorist Bombing: A Common Sense Approach” and can be found at
http://www.bt.cdc.gov/masstrauma/pdf/preparingterroristbombing.pdf. This short fact sheet
describes what information individuals need to know, what to do, and how to determine whether

they need to seek medical attention.
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With the danger of HAZMAT incidents on the rise worldwide stemming from industrial
based accidents and the increasing threat of terrorism, hospitals need to be prepared to respond.
Knowing the types and quantities of PPE to stock is difficult to determine because of the
differing opinions concerning what is necessary for chemical, biological, and radiological
protection. The Environmental Protection Agency (EPA) has set levels of PPE protection shown

in Figure 12.

Levels of Protection
EPA has designated four levels of protection to assist in determining which
combinations of respiratory protection and protective clothing should be employed:

[ y
N f

Level A protection should be worn when the i
highest level of respiratory, skin, eye, and L noYA
mucous membrane protection is needed. It 1’ ¥
consists of a fully-encapsulated, vapor-tight, ' '
chemical-resistant suit, chemical-resistant boots :
with steel toe and shank, chemical-resistant . -
inner/outer gloves, coveralls, hard hat, and self- * J
contained breathing apparatus (SCBA).

an

Sy

Level B protection should be selected when the
highest level of respiratory protection is needed,
but a lesser degree of skin and eye protection is
required. It differs from Level A only in that it
provides splash protection through use of
chemical-resistant clothing (overalls and long-
sleeved jacket, two-piece chemical splash suit,
disposable chemical-resistant coveralls, or fully-
encapsulated, non-vapor-tight

suit and SCBA). Ll

Level C protection should be selected when the IQ

type of airborne substance(s) is known, i

concentration is measured, criteria for using air- "/ Jl‘r |

purifying respirators are met, and skin and eye moan

exposures are unlikely. This involves a full Yoo i ¥ B
facepiece, air-purifying, canister-equipped ] E (K
respirator and chemical-resistant clothing. It A ¥
provides the same degree of skin protection as Lo W, i s i
Level B, but a lower level of respiratory <3 X ! W |
protection. W— ‘.l |

Level D is primarily a work uniform. It provides I
no respiratory protection and minimal skin oAt
protection, and it should not be worn on any site
where respiratory or skin hazards exist.
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Figure 12. Levels of PPE adapted from U.S. Department of Health and Human Services, Public
Health Service Agency for Toxic Substances and Disease Registry. Managing Hazardous
Material Incidents: Volume 1. Emergency Medical Services: A Planning Guide for the
Management of Contaminated Patients.

In 2005, OSHA released a publication entitled, “OSHA Best Practices for Hospital-Based First
Receivers of Victims from Mass Casualty Incidents Involving the Release of Hazardous
Substances,” which can be downloaded or printed at
http://www.osha.gov/dts/osta/bestpractices/firstreceivers_hospital.pdf. This document describes
in detail the process of hospital decontamination and the equipment that should be used. This

new guidance essentially states that hospitals must be prepared to decontaminate victims by

protecting their staff with Level B PPE (See Figure 13).
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Minimum Personal Protective Equipment (PPE)
for Hospital-based First Receivers of Victims from Mass Casualty Incidents
Involving the Release of Unknown Hazardous Substances

SCOPE AND LIMITATIONS

This Table applies when:

* The hospital is not the release site.S

* Prerequisite conditions of hospital
eligibility are already met (Tables 1 and
2).

The identity of the hazardous substance
is unknown.H

Note: This table is part of, and intended to be used with, the document entitled OSHA Best
Practices for Hospital-based First Receivers of Victims from Mass Casualty Incidents Involving the
Release of Hazardous Substances.

= ZONE i

MINIMUM PPE

Hospital Decontamination Zone'
= All employees in this zone

(Includes, but not limited to, any of the following
employees: decontamination team members,
clinicians, set-up crew, cleanup crew, security
staff, and patient tracking clerks.)

Powered air-purifying respirator (PAPR)
that provides a protection factor of
1,000.! The respirator must be NIOSH-
approved.®

Combination 99.97% high-efficiency
particulate air (HEPA)/organic vapor/acid
gas respirator cartridges (also NIOSH-
approved).

Double layer protective gloves.*
Chemical resistant suit.

Head covering and eye/face protection (if
not part of the respirator).
Chemical-protective boots.

Suit openings sealed with tape.

Hospital Post-decontamination Zone"

= All employees in this zone

Normal work clothes and PPE, as
necessary, for infection control purposes
(e.g., gloves, gown, appropriate
respirator

Figure 13. OSHA’s Minimum PPE for Hospital-based First Receivers (OSHA, 2005).

Along with the need for adequate PPE the hospital also has the responsibility to provide

an area for patient decontamination (DECON). It does not matter if the facility has little

likelihood of facing a terrorist threat, a HAZMAT incident should follow the same procedures.

Thus, a terrorist incident is equivalent to a HAZMAT incident, when planning the DECON of

patients. The minimum level of DECON consists of having the patients remove their clothing,
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which should be bagged and labeled for evidence collection (Siegelson, 2000). The patient
decontamination area should have showers for mass DECON, which segregate males and
females. Dedicated DECON facilities are preferred, but may not be cost efficient. Some
alternatives may be; parking garages with special sprinklers in a dedicated area, HAZMAT
DECON tents, or showers affixed to the side of a building. The facility needs to plan for
adequate water-heating capability, as the water should be warm, as well as provide a collection
system for contaminated water (Dolan, 2002).

One consideration for the EMP should be the provision of emergency medications and
immunizations. This should include at least a 24-hour supply stockpiled at the facility and a plan
to execute mass immunizations from the strategic national stockpile (Glick, et al., 2004). In
recent years, there has been a big emphasis on becoming a needle-less facility, which in a mass
immunization effort could become problematic. Therefore, a small stockpile of needles should be
on hand for emergency operations (Young, 2005). Furthermore, medications and immunizations
indicated for children should be dosed accordingly (Thompson, 2003). Careful planning with the
local health department and other healthcare agencies will help to identify appropriate plans and
procedures for the community.

Just as with pharmacy issues, maintaining adequate levels of supply for the rest of the
facility remain vitally important during emergency operations. Memoranda of understanding
(MOU’s) need to be in place with all essential vendors to ensure the seamless continuity of
deliveries during emergencies. Supplies, including food and water, should be stocked to last at
least 24 hours. It is essential that the hospital maintain the ability to be self-sufficient for at least
24 hours without re-supply, because it may take time for outside agencies to provide relief

(Steinhauer, & Bauer, 2002). Additionally, local mass transportation options will be affected and
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may be used for other community emergency purposes. The hospital must plan an alternate
method for evacuation or acquire MOU’s to ensure usage by the facility (Glick, et al., 2004).

The facility’s power plant requirements, which include power, fuel, and water supplies,
are just as important as other logistical concerns. JCAHO mandates that backup generators start
up within 60 seconds. However, if they are damaged by a disaster what will the hospital do?
Alternate plans to provide power are essential. Several solutions include; a contract with an out
of town vendor for a tractor-trailer based generator, rental contracts with local equipment supply
companies, and using Uninterruptible Power Supply (UPS) for computers. Moreover, if the
water becomes contaminated, the hospital should have contracts with local suppliers, such as
swimming pool fillers, water trucks, and the fire department, for emergency water supply. The
staff should utilize antiseptic hand rinse solutions or moist towelettes, when water is not
available for hand washing (White, 2002).

Essential to the success of any emergency response plan is coordination with outside
agencies to help support the facility’s response. This is especially true when working with local
and state agencies. JCAHO recommends hospitals plan cooperatively with other organizations
within the community, which can be accomplished through community collaboratives or local
emergency response teams. The ability to respond immediately to any threat requires public and
private partnerships between hospital personnel, public health department, fire department, law
enforcement, mental health professionals, laboratory services, local pharmacies, and community
volunteers (Glick, et al., 2004). Additionally, local HAZMAT teams can be utilized at the
emergency department to augment hospital staff with DECON of patients (Siegelson, 2000).
Not only is the local community response plan critical to success, but it also may be more cost

effective by pooling resources together to answer the threat (Scharoun, et al., 2002). When
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dealing with state agencies the hospital CEO should use his or her political influence to ensure
that financial support is funneled through the local health department in order to augment a
facility’s response capability. Planning with local and state governments is vital in implementing
the current procedure of first, initiating the local response, then notifying the state, and finally
federal authorities concerning the event (Glabman, 2001). The type and size of the emergency
will determine how quickly the next level of support intervenes. After the failed response to
hurricane Katrina, requests may move more quickly from the local level to the federal level.
Training

Planning to train employees in emergency management should be a top priority.
Particularly those who will be involved with patient DECON activities. When looking for
training options, a facility will be confronted with numerous choices. However, lack of
guidelines and quality control measures may make it difficult to choose the best training
program. The most common training program among hospitals is HEICS (Rubin, 2004).
Additionally, hospital responders must have training in chemical and biological illness
identification, because triage personnel may be the key to stopping the spread of the agent or
organism within the facility. When employees suspect a bioterrorism case, they need to know
whom to contact in the community and state public health agencies (Henning, et al., 2004).
Training will help employees feel more confident to fulfill emergency response roles when
disaster strikes.
Exercises

Testing the hospital’s preparedness is essential to maintaining an “all hazards™ approach
to emergency management. Not only is it mandated for JCAHO accredited health centers, but

also periodic drills and exercises help employees retain valuable skills as first responders. It is
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much better to make mistakes and discover shortfalls during training and disaster drills than to
discover them when an emergency occurs. JCAHO allows two types of drills. The least
expensive and resource intensive drill is the tabletop exercise, which allows the participant to
think through a scenario and act as necessary. Henning et al., (2004) performed a survey, which
studied a large tabletop exercise and found that 79% of respondents stated the tabletop exercise
was extremely or very useful (p. 152). The second type of drill is the traditional hands-on
emergency exercise usually encompassing some type of MASCAL scenario. It is important when
planning an exercise to include security personnel, so that they can receive valuable hands on
experience (Klaas, 2005). Reoccurring feedback following many exercises is the need for
increased funding to make the drills more realistic (Rubin, 2004). Since many hospitals have
budget problems, increasing exercise funding becomes problematic. However, the Department of
Homeland Security has compiled information on available emergency management grants found
at http://www.dhs.gov/dhspublic/display?theme=18.

All of these planning techniques, coupled with training and testing through emergency
drills represent the preparedness phase of emergency management. As long as hospitals prepare
as best they can, they will be ready to respond when an actual emergency occurs. The next phase
of emergency management is the response phase. The success of this phase will depend on how
well the hospital follows their emergency management plan, which in turn depends on how

familiar individuals are with the plan and the training they have received.

Response Phase
The main part of the response phase is the actual performance of incident management
during the emergency. As stated before, the most widely used template for hospital incident

management is the HEICS system, which is adapted from the Incident Command System. At the
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very minimum, the hospital needs a well-defined chain of command (COC) to direct emergency
management efforts (Steinhauer, & Bauer, 2002). A mistake often made by first responders is the
desire to rush into the incident scene without taking precautions, which would include clearing
the scene for safety and donning their PPE (Rodoplu, et al., 2004). Until the scene has been
designated clear of chemical and HAZMAT substances, the assumption must be that it is
contaminated. Moreover, recent terrorist events suggest first responders have become soft
terrorist targets. Secondary IED’s may be placed near the incident scene or at the ED entrance to
instill terror among those attempting to help the victims of the initial attack (Vassallo, et al.,
1997).

At the same time the first responders arrive on the scene, initial reports of the incident
will begin to trickle into the hospital. As soon as the reports come in, the hospital needs to
initiate its Emergency Operations Center. If there are any indications of chemical or biological
agents from the attack, the hospital needs to lockdown the facility and cease all non-essential
activities. Security needs to post guards at all access points and direct vehicle traffic at the
entrance to the campus. The guards need to have training to implement crowd control
procedures, as a pandemic flu or bioterrorist attack could cause civil unrest due to people trying
to access limited stockpiles of immunizations or medications (Klaas, 2005). The hospital should
consider having an official agreement with local law enforcement to help augment security
services at the facility during emergency operations (Rubin, 2004).

Another important consideration in incident management is the triage of the injured who
are arriving from the scene of the disaster. “The goal of triage is to identify that minority of
critically injured casualties who require immediate treatment in order to render that treatment as

soon as possible” (Frykberg, & Tepas, 1988). A triage officer should be in charge of the process
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with no other duties to jeopardize the outcome of casualty management. The triage area should
be kept open for several hours after the initial incident with minimal staffing as casualties may
trickle in. Additionally, patient administration needs to be present and provide a mechanism to
track the patient from triage to transfer or release (Vassallo, et al., 1997). Furthermore, mental
health providers should be present to help casualties and staff with acute mental illness
symptoms stemming from the event.

In the event of a chemical or HAZMAT incident, the casualties will need to be
decontaminated prior to entering the facility for definitive care. For efficient patient DECON, the
area needs to be set up to move casualties from the DECON site to the ED (See Figure 14). As
previously discussed, all responders inside the DECON site must be protected with level B PPE.
During DECON procedures, clothes are removed and bagged with the patient’s information.
The clothing is evidence and hospitals will be held responsible for proper collection, which may
then be used in ensuing investigations. Furthermore, hospitals near medical or nursing schools
can set up agreements to augment the facility staff during manpower extensive activities such as
patient DECON (Glick, et al., 2004). Medical personnel from around the community may
volunteer to help, thus the leadership needs to plan how the hospital will grant emergency

credentials (Henning, et al., 2004).
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Figure 14. Healthcare facility response plan for chemical or biological weapons release

(Macintyre, et al., 2000).

Incident management is the true test of a hospital’s preparedness to respond to

emergencies. How well the hospital prepares for and takes steps to mitigate hazards, will

determine the quality of emergency response the facility provides. Healthcare facilities cannot

plan for everything that will actually occur during a disaster, but they can limit problems by

addressing the four phases of emergency management. The recovery phase may be the most

important for a hospital because if the facility cannot return to normal operations within a short

period of time, the financial shortfall could bankrupt the organization.
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Recovery Phase

Immediately following a disaster, the recovery process should already be in place to
restore normal operations as quickly as possible. Thus, pre-coordination and contracts with
vendors are needed to ensure a seamless transition from the response phase to the recovery phase
(Steinhauer, & Bauer, 2002). Jerry Mothershead, a physician advisor at Battelle Memorial

Institute in Hampton, Virginia, suggests the following considerations in recovery planning (2004,

p. 71):

Short-Term Recovery

¢ Obtaining temporary food, water, and housing
e Maintaining medical services

e Restoring power, water, communications, etc.

e Temporarily closing roads and rerouting traffic
e Clearing downed trees

e Repairing public / private buildings and homes

e Restoring order and ensuring law enforcement; establishing safety and security

Long-Term Recovery

e Demolishing damaged buildings and homes

e Removing massive amounts of debris

e Restoring lifeline systems (critical infrastructure components)
e Instituting major reconstruction programs

e Revising building and land-use codes
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e Solving cash-flow and economic problems
e Dealing with business failures or closures and high unemployment

e Addressing political issues

If there is any damage to the hospital, operations may need to move to an alternate site. The
facility needs to maintain several options for off-site housing of patients. The extent of the
disaster will determine which course the hospital should pursue to take care of the patients in the
area. If there are suitable, undamaged locations nearby that will house patients, then equipment
and supplies will need to be transferred, leased, or borrowed to accommodate the movement of
operations (Mothershead, 2004).

If the damage is more widespread and beyond the capability of the local response, then
political influence should be exerted to obtain a mobile hospital complete with equipment and
staff. The Health Resources and Services Administration (HRSA) provides funding for
emergency preparedness. This was made evident in the recent aftermath of hurricane Katrina.
The HRSA provided funding to set up a mobile hospital that treated over 7,000 local residents in
Mississippi after hurricane Katrina and was the only hospital operating in Hancock County
during that time (HRSA, 2005). The Army Reserves also have assets that can assist in providing
temporary medical facilities. In essence, the recovery phase also requires prior planning to
ensure an organization will survive a disaster that can be economically devastating to an area and
business.

Summary

Current sources reveal terrorists are targeting hospitals and first responders in an

unprecedented approach to instill terror and reduce lifesaving capabilities of their enemies (See

Appendix A). Security of our healthcare facilities is now a top priority for executives.
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Additionally, hospitals are being asked to prepare to respond to mass casualty events resulting
from terrorist attacks and natural disasters such as hurricane Katrina. These concerns are creating
the need for more research and resources to be available for hospitals to utilize in preparing for
these threats.

This study represents a comprehensive summary of current literature resulting in the
development of several tools assisting hospitals to evaluate and address security issues within
their facilities. Furthermore, security concerns occur in each phase of emergency management
and specific items were presented within each phase to adequately address the issue. The four
phases of emergency management exist to facilitate an organizations preparedness to respond to
natural and manmade disasters. The mitigation phase encompasses hazard identification specific
to the facility, which can then be utilized to create a hazard vulnerability analysis. The HVA
fulfills the “all hazard” approach to emergency management that JCAHO accredited facilities
must follow. The HVA provides hospitals with a listing of most probable threats, which then
may be used to establish measures to mitigate them. Ensuring health centers have adequate
security is key to help mitigate most crime and terrorist activity on campus. Additionally,
technologies such as CCTV, card access systems, biometrics, chemical and radiological
identification devices, and blast resistant materials help to harden a facility against terrorism.

Classic emergency management focuses on the preparedness and response phases, with
which most professionals have some experience. The preparedness phase consists of a plan
prescribing how the facility and personnel will react to hazards predetermined by the HVA.
Personnel must be trained in whatever position they hold so they can perform as expected.
Periodic testing through emergency exercises will help prepare the hospital and staff for real

emergencies by spotlighting weaknesses and refining processes. The response phase is
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highlighted by incident management, which is usually based upon HEICS. Finally, the recovery
phase addresses the planning necessary for restoring normal operations to the hospital, which
will depend on the type and magnitude of the disaster.

[ recommend hospitals independently conduct a HVA and then utilize the security
assessment checklist and terrorism mitigation matrix to lessen any threat facing the facility.
Additionally, the success of a hospital’s emergency management program is the responsibility of
the CEO and board of directors. If they make the program a priority, it will be successful. If the

hospital and staff are prepared, there will be no need to fear the threats that oppose them.
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Appendix A
Chronological Listing of Terrorism Conducted Against Hospitals Since 2001

2001 Attacks

26 May — Philippines
In Palawan, the Abu Sayaaf Group (ASG) kidnapped 20 persons including three US
citizens and 17 Filipinos from a beach resort and took them to Basilan Island in Sulu
Archipelago, according to press reports. On 31 May, three captives were released
unharmed. On 2 June, the kidnappers, with their hostages in tow, raided a hospital and
church in Lamitan, Basilan, temporarily taking 200 persons hostage. They managed to
escape from an ensuing gun battle with Philippine military forces and added five hospital
employees to their group of hostages. On 4 June, the ASG released two female hostages
after ransom was paid, according to press reports. Three more Philippine hostages were
released on 16 June. On 26 June, two more Philippine civilians were taken hostage. In
June, the ASG beheaded one of the US hostages. At year’s end, two of the 20 original
hostages (both US citizens) and one Filipino from the Lamitan hospital remained captive
(US Department of State, 2002, p. 77).

8 June — Columbia
In, Florida, a Spaniard was kidnapped after leaving the hospital where she worked,
according to press reports. On 7 July, the Spaniard was released and left on the mountains
in southwestern Colombia. Motives for the kidnapping were unclear, no ransom was
collected, and no one claimed responsibility. Authorities found that her captives, a group
of guerillas from the 19 April Movement (M-19), also referred to as the Jaime Bateman

Canyon Movement, were responsible (US Department of State, 2002, p. 78).
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2002 Attacks

May — Liberia
Phebe hospital in Gbarnga, was attacked and sacked in May 02. A month later since the
hospitals evacuation, staff is beginning to return and prepare the hospital for operation.
Most of the equipment and supplies were taken and the hospital needs aid to reopen
(Lutheran World Relief, 2002).

9 August — Pakistan
For the second time this week, terrorists have attacked a Christian institution in Pakistan.
On Friday morning (Aug. 9), three men lobbed grenades at hospital workers as they left
the morning chapel service at the Christian (Presbyterian) Hospital in Taxila, near the
Pakistani capital of Islamabad. Presbyterian Church (USA) officials here confirmed wire
service reports that four people were killed - three nurses at the hospital and one of the
attackers. The other two assailants are still at large, according to Pakistani police. The
blasts also injured more than two dozen people, most of whom were cut by flying glass,
according to the hospital's chief administrator, Ernest Lall...security guards delayed the
attackers when they tried to enter the hospital campus, preventing an attack on the staff
while it was gathered in the chapel. He said the loss of life in that case might have been
much greater (Van Marter, 2002).

30 December — Yemen
Yemeni officials said three Americans were killed yesterday at a Baptist missionary
hospital in central Yemen by a man apparently belonging to a small cell that planned to

victimize both Westerners and secular Yemenis. A fourth American was seriously
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wounded in the attack, which occurred yesterday after the assailant, identified by the
Yemeni new agency, Saba, as Abed Abdul-Razak al-Kamil, sneaked a semiautomatic
rifle into the hospital under his coat. Saba reported that Mr. Kamil, 30, surrendered to
authorities and was arrested after the incident, the latest in a series of Islamic militant
attacks against easily accessible American targets in the region... Yemen has been the site
of frequent terrorist attacks linked to Al Qaeda (MacFARQUAR, 2002, Section A, p.1).

2003 Attacks

August 1 — Chechnya
A powerful vehicle bomb blast destroyed a Russian military hospital near the breakaway
republic of Chechnya Friday, killing at least 50 and wounding some 70 others. "About
6:58 pm Moscow time, a [heavy truck] loaded with explosives rammed through the gate
of the hospital and exploded near the hospital's management building," a spokesman for
the hospital told the Interfax news agency in the wake of Friday's blast. The four-story
hospital is located in the North Ossetia town of Mozdok, considered the headquarters for
Russian forces combating separatist fighters in neighboring Chechnya (PBS, 2003,
August 4).

September 11 — Liberia
In a disturbing development, 20 armed government militia this week marched into Phebe
Hospital in Salala, held the staff at gunpoint, and ransacked the premises. Medical
supplies and communications equipment were stolen. Although accurate information on
the status of the patients is scarce, two have reportedly died. The whereabouts of the

remaining 50 patients is unknown (UN Press Release, 2003).
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December 30 — Germany

Hamburg - German authorities said on Tuesday they had uncovered plans by suspected
Islamic extremists to launch a suicide car-bomb attack on a military hospital in the
northern city of Hamburg. Dirk Nockemann, the Hamburg senator responsible for
internal affairs, said the militant Islamic group, Ansar al-Islam, which is alleged to have
links to al-Qaeda, was likely to be behind the plans. Citing United States intelligence
sources, he said members of the group had planned a suicide-bomb attack, while an
alternative target was the major US Rhein-Main air base in central Germany... Fallak
said there was no clear evidence of when the attack was planned, but that it involved
extremists "from Europe" but outside Hamburg. In a statement, police said that security
sources had passed on "concrete evidence about people who want to carry out attacks on
the hospital with a car bomb". "The potential perpetrators are understood to come from
[slamic terrorist circles."...US authorities believe Ansar al-Islam has links to Al-Qaeda,
the extremist network responsible for the September 11 2001 attacks in the United States.
The group's stronghold in northern Iraq was devastated by US air strikes in early April
during the US invasion of Iraq. However, US commanders have said Ansar al-Islam has
made a strong comeback, infiltrating Iraq from Iran and setting up operations in the
Baghdad area. German intelligence services believe about 100 Ansar al-Islam militants

are in Germany, mainly in the south of the country (News24, 2003, December 30).
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2004 Attacks

July 26 — India
On 26 July 2004, in Baramulla Town, Kashmir, India, Islamic militants threw a grenade
at a hospital where Border Security Forces had been admitted for treatment, killing one
person and injuring 30 others. No group claimed responsibility (National

Counterterrorism Center, 2005).

August 5 — Najaf, Iraq
Najaf's general hospital, attacked by rockets in the morning - killing a doctor and
seriously wounding four other staff members - said seven people died in the fighting and

another 32 were admitted with injuries (DAWN, 2004, August 6).

September 21 — India

On 21 September 2004, in Surankote, Poonch District, Kashmir, India, Islamic militants
threw a grenade at a hospital, wounding two civilians. No group claimed responsibility

(National Counterterrorism Center, 2005).

November 9
Car bombs at two Baghdad churches and outside a hospital treating the victims of those
attacks killed at least eight people and wounded dozens overnight as a wave of blasts
struck the Iraqi capital...Victims from both blasts, some carried by injured friends or
relatives in torn and bloodstained clothes, were rushed to Yarmouk hospital. A doctor

said at least three people had been killed and 40 injured...at least 13 people were killed
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and about 60 injured when a car bomb exploded outside the emergency unit of one of

Baghdad’s main hospitals late Monday (Ireland, 2004, November 9).

2005 Attacks

January 20 — Mosul, Iraq
Iraqi Security Forces guarding the Al Salam Hospital in eastern Mosul, Iraq, held off an
insurgent attack today, Multinational Force Iraq officials reported. Doctors, Staff, and
patients fled the hospital because of the attack, and no injuries were reported (American

Forces Information Service, Jan 20).

February 7 — Mosul, Iraq
Suicide bomb attacks outside a hospital and a police station killed 27 Iraqis early
Monday, officials said. In Mosul, a suicide bomber outside Jumhuriya Hospital
summoned a group of policemen to him and detonated the bomb killing 12 and wounding
four, officials and witnesses said.” I heard an explosion. When I went to check, I saw
bodies everywhere," Tahseen Ali Mahmoud al-Obeidi, hospital director, told The
Associated Press. About a half-hour later at 3 a.m., an explosives-laden taxi blew up,

killing 15 people, police said (CNN, 2005, February 7).

February 12 — Musayyib, Iraq
A blast outside a hospital killed at least 17 people and injured about 25 more in the town

of Musayyib, about 70 km (45 miles) south of Baghdad (BBC, 2005, February 12).
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May — Iraq
Earlier this month, violence peaked when terrorists detonated a vehicle-borne improvised
explosive device next to the Haditha hospital. In the aftermath of the ensuing firefight,
coalition forces discovered that terrorists had physically taken over portions of the
hospital and constructed bunkered fighting positions. The terrorists caused major
structural damage to the hospital, placing significant strain on health care in the Haditha

region, according to U.S. officials (American Forces Information Service, 2005, May 30).

June 4 — Baghdad, Iraq
In north-central Baghdad, Iraqi police responded quickly and established order June 3
after a mid-afternoon mortar attack failed to cause significant damage when a round
struck a hospital's respiratory center, officials said. Shortly after 2 p.m., terrorists fired
multiple mortar rounds at the respiratory center in the Baghdad Medical City Complex.
One mortar round exploded on the respiratory center and another round exploded on the
roof of a nearby house, officials said. The terrorists then sprayed the hospital with
automatic rifle fire, killing one local citizen (American Forces Information Service, 2005,

June 4).

June 26 — Mosul, Iraq
A third attacker strapped with explosives walked into Mosul's Jumhouri Teaching
Hospital in the afternoon and blew himself up in a room used by police guarding the
facility, killing five policemen. An Associated Press reporter was outside the hospital
when the explosion occurred, blowing a hole in a side of the building and injuring some

police officers outside. Smoke then began pouring out of the hole, followed by flames.
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Inside, dead police officers who apparently had been sleeping were sprawled in their
underwear, their bodies and the walls peppered with ball bearings... Abu Musab al-
Zargawi’s Al Qaeda in Iraq claimed responsibility for the attacks in Mosul (FOXNews,

2005, June 26).

July 3 — Warangal, India
One person was killed and 10 others, including five policemen, were injured when a
powerful bomb went off at the outpatient ward in Mahatma Gandhi Memorial (MGM)
Hospital here on Saturday. The bomb was placed in a Tiffin box and left under cement

benches in the busy OP ward (The Hindu, 2005, July 3).

July 11 — Baghdad, Iraq

Iraqi soldiers stopped three terrorist attacks against a water plant, a military recruiting
drive, and a hospital July 11, all around Baghdad. The third incident occurred just before
noon, when a citizen told Iraqi soldiers he'd seen a car bomb parked near a hospital in
south Baghdad. They secured the site and called in explosives experts to investigate. The
team found a white car with wires running from the transmission to two batteries. It also
found a bomb near the hospital consisting of four mortar rounds. The team safely
removed the car bomb and munitions from the site (American Forces Information

Service, 2005, July 13).

August 17 — Baghdad, Iraq
The first part of the attack involved a car bomb that detonated at a bus terminal in
downtown Baghdad at 7:50 a.m. Ten minutes later, as Iraqi police arrived at the scene, a

suicide bomber detonated his vehicle outside the terminal, which is a main transit station
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for Iragis heading north and south. Casualties from both attacks were taken to al-Kindi
hospital. At 8:45 a.m., a third car bomb was detonated at the hospital. Thirty-two Iraqi
civilians and six Iraqi police are confirmed to have been killed, and at least 68 civilians
were wounded in the terrorist attacks, Capt. Eeba, a civil affairs officer with 2nd Brigade,
6th Iraqi Army Division, reported. "This particular incident, where terrorists deliberately
target civilians, emergency responders and hospitals, defines crimes against humanity --
period. The Iraqi people have seen once again that the terrorists have no regard for human
life," said U.S. Army Col. Joseph DiSalvo, commander of 2nd Brigade Combat Team,

3rd Infantry Division (American Forces Information Service, 2005, Aug 17).

August 19 — Jordan
An al Qaeda-linked group has claimed responsibility for rocket attacks Friday that
targeted but missed two U.S. military ships in the Jordanian Red Sea port of Aqaba. The
three Katyusha rockets hit a warehouse and a hospital in Aqaba, killing a Jordanian
soldier, and struck the nearby Israeli port city of Eilat...On Friday, three rockets were
fired from a warehouse in Agaba close to the port, a Jordanian government statement
said. The warehouse had been rented a few days ago by four people of Iraqi and Egyptian

descent (CNN, 2005, August 19).

August 19 — Gaza
Major attack thwarted: A 21-year-old would-be suicide bomber was detained by security
forces at Gaza’s Erez crossing Monday morning. Gaza resident Wafa Samir Ibraim Bas,
21 was carrying more than 10 kilograms (more than 22 pounds) of explosives and was

picked up thanks to electronic anti-terror means utilized at the crossing. Army officials
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said the woman surrendered only after attempting to detonate the charge at the crossing
itself. The woman was scheduled to arrive at Soroka hospital in the Southern town of
Be’er Sheva for some tests Monday, and was hoping to take advantage of the medical
appointment to carry out a suicide attack. During her interrogation, the would-be bomber
said she was sent by the Fatah’s al-Aqgsa Brigades. The group sought to utilize the
humanitarian permits issued to the woman and instructed her to carry out the attack at the

hospital, she said (Ynetnews, 2005, August 20).

November 24 — Mahmoudiyah, Iraq
A suicide car bomber today killed 30 people outside a hospital in central Iraq, including
four police guards, three women and two children. Four US soldiers who had been
handing out toys to children outside the hospital in Mahmoudiya, about 30 km (20 miles)
south of Baghdad, were injured in the blast. Dr. Dawoud al-Taie, the director of the
Mahmoudiyah hospital, said that 35 other people were also wounded. A US military
statement said: "Task Force Baghdad civil affairs soldiers were at the hospital conducting
an assessment for upgrades to the facility when the car bomb detonated. Task Force
Baghdad officials said the target appears to have been the hospital, but the terrorist was
unable to penetrate the security perimeter before detonating (Greenburg, 2005, November

24)."

December 7 — Kirkuk, Iraq
Three hospital guards are gunned down on the job by terrorists (Hamilton Independent

Media Center, 2005, December 28).
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December 19 — Baghdad, Iraq
A suicidal religious extremist kills two people outside a children's hospital with a bomb

(Hamilton Independent Media Center, 2005, December 28).
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Appendix B

Security Assessment Checklist
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~ Hospital . Access
it " Standard

Compllance or

1 All doors and entrances momtored by

CCTV. M Yes " No I N/A
2. There is adequate security in the pharmacy
to alleviate unauthorized access (Card access | I Yes I" No I N/A
or keypad, locks, and CCTV).
%CAT!Ll?lgh-nsk areas are monitored by I Yes " No I N/A
a. Standard Operating Procedures exist I Yes I No I N/A
for camera monitoring.
b. Recording capabilities exist with no
less than.% wgeks of available media. ™3 e VA
c. Connected to emergency power I Yes I No I N/A
supply.
4. The hospital employs vehicle check points I Yes " No I N/A
away from the hospital.
a. Incoming deliveries are screened away
from the hospital and then allowedto | I Yes I No " N/A
proceed to the loading dock.
b. All vehicles are screened prior to
entering campus. A vehicle pass is
given with (tf minimum of II;) card = i (s
and reason for visit).
c. Facility has installed barriers as
needed according to the hazard I Yes " No I N/A
vulnerability analysis.
d. Procedures exist for receiving
deliveries during and after normal M Yes " No " N/A
working hours.
5. Lab restricts access by a lockin
mechanism (Lock, keypad, card agcess, etc). FYes | Ne b NiA
6. Facility employees / volunteers use color I Yes I No I N/A
photo ID badges.
a. Name on the badge is large enough to
be read easily including department, I Yes "' No I N/A
title, and credentials (MD, RN, etc).
b. There is an expiration date on the ID I Yes I No I N/A
badge.
c. Procedures to follow when employees I Yes " No I N/A
arrive without their ID.
d. Procedures for lost / stolen ID. " Yes ™ No I" N/A
e. A policy exists enforcing the wear of I Yes I No I N/A

ID’s all of the time.
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 Hospital Access
."E,;_Standard (Cont)_ ’

| Compllance _

* Planned

lmplementa_tloﬁ

- Date

- Compliance or
Reassessment
' Date

7. All persons and bags entermg the facﬂlty
are screened.

I Yes T No I N/A

a. Employees wear their ID badges
enforced cooperatively by guards and
Supervisors.

I Yes

I™ No

™ N/A

b. Visitors show ID and sign-in and out
and receive a visitor or out-patient
badge. They are informed that the
badge must be visible at all times.
(Applicable for most only during non-
business hours)

™ Yes

™ No

™ N/A

c. Bags and boxes are screened for
contraband.

I™ Yes

I No

™ N/A

d. Policy in place for refusal of access to
people who do not have positive
identification or do not have a
legitimate need to enter the site.

I Yes

I No

™ N/A

e. All contractors / vendors report to a
central site to sign-in and receive
distinct badges.

™ Yes

™ No

M N/A

f. Policy that if visitors are found
without a badge they will be escorted
to security.

I” Yes

™ No

M N/A

8. Mother baby unit has infant security
system, which is tested daily.

™ Yes

I No

™ N/A

a. Is the nursing station located near the
entrance of the ward for constant
supervision.

™ Yes

I No

™ N/A

b. The facility is JCAHO compliant in
infant security.

I Yes

I No

™ N/A

9. The hospital utilizes a main entrance.

I” Yes

I No

™ N/A

10. Medical records are secured and have
limited access in accordance to HIPAA
standards (use of locks, keypad, or card
access technologies).

™ Yes

I No

I~ N/A

11. Coordination is made with security to let
them know in advance of any contractors that
will be working in the facility.

I™ Yes

™ No

™ N/A

12. If number of access points cannot be
limited, provide security staff at each
entrance.

™ Yes

™ No

™ N/A
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v Facllmes
Standard

SRR e

~ Planned

-_ Implementatlon

Date

- Compliance or
% Reassessment
 Date

OSHA standards for sensitive items storage.

L. Hospltal isin comphance w1th HAZMAT /

I Yes I No

™ N/A

a. All biohazard materials placed in
locked freezers, incubators, and
cabinets when not in use.

I Yes I No

™ N/A

b. Inspect Material Safety Data Sheets
(MSDS) and secure hazardous
chemicals or agents in locked room,
refrigerator or storage closet.

I Yes I No

M N/A

c. Oxygen storage tanks or medical gas
cylinder storage areas are physically
secured by fencing, locks, and CCTV.

I Yes I No

™ N/A

d. Fuel tanks are physically secured by
fencing, locks, and CCTV.

I Yes ™ No

™ N/A

2. Secure Open Stem & Yoke Valve (OS&Y)
secured by chain and video surveillance
(CCTV) monitored 24 hours a day.

I Yes I No

™ N/A

3. Video surveillance of parking areas
(CCTV) monitored 24 hours a day.

I Yes I No

™ N/A

4. Adequate lighting exists of concentric
overlapping cones of light ensuring if one
| light goes out the area will still be covered.

I Yes " No

™ N/A

5. Ensure storage facilities warehousing
immunizations, biological agents, radiological
agents, and chemical agents are physically
secured by keypads, locks, and video
surveillance (CCTV) monitored 24 hours a
day.

I Yes " No

™ N/A

6. Air intake and HVAC systems are located
at least 15ft off the ground and covered by
metal grates. If system is on the roof, ensure
exterior ladders are secured by a locking cage.

I Yes " No

™ N/A

7. There is adequate signage located in and
outside the facility to direct patients where to

go.

I Yes I No

I~ N/A

a. Signs posted at the entrance of
restricted or sensitive areas indicating
“Authorized Personnel Only.”

" Yes " No

™ N/A

b. Signs are posted at appropriate
locations noting visiting hours, access
requirements, trespassing, etc.

I Yes T No

™ N/A
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Facilities
Standard (Cont )

Planned

Imp lementatlon

Date

- Compliance or

- Reassessment

Date

8. If planmng any new constructlon consider
contracting with a Crime Prevention Through
Environmental Design (CPTED) consultant or
healthcare architect in the design process.

™ No

9. Hospital has fence / wall or change in
landscape to differentiate from surroundings
and decrease unauthorized access.

I Yes I No

™ N/A

10. Hospital’s power plant including
generator, telephone, and water supply is
physically secured by fencing, locks and
video surveillance (CCTV) monitored 24
hours a day.

I Yes I No

™ N/A

11. Are there any areas around the perimeter
that could lead to unauthorized entry or exit?

I Yes I No

™ N/A

12. Inspect all fire equipment monthly to
ensure it is in working order (Extinguishers,
sprinklers and standpipes).

I Yes I No

™ N/A

Informatlon Technology
e Standard T

i i Comphance ;i

Planned

' Implementatnoh

- Date

- Compliance or
Reassessment
i Dateitis

1. Create / review data disaster rcdovéry plan
(DRP) annually.

I Yes ™ No

™ N/A

2. Ensure a secondary data source (backup) is
maintained offsite or in separate complex
from the original.

I Yes " No

I N/A

3. Security for LAN / WAN to include
passwords, firewalls, and antivirus protection.

I Yes " No

™ N/A

4. Data information center behind physical
security (locks, keypad, and CCTV monitored
24 hours a day).

I Yes " No

™ N/A

5. Security updates are performed regularly in
accordance with hospital policy.

I Yes " No

™ N/A

6. Browser controls set to detect and alert
users of unauthorized access to users’
machines.

I Yes I No

™ N/A

7. Implement access control and encryption
for sensitive information based on
classification.

I Yes ™ No

™ N/A

8. Network monitored for unauthorized access
attempts.

I Yes " No

I~ N/A

9. Secure measures exist (VPN, SSL) for
employees, volunteers, or contractors with
connectivity to the network via the internet.

I Yes I No

™ N/A
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weapons.

hlfonnatlon*Technology RS AR L o B R - Planned | Compliance or
Standard: (Cont) - Compliance Implementatlon Reassessment
: T S 3 R i ' - Date Date
]0 Termmated employees are removed
promptly from the network. o T Ne e
11. Network administrator limits
administrator and superuser privileges to a M Yes " No I N/A
small number of employees.
3 Se’curity’ Guards - e - Planned | Compliance or
Standard Compliance Implementatlon - Reassessment
Ag ) b i et Datey Date
- Secunty services are prowded on-site 24 I Yes " No I N/A
hours a day.
a. Security is located at ED entrance. I Yes ™ No " N/A
b. There is roving security to all
departments and facilities on campus. N-Xe 3G IR
c. Parking areas are patrolled regularly I Yes " No I N/A
(at least hourly).
d. Security staffing is adequate to control
access in the facility and safety of I Yes I No I N/A
patients and personnel outside the
facility.
e. Guards periodically check perimeter
fencing and critical facilities. i Y 1 He BN
2. Security Guards receive adequate training
to respond to daily operational requirements.
(DOD facilities must train in acc;lrdance with E-Yes. 1Mo T Nix
AR 190-56).
a. Trained and authorized to restrain
visitors until local law M Yes T No I N/A
enforcement arrives.
b. Trained in patient restraint and I Yes " No I N/A
takedown procedures.
c. Trained in proper use of handcuffs. F Yes I No I N/A
d. Trained in customer service protocol I Yes " No I N/A
and techniques.
e. Trained in key strategies to prevent I Yes ™ No I N/A
or respond to workplace violence.
f. Trained in de-escalation techniques. IYes ™ No ™ N/A
g. Trained in search/seizure for possible I Yes ' No I N/A

h. Guards are BCLS certified.

I Yes I No

™ N/A
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Security Guards vr: S S ~ Planned . | Compliance or
) Standafd (Cont) : Coinp _,131163\ Implefhentatlon Reas]s)eSSment
i | t' Hhy : . ; ate
i Tramcd in “Lock Down procedures
for all or part of the hospital. BT
j. Trained in proper protocol that address
handling nll)edia and VIP’s. Y T Na TN
3. Conduct a pre-employment screening
including criminal background checks forall | I” Yes I" No ™ N/A
security personnel.
4. Guards have access to lists of emergency
numbers for staff, facilities, and IT support I Yes T No M N/A
available 24 hours a day.
5. Guards have access to emergency I Yes I No I N/A
evacuation routes.
6. Guards participate in change of shift I Yes ™ No I N/A
reports.
7. Conduct daily checks of security measures
such as fencing, locks, CCTV, etc. to ensure MYes T No " N/A
propcr workmg order.
Emergency Departmcnt Aba P ey ~ Planned Compliance or
: Standard ~ Compliance | Implementation | Reassessment
R el TR g AR ARSI T [RS8 Date ~ Date
1. ED security pohcy to mclude calling
security when a patient arrives witha GSWor | I" Yes " No M N/A
penetrating wound.
:2. Metal del.ector in place at entrance to assist I Yes ™ No I N/A
in confiscation of weapons.
a. Policies in place and staff trained to
respond to weapons brought in by I Yes " No I N/A
patients, visitors, staff, and law
enforcement.
b. Policy identifying security’s response
to a person’s refusal to comply with I Yes I No " N/A
use of the metal detector.
c. A “clearing barrel” used to safely clear I Yes " No I N/A
confiscated weapons.
3. Ambulance entrance door secured vfnth I Yes ™ No I N/A
keypad, card access, or constant security.
4. Minimum standoff distance for private
vehicles of 25 meters (See UFC 4-010-01), | T Yes I"No " N/A
5. ED bay doo.rs treated WIth .antl-shard glass I Yes " No I N/A
film / blast resistant capabilities.
6. ED has separate restrooms and cafeteria /
vending machines to reduce unauthorized I Yes I No I N/A

ersons in restricted areas.
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: Emergency Department'“ Gy e o e Planned || Compliance or
Standard (Cont) ~ Compliance Implementatton Reassessment
R G R R - Date - Date
7. All entrances to ED momtored by CCTV I Yes ™ No " N/A
8. A forensic policy exists for the collection
of medical evidence, which includes I Yes "' No " N/A
emergency management operations.
Management Responmbllmes Rt ~ Planned Compliance or
- Standard i _ Complian(’:e_" : Implementation | Reassessment
I e e +1 Dater® - Date

1. Executwe Comrmttee creates r' reviews lhe
following plans and policies annually.

IMYes M No I N/A

a. Emergency Management Plan

including disaster preparedness and I Yes M No " N/A
pandemic policies.
b. Security Management Plan F Yes ™ No I N/A
¢. Workplace Violence Policy I Yes " No I N/A
d. (leatastrophic Emergency Evacuation I Yes " No I N/A
an
e. Lockdown procedures I Yes " No I N/A
f. Visitor access policy I Yes " No I N/A
g. Plan indicating when to limit the I Yes " No I N/A
number of facility access points.
h. Plsaster Recm{efy Plan for hospftal I Yes I No I N/A
including provision of care off-site.
2. Agreement / MOU with local law
enforcement to augment security for crowd I Yes T No I N/A
control during emergency operations.
3. Agreement / MOU with local law
enforcement to augment security during busy | I™ Yes " No " N/A
times (night & weekends) in ED.
4. Agreement / MOU with local fire
department and HAZMAT response groupto | I” Yes " No " N/A
tour facility annually and identify hazards.
5. Conduct Hazard Vulnerability Analysis I Yes " No I N/A
containing risk assessment annually.
6. Security Manager or consultant conducts I Yes " No I N/A
annual security assessment.
7. Hold critical incident stress debriefings
after incidences of violence. M Yes " No " N/A




Hospital Security 117

Managcment Responsibilities A R A | Planned | Compliance or
Standard (Con't'. RSy ~ Compliance | Implementation | Reassessment
S e 35 Foa S e ESE . Date . Date
8 Secunty commlttee reviews issues at least
quarterly to ensure identification and solution | I Yes " No I N/A
of security shortcomings.
9. In compliance with JCAHO security
standards EC.2.10. ™ T'Ho VA
10. Management conducts terminations only
when human resource representatives are M Yes " No I N/A
present.
a. Procedure present to terminate access
to voice mail, email, health
information, and patient accounting I~ ¥en " Mo ™A
systems upon termination.
b. Procedure to collect keys and ID at the I Yes " No I N/A
time of termination.
- Staff i | Planned - | Compliance or
Standard  Compliance -Implementatnon Reassessment
f it i - Date 2 Datefi™s
1. Staff receives orientation / training I Yes I No I N/A
annually of the following:
a. Emergency response plan including
disaster preparedness and appropriate M Yes T No " N/A
individual duties.
b. Security training and responsibilities I Yes I No I N/A
for all staff.
c. Workplace violence education and I Yes I No I N/A
response.
d. Receives training in patient DECON FYes T No IF N/A
and PPE.
e. Protocols for employees to report  Yes " No I N/A
suspicious activities.
f. Security codes and policies posted in I Yes I No I N/A
all division’s employee areas.
g. Emergency telephone numbers for
police, fire, health, OEM and state I Yes " No I N/A
hotlines posted prominently in areas
deemed appropriate.
2. Role of security included in every I Yes " No I N/A
employee’s job description.
3. CEO emphasizes security at orientation. I Yes ™ No ™ N/A

4. Staff participates in annual disaster drills

™ Yes I" No

™ N/A
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Staff ~ Planned | Compliance or
Standard: Implementation | Reassessment
: ~ (Cont) SR & Dateys Date
§. Ma_lilr.oom anq r'eceiving staff trained in I Yes ™ No " N/A
identifying suspicious packages.
6. Conduct a pre-employment screening
including criminal background checks forall | I" Yes I No I N/A
personnel.
Security During Emergency Management : Planned Compliance or
: ; Standard: il  Compliance | Implementation | Reassessment
R = b ST Date Date

1. Guards have access to blueprints, maps,
and utility routes.

I Yes T No I N/A

2. Security communications are adequate and
able to maintain contact with other guards and
facilities Emergency Operation Center (EOC).

I Yes " No I N/A

3. Guards participated in an emergency
management exercise within the past year.

I Yes "' No I N/A

4. Security staff receives adequate emergency
management training enabling a proficient
response to emergencies.

T Yes T No I N/A

a. Guards should be able to assess
potential acts of terrorism by
completing WMD awareness training.

ICYes T No I N/A

b. Trained in emergency management
procedures of the facility to include
crowd control techniques.

I Yes T No "' N/A

¢. Trained in the use of and have
readily available personal protective
equipment (PPE).

I Yes T No I N/A

5. There are job action sheets for the security
department outlining security staff roles in the
facility’s Hospital Emergency Incident
Command System (HEICS).

T Yes T No I N/A

6. All staff receive training on new threats:
Avian Flu, chemical attacks, biological
attacks, explosive devices (radiological,
conventional), and other terrorist acts.

I Yes T No I N/A

7. Full disaster drills held at least annually in
accordance with JCAHO’s standard (must
hold 2 drills, one can be a tabletop exercise,
but one must be a practical exercise).

M Yes M No I N/A

8. Table top drills held at least annually.

I Yes T No I N/A

9. Guards assume front desk duties during
heightened threat levels.

M Yes T No I N/A
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Secunty Dunng Emergency Managcmen B [ e “Planned | Compliance or
: Standard_(Cont) : : - Compliance Implementatlon _ Reassessment

10 Stand off dlstances mcreased durmg

heightened threat levels or emergency T Yes M No I N/A
operations.

11. Security is at entry to parking lot with

triage personnel to direct patients during IMYes ' No I N/A

emergency management procedures.

12. Emergency communications systems are
up and running all of the time with the ability | I Yes I" No " N/A
to communicate with security.

13. Create / maintain a plan to account for all
employees during an emergency including the I Yes I No I N/A
use of recall rosters. Conducts quarterly
testing of recall rosters.

14. There is an emergency security-staffing
plan that includes protocols for staff recall, I Yes I No I N/A
employee travel, vacation and leave
cancellations.

* Please note, not all items in the checklist will apply to your facility, as the hospital should
consider which items are necessary to mitigate identified threats from the Hazard Vulnerability
Analysis (HVA). Thus, the not applicable box was added to demonstrate acknowledgement of
possible security measures a facility could utilize. This checklist should help hospital’s document
compliance with JCAHO’s Environment of Care standards.

Assessment Conducted by: Date:

Signature of CEO: Date:

Signature of Hospital Board President or Representative:

Date:
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Appendix C

Terrorism Mitigation Matrix
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Appendix D
Resources and Websites
Medical Resources for Anti-terrorism
American Hospital Association (AHA) — Chemical and Bioterrorism Preparedness Checklist
http://www.aha.org/aha/key issues/disaster readiness/content/MaAtChecklistB1003.doc
American Nurses Association (ANA) — Bioterrorism and Disaster Response
http://nursingworld.org/news/disaster/response.htm
Association for Professionals in Infection Control and Epidemiology (APIC) — Bioterrorism
Readiness Plan
http://www.cdc.gov/ncidod/dhqp/pdf/bt/13apr99APIC-CDCBioterrorism.PDF
Agency for Toxic Substances and Disease Registry
www.atsdr.cdec.gov
Agency for Healthcare Research and Quality (AHRQ) — Bioterrorism and Epidemic Outbreak
Response Model (BERM)
http://www.ahrq.gov/research/biomodel.htm
Centers for Disease Control and Prevention — Biological Agent Fact Sheets
http://www.bt.cdc.gov/agent/agentlist.asp
Center for Disaster and Humanitarian Assistance Medicine
http://usuhs.mil/cbw/new_page 1.htm
Center for Health Affairs — Resources for Hospitals
http://www.chanet.org/emergency preparedness_resources.htm
Chemical / Biological / Radiological Incident Handbook for first Responders

http://www.cia.gov/cia/reports/cbr_handbook/cbrbook.htm
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Domestic Preparedness
http://www.domesticpreparedness.com/
Joint Commission Resources — Special Issue December 2001
http://www.jcrinc.com/subscribers/perspectives.asp?durki=1122&site=10&return=1627
National Institute of Allergy and Infectious Disease — Biodefense
http://www3.niaid.nih.gov/biodefense/
National Institute for Occupational Safety and Health (NIOSH) — Guidance for Filtration and
Air-Cleaning Systems to Protect Building Environments from Airborne Chemical, Biological, or
Radiological Attacks
http://www.cdc.gov/niosh/docs/2003-136/2003-136.html
National Institute for Occupational Safety and Health (NIOSH) — Pocket Guide to Chemical
Hazards
http://www.cdc.gov/niosh/npg/
National Memorial Institute for the Prevention of Terrorism
http://www.mipt.org/
Terrorism and Weapons of Mass Destruction Impacting Occupational Safety and Health
http://www1.va.gov/vasafety/page.cfm?pg=528
The Inter Agency Board for Equipment Standardization and Inter Operability
www.iab.gov
USAF Counterproliferation Center — Terrorism Education Sources
http://c21.maxwell.af.mil/educate.htm
U.S. Army Medical Institute for Chemical Defense, Chemical Casualty Care Division

https://ccc.apgea.army.mil/
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U.S. Food and Drug Administration — Counterterrorism
http://www.fda.gov/oc/opacom/hottopics/bioterrorism.html

U.S. General Services Administration (GSA) — Mail Center Security
www.gsa.gov/mailpolicy

U.S. General Accounting Office (GAO) — Terrorism
http://www.gao.gov/docsearch/featured/terrorism.html

U.S. Postal Inspection Service — Mail Center Security Guidelines
http://www.usps.com/postalinspectors/is-pubs.htm

WMD First Responders
http://www.wmdfirstresponders.com/

Security

American Institute of Architects (AIA)
http://www.aia.org/

American Society for Industrial Security (ASIS)
www.asisonline.org

Building Owners and Managers Association (BOMA) — Security and Emergency Preparedness
http://www.boma.org/Advocacy/Safety AndEmergencyPlanning/

Central Intelligence Agency (CIA) — Chemical, Biological, Radiological Incident Handbook
http://www.cia.gov/cia/reports/cbr_handbook/cbrbook.htm

Federal Bureau of Investigation
www.fbi.gov

The Infrastructure Security Partnership

http://www.tisp.org/tisp.cfm
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U.S. Department of Energy — National Security
http://www.energy.gov/nationalsecurity/index.htm

U.S. Department of Homeland Security — Ready.Gov
http://www.ready.gov/

Emergency Management

All-Risks-Ready Emergency Department
http://www.erl.org/

American Hospital Association (AHA) — Disaster Readiness
http://www.aha.org/aha’/key issues/disaster_readiness/index.html

American Red Cross
www.redcross.org

AEAS — Automated Exercise & Assessment System
WWw.myaeas.com

California Department of Health Services (CDHS) — Emergency Preparedness Office
http://www.dhs.ca.gov/epo/

California Emergency Medical Services Authority
WWW.emsa.ca.gov

Centers for Disease Control and Prevention (CDC) — Emergency Preparedness and Response
http://www.bt.cdc.gov/

Centers for Disease Control and Prevention (CDC) — Strategic National Stockpile
http://www.bt.cdc.gov/stockpile/

Chemical Transportation Emergency Center — Resources for Emergency Responders

http://www.chemtrec.org/Chemtrec/Resources/
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Department of Defense (DOD) — Global Engineering Infections Surveillance and Response
System
http://www.geis.fhp.osd.mil/
Department of Health and Human Services (DHHS) — Metropolitan Medical Response System
(MMRS)
www.mmrs.hhs.gov
Disaster Help
https://disasterhelp.gov/portal/jhtml/index.jhtml
Environmental Protection Agency — Medical Standards
http://www.epa.gov/epaoswer/other/medical/
Federal Emergency Management Agency (FEMA)
http://www.epa.gov/epaoswer/other/medical/
HAZMAT for Healthcare
www.hazmatforhealthcare.org
Healthcare Association of Hawaii Emergency Management Program
http://www.hah-emergency.net/default.aspx
Healthcare Freeware — Free Healthcare Tools and Information (Including an HVA tool)
http://www.healthcarefreeware.com/hlt_ha_an.htm
HEICS — Hospital Emergency Incident Command System
http://www.heics.com/
International Association of Emergency Managers (IAEM)

http://www.iaem.com/
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Joint Commission on Accreditation of Healthcare Organizations
www.jcaho.org
Joint Commission Resources — Revised Environment of Care Standards
http://www.jcrinc.com/subscribers/perspectives.asp?durki=2515&site=10&return=1122
Local Emergency Planning Committee (LEPC) Database
http://yosemite.epa.gov/oswer/lepcdb.nsf/HomePage?openForm
National Center for PTSD — Disaster mental Health Services Guidebook
http://www.ncptsd.va.gov/publications/disaster/index.html
National Institute for Occupational Safety and Health (NIOSH) — Emergency Response
Resources
http://www.cdc.gov/niosh/topics/emres/responders.html
National Disaster Medical System (NDMS)
http://ndms.dhhs.gov/index.html
National Organization on Disability (NOD) — Emergency Preparedness Initiative
http://www.nod.org/index.cfm?fuseaction=Page.viewPage&pageld=11
Occupational Safety and Health Administration (OSHA) emergency preparedness tools
http://www.osha.gov/SLTC/emergencypreparedness/index.html
Pandemic / Avian Flu
http://www.pandemicflu.gov/
U.S. Army Center for Health Promotion and Preventative Medicine (USACHPPM)

http://chppm-www.apgea.army.mil/
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Funding Opportunities for Emergency Management and Terrorism Prevention

Department of Homeland Security Office of Grants and Training
http://www.ojp.usdoj.gov/odp/welcome.html

Department of Homeland Security- Emergencies and Disaster Grants
http://www.dhs.gov/dhspublic/display ?theme=18

Grants Database
http://www.grants.gov/

National Institute of Justice funding and training opportunities

www.ojp.usdoj.gov/nij/
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Appendix E
Security Assessment and Recommendations for Landstuhl Regional Medical Center

***This appendix was excluded for distribution***
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