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Preface

The goal of this investigation was to determine how much data regarding U.S. anti- and coun-
terterrorism systems, countermeasures, and defenses are publicly available and could be found
by individuals seeking to harm U.S. domestic interests. The study focused on information
that would be freely accessible through Web search and review of library materials. To obtain
a reasonably detailed picture of the available information while still covering a range of pos-
sible scenarios, researchers examined six different hypothetical terrorist operations involving
three categories of transportation infrastructure: air, rail, and maritime. The research team
also developed a framework for comparing the amount of information that is publicly available
across different terror attack scenarios and infrastructure targets.

The Department of Homeland Security Science and Technology Directorate, Office of
Comparative Studies sponsored the study. This report is a response to the U.S. General Ser-
vices Administration Request for Quotation 41016-Homeland Security Research Studies.

The information presented here should be of interest to homeland security policymakers,
and owners, operators, and defenders of elements of the U.S. transportation infrastructure that
rely on anti- and counterterrorism defenses for security from terrorist attacks.

This report is one of two under the study “Understanding Terrorist Motives, Targets,
and Responses,” with Martin Libicki as Principal Investigator. The companion monograph is

Exploring Terrorist Targeting Preferences (Libicki, Chalk, and Sisson, 2007).

The RAND Homeland Security Program

This research was conducted under the auspices of the Homeland Security Program within
RAND Infrastructure, Safety, and Environment (ISE). The mission of RAND Infrastruc-
ture, Safety, and Environment is to improve the development, operation, use, and protection
of society’s essential physical assets and natural resources and to enhance the related social
assets of safety and security of individuals in transit and in their workplaces and communities.
Homeland Security Program research supports the Department of Homeland Security and
other agencies charged with preventing and mitigating the effects of terrorist activity within
U.S. borders. Projects address critical infrastructure protection, emergency management, ter-
rorism risk management, border control, first responders and preparedness, domestic threat
assessments, domestic intelligence, and workforce and training.
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Questions or comments about this report should be sent to the project leader, Eric Lan-
dree (Eric_Landree@rand.org). Information about the Homeland Security Program is avail-
able online (http://www.rand.org/ise/security/). Inquiries about homeland security research
projects should be sent to the following address:

Michael Wermuth, Director
Homeland Security Program, ISE
RAND Corporation

1200 South Hayes Street
Arlington, VA 22202-5050
703-413-1100, x5414
Michael_Wermuth@rand.org
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Summary

This report concerns the feasibility of obtaining information relevant to planning terrorist
attacks from publicly available sources. To the extent that such information is available, it is
particularly valuable to terrorist planners in that it can generally be obtained at lower cost, risk,
and effort than more direct forms of gathering information such as observation of a potential
target. Familiarity with public sources of information is also valuable to defenders. If they are
unaware that a terrorist group knows or can easily learn about a particular vulnerability, that
vulnerability can be exploited more easily. If, however, defenders are able to establish a rough
idea of what terrorists are likely to know or can learn from public sources, they can better iden-
tify what assets, regions, or populations may be at risk and adjust their defenses accordingly.
Given the vast array of information in the public domain, identifying all the information
relevant to a potential target and assessing its potential value to terrorist planners is daunting.
What is needed is a way to define the kinds of information most likely to be useful in planning
and executing attacks on particular targets. We developed a framework to guide assessments of
the availability of such information for planning attacks on the U.S. air, rail, and sea transpor-
tation infrastructure, and applied the framework in a red-team information-gathering exercise.
Our results demonstrate the utility of the framework for identifying publicly available infor-
mation relevant to planning terrorist attacks. They also allow us to describe the level of diffi-
culty involved in finding various kinds of information relevant to specified attack scenarios.

Research Approach

Our research approach involved four steps. First, we identified six plausible attack scenarios—
two each in airline, rail, and sea transportation infrastructures—against which to assess the
accessibility of publicly available information. Second, to guide information gathering relevant
to these scenarios and to assess the adequacy of results, we developed the modified intelli-
gence preparation of the battlefield (ModIPB) framework. Based primarily on U.S. Army doc-
trine regarding intelligence preparation of the battlefield (IPB), this framework specifies four
categories of information relevant to targets in the transportation infrastructure, including
(1) avenues of approach and ease of access, (2) target features, (3) security (including forces,
security measures, and other population groups present), and (4) analysis of threats to the ter-
rorist operation. Third, we designated a “red team” to serve as proxies for terrorists seeking

xi
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information about each of the potential attack scenarios. Team members were instructed to
find information sufficient to complete an operational plan for each of the six scenarios, relying
on the ModIPB framework as a guide and using only very low- or no-risk information-gather-
ing activities—that is, public source, off-site research. Fourth, we undertook three validation
exercises to assess the relevance and completeness of the information collected.

Findings

The primary contribution of this research is the observation that the ModIPB framework is
useful in directing analyses of publicly available information that would be needed to plan ter-
rorist attacks across a wide variety of transportation infrastructure targets and attack methods;
this outcome suggests that the framework is broadly applicable to the problem of identifying
information that might reveal vulnerabilities in those systems. In addition, it became evident
from applying this framework what types of information are relatively hard versus relatively
easy to find for the set of six scenarios describing potential attacks.

The ModIPB framework is a useful guide to locating information relevant to the
planning and execution of terrorist attacks. A detailed presentation of all the results—that
is, the kinds of information that the red team did and did not find for each scenario—appears
in Appendix A. As a whole, our findings demonstrate that the ModIPB framework performed
well as a guide to helping red-team members locate information relevant to the attack. Relying
on the checklists we provided, red-team members were able to identify information that, with
scattered exceptions, proved useful for planning the hypothetical terrorist attacks across all six
scenarios. This assertion is supported by the results of three validation exercises.

Ease of identifying relevant information varied across information categories,
with general descriptive information being easiest to find and information concerning
detailed security procedures being most difficult to find. Information is considered “easy
to find” if, as determined by the red-team exercise, the same type of information is available
from multiple sources for multiple infrastructure targets of a similar type (e.g., all airports).
Information is considered “hard to find” if only single examples were located or if no informa-
tion was located. Some types of information could be found for one class of infrastructure or
for one scenario, but not others.

Given this variation and the relatively small number of scenarios we studied, we cannot
compare the ease of finding information across categories with great precision, but our find-
ings do suggest that certain categories of information are generally easier to find than others.
Members of the red team found information concerning the location of terrorist targets, inte-
rior structural details, and the size and capacity of security forces relatively easily, but locat-
ing information concerning specific security procedures and capabilities was more difficult. A
notional summary of the findings is shown in Figure S.1.

For each of the attack scenarios, the red team was unable to locate some of the informa-
tion that a terrorist planner would need to assess the likely success of a potential attack. For
example, for some scenarios, the team found news articles reporting the number of officers
that monitor a particular area, but those reports did not provide detailed information about
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Figure S.1
Notional Representation of Information Collected by Red Team

Easier Harder

< >

Presence of specific
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Specific countermeasures
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Location of and
path to target

Interior structural
drawings or details

Size and capacity of
security forces at target

Detailed security force
procedures or response plans

Size and capacity of security
forces neighboring target

RAND TR360-5.1

operational plans or deployments at specific stations. That is, the information regarding opera-
tional plans and security force deployments was “hard to find.”

Policy Recommendations

First, we note that, regardless of how easy or hard it was to locate certain information, there
is no evidence from this investigation to suggest that removing information from the public
domain would alter the risk of a given scenario occurring. Our findings concern only how
easily the red team was able to locate relevant information.

Based on the findings described above, we propose two recommendations intended to
help infrastructure owners increase security.

* To prevent information that includes security details from entering the public
domain, review and revise procedures for operational and information security.
Our findings indicate that information pertaining to certain ModIPB categories is not
easily accessible through off-site, public information sources. For example, information
concerning security force deployments—that is, routes, schedules, number of personnel,
vehicles patrolling—is not easily accessible through off-site, public information sources.
Nonetheless, our red team did identify a wide variety of kinds of information concerning
the air, rail, and sea transportation infrastructures, including overhead images, schemat-
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ics of sites and equipment, and news reports. Moreover, new information is being added
to the public domain every day, along with new capabilities for searching and fusing
information. Thus, procedures for securing sensitive information should be evaluated
regularly, taking into account developments in technologies for storing and retrieving
data, with a view toward identifying vulnerabilities that might allow sensitive informa-
tion to enter the public domain.

* Include information that can be obtained from easily accessible, off-site public
information sources in vulnerability assessments. The operations of transportation
infrastructure organizations have proven to be attractive targets for terrorist attacks.
Thus the owners and operators of these facilities must—and do—conduct vulnerability
assessments to identify threats to the security of their assets and activities. To ensure the
comprehensiveness of these assessments, information that is appropriately in the public
domain must be included.

Our results indicate that the utility and comprehensiveness of information available
in the public domain varies by infrastructure and scenario. Given this variation, owners
and operators of transportation infrastructure organizations must focus particularly on
how information available in the public domain is likely to affect the vulnerability of the
specific assets and activities of their own organizations. Relying on ModIPB framework
as a tool to guide information searches will help these organizations identify such infor-
mation, which can then be included in vulnerability assessments.

Owners and operators of transportation infrastructure organizations must deter-
mine how frequently vulnerability assessments should be conducted to ensure that, as
new information enters the public domain, it is captured in those assessments. Because
such new information can enter the public domain at any time, including the day after
a vulnerability assessment is conducted, we cannot specify a priori how frequently such
reviews should be conducted. We believe, however, that analyses of information in the
public domain should either be integrated into current vulnerability assessments or, if
conducted separately, should be carried out with at least the same frequency.
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CHAPTER ONE
Introduction

This report concerns the feasibility of obtaining information relevant to planning terrorist
attacks from publicly available sources. To the extent that such information is available, terror-
ists may be able to obtain it with little risk, as they need never set foot on the site of a potential
attack target. With the growth of the Internet, the amount of freely available information—of
all sorts—has risen enormously. Google®, for instance, references in excess of 8 billion pages.!
This growth has raised questions, particularly since September 11, 2001, about whether
sensitive information is too easy to acquire.? In addition to increasing the volume of informa-
tion available, technology has increased the durability of information in that low-cost digital
storage and the emergence of digital archive sites have made it more difficult to remove infor-
mation once it has entered the public domain.? The U.S. government and owners of facilities
likely to be of strategic value to terrorists (e.g., nuclear power plants) have considered in some
detail whether to allow such information to remain in the public domain. Insofar as terrorists
are now attempting to attack softer targets—for example, public transportation and commer-
cial enterprises—owners of such targets may need to decide whether to remove at least some
of their most sensitive data from the public domain. This research tests the claim that a great
deal of information about U.S. security capabilities and vulnerabilities can be discovered from
public sources at no risk to the terrorists seeking the information (Thomas, 2002, 2003).
Understanding what information is publicly available about specific targets can help U.S.
security forces determine what information terrorists might have obtained without entering
the area they are targeting. Defenders might be able to guess what terrorists can learn from on-
site reconnaissance by, for example, walking around the facility themselves, but determining
what terrorists can learn from off-site, publicly available sources is far more complicated. This
study is intended to address that complexity by establishing more concretely what information

I Our decision to focus on information that could be gathered from public sources was also dictated by constrained

resources and real limits on the risks one could expect RAND researchers to take in gathering data. Google is a trademark

of Google, Inc.
2 For instance, from Paul Magnusson and Spencer Ante (2005), we learn,

One bit of counsel consultants say applies to just about any business: Don’t post sensitive information on the Internet. Says
Intellibridge Corp. founder David J. Rothkopf, “We could show a company that one of their fuel trucks was scheduled to
deliver to a particular site at a particular time, or show them on the Internet blueprints of their most sensitive areas.” Utili-

ties, transportation companies, and hazardous materials manufacturers quickly hid such information after audits.

3 Two contemporary examples of such sites are Internet Archive (undated) and Young (undated).
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can be obtained from such off-site sources and providing a broadly applicable method for so
doing.4

Knowing what terrorists know or can learn may be advantageous to defenders. If defend-
ers are unaware that a terrorist group knows about a particular vulnerability, that vulnerability
can be exploited more easily. If, however, defenders are able to establish a rough idea of what
terrorists are likely to know or learn from public sources and how that information is likely to
shape an attack, they can better identify what may be at risk and adjust their defenses accord-
ingly. For example, if defenders are aware that terrorists know the times and location of specific
patrol routes, they can adjust their operational plans accordingly to prevent attackers from
collecting this information and using it effectively. If defenders know which of their counter-
measures terrorists might know about, they can take steps to ensure that these countermea-
sures remain effective despite having been discovered, or they can shift to alternative defensive
strategies.

On the other hand, if terrorists discover countermeasures’ instituted by security forces,
they can take those measures into account in developing operational plans. In particular, the
more information that terrorists are able to discover through off-site reconnaissance, the more
efficient any on-site reconnaissance is likely to be. If, however, defenders know what informa-
tion is available only to those who work at or are closely affiliated with the site, what can be
gained through legal on-site information-gathering activities, and what can be gained through
off-site reconnaissance, they can adjust their security plans accordingly.

This report seeks to improve our understanding about what information may be publicly
available about potential targets in two ways: first, by providing an analytic framework for the
evaluation of simulated terrorist intelligence collection efforts that can be used for consistent
and comparable analyses across scenarios and targets and second, by presenting the findings
from a simulated intelligence-gathering exercise (red team) for six specific attack scenarios.

4 Since September 11, 2001, there have been numerous research studies and reports by both the public and private sectors
concerning surface transportation security and vulnerability assessments. Examples include reports by the Government
Accountability Office, the Congressional Research Service, and the National Cooperative Highway Research Program
and Transit Cooperative Research Program of the National Academies’ Transportation Research Board. These programs
have produced workshops, discussion groups, reports, guidelines, training materials, and vulnerability assessment tools for
securing surface transportation infrastructure. More information may be found at National Council for Science and the
Environment (undated), Transportation Research Board of the National Academies (undated[a], undated[b]), and U.S.
Government Accountability Office (2006). This study addresses a specific issue that has not been emphasized in these
research activities: What types of information useful for terrorist planners could be collected through off-site or remote
information-gathering activities?

> Not everything that is found, particularly if it is a countermeasure established by defenders, is necessarily understood
to be a countermeasure; it may simply be seen as an aspect of the target that has no obvious relevance to the operation. The
terrorist researcher may discover it and not communicate as much (unless asked to report on it specifically), having deemed
it unimportant. This is less likely to be an issue if the owner labels the countermeasure as such, for instance, in a security

plan.
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Levels of Risk in Information Gathering

For terrorists, the primary deterrent to information gathering, whether on-site or off-site, is the
risk of detection. They must always consider the importance of the information to be gained
through some information-gathering enterprise in relation to the possibility that finding that
information will involve being observed, arrested, or possibly even killed. Moreover, the risk
of seeking a particular piece of information is not an objective value, independent of the char-
acteristics of the information-seeker. In particular, terrorists may face more risk in gathering
information about a given target than would another individual or group precisely because
they may be either known to the authorities or exhibit personal or behavioral characteris-
tics that draw the attention of authorities. Although such factors introduce some imprecision
in estimating the risk of a specific information-gathering activity, it is nonetheless possible
to categorize forms of information gathering broadly in terms of the level of risk associated
with them. Below, we describe the constellations of factors that identify information-gathering
activities as constituting no-, low-, medium-, and high-risk information gathering.

Negligible-Risk Information Gathering

Negligible-risk information gathering® includes surfing the Web, listening to or watching mass
media, reading for-sale material (e.g., newspapers), and perusing information in public librar-
ies. The information that these sources contain has already been recorded, however formally
or informally (e.g., Web-logs, or blogs). Much of this material—for example, weather reports,
transportation schedules, and maps—is publicly available information.” Similar negligible-risk
material includes facts that can be learned through casual observation; facts of this sort are
what someone can observe without arousing suspicion such as observations from a road, a city
street, a park, or as a member of a guided tour. If such information can be collected easily, little
security would be gained by removing any such material from the public domain.

Low-Risk Information Gathering

Low-risk information-gathering activities have some potential to arouse suspicion or may entail
leaving identifying information behind. Taking a guided tour once may draw no attention, but
doing so several times in a relatively short period may arouse suspicion. Security forces may
not notice a particular person passing by a point but may take note of those who loiter or who
repeatedly return without apparent purpose. Activities carried out during surveillance may also
attract attention; photography, for instance, is sometimes forbidden in or around government

6 Strictly speaking, there is no human activity that involves zero risk, and there are ways for defenders to introduce risk
even in Web-surfing (e.g., as part of an active defense strategy). Terrorist “surfers” have to watch out for sites that may intro-
duce spyware into their machines capable of capturing information about the user and, thereby, learning something about
the user machine’s IP address, the keystroke signature of the user, and any miscellaneous telltale information on the user’s
hard drive. Web sites may also display enticing (even if bogus) information that may tempt those who believe it into reveal-
ing themselves. A more comprehensive depiction of countermeasures and counter-countermeasures, and how they affect the
risk of gathering data through mass media channels, although possible, is beyond the scope of this report.

7" For an in-depth examination of the availability of maps and related information see John Baker et al. (2004).
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buildings or other properties. Any effort to take photos of such targets is therefore particularly
likely to draw the attention of security personnel.

Other forms of low-risk information gathering include monitoring police radios, access-
ing paid Web services, visiting private libraries, and obtaining information by writing for it
or by asking someone in an official position. To monitor police radios, the observer must be
within a certain radius of the radio system and being caught with the equipment may raise
suspicions; to access Web services, one risks being identified in paying for the service; and visits
to private libraries (e.g., those maintained by trade groups) make one vulnerable because, in
many cases, identification is needed to enter.

Medium-Risk Information Gathering

This category includes higher levels of information gathering, such as physical surveillance,
that require terrorists to establish a presence in, or make repeated visits to, the infrastructure of
interest in order to observe it. The hijackers of September 11, 2001, for instance, took several
airline trips to various U.S. destinations to satisfy themselves that they could get past security
protocols. Likewise, those who bombed the USS Cole rented apartments located at the port
of Aden to understand the typical vessel traffic at the port. Some techniques, associated more
with hackers than with terrorists, include social engineering (i.e., the extrication of informa-
tion over the phone or the Internet under false premises).

High-Risk Information Gathering

High-risk information-gathering techniques are activities that are likely to draw authorities’
attention. Examples include trespassing, planting a monitoring device in a facility (or a long-
range listening device near it), computer hacking into highly sensitive or secure sites, acquiring
a sensitive (as opposed to, say, clerical or operational) position within a facility for the purposes
of inside information gathering, recruiting an insider, or infiltrating a work site. Such activi-
ties are more likely to be within the ambit of a state intelligence agency (in part because they
require a higher level of resources) than of a terrorist group, but it is possible for them to fall
within the ambit of a terrorist organization willing to take risks or one that has access to suf-
ficient resources.

Determinants of Information Gathering

Carrying out a successful terrorist act requires operatives, weapons, money, and information.
This last requirement, information, is unique in the sense that so much of it is free or nearly
free for the taking, available through the media, in print, or from the Internet. But even
though information is freely available from public sources, there is no guarantee that a terrorist
researcher will find it.

8 For several months in 2005, for instance, passengers were enjoined from taking pictures of the New York subway system.
Several years earlier, an individual drew suspicion upon himself for taking pictures of a power plant and was arrested and
deported. See Democracy Now! (2004).
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Information gathering can be complex, with many variables affecting the kind of research
that a given group will do and the success with which it does it. Terrorist researchers may con-
front a vast amount of information housed in a variety of sources, from the Internet to human
informants. They must judge what parts of this information are relevant, reliable, and current,
given the goals and characteristics of the operation being planned. They must evaluate how
accessible each information source is, considering the different levels of risk, different costs,
and different levels of effort involved in mining different sources. For instance, for terrorists
with high-speed Internet connections, downloading maps may be free of either risk or cost and
nearly effortless. In contrast, infiltrating a security organization to investigate its tradecraft is
highly risky, quite costly, and involves a great deal of effort.

Here, we discuss three factors that are likely to affect information gathering: target choice,
attack-planning stage, and availability of information on the World Wide Web. We note, how-
ever, that the relationship between these variables and information gathering is complex. For
example, target choice will certainly affect information gathering, but information gathering
may also affect target choice. Below, we focus on factors that affect information gathering but
acknowledge the possibility that influence may run in the other direction.

Choice of Target

The amount or type of information required to support a decision to attack a particular target
depends on the terrorist’s certainty about what the target will be. In some cases, terrorists may
want information to decide among various targets; others may start with one target in mind;
still others may choose targets almost arbitrarily, focusing on whatever opportunities pres-
ent themselves. Very careful terrorist groups (such as al Qaeda, with its extended surveillance
cycle) may require details about security measures at a specific target before they will consider
finalizing their operational plan.

Terrorist organizations who choose to carry out a large number of parallel, relatively
small-scale, independent attacks (i.e., multiple suicide bombings done by individual terror-
ist cells) may realize that some percentage may fail or result in members of the terrorist cell
being caught. As a result, they may be more likely to assume a higher level of risk in informa-
tion gathering than terrorists who are putting all of their resources and information-gathering
efforts into a single large attack. In addition, a group’s willingness to accept a higher level of
risk to gather any one piece of information about a target tends to be low if there is a great
deal of additional information that would also be needed in relation to the same attack (i.e.,
if one must make multiple visits to the same target to gather such information). In general, if
the point is to scan a large number of locations, low-cost, low-risk approaches may be more
attractive.

Stage of Attack Planning

The full range of information needs is almost never obvious at the outset of planning. Infor-
mation discovered in the early stages of planning often leads to new information require-
ments. For instance, if investigation of a subway system’s security plan reveals the use of bomb-
sniffing dogs, many further considerations then arise: how often the dogs are used; where the
dogs are used; how they are trained; how sensitive they are; and how they would they react to
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the presence, for example, of poison gas dispensers. If the discovery of these dogs makes terror-
ists revise their attack plans, new information may be required to support the new plan.

In particular, the target-selection process may require different kinds of information than
does planning the attack. As a result, the terrorist researcher may, over time, carry out multiple
information-gathering activities to obtain all the information needed to cull the list of potential
targets or waypoints. Once that is done, a more focused search may be feasible. Consider, for
instance, a scenario, to be discussed later in this report that entails shipping a container with
nuclear material from a foreign port through the Port of Los Angeles/Long Beach (LA/LB).
The terrorist would want to find an overseas port where outgoing containers are not scrutinized
rigorously, but visiting all ports in the world is infeasible. After culling the most improbable
sites, however, visiting the remaining few may be possible. What may start as a no-cost search
through public sources may eventually evolve into requirements for more detailed information
and even require higher-risk information-gathering strategies. But as new information require-
ments present themselves, it may be possible that the most appropriate activity is continuing a
low-risk and low-cost information-gathering approach, such as a Web search.

Availability of Information on the World Wide Web

Because the World Wide Web offers the possibility of gathering substantial amounts of infor-
mation at low risk and low cost, it is likely to be among the first sources that terrorist planners
consult. Thus, it is important to understand what information terrorists can find there and
what is unlikely to be available.

Information on the Web ranges from what is obvious and requires no particular exper-
tise to find to what may be more difficult to find without privileged entrée or special skills in
information retrieval. Anyone searching for information and lacking specialized knowledge
about the topic is likely to go first to a search engine. Home pages of relevant institutions are
another place to visit. Search engines such as Google® are quite efficient, but they do not cover
the entire Web. Nonetheless, even lacking training in information retrieval, terrorists may be
able to guess which search-word will elicit what material and put it at or near the top of the
search result stack.

There are, however, technologically imposed limits to the kinds of information a terrorist
might find. For instance, many Web pages contain information that is specifically denied to
Web-crawlers (which are used to populate search engines).” Other sites are not easily searched
by Web-crawlers but have their own search engines; many of these sites contain information
that can be accessed only through discussion groups or forums or with special permission. A
great deal of information is also generated solely though query results (e.g., airlines schedules).
There are also tens of millions of bloggers whose sites are not easily accessed or included in
some Web-crawlers.!0

9 One notable example was the archive of physics paper preprints assembled at Los Alamos National Laboratory

(undated).

10 The consolidation and integration of Internet services to a decreasing number of providers (e.g., Microsoft® integration
of search tools into its basic operating system, purchase of Blogger” by Google®), along with improvements in search tech-
nology, will help to cross some of these boundaries in the future. However, even as tools and strategies for integrating and
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In addition, the Web contains sites that are frequented only by those who know some
“secret handshake.” The best example of communities that use such information-gathering
techniques is the computer hacker underground where cliques exchange tricks, techniques,
and, sometimes, part of what they have stolen from other people’s computers. Similar commu-
nities have been described for “superpatriots” (right-wing anti-government activists), as well as
individuals affiliated with other terrorist movements.' That said, there are sites that do discuss
vulnerabilities (e.g., cryptome.org), but they do so in the spirit that motivates “white hat” hack-
ers to reveal flaws in the hopes that identifying them will lead to prompt patching.!?

However, constraints on the access to certain information can change over time. One
should consider the potential emergence of entirely new sorts of information or new ways of
accessing that information. For example, the posting and sharing of videos on sites such as
youtube.com has surged over the past months (Liedtke, 2006). Although search tools to locate
such videos are still primitive, they are likely to increase in number and sophistication over
time, providing additional mechanisms to find potentially useful information.

Thus, to the extent that “availability of information on the Web” influences the
information-gathering efforts that terrorists undertake—or the results of those efforts, defend-
ers must take into account changes in the kinds of information available and in mechanisms
for locating that information.

Information in the Public Domain: How Much? What Kind?

During our investigation, we were never certain whether the inability to find a security coun-
termeasure indicated that no countermeasure was there. We imagine that “real” terrorists face
a similar problem, and anything done to exacerbate this problem for them is a security mea-
sure in and of itself. However, we recognize that there is pressure on those in charge of secur-
ing various components of the U.S. transportation infrastructure to reassure the public that it
is well protected. This necessity leads to publicizing security measures and countermeasures.
Publicizing such measures may well increase public confidence, but it does so at the potential

searching multiple classes of information evolve, new types of information will emerge and be added to the public domain
(e.g., more streaming video or camera phone photos). The availability of these technologies will ensure that, even as new
capabilities to search across exiting types of information emerge, as new types of information are added, new search strate-
gies and tools will be required.

' Our research did not uncover any terrorist sites in which specific physical vulnerabilities were discussed in the same way
that hackers trade secrets on the vulnerabilities of, say, Microsoft Windows. We may speculate that such sites do not exist or
that, if they exist, they are comparatively rare. There are several possible explanations for the absence of such sites, including
(1) hackers are more adept at and comfortable than are random terrorists in setting up Web sites to discuss potential targets’
vulnerabilities; (2) the number of potential cyber vulnerabilities is relatively low, permitting focused discussion of them,
while the number of physical vulnerabilities is very high, which works against two random individuals having a conversa-
tion about them; and (3) the penalties for being caught lurking on hacker Web sites are much lower than similar penalties
for being caught lurking on terrorist Web sites.

12 There is active debate within the computer hacking community about the ethics of revealing flaws in computer software
without giving the vendors time to introduce a patch. To get a flavor of the debate, see Ross Anderson’s (Professor of Secu-
rity Engineering at Cambridge University’s Computer Laboratory) undated Web page on economics and security.
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cost of providing terrorists with information that they need to know to plan their attacks.
Worse still, once a countermeasure of a certain type is known to be in place, terrorist infor-
mation-seekers can search for additional details on the standards for and construction of such
countermeasures and, if they are successful in locating that information, attempt to find or
generate counter-countermeasures.

In some cases, publicizing security measures may dissuade terrorists. Consider the follow-
ing hypothetical scenario: Assume that every U.S. passenger plane is equipped with a missile
defense system that would protect the plane from shoulder-fired rockets. If terrorists know that
every U.S. passenger plane is equipped with some kind of missile defense system, they may
consider the target too difficult to attack and, instead, move to less well-protected targets. Such
systems may be expensive to implement solely for the purpose of dissuasion. Other counter-
measures that may have similar dissuasive effects and that do not require large expenditures
could be more broadly publicized. For example, publicizing the fact that an estimated less than
one in 10 man-portable air defense system (MANPADS) shots (Stevens et al., 2004) are likely
to bring down a plane could produce the same effect at lower cost.

There is a wealth of information available about transportation infrastructure targets,
much of it from multiple sources. Information about security forces and countermeasures is
considerably slimmer. However, information about security forces and measures can serve
several roles. For members of the public, information about security forces and measures can
inspire confidence in safety of transportation systems. For would-be attackers, public infor-
mation about security can have paradoxical effects. On the one hand, it can help them plan
operations; on the other hand, it may deter the execution of those operations. Finding a proper
balance and deciding what “should” be publicly available remains a challenge and is beyond
the scope of this report.

Policymakers and infrastructure owners and operators must also know not only what
information to defend, but also what information can be defended. Knowing what informa-
tion can be defended requires knowing something about what information can be collected
easily and what information is more difficult to collect, a central issue in this study. By way
of illustration, consider three different bounded sets of information. The first set is defined by
what terrorists can learn from off-site reconnaissance, the type of information-gathering activi-
ties that are the focus of this investigation. This is the information that is the most difficult to
defend, if, indeed, it can be defended at all. The second set of information is what terrorists can
learn by on-site information-gathering activities, such as reconnaissance or surveillance, and
may involve a higher risk of detection to the terrorist information-gatherer. Defense remains
difficult, though there is at least an opportunity for defenders to recognize terrorists in the act
of gathering information on-site. Finally, the third set consists of information that is on-site
“employee information,” that is, information available to those who are employees of or closely
afhliated with the infrastructure itself. Employee information would include both public infor-
mation and insider information. A Venn diagram of these overlapping sets of information is
presented in Figure 1.1. Note that the relative sizes and overlap of these different sets of infor-
mation depends on many factors, such as the specific responsibilities of the employee and the
skill, motivation, or goals of the information gatherers.
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Figure 1.1
Notional View of Information About a Target
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Whether a given data element falls in one or more of these information sets depends on
the characteristics of the infrastructure. For example, as the discussion of our results in Chap-
ter Three will show, information about the existence and use of surveillance cameras was found
in off-site, public sources for several of the terrorist scenarios considered and, therefore, falls
within the first set of information (point A in Figure 1.1). However, information about the
exact location of those cameras, which could be important for planning a terrorist operation,
may only be present in the second defined set of information (i.e., on-site, public information),
which does not overlap with the first set. Employees will also likely know (or could know if
they chose to seek it) the locations of security cameras, so this information would be located
in the intersection of the second and third sets of information (point B in Figure 1.1). How-
ever, if security cameras are hidden from public view, information about their locations may
reside only within the set of information defined as “on-site employee information” (point C in
Figure 1.1). Information that can only be found in the third set (on-site employee information)
and in neither of the two sets is insider information.

Once policymakers or infrastructure defenders have a good idea of the kinds of data in
each of these information sets, they can decide more readily which information to try to keep
secure. Employees have access to these data and, in many cases, are obliged to protect them.
This report should give those charged with infrastructure security and relevant policymakers
a good idea of the shape and general contents of the off-site, publicly available information set
for selected scenarios and elements of the U.S. transportation infrastructure. By understand-
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ing all three sets and their intersections, defenders can see what information is available only
in the insider data set and take steps to protect it—either through efforts to prevent terrorists
from gaining access to insider information or through choosing to keep that information from
entering the publicly available information set in the future.

Assessing the Results of Information Search: How Much Is Enough?

In the end, the terrorists must assess the adequacy of any information collected themselves. Do
they have enough information to proceed confidently? Are they willing to proceed anyway?
Have they identified contingencies for countermeasures and other features of the environment
that they think they understand well, but are not absolutely sure about? And, perhaps tricki-
est of all, have they asked all the right questions, or will they be confounded by a forgotten
contingency?

The conversion of information into action is a subjective process; confidence resides ulti-
mately within the mind of the terrorist. In some cases, terrorists will know what information
they are missing (e.g., they may know that cargo is scrutinized by some criteria, but be in the
dark about what these criteria are). In other cases, there may be some uncertainty over the
extent or importance of missing information. The greater the doubt, the more terrorists are
apt to favor simple strategies with multiple redundancies built in—if they go ahead with their
plans at all.

Attacks on the Transportation Infrastructure: Six Scenarios

In the previous sections, we have discussed the conceptual basis for our research; in this sec-
tion, we begin the discussion of our investigative approach.

Recent terrorist attacks—the attacks of September 11, 2001, the attack on jetliners leav-
ing Mombasa, the Madrid train bombings, and the London mass transit attacks—have shown
that terrorist groups often favor elements of transportation infrastructures as the targets or
instruments of large-scale terrorist attacks. In recent years, a number of U.S. government
reports, independent studies, and news stories have openly discussed vulnerabilities and pos-
sible scenarios for attacks on transportation targets.

This study is designed to determine what kind of information terrorist researchers with a
range of skills, expertise, and guidance can find about specific targets in the U.S. transportation
infrastructure from sources in the public domain. As a context for the information-gathering
exercise, we use a scenario-based approach, positing six hypothetical operations involving tar-
gets within the airline, rail, and shipping sectors of the U.S. transportation infrastructure.'?

13 Each of these six scenarios has been discussed in the public sphere in news articles and government reports. Five of the
six are analogues to attacks that have already occurred.
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In each case, we drew our hypothetical scenarios' from the public literature but provided a
specific locus for our researchers to investigate by associating the hypothetical operation with
an actual facility (indicated in parentheses).’

Scenarios for Attacks on the Rail Infrastructure

1. Scenario 1: A poison gas attack (NYC subway) (Soares, 2001; Howell, 1998; Japan-101
Information Resource, undated; Council of Foreign Relations, 2004; Online Forum,
1998; Staten, 1995)

2. Scenario 4: Madrid-style bomb attack on commuter train (NYC East River Tunnel)
(Biden, 2005; Dateline D.C. Column, 2005; U.S. Library of Congress, 2004)

Scenarios for Attacks on the Air Infrastructure

3, Scenario 2: Bomb in a passenger plane cargo hold (Los Angeles International Airport
[LAX]) (Frank, 2003; Air Safety Week, 2004; Epstein, 2003; Donnelly and Novak,
2003)

4. Scenario 5: MANPADS attack on an inbound flight (to LAX) (U.S. General Account-
ing Office, 2004; Frank, 2003; Ho, 2003)

Scenarios for Attacks on the Sea Infrastructure

5. Scenario 3: Shipping a nuclear device in a cargo container (Port of Los Angeles/Long
Beach [LA/LB]) (RFID Journal, 2003; see also Willis and Ortis, 2005; Flynn, 2004;
and U.S. House of Representatives, 2004)

6. Scenario 6: Suicide boat rams a docked cruise ship (LA/LB) (Mineta, 2002; Buxbaum,
2004; Roboto, 2001)

With scenarios specifying attack targets and attack modes, we developed a framework
for determining what information terrorists would need to carry out these plans. Rather than
inventing terrorist information requirements, we used U.S. Army doctrine for intelligence
preparation of the battlefield (IPB) and the al Qaeda manual,'® which is the closest thing we
have to terrorist “doctrine,” and, in consultation with subject matter experts (SMEs), derived

14 These scenarios overlap with those of the National Planning Scenarios, notably scenario 1 (nuclear detonation, although
our scenario stopped once the nuclear device entered the United States), scenario 7 (chemical attack, nerve agent), and sce-
nario 12 (explosives attack, bombing using improvised explosive devices).

15 This study looks at supply-side factors affecting the selection of terrorist targets. A parallel RAND investigation, “Explor-
ing Terrorist Targeting Preferences” looked at demand-side factors (i.e., what objectives attacking a class of targets might
satisfy). The two projects teams interacted and shared one member.

16 This refers to a translation of a manual dealing largely with security issues, captured in Manchester, England, in the year
2000. It has been hosted on the U.S. DOJ Web site. (See Disastercenter.com, undated.) The quote is from “Eleventh Lesson:
Espionage, (1) Information-Gathering Using Open Methods.”
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a modified IPB (ModIPB) framework from which to choose relevant information require-
ments (see Chapter Two for details). The ModIPB framework includes four general categories
of information: information related to the approach to the target, characteristics of the target
itself, information about security, and possible threats to the overall success of the operation.

We then designated a red team of researchers to serve as proxies for terrorism researchers
to investigate how much of that information—including data on countermeasures instituted
by security forces to protect these targets—could be found from public sources on the Internet
and in public libraries. The composition of the project red team is consistent with instructions
in the al Qaeda manual, which indicate, “The one gathering public information should be a
regular person (trained college graduate) who examines primary sources of information pub-
lished by the enemy (newspapers, magazines, radio, TV, etc.).” With this in mind, we selected
a group of research assistants (RAs) employed by the RAND Corporation, all of whom grad-
uated from universities in the United States and were, at most, casually familiar with the
selected targets. The red team members may have used the mode of transportation identified
in our specific targets on rare occasions or made multiple trips on similar modes of transporta-
tion at other locations, but they did not possess any knowledge regarding detailed engineering
or security practices associated with those transportation infrastructures.

We presented team members with the scenarios and the ModIPB framework and asked
them to find information from such sources as the Internet and public libraries. In this way,
we sought to replicate, as well as we could, how a hypothetical terrorist group would search for
relevant information using “regular people.” To determine whether there was information that
the red team could not find within publicly available sources, but that is nevertheless available
publicly, we included three validation efforts. First, RAND SMEs familiar with security and
counterterrorism efforts for the transportation infrastructures that appeared in our scenarios
inspected the information found by the red team. Second, we compared what the red team
found with information collected during interviews with owners and operators of transporta-
tion infrastructure organizations regarding their security forces and security measures. Our
third validation effort focused on the information-seeker’s methods; to test the adequacy of
information search, we asked a researcher considered to be more expert" in gathering infor-
mation than the members of the red team to conduct the same exercise, using a subset of the
questions given to the red team as a guide.

Our methods do not allow us to rule out the possibility of false negatives—that is, the
possibility that information was not found even though it was publicly available—but these
validation efforts decrease the likelihood that the existence of false negatives has distorted our
results. And, by examining differences between the information collected by the members of
the red team and the information collected or presented by the various experts described here,
we can estimate the size of the gap between what exists and what was found.

17 There is more to expert information-searching than simply knowing how to use the Web. A technical expert may be able
to infer more from material—whether it is significant, what else needs to be known about it, what it means—than a novice
can even if the expert is equally skilled at finding it. An expert may also know more information prior to having done any
research.
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An lllustrative Red-Team Approach

As with legitimate information-seekers, terrorist researchers likely vary in skill and knowledge,
as well as in cultural and social characteristics—including their tolerance for risk—and in
available resources. Each will take varying approaches to gathering information. While many
will follow a systematic sequence of steps, not all will do so. And even the most methodi-
cal planners may overlook what, in retrospect, might have been a mission-critical piece of
information.'

For groups that take a logical approach to operational planning, certain types of
information gathering are better matched to specific decision points in the planning process.
For example, when a group is deciding on an operation, it seems likely that information gather-
ing would focus on issues relevant to choosing targets. Assume a terrorist group begins with a
menu of options and, further, assume that the group ranks each option on a set of criteria—for
instance, the cost of attacking a target or the value to the group of doing so.” In such cases,
easy access to public information is critical; with so many possible targets, visiting each is most
likely both unaffordable and infeasible in terms of time.20 Furthermore, even though the risk
of detection during visits to prospective targets may be low, it is not zero. Unless the group is
sufficiently confident that its researcher is not actively being searched for or under surveillance
by security officers, they will probably want to minimize site visits. The Internet permits ter-
rorist researchers to investigate a large number of sites at relatively low cost, which is especially
valuable in the early stages of planning, before a target has been selected.

As the gains to be realized from low-cost, low-risk, and low-effort research activities
decrease, higher-cost and higher-risk avenues requiring more effort may become worthwhile.
If, for instance, terrorists find that they need to know how frequently a public venue is patrolled
and they cannot find the information through low-risk, low-cost, and low-effort information-
gathering activities, they may have to loiter near that vicinity long enough to understand patrol
patterns—subjecting themselves to the risk of being detected or captured. New information
requirements that emerge later in the planning process may merit renewed low-cost, low-risk,
and low-effort research. Overall, the phase of operational planning influences what informa-
tion terrorists need and, consequently, what they must do to get it and what risks and costs to
bear in the process.

There are, of course, critical differences between likely terrorist researchers and the RAND
research assistants employed in this study. Terrorists are likely to possess greater motivation,
but they may be less familiar with U.S. social, cultural, and economic norms. As mentioned
above, the profile of any given researcher will influence the research decisions that he or she
makes. Even given the same guidelines, each search may yield different outcomes because of

18 For example, roadwork in the neighborhood of the target might not seem like mission critical information, but becomes
so if the planned route to target proves to be unavailable on the day of the attack.

19" A companion RAND report examines potential hypotheses that may explain why one terrorist group, al Qaeda, may
select the targets that it does. See Libicki, Chalk, and Sisson (2007).

20 In practice, it is unclear how much open-ended research is actually done on a universe of targets in light of the many the-
ories of decisionmaking that hold that people rarely consider a large array of options when making choices. See, for instance,
the bounded rationality school associated with Herbert Simon (1976) or Gary Klein’s (1998) naturalistic theories.
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random differences in search paths. Thus, the goal of our study is to illustrate how the ModIPB
framework can be used to determine what information is available to terrorist researchers. We
do not claim, however, that relying on this framework to assess the availability of information
will allow defenders to reproduce exactly the results that any given terrorist might find. And,
again, any information-gathering activity is subject to false negatives—the possibility that rel-
evant information may exist, even though it was not found. Such outcomes may occur because
of limitations in the skill of the information-seeker or because the information may be unusu-
ally difficult to find, may not be public knowledge, or may not be recorded.

The scenarios permitted the red team to research each of the six hypothetical targets and
to present a picture of what a terrorist researcher may or may not be able to find about that
target at a low level of risk, cost, and effort. Nevertheless, there are clearly countless other com-
plex systems at risk in the United States, as well as numerous other types of possible attacks
on the transportation infrastructure. In designing our study, we set out to create a transferable
methodology that can be repeated as part of other red-team exercises for systems or specific
targets of potential interest to terrorists. The approach can be applied to assess what informa-
tion a terrorist group might be able to unearth about other atrisk targets at a similar stage of
operational planning.

Overview of the Report

Chapter Two presents a conceptual basis for selecting critical information items by discussing
what useful information can be derived from such source material as the U.S. Army’s doctrine
for IPB and the al Qaeda manual. Chapter Three provides a brief summary of the material that
the red team collected for each scenario. Appendix A provides a more detailed description of
what the red team found.

In Chapter Four, we describe the availability of certain types of information as identified
in the red-team exercise. Drawing on these findings, we portray graphically the sufficiency of
this information, in terms of its utility in planning the terrorist attacks outlined in the sce-
narios included in this investigation. Finally, we present recommendations for policies that
reduce vulnerability by preventing certain information from entering the public domain and
by evaluating information already in the public domain in terms of its implications for the
security of the organization.



CHAPTER TWO

Defining Terrorists’ Information Requirements:
The ModIPB Framework

What essential elements of information do terrorists need' to carry out a successful operation?
The answer depends on what decisions need to be made. At the most general level, those ques-
tions are, “What should we attack?” and “How should we attack it?” In this report, we have
defined “what to attack” in terms of the six scenarios described in Chapter One. Thus the
framework for information-gathering that we propose here and the empirical red-team exer-
cise focus on the “how”—that is, on finding information relevant to the practical concerns of
executing the attacks specified in the scenarios.

To define these information requirements, we relied on three primary sources. The first
was the U.S. Army’s methodology for IPB. IPB is a continuous process designed to support
military decisionmaking by analyzing the environment and possible threats to military opera-
tions within a geographic area. The second source was existing RAND research on adapting
IPB for urban operations (Medby and Glenn, 2002). The third was the al Qaeda manual. We
viewed all three documents, but particularly the IPB materials, not as instructions for continu-
ously collecting information, but as menus to be scanned for possible information require-
ments that may prove relevant in different scenarios. Our review resulted in checklists from
which to select information requirements for each of the six scenarios.

Drawing from the Army’s IPB documentation, we created a list of information require-
ments specifically for terrorist operations that target elements of the U.S. transportation infra-
structure. We then consulted with SME:s in the areas of counterterrorism and military urban
operations to ensure that the list characterizes the information a terrorist group might need
to prepare an operational plan against such an infrastructure target. In the remainder of this
report, we refer to this product as the ModIPB framework. Acknowledging that the range of
terrorist operations interests is narrower than those of the U.S. Army, the ModIPB framework,
therefore, contains a smaller list of elements than does the Army’s IPB methodology.

The ModIPB framework, informed by our review of the al Qaeda manual, allowed us to
specify systematically the information needs for each scenario and helped ground these intel-
ligence requirements in legitimate sources. We reviewed information items in the ModIPB for
their relevance to a given scenario and then confirmed that these items were consistent with
items in the al Qaeda manual. We investigated what information is publicly available for those

I This is not the same question as asking what they are likely to look for. The latter is an empirical question and may well

include information that is sought to provide assurance and confidence to the terrorists but would not affect any decision
made about the operation.
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items deemed relevant to each scenario. Upon review, for each scenario, a subset of the IPB
categories was identified as “critical” or “showstopper” information requirements. A showstop-
per is information that (1) indicates the presence of a countermeasure or capability that could
significantly reduce the probability of success or (2) is so critical that terrorists deem that the
attack cannot take place if this information cannot be collected. Identification of potential
showstoppers for each scenario is included as part of Appendix A.

This methodology is broadly applicable; it can be adapted and replicated by U.S. Depart-
ment of Homeland Security (DHS) and others to determine what information can be found
at varying stages of operational planning about other infrastructure elements that are potential
terrorist targets. In particular, the ModIPB framework allows consistent categorical assess-
ments of the sufficiency of available data to plan an effective terrorist operation. It also allows
the information gathered by different red teams across different scenarios and targets to be
compared and contrasted by creating the opportunity to put them in a common framework.
Of course, the results will reflect the expertise and skill of the particular members of the red
team. This view also represents the information collected over a discrete period. The quality
and quantity of publicly available information changes constantly. Therefore, the results for a
particular scenario or target may vary over time.

One limitation of our approach—and, indeed, of any effort to plan a terrorist operation—
is the impossibility of specifying in advance which candidate information items will prove to
be “showstoppers” in a particular case.? For example, the maintenance schedule that has the
target closed or minimally populated seems anything other than critical until adversaries find
that they have attacked an empty building. Consider how much greater, for example, Pentagon
casualties might have been if much of the directly affected portion of the building had not been
closed for renovations in the previous months, reopening only a few days before the September
11 attack, or had the hijacked plane hit another, more populated portion of the building.

A second limitation of any information-gathering exercise, including the red-team
approach employed in this study, is that a failure to find information about a certain item does
not conclusively mean that that information does not exist. As we noted in Chapter One, the
researcher may fail to find relevant information because (1) he or she was not expert enough to
find the information, (2) the information was unusually difficult to find, (3) it was not public
knowledge, or (4) it was not recorded in a recoverable medium. Only after all of these possi-
bilities have been eliminated can one conclude that failure to find information means that it is
very unlikely that the information exists.

The al Qaeda Manual

Although the ModIPB is a generic framework for capturing intelligence elements relevant to
terrorist operations, it was written neither by nor for terrorists. The closest thing we have to
actual terrorist doctrine is the al Qaeda manual, which was obtained by the Manchester, Eng-
land, police during the search of an al Qaeda member’s home. This document offers a wide

2 As researchers gather information, it could possibly become clear that these things are actually not showstoppers.
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range of advice and tradecraft to the would-be terrorist, including discussion of countersur-
veillance techniques, how to arrange a secure meeting or exchange, how to secure a safe house,
and, more relevant to the current inquiry, “information-gathering using open methods.”

The manual contains instruction regarding information requirements. It appears in the
part of the manual called “Tenth Lesson: Special Tactical Operations” under the heading of
“Research (reconnaissance) Stage” and in “Twelfth Lesson: Espionage (2) Information Gather-
ing Using Covert Methods” in the sections labeled “The Description” and “The description of
the base or camp.” The manual states that “Special Tactical Operations” include “bombing
and demolition” of infrastructure targets. The relevant section in this lesson focuses on the
characteristics of a target and the surrounding environment. Identifying these characteristics
requires answering the 18 questions presented in Tables 2.1 and 2.2.4

The “lessons” on “espionage” add the following information requirements, shown in Table
2.3, regarding “bases or camps” to be attacked.

The manual clearly distinguishes between “open method” and “covert” espionage. The
“Eleventh Lesson” indicates that at least 80 percent of information about the enemy can be
obtained using the public sources identified in Chapter One of this report. The discussion of
“covert methods” includes instructions for surveillance on foot and surveillance by car and also

Table 2.1
Exterior Information-Gathering Requirements Described in the al Qaeda Training Manual

Category Question

Traffic and transportation  How wide are the streets and in which direction do they run leading to the place?
Transportation means to the place
Traffic signals and pedestrian areas
Traffic congestion times
Ingress and egress The area, physical layout, and setting of the place
Other security risks Security personnel centers and nearby government agencies
Nearby embassies and consulates
The economic characteristics of the area where the place is located
Amount and location of lighting

Characteristics of the area around the place

3 Disastercenter.com (undated). The “Research (reconnaissance) stage” section of the “Tenth Lesson” of the al Qaeda
Manual begins on the page labeled UK/BM-71 TRANSLATION. The sections labeled “The Description” and “The
description of the base or camp” are located on the pages labeled UK/BM-90 TRANSLATION and UK/BM-91 TRANS-
LATION of the “Twelfth Lesson” respectively.

4 TInterestingly, the “Tenth Lesson” (special tactical operations) discusses information requirements regarding the habits
and relationships of individuals as targets for kidnappings or assassinations. The ModIPB framework does not address these
requirements, given our project’s focus on infrastructure. However, a similar process could be used to develop information
categories relevant for other types of terrorist attacks.
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Table 2.2

Interior Information-Gathering Requirements Described in the al Qaeda Training Manual
Category Requirement

Human factors Number of people who are inside

Number and location of guard posts
Number and names of the leaders
Individuals’ times of entrances and exits
Other factors Number of floors and rooms
Telephone lines and location of the switchboard
Inside parking

Electric box

Table 2.3

Information Requirements Described in the al Qaeda Training Manual About Bases or Camps
Category Requirement

Human factors Guard posts

Unit using the camp

Number of soldiers and officers

Commander’s name, rank, and arrival and departure times

Sleeping and waking times (presumably of troops or security forces)
Other factors Location

Exterior shape

Transportation to it

Space [area]

Weapons used

Fortification and tunnels

Amount and periods of lighting

Ammunition depot locations

Vehicles and automobiles

Leave policy

Degree and speed of mobilization

Brigades and names of companies

Telephone lines and means of communications
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explains how to identify potential informants who can provide useful information about the
potential target.

The Modified IPB Framework

The basic framework for ModIPB comes directly from the doctrinal U.S. Army IPB. Doctrinal
IPB requires intelligence collectors and analysts to

* define the battlefield environment. Identify the boundary of your operational area.

* describe the battlefield effects. Determine how the environment will affect enemy and
friendly operations.

* ecvaluate the threat. Determine the capabilities, doctrine, tactics, techniques, and proce-
dures that threat forces may employ.

* determine the threat courses of action (COAs). Integrate the information from the previ-
ous steps to create meaningful COAs.

For our ModIPB framework, we identified four primary categories of information—
closely derived from doctrinal IPB—in which to group all possibly relevant information
requirements:

* avenues of approach and ease of access

e features of the target

* security (including forces, security measures, and other population groups present)
e analysis of threats to the terrorist operation.

The first two information categories correspond to doctrinal IPB concerns with battlefield
environment and effects. The third is drawn from evaluations of the threat, and the fourth is
based both on evaluations of the threat and threat COAs.

Each of the four primary categories in the ModIPB contains multiple items. For example,
the first category—avenues of approach and ease of acces—includes elements related to features
of the terrain, lines of sight, and accessibility of the relevant parts of the area of operations (see
Table 2.4). Doctrinal IPB focuses on maps and various overlays that can be added to display
additional information. In any effort to identify clearly the location of the target and avail-
able paths to the target, maps distinctly showing the surrounding terrain and buildings are
a good place to start. If significant portions of the operation will take place within buildings
or underground, blueprints may also be useful. Likewise, if the operation requires breaching
doors, windows, or walls or accessing ventilation or electrical systems, it will be useful to know
how the building is constructed.

Although a well-planned attack will require forethought about how attackers reach the
target, scenarios that require the attacker to be at a specific place at a precise time (such as
a coordinated or multiple attack or an attack against a moving target) or that place attack-
ers in a position where they would be identified as such if seen (e.g., overtly carrying arms or
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Table 2.4
Elements of the ModIPB Framework (Avenue of Approach)

Element Details

Target location
Surrounding terrain and buildings
Maps
Blueprints
Types of building construction
“Critical points”
Observation and fields of fire, concealment and
cover, obstacles, key terrain, and avenues of approach
(OCOKA)
Available paths to target

Exact path(s) to take

Go/no-go areas (because of barriers, obstructions, or
impassable terrain)

Areas of restricted or limited access (security restrictions)

Rules or laws governing movement (vehicular and
otherwise) in target area

Traffic conditions (all relevant vehicular and pedestrian
modes)

material or undisguised in a restricted access area) require plans by terrorists that include the
exact paths they will take. Terrorists planning overt attacks will be more likely to be concerned
with factors such as whether they will be observed, presence of physical obstacles, and when or
where they are at greatest risk of being seen by security forces (or passersby). Terrorists plan-
ning attacks that involve transitions from covert actions to overt attacks (such asa MANPADS
concealed in an automobile or boat until ready to be fired) are also likely to be concerned with
features that may provide cover or that may be obstacles during the period when the attackers
are acting overtly. Attacks that involve point-to-point fires of any sort (again, such as a MAN-
PADS attack) also require information about lines of sight from potential firing positions to
the target(s).

The general planning of movement to target, whether such movement is time-sensitive
or overt and thus vulnerable to detection, may have to be concerned with go/no-go areas or
restricted/limited access areas. Any of the elements under avenues of approach could generate
critical points, which are important terrain features such as high-traffic areas, chokepoints,
security stations, or locks.

Several items cover on-site movement. Even if the terrain is open and unrestricted, knowl-
edge of the rules governing movement in the target area is important to remaining undetected.
Many criminals are apprehended during routine traffic stops, and smart terrorists actively seek
to avoid such problems (see the discussion of al Qaeda’s intelligence preparation, below). Traf-
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fic conditions and variations in accessibility depending on time of day or week can also affect
the movement of the potential terrorist in vicinity of the target. If attackers must violate traffic
rules or travel in restricted areas (e.g., the last hundred yards of a USS Cole—style attack against
a cruise ship), they will need to understand how long and how far their travel would deviate
from the rules and where the difficulties lie in getting into restricted areas.

Some of the details within the category zarger may overlap with those associated with the
avenues of approach and ease of access category (see Table 2.5).> For example, the potential loca-
tions from which to launch an attack may be made clear by a combination of maps and terrain
data, along with some of the features and structure (technical details) of the target. Likewise,
if the target is mobile, the predictable paths that are used can be plotted on maps. Note that
the variability associated with a target encompasses not only movement, but also variations in
population character and the density of potential victims in the area. Such variations, along
with changes in security and accessibility, can contribute to assessing optimal times to launch
attacks against targets.

The third category, security, is comprised of three subcategories: security forces, security
measures, and other population groups; see Table 2.6. Security forces entail the size and types of
security forces (e.g., armed and unarmed, plainclothes, canine, mounted), as well as their juris-
diction. Also of interest are their capabilities (arms and equipment); where they are deployed;
the location of their headquarters, stations, and checkpoints; and their behavior as embod-
ied in their security plans, their rules of engagement (ROE) or use-of-force policy,® and their
response times. Security measures include specific countermeasures, and the use and function
of checkpoints, and sensors, including cameras, scanners, and other detection equipment.

Other population groups include the non—security force personnel in the area of opera-
tions: The terrorist needs to know who they are, when they are likely to be present, and what
they are doing in the operational area. Knowing whether nonsecurity personnel have had
training or facility users have been given vigilance instructions that might increase their poten-
tial contribution to security may also affect terrorist planning. Knowing regularly scheduled

Table 2.5

Elements of the ModIPB Framework (Target Characteristics)

Element Details
Attack Possible locations from which to launch the attack

Possible times or windows of time to launch the attack
Target Mobility and variability of the target. If mobile, the (predictable) path it takes

Relevant features and structure of the target (i.e., technical details)

> Because our study focused on infrastructures, we have excluded information items associated with targeting specific
individuals.

©  ROE refers to the circumstances and limitation under which military forces will initiate or continue combat. Use-of-force
policy refers to law enforcement and other security forces; the latter can vary widely from one organization to the next.
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Table 2.6
Elements of the ModIPB Framework (Security)

Element Details

Security forces
Locations of headquarters, stations, checkpoints
Overall size and types (uniformed, plainclothes, canine)
Number on duty at any one time; hours of duty; variation by times of day

Applicable operational jurisdictions; number of security forces contributed by
each

Capabilities
Vehicles and other assets
Radio frequencies used (and other communications used)
Rules of engagement or use-of-force policy
Specific or individual deployments
Fixed positions
Patrols (routes, schedules, number of personnel, vehicles patrolling)
Times of observations (cameras, live operatives)
Number of security personnel required to be “passed”
Variations by times of day
Security plans (operational details)
Security response plans
Past performance with previous (similar?) incidents
Behaviors/plans/capabilities at different levels of alert
Response times
Security measures
Kinds of checkpoints to be passed
Search procedures (For what will officials be looking or asking?)

Cameras, scanners or detection equipment operating over the area to be
traversed

Sensitivity of these devices
Frequency with which sensors are “read”
Illumination

Specific countermeasures (e.g., vehicle barriers)
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Table 2.6—Continued

Element Details

Other population groups
Other people at the facility (Why are they there? What are they doing?)
Bystanders, recreational users, passengers
Differences in population at different times of day
Vigilance instructions and emergency phones
Level of security training for nonsecurity employees of the facility
Schedules of regular arrivals and departures from target area

Ease of camouflaging yourself as a member of one of these population groups

arrivals to and departures from the target area can help minimize the chance that vigilant citi-
zens observe or interrupt operations. Similarly, knowing which of the population groups offers
the easiest or most appropriate route to effective camouflage might be key to maintaining the
secrecy of covert operations; for instance, to disperse poison gas or place a bomb in a railroad
or subway station, a terrorist may need to be able to pass as a tourist or commuter.

The fourth category is an analysis of obstacles to the success of the operation (see Table
2.7). The elements in this category are assessments based on the information collected in the
three categories described above and are intended to reflect an estimate of how that informa-
tion may affect the terrorist attack operation from the perspective of the information-gath-
erer (i.e., the terrorist). The analysis asks questions such as, What obstacles do security forces
and security measures present? What threat is posed to the operation by non—security facility
personnel or by other citizens likely to be present in the area of operations? Again, the overt-
ness and planned mode of operation strongly interacts with the actual capabilities of security
forces and other population groups in the area of operations. For example, radiation detectors

Table 2.7
Elements of the ModIPB Framework (Threats to Terrorist Operations)

Element Details

Threat posed by security forces and measures

Deployments, response times, vehicles, equipment,
plans

Cascading information (from organization of oversight
and headquarters locations to who will be on the
avenue of approach on attack day)

Estimated effectiveness of security response capabilities
(including communications)

Threat posed by employees of the target
Citizens (concentrations of, heightened vigilance of)

Weather (as it affects effectiveness of the operation)
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have no impact on scenarios not involving radiological material; baggage x-ray machines have
no impact on an operation that detonates explosives before reaching the security checkpoint;
well-armed guards at a gangplank have little hope of preventing a suicide boat from ramming
a cruise ship.

A final note concerns weather, which is important whenever visibility or navigability mat-
ters. Most weather information is publicly available. But more subtle examples that we consider
as part of this category, such as the air circulation and whorl and eddy effects in the “micro-
climate” of an underground subway station, are not easily knowable. When such information
is critical to a particular scenario, it can present significant challenges to terrorist planners.

Both the information categories identified in the al Qaeda manual and the ModIPB
categories are consistent with those identified in a report from the Transportation Research
Board’s National Cooperative Highway Research Program, which lists the types of informa-
tion terrorists or criminals may need prior to an attack (Science Applications International
Corporation et al., 2004).

The al Qaeda manual also discusses information requirements that extend beyond the
range of scenarios that were considered (e.g., assassinations), and therefore may have a larger
scope than that of IPB. However, IPB as a resource provides a more comprehensive and detailed
list of information requirements necessary for planning and executing terrorist attacks on
physical infrastructures. While the ModIPB and the al Qaeda lists are subject to all the same
caveats as any other effort to enumerate intelligence requirements and lack the years of testing
and success that doctrinal IPB has as a foundation, they nevertheless constitute an intuitively
reasonable list of facts that terrorist operational planners would need to know. A comparison of
the categories developed for ModIPB and those that can be inferred from the al Qaeda manual
(Tables 2.1 and 2.3) appears in Appendix B.

Moving from Abstract Framework to Real-World Information Requirements

The ModIPB lays out a comprehensive list of the information items that might be needed to
plan an attack on a public infrastructure, but not all needs are the same from one group of
attackers to another. Neither do they become evident at the same time. The kind of informa-
tion required at any given time depends on the particular stage of the planning process in
which the terrorist is. Any attack plan involves moving through phases that contain key deci-
sion points—for example, selecting a target, selecting the mode of attack, choosing specific ter-
rorist operatives, and developing an operational plan. These decisions do not need to be made
in a particular order: There is no simple linear outline for planning a terrorist attack. Although
it seems reasonable to assume, for instance, that target selection is a decision likely to occur at
an early point in the overall process, one could imagine a situation in which a decision about
mode of attack might precede target selection, such as when a terrorist organization has come
into possession of a MANPADS and wants only to choose a target against which to use it.
Similarly, although one can easily imagine a group choosing terrorist operatives for an attack
after target, mode, and basic attack plans are already in place, the composition of the terrorist
group—that is, who is available to execute the attack and what skills they have—may also
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influence choices about targets and methods. This is particularly likely if the group is small
and intends to plan and execute an attack itself. Table 2.7 details considerations that terrorists
might deem threats to their operations.

The red-team exercise that we conducted represents the beginning of detailed opera-
tion planning; no information is assumed to have already been collected. Initial information-
gathering for operational planning is to be conducted without travel to the target site and
through very low- or no-risk information-gathering activities—that is, public source, off-site
research. It is reasonable to assume that there may be subsequent information-gathering or
planning phases, including higher-risk information-gathering or on-site intelligence efforts,
but on-site or similar information-gathering activities are beyond the scope of this investiga-
tion. The project red team was instructed to find information sufficient to complete an opera-
tional plan for each of the six scenarios, using the ModIPB framework as a guide. Table 2.8
includes a summary of the targets and modes of operation for each scenario.

Table 2.8

Summary of Terrorist Scenario Targets and Mode

Scenario Infrastructure Target Mode of Operation

1 Rail 42nd Street/ Multiple terrorists positioned around station

Times Square Subway Station release gas.

2 Air Passenger airplane departing from Explosive device is loaded as cargo into the
LAX hull of a passenger airplane.

3 Sea LA/LB A nuclear device is transshipped through the
port within a cargo container without being
detected.

4 Rail Long Island Rail Road/ Explosive devices are planted on a train and

East River Tunnel set to detonate while the train is in the East
River Tunnel.
5 Air Passenger airplane landing at LAX MANPADS is launched at a passenger airliner

during landing.

6 Sea Cruise ship at LA/LB A boat containing explosives is rammed
against a cruise ship while docked in port.







CHAPTER THREE
Summary of Red-Team Findings and Validation

This chapter contains a brief discussion of each scenario. We first describe what terrorists might
need to know before they carried out the attack portrayed in the scenario and then provide a
general description of the results of the information-gathering exercise for each case. In Appen-
dix A, we present detailed examples of the types of information collected by the red team;
there, we list the essential elements of information that would likely be needed to carry out a
successful terrorist attack in each scenario and catalog the information that project staff were
able to find through open sources.

Scenario 1: A Poison Gas Attack on the NYC Subway (42nd Street Station)

Based on analysis of the collected information, critical information requirements for the opera-
tion are (1) how to enter and exit the station in the most expeditious way, as well as where to
leave the poison gas canisters, (2) air circulation patterns within the station, (3) the density and
patrolling habits of security forces, (4) whether gas and other chemical sensors are present, and
(5) what other countermeasures are in place. With respect to these requirements, we obtained
the following results:

e From the Web sites of construction companies associated with ongoing reconstruction
of the subway, the team obtained schematic diagrams of the Times Square Station that
included entrances, exits, and the relative distance between the different platforms.

* The team located documents that described the air handling and related systems that
could affect the effectiveness of a gas attack in the station.

* 'The team also located information about the relative size of the New York City Metro-
politan Transit Authority (MTA) Police Department and the Transit Bureau of the New
York City Police Department Transit, as well as radio frequencies used by the various
MTA and Transit Bureau police (RadioReference.com, undated), discussions about the
types of suspicious behavior for which police would be looking (Robin, 2005), but no
detailed information about specific security plans or procedures.

* News articles were also located that mentioned chemical and biological agent detectors
tested for use in the New York City subway and train stations (Smerd, 2005). They pro-
vided limited information about the operational use and limitations of these sensors, but
no specific details regarding their effectiveness, location, and security response in the case

27
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of an event. There were also reports found by the team that mentioned plans to expand
the use of closed circuit cameras throughout the subway system (Luczak, 2005), but no
information regarding the specific location or operational use of those cameras.

* 'The team found no information on any other countermeasures that may or may not
exist.

Scenario 2: Bomb in a Passenger Plane Cargo Hold (at LAX)

Based on analysis of the collected information, critical information requirements for the opera-
tion are (1) which passenger aircraft carry cargo, (2) the procedures by which cargo is inspected
prior to being placed on an airplane, (3) techniques to minimize the adverse inspection of such
cargo, and (4) any other countermeasures. With respect to these requirements, the following
results were obtained:

* Passenger airline Web sites indicated whether they provided cargo handling services and
where such services originated.

e Several media articles discussed vulnerabilities (e.g., highlighting the fact that a percent-
age of cargo is loaded onto passenger carrying planes without being scanned for possible
explosive devices [for example, Schneider, 2002]); others discussed the limitations of cur-
rent technology and referred to pilot programs to test the screening procedures. Several of
the vendors for explosive detection equipment provided product specifications that were
available for download, but very few provided details regarding resolution limits or pen-
etration depth. No specific information about security screening processes, procedures, or
the technologies used by specific airlines was found.

* A number of Web sites provided instructions for becoming a known shipper with the par-
ticular airline, and, in some cases, the conditions under which they would ship packages
from unknown shippers (the Transportation Security Administration [TSA] “known
shipper” program is designed to prohibit carriers from accepting cargo that does not
originate from shippers who are registered and meet the TSA requirements [Public Law
108-90]); what little information we found about the screening process for becoming a
known shipper was found came mostly from first-hand accounts of people in newsgroups
and online discussion groups (Harford Reptile Breeding Center, undated).

* 'The team found little information on the use, specifications, or effectiveness of other
bomb mitigation strategies such as blast-proof cargo containers and cargo liners.

Scenario 3: Shipping a Nuclear Device in a Cargo Container Through LA/LB

Based on analysis of the collected information, critical information requirements for the opera-
tion are (1) which outgoing ports are most thorough in inspecting outgoing cargo, (2) what
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procedures and equipment are used to inspect incoming cargo, (3) techniques to minimize the
adverse inspection of such cargo, and (4) any other countermeasures. With respect to these
requirements, the following results were obtained.

* Government Accountability Office (GAO) reports on the U.S. Customs and Border Pro-
tection (CBP) Container Security Initiative (CSI) described a program aimed at inter-
cepting high-risk cargo by conducting inspections at foreign ports, before the cargo is
shipped to the United States. However, according to one report, only about 17.5 percent
of containers deemed high-risk were inspected at the point of departure (Stana, 2005b).

* Media articles described the planned expansion of the use of radiation portal monitors
(RPMs) and other radiation detection tools at LA/LB to the effect that it was to have
RPM coverage for all incoming cargo by the end of 2005 (CalTrade Report, 2005) but
contained little information on the effectiveness of current technology and screening poli-
cies. Several documents discussed the methods and standards used for testing and evalu-
ating the performance of radiation portal monitors; the information they provided was
helpful in understanding some of the technical requirements. Nothing was found on the
performance of specific RPMs. Two government documents, a DHS bulletin (Mayer,
2005) and a 2004 U.S. Department of Defense (DoD) Defense Science Board report,
mention performance issues with current radiation portal monitors.

* The search revealed no details about the process that CBP uses to identify high-risk cargo.
Several sources mentioned the reliance on shipping manifests in determining high-risk
cargo; however, no specifics about the weights, algorithms, or other data elements could
be uncovered. Several reports and media documents discussed the effectiveness of the
DHS Customs-Trade Partnership Against Terrorism (C-TPAT) program and observed
that, for a company or shipper to have C-TPAT certification, it is required to have com-
pleted a self-assessment that meets DHS security guidelines. However, according to a
2005 USA Today article, DHS has audited only approximately 11 percent of C-TPAT
certified shippers.’

* 'The team found no information on any other countermeasures that may or may not
exist.

Scenario 4:
Madrid-Style Bomb Attack on Commuter Train in the NYC East River Tunnel

Based on analysis of the collected information, critical information requirements for the opera-
tion are (1) schedules sufficiently detailed to suggest when the commuter train would be inside
the East River Tunnel, (2) the density and patrolling habits of security forces, (3) the presence

I Hall (2005). In an interview that was published after the information collection phase of this study, the director of the

C-TPAT program states that, as of January 2006, DHS had audited approximately 25 percent of C-TPAT members. See
Tirschwell (2006).
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of gas and other sensors, and (4) any other countermeasures. With respect to these require-
ments, the following results were obtained.

e Schedules were easy to find and readily available. Information on how precisely the train
operators adhered to these schedules, however, was rarely available.

* Several media articles mentioned the number of police officers who monitor the Long
Island Rail Road (LIRR) stations, bridges, and tunnels (Donohue and Gittrich, 2004).
One quoted a LIRR official stating that MTA police were monitoring certain high-value
targets and mentioned several examples of such targets. Web sites also provided informa-
tion about police frequencies that MTA police use.

e Several Web sites showed images of the track and stations for the LIRR, but no obvious
scanners, cameras, or police presence at the stations was detected in these pictures. Media
articles reported that the LIRR was increasing its use of electronic access control along
with upgrades to their surveillance cameras and intrusion detection systems.

* According to some of the articles, MTA officials had expressed interest in proposals to
prevent cell phones from being used as triggering devices while still enabling cell phone
reception (Smerd, 2005).

* 'The team found no information on any other countermeasures that may or may not exist.

Scenario 5: MANPADS Attack on a Flight Bound into LAX

Based on analysis of the collected information, critical information requirements for the opera-
tion are (1) the location of good firing positions, (2) the possible use by airlines of counter-
measures against MANPADS, (3) the density and patrolling habits of security forces, and
(4) any other countermeasures. With respect to these requirements, the following results were
obtained.

* Useful information on the physical area around LAX as well as information on flight paths
for incoming and outbound flights was available, but there were very few ground-level
images detailing all possible obstructions (e.g., tall buildings) away from the airport.

* Several media articles and reports mentioned the lack of antimissile equipment on com-
mercial aircraft. There was some mention of tests that were to begin in 2005; however,
no other details were available. Red-team members did discover a 2004 news report that
mentioned increasing the use of helicopter surveillance, fencing, and stepped-up police
patrols to protect LAX from missile threats (“Security Boosted at LAX to Guard Against
Missiles,” 2004).

e Some information about the size of the LAX police department as well as about addi-
tional officers from special units was available, but little information on security proce-
dures employed beyond the LAX perimeter was found.

* 'The team found no information on any other countermeasures that may or may not exist.
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Scenario 6:
Suicide Boat Rams a Docked Cruise Ship at the Port of Los Angeles

Based on analysis of the collected information, critical information requirements for the opera-
tion are (1) the location and scheduling of cruise ships, (2) blueprints of cruise ships that may
indicate particular vulnerabilities, (3) the density and patrolling habits of security forces, and
(4) any other countermeasures. With respect to these requirements, the following results were
obtained.

* Multiple overhead images and maps showed the location of cruise ships at the Port of Los
Angeles, as well as data on their arrival and departure times.

* The team found no ship schematics or technical drawings that revealed details such as
hull thickness, the location of bulkheads, or other engineering information.

* Some documents referred to the development and deployment of waterborne perimeter
security barriers (Port of Los Angeles, 2004), but they did not provide details on their
effectiveness or operational use. Other sources discussed the various security procedures
to protect cruise ships while in port, including “no float zones” around cruise ships and
U.S. Coast Guard (USCGQG) escorts (U.S. Code, 2003).

* 'The team found information about the use of helicopters with sharpshooters normally
used against drug smugglers, but this information did not indicate whether such capabili-
ties would (or could) be used to intercept potential suicide boats.

* 'The team found no information on any other countermeasures that may or may not
exist.

Validation

The red-team exercise reported here was subject to three levels of validation: a review by SMEs,
a review based on interviews conducted with transportation infrastructure insiders, and an
assessment comparing the results obtained by a RAND expert tasked with the same exercise
(a red-team expert) to those obtained by the team. This last exercise was used to determine
whether the expert would find more or different information than did the red team. Because
of resource constraints, it was conducted for only a subset of the ModIPB categories for only
three of the six scenarios.

RAND SMEs who had experience with each of the targeted infrastructures were asked to
review the red-team findings for comprehensiveness and accuracy. All of the SMEs acknowl-
edged the breadth of material uncovered; none found major errors or problems with the sce-
narios or the information collected.

Project staff interviewed operators, security personnel, or members of infrastructure asso-
ciations affiliated with each of the target types. A total of nine interviews were conducted.
Because conversations with infrastructure insiders were unclassified, RAND could not be sure
whether additional countermeasures that they could not discuss are used at their facilities, but
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the interviewees were generally forthcoming. The interviews provided the project staff with
information about the types of security information that would be considered sensitive or pos-
sibly harmful if they were available in the public domain. They also provided the project staff
with valuable information for reviewing the findings of the red team. Accordingly, the infor-
mation collected by the red team was accurate and consistent with what was learned through
the interviews and through consultations with other subject matter experts.

For each of the first three scenarios, the material uncovered by the red-team expert is
detailed in Appendix A. The expert did find more and slightly different information than did
the project red team, but the differences were small and did not suggest the red-team results
were inaccurate or incomplete.



CHAPTER FOUR
Conclusions and Recommendations

As indicated in the previous chapter, the red-team information-gathering exercise revealed that
a substantial amount of information regarding each of the attack scenarios that we defined as
available in public sources. This chapter discusses this finding, explores the extent to which
broader conclusions can be based upon it, and makes recommendations concerning the appro-
priateness of DHS actions or decisions.

Availability of Information in Public Sources

We characterize something as easy to find if similar information is available from multiple
sources for multiple infrastructure targets of a similar type (e.g., all airports). Something is
considered hard to find if only a single example of such information is located or no informa-
tion was identified by the red team at all. Some types of information could be found for one
class of infrastructure or for one scenario, but not for others.

The availability of information in public sources concerning target locations, paths
to targets, and target characteristics is moderate to good. Little effort was required to find
good overhead maps and imagery of most target areas; detailed navigational instructions to
and from most targets were also readily available. Some structural details about a variety of
airliners, cruise ships, and train cars are available. Finding blueprints and interior or subter-
ranean maps is difficult. Also difhicult to find were details sufficient to ascertain lines of sight
or to support scenarios involving point-to-point fires, such as a MANPADS, or scenarios in
which being observed by security forces constitutes a threat to the operation.

The availability of information about security forces, their deployments, plans, and
capabilities is poor to moderate. Although the jurisdictions covering a particular geographic
area and the total number of relevant public law enforcement personnel are typically mat-
ters of public record, information on specific patrol strengths, force deployments, operational
plans, and security force equipment and resources is patchy and anecdotal at best. Although
the red team found some relevant information in brief references contained in press releases or
in composite news articles, team members found no systematic or complete listings of deploy-
ments or response plans. The team readily found police radio frequencies on the World Wide
Web. Obtaining information about the infrastructure itself is easier than locating information
about adjacent public and private spaces (e.g., small marinas near major seaports, residential

33
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areas, or business parks adjacent to airports that might serve as launch points fora MANPADS
attack). Not only is information tagged to an infrastructure target easier to find than similar
information about (often unnamed) areas adjacent to such targets, named infrastructure ele-
ments are the subject of more news articles and government reports. For example, it was easy to
map and identify the height and function of most buildings on LAX proper; once outside air-
port boundaries, finding out about the owner, purpose, and dimensions of any given building
becomes much more difficult, even though these buildings appear on easily accessible overhead
imagery and some of these data are part of the public record in the form of building permits
and records of real estate transactions.

The availability of information about security measures, including cameras, detec-
tors, and scanners, and specific security countermeasures is poor to moderate. In many
cases, it was possible to learn that an area has some security measure or countermeasure in
place, but the red team could not, in most instances, discover the scope (where and how much
of the area around the target is actively monitored) or effectiveness of these systems.! Informa-
tion about larger, more expensive countermeasures or security vehicles is generally easier to
find. That information includes, for example, the number and details of USCG cutters, details
of cargo scanning lanes at a seaport, and details of airport baggage scanning systems.

The red team’s ability to assess threats to operational plans is poor to moderate.
While assessing security force capabilities was uniformly difhicult across scenarios, this difh-
culty is more likely to undermine the success of terrorist attacks in some scenarios than others.
Thus, the red team was better able to estimate threats to operational plans for such scenarios.
Where their ability to assess such threats was diminished, it was because a particular terrorist
operation and attack mode was much harder for security forces to interfere with. For example,
a terrorist group executing a MANPADS attack on a passenger airline from a location that
is not actually part of an airport is not likely to encounter security forces beyond local police
patrols. In addition, the nature of the attack is such that it would be more difficult for security
forces to interfere with the outcome once the MANPADS has launched. In contrast, a terror-
ist who is attempting to deliver a chemical agent to a congested subway terminal may be more
likely to encounter security forces with some training in identifying suspicious behavior and
response. Consequently, there is more opportunity for security forces to interfere or influence
the final outcome of the attack. It was also often difficult to determine when and if terror-
ists might come into contact with security forces and what ability security forces may have to
detect and interdict an operation in progress. However, depending on the method of the attack
and the location from which it is launched relative to the target, the terrorist’s limited under-
standing of those forces may not diminish an attack’s success.

A plethora of information related to commuter train and bus security in and around New
York City surfaced in public news sources on the Web following the attacks in London in July
2005. As a general rule, the more salient the potential threat, the more information appears

1 For example, it is easy to discover that LA/LB has an extensive camera and surveillance network, but it is hard to get

details about the locations, ranges, or coverage details of those cameras. Thus, an adversary must operate as if observed
while in the area of operations. Fortunately, adversaries may not be able to ascertain whether it is possible to thwart that
observation. Unfortunately, adversaries, knowing they may be observed, can plan their operation assuming that they are
observed and maximize activity camouflage accordingly.
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on that threat and on the security measures designed to mitigate or prevent it. More discus-
sion in the public sphere makes more information available to terrorists who are monitoring
publicly available, off-site data sources. However, the usefulness or accuracy of information
sources, particular those from unedited sources such as personal blogs or Web sites, is not
always apparent.

Particularly terrifying attack modes may generate attention from defenders independently
of the probability that they may occur. For example, given the threat of nuclear or radiologi-
cal weapons being smuggled into the United States, considerable concern has arisen about
the security of cargo, which means that a good deal of information about the type of security
measures and countermeasures—or lack thereof—has entered the public domain through con-
gressional testimony, product descriptions, news accounts, and assessments of the efficacy of
security measures or processes.

Stoplight Summary

Table 4.1 presents a stoplight summary of all information found by the red team for the six
scenarios, presented from the defender’s perspective. The stoplight chart graphically depicts the
project team’s evaluations of the sufficiency of the information available, in terms of whether
it could impact the terrorists’ prospects for a successful attack operation in each scenario (i.e.,
terrorists could use it to make operational decisions). The color codes in Table 4.1 reflect this
assessment. While Chapter Two identifies ModIPB categories that are critical to the operation
in each scenario, Table 4.1 does not weigh or otherwise distinguish the relative importance of
different categories beyond asserting their possible relevance.

The assessment was conducted by the project leaders based on information learned
through the previously described interviews with infrastructure owners and operators and dis-
cussions with the RAND SMEs. 7he color codes do not indicate prospects for success (or failure)
for a particular scenario. Nor do they indicate any type of discovered weakness or vulnerability in
a category. Rather, the color codes indicate only the sufficiency of the information found by
the red team for planning the attack in each scenario. Red (R) is an indication that sufficient
information was found by the red team for operational planning purposes. Yellow (Y) indi-
cates some information was located but the level of detail was not likely sufficient for effective
operational planning. Information that fits into this category is, by far, the kind that was most
frequently identified in this investigation. Green (G) indicates that the red team found little or
no information for that category. White (W) indicates that information in that category was
deemed to be irrelevant to the scenario under consideration.

As noted in Chapter One, having information about a countermeasure may either encour-
age or discourage terrorist plans to strike a target. This can be illustrated with two hypotheti-
cal examples. In the first, terrorists discover that LAX-bound aircraft carry defenses against
MANPADS; this information discourages the terrorists. In the second, terrorists acquire
detailed architectural drawings of the Times Square station. This information encourages the
terrorists, in part, by increasing the likely impact of any attack. Nevertheless, in both examples
the relevant subcategory under “characteristics of the target” would be colored red because,
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in both cases, the terrorists acquire information that they need for their planning. The infor-
mation presented in Table 4.1 assesses only how much information for each category the red
team located, and does 7oz indicate whether the availability of this information increases or
decreases the likelihood of an attack, the probable success of a given scenario, or the likelihood
of a given scenario occurring.

Table 4.1
Stoplight Scorecard of Modified IPB Categories for All Six Scenarios
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Infrastructure Infrastructure Infrastructure
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Table 4.1—Continued
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2. Characteristics of the target

Possible locations from which to launch the attack

Possible times or windows of time to launch the
attack

Mobility and variability of the target. If mobile,
(predictable) paths it takes

Relevant features and structure of the target (i.e.,
technical details)

3a. Security forces

Locations of headquarters, stations, checkpoints

Overall size and types (uniformed, plainclothes,
canine)

Number on duty at any one time, hours of duty,
variation by times of day

Applicable operational jurisdictions, number of
security forces contributed by each

Capabilities

Vehicles and other assets

On what radio frequencies are they operating?

ROE or use-of-force policy

Specific or individual deployments

Fixed positions

Patrols (routes, schedules, number of personnel,
vehicles patrolling)

Times of observations (cameras, live operatives)
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Table 4.1—Continued

Category
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Rail Air Transportation Transportation
Infrastructure Infrastructure Infrastructure

. (0]

w
[}

| 2 | < | £ I I | 7
- ﬁ < e~ N (] 1n m - © .E .g'
og, Oo%Y% o509 °<°z o_o0 o®<
TEg 82 =32 =g <£Eggcg cow
mm; © =+ © O © tya®m ® %0
c . co © c= 0 cZ claor cow
288 g5z g%: 8L 832% 833
woa w2l Gus w= WZWo wo o

Number of security personnel required to be
“passed”

Variations by times of day

Security plans (operational details)

Security response plans

Past performance with previous (similar?)
incidents

Behaviors/plans/capabilities at different levels
of alert

Response times

3b. Security measures

Kinds of checkpoints to be passed

Search procedures (For what will officials be
looking or asking?)

Cameras, scanners, or detection equipment
operating over the area to be traversed

Sensitivity of these devices

Frequency with which sensors are “read”

Illumination

Specific countermeasures (e.g., vehicle barriers)

3c. Other population groups

Other people at the facility (Why are they there?
What are they doing?)

Bystanders, recreational users, passengers
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Table 4.1—Continued
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Rail Air Transportation Transportation
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Differences in population at different times of
day

Vigilance instructions and emergency phones

Level of security training for nonsecurity
employees of the facility

Schedules of regular arrivals and departures from
target area

Ease of camouflaging yourself as a member of one
of these population groups

4. Threats to the operation

Threat posed by security forces and measures

Deployments, response times, vehicles,
equipment, plans

Cascading information (from organization of
oversight and headquarters locations to who
will be on the avenue of approach on attack
day)

Estimated effectiveness of security response
capabilities (including communications)

Threat posed by employees of the target

Citizens (concentrations of, heightened vigilance
of)

Weather (as it affects effectiveness of the
operation)
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= little or no information discovered.
= some information discovered.
= sufficient information discovered for planning purposes.

= category irrelevant to scenario under consideration.

The six scenarios are grouped as follows. Information collected for scenarios 1 and 4 (rail
infrastructure) are located in the left two columns. Information collected for scenarios 2 and
5 (air transportation infrastructure) are located in the middle two columns, and information
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collected for scenarios 3 and 6 (maritime transportation) are located in the two columns on the
right. We have organized our findings in this way to help the reader compare the sufficiency of
the information collected for scenarios that feature different kinds of attacks on similar infra-
structure targets.

Because evaluations focused on the sufficiency of information for a given scenario, the
same type of information might receive a different rating in the context of other scenarios in
which that type of information might be of greater or lesser importance. Much of the observed
variation in the evaluations depicted in Table 4.1 is specific to the scenario rather than general
to a class of targets. However, a few examples of categories of information in Table 4.1 show
similarities across infrastructure types. For example, information about “vigilance instructions
and emergency phones” is green (G) for scenarios targeting the rail infrastructure but red (R)
for the scenarios targeting the air and maritime transportation infrastructures.

In general, it was relatively easy to find information, including maps and images, that
showed the physical location and the geographical region around potential infrastructure tar-
gets. However, information about security measures or specific security practices was more
difficult to locate. Similarly, it was difficult for members of the red team to determine how the
information that was located would impact the overall terrorist scenario.

Implications of the Availability of Information

Our analysis leads us to two observations regarding the availability of public information to
both terrorists and defenders.

Despite the availability of a substantial amount of information, there is still uncer-
tainty regarding the implication of this information on the success of a given attack.
Although our results indicate that, in many cases, a great deal of information relevant to the
execution of a particular terrorist attack is available, much of that information is not detailed
enough to permit terrorists to execute attacks with a high level of confidence that the attack
will be effective. Even when methods of ascertaining basic facts (e.g., how many police are
normally assigned to a particular subway station) are relatively straightforward and the ter-
rorist researcher can readily confirm whether this information is true, some facts critical to
the success of an operation will remain unknown. For instance, even if a terrorist knows how
many officers there are in a particular security force, he or she will not know how thorough
security personnel will be, how they will react in an emergency, or whether their response will
exacerbate or mitigate the attack’s effects. For instance, after the first attack on the World
Trade Center on September 11, 2001, emergency responders warned those inside the building
to stay put. In that instance, relying on standard procedures in the face of an extraordinary
event arguably contributed to the total number of fatalities. On the other hand, as an example
of mitigation based on unexpected events and reactions to them, consider, for instance, the
40-minute delay in the departure of United Airlines flight 93, the plane that crashed in Penn-
sylvania on September 11, 2001 (“9/11 Recordings Chronicle Confusion,” 2004). The terrorist
planners could not have foreseen that delay, yet it enabled the passengers to learn from people
on the ground what had happened in New York City and at the Pentagon, prompting them
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to rush the cockpit, which, in turn, prevented what would likely have been a deadly attack on
the nation’s capital.

The everyday behavior of security forces may be uncharacteristic of their actions under
stress. The same is true for machines: One might determine which are installed, what their
capabilities are, and how often they are running, but that does not necessarily indicate how
effectively (fallible or unpredictable) security forces use them. For this reason, terrorists may
have difficulty predicting how these forces will respond under most attack scenarios.

Information useful to terrorists can be obtained from nonobvious sources. The
World Wide Web has expanded the amount of information available to everyone—including,
of course, terrorists. However, by far the bulk of the information identified in our red-team
exercise originally appeared in other, formal sources (albeit archived via the Web). Official and
company Web sites provided useful information, but not to the point of constituting a threat
to operational security. For example, manufacturers of equipment to detect explosives pro-
vided product specifications that included minimum resolution and penetration. News articles
released information about the size of police forces, as well as information about possible suspi-
cious behavior to watch out for. However, information such as this does not constitute a threat
to operational security—that is, just because someone knows that the information exists about
some countermeasure does not make the countermeasure any less effective.

The bulk of information that could be construed as a threat to operational security was
found on “unofhicial” Web pages put up by private citizens, Web communities, or small fringe
organizations. An interesting but clearly minor fraction of the information came from discus-
sion groups. Relatively little information was obtained through blogs. Whether that small ratio
is testimony to the primitive state of blog search tools (see Stephen Baker, 2005) or simply the
fact that journalists who publish in traditional venues are apt to be more focused on terrorism-
related information than bloggers remains to be seen.

Policy Recommendations

Based on the findings described above, we propose two recommendations intended to help
infrastructure owners increase security.

* To prevent security details from entering the public domain, periodically review
and revise procedures for operational and information security.

Our findings indicate that information pertaining to certain ModIPB categories—for
example, security force deployments (routes, schedules, number of personnel, vehicles patrol-
ling)—is not easily accessible through off-site, public information sources. During the course
of the interviews, infrastructure owners and operators either described or referred to procedures
in place for sharing sensitive or security-related information. Our findings suggest that these
procedures effectively prevent this information from being easily located in public sources.

Nonetheless, our red team did identify a wide variety of kinds of information, including
overhead images, schematics of sites and equipment, and news reports in many different kinds
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of publications. Moreover, new information is being added to the public domain every day,
along with new capabilities for searching and fusing information. Perhaps even more impor-
tant, new kinds of information and methods for sharing information are becoming available; as
we noted previously, the availability of videos on the Web has increased dramatically, and this
trend is likely to continue. Other kinds of information not yet imagined, as well as new search
mechanisms, will likely emerge over time.

Thus, procedures for securing sensitive information should be evaluated regularly, taking
into account developments in technologies for storing and retrieving data, with a view toward
identifying vulnerabilities that might allow sensitive information to enter the public domain.
Elements of an evaluation process may include (but are not limited to) comparisons of both
human and technical procedures for protecting information systems—and related docu-
ments—that concern the activities of security forces, expert review of computer systems in
which information about the character and activities of security force procedures and other
sensitive information is stored, and auditing external Web sites and information sources to
ensure that they do not disclose information that should be protected.

* Include information that can be obtained from easily accessible, off-site public
information sources in vulnerability assessments.

Our study identified a great deal of information that was easily accessible from off-site,
public information sources that terrorists could potentially use to plan attacks. In most cases,
this information is necessarily in the public domain because it provides an important service.
For instance, as noted above, ecommerce sites for organizations that provide passenger travel
must present information about schedules and costs, as well as information about security pro-
cedures that passengers need to determine what they can take with them and to plan depar-
ture times. Rather than try to eliminate this information from the public domain, owners and
operators of transportation businesses must instead assess the specific vulnerabilities created by
public knowledge of such procedures and address them through countermeasures.

Given the variation in publicly available information across attack scenarios and kinds
of transportation infrastructure identified in this report, owners and operators of particular
kinds of transportation infrastructures will need to determine how information available in
the public domain is likely to affect their specific business or organization’s vulnerability. In sum-
mary, vulnerability assessments or risk analyses should take into account what information can
be acquired easily from off-site, public information sources, both to improve knowledge of a
business’s own specific vulnerabilities and to adjust security procedures if necessary.

Finally, owners and operators of transportation infrastructure organizations must deter-
mine how frequently vulnerability assessments should be conducted to ensure that, as new
information enters the public domain, in those assessments capture it. During our interviews
with them, infrastructure owners and operators described varying levels of effort—ranging
from general familiarity with news and media reports to hiring specialized contractors and
vulnerability assessment experts—to monitor or assess the amount of public-source informa-
tion available. Given the large number of media outlets and information dissemination chan-
nels available today, firm-specific information that might be relevant to the security of orga-
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nizational assets and operations could crop up in publicly available sources at any time. We
cannot specify a priori how frequently such reviews should be conducted, but we believe they
should either be integrated into current vulnerability assessments or, if conducted separately,
should be carried out with at least the same frequency.

In addition, no evidence from this investigation suggests that removing information from
the Web, or from the public domain more generally, would alter the risk of a given scenario
occurring.

Summary

In this report, we have introduced and established the utility of the ModIPB framework, which
provides a set of categories that can be used to guide analyses of publicly available information
concerning transportation infrastructures that might be useful to terrorist planners. Given
the enormous amounts and diverse kinds of possibly relevant information currently available
and the likely emergence of new forms of information in the years ahead, such a framework is
needed to direct searches of information in the public domain to ensure that all relevant topics
are taken into account. The results of a red-team exercise in which team members relied on this
framework to gather information pertinent to each of six scenarios—two each in air, rail, and
sea transportation infrastructures—demonstrated its value in that an expert review confirmed
the comprehensiveness of the information that the red team collected.

The red-team exercise results also call attention to the existence of both large amounts and
diverse kinds of information relevant to planning terrorist acts in the public domain. Given
the possibility that information present in these archives might reveal vulnerabilities of inter-
est to terrorists, we recommend that owners and operators of transportation infrastructures
regularly examine public information sources, relying on the ModIPB or a similar framework,
for guidance in determining whether information currently in or entering the public domain
constitutes a threat to the security of their assets and operations.

Finally, the evidence presented here regarding the availability of information relevant to
elements of the U.S. transportation infrastructure confirms the importance of including such
sources in organizational vulnerability assessments.






APPENDIX A

What the Red Team Found

In the red-team simulation, RAND’s red team focused on gathering information in a way that
involves zero-to-low risk and requires only minimal expertise. One method fitting this descrip-
tion is searching the Internet via search engines. Although this type of information-gathering
may happen at any point in the planning process, its logical position is early. For each scenario,
we assume that the target and mode of attack have been selected but that no other knowledge
has yet been collected.

Three main information needs at this point in operational planning could result in show-
stoppers if not satisfied.

First, terrorist planners need to know whether countermeasures exist against the attack
mode that they are planning and whether such countermeasures are in place at the planned
target. For example, terrorists planning a MANPADS attack against a passenger aircraft need
to know whether there is a technology that thwarts MANPADS attacks (e.g., flares against
infrared missiles). Then, they need to know whether the target might be equipped with them
(at present, airlines in the United States are not).! If so, details of the parameters, limits, and
counter-countermeasures for the countermeasure will be required.

Second, terrorist planners must have a sense of the extent of their exposure and vulnera-
bility to security forces. Many variables affect exposure to security. One is the consequence of
detection. Certain operations will fail if detected at any point during a prolonged execution.
Consider scenario 3, the transshipment of a nuclear device in a cargo-shipping container; if
the nuclear device is detected and discovered at any point during shipment, the operation
is considered a failure.? Another variable is the duration of exposure. For a USS Cole—style
attack, that duration is the time it takes to traverse the last 100 yards to the ship. For a
MANPADS attack, exposure is limited to the time the weapon is taken out of concealment
and shouldered. The longer an operation is exposed to possible countermeasures, the more
information about these countermeasures will be required. Also important is the control of

I According to Stoller (2005), such countermeasures are presently in the testing phase, and not currently employed. On

the other hand, Vause (2004) indicates that El Al began equipping their planes with an antimissile system called Flight
Guard in May 2004. Also see Chow et al. (2005).

2 If terrorists merely wished to detonate the device in the port prior to inspection—which would still be deadly and
costly—their information needs would be different. Nevertheless, in order for the red-team members to focus their infor-
mation-gathering activities, each scenario had to have specific information requirements. Therefore, for the purposes of this
red-team exercise, any outcome other than the scenario’s stated objective was considered a failure.

45
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both the transit and attack modes. At one extreme, the attacker controls neither the transit
mode nor the attack mode, such as in scenario 2 in which a weapon is dropped off at a ship-
ping counter with the hope that ground crews will put it into the cargo hold of a passenger
airline. At the opposite end of the spectrum is an attack in which the terrorist controls both
transit and weapon, such as a MANPADS or suicide vehicle attack. In the middle are attacks
in which the terrorist has control over the weapon but does not have control over the transit
mode, such as using a train or bus as a conveyance to the attack site. The less control the ter-
rorists have, the more extensive their knowledge of security must be.

Third, planners need to obtain certain information about the target. What and how much
will vary depending on the proposed attack scenario. To launch an attack against a cruise ship,
it may be that the only information required about the target is where it will be physically
located at points in time. To maximize the effect of such an attack, structural details about the
ship may be necessary. Similarly, simply releasing sarin gas in a subway may require very little
information about the target station; to maximize such an attack requires information about
the layout, the ventilation system, train schedules, congestion levels, and some knowledge of
emergency response plans.

Red-Team Procedure

The red team, made up of RAND research assistants, served as proxies for terrorist research-
ers. The red-team members were consistent with the criteria described in the al Qaeda manual,
which stated that information gatherers should be college educated, with access to broadcast
and print media. The red-team members had no specific background in the infrastructures that
they were investigating. The instructions for the information collection phase are as follows:

* Fach team member was initially assigned two classes of transportation infrastructure
target to investigate: either the air and rail infrastructures, the air and maritime trans-
portation infrastructures, or the rail and maritime transportation infrastructures. At this
phase of the investigation, specific targets or modes of attack were not assigned and each
red-team member was instructed to build a familiarity with the particular infrastruc-
ture and collect any information about possible vulnerabilities or security measures. This
information along with public documents that the project leaders collected on possible
terrorist attacks, identified in Chapter One, were used to develop the six scenarios.

* During the next phase of the investigation, each team member was assigned two sce-
narios, one for each class of infrastructure that they had investigated from the previous
phase that included a specific target and mode of attack. The red-team members were
also provided with the ModIPB framework listed in Table 4.1 and instructed to search
for data for each relevant category. All information-gathering activities were completed
before August 2005.

* At the end of the information-gathering phase, RAND SMEs reviewed the collected
information and compared it with information collected by the project leaders from
infrastructure owners and operators during interviews at the early stage of the study.
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e A subset of the information collected from three of the six scenarios, one for each infra-
structure type, was compared to that collected by a senior RAND expert with more
extensive experience in red-team information-gathering activities.

The discussion for each of the six scenarios first provides the mission’s objective and
details and then identifies the information items in the three critical areas—drawn from the
ModIPB—that operatives would need to start planning that mission, followed by the results
of the red-team information search. The three scenarios that, on their faces, appear to have the
highest information-gathering requirements are presented first; those that have lower require-
ments follow.

A limitation of our approach, and indeed of any effort to plan a terrorist operation, is that
it is not always possible to specify ahead of time what information items will prove to be criti-
cal. This is especially true with regard to “showstoppers.” Critical information requirements
were roughly identified during the development of the ModIPB framework in conjunction
with the six identified scenarios. Refinement of the critical information elements occurred
during the red-team information-gathering activity and subsequent analysis of the information
gathered for all of the ModIPB information elements.

Scenario 1: A Poison Gas Attack (NYC Subway)

In this scenario, a terrorist group plans to release a chemical agent (for example, sarin) at the
42nd Street/Times Square Station (one of the busiest stations of the New York City subway
system [New York City Subway, 2002]) during the afternoon rush hour. The terrorists hope
to spread the poison gas through the entire subway station. The plan calls for five terrorists to
arrive, individually, at one of five different entrances to the station, coordinating their sched-
ules through cell phone text messaging. Each terrorist carries a small piece of luggage (a suit-
case or backpack) modified to release an aerosolized chemical agent. When all five are at their
appointed locations, each will proceed to a predesignated platform; once there, they will set
down their weapons, activate timers that release the poison gas in 10 seconds, and depart.? This
scenario is reminiscent of Aum Shinrikyo’s March 1995 attack on the Japanese subway system
that killed 12 and injured thousands (Murakami, 2001).

Critical Information for the Mission When No Other Information Has Yet Been Collected

* Security measures: What security monitoring devices and sensors, including chemical
or biological sensors and other monitoring equipment (e.g., cameras), are present in the
station? Such sensors determine whether a device will be detected before it dispenses gas
or before it dispenses an effective amount of gas. It also includes information about what
types of countermeasures are present in and around the station.

3" For purposes of discussion, we view this as an optional feature of the scenario. The terrorists can be expected to research
exit routes and modalities, but should they fail to satisfy themselves on that score, they are nevertheless expected to carry
out the attack. Conversely, insufficient confidence that the operation can succeed would abort further mission planning.
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* Security forces: What is the exposure to security forces and what security presence and
procedures are in place? This information is necessary to determine the odds that the ter-
rorists will be stopped before setting off the devices.

* Avenue of approach: Specific location of entrances, exits, and platforms layouts will help
in determining what obstacles may be encountered and where to release the gas.

Security Measures

Sensors. News sources were among the most effective information sources with respect to secu-
rity measures on the New York City subway. In 2004, 7he New York Times described how the
New York subway would acquire “shoebox-size sensors that analyze the air and would sound
a silent alarm in the event terrorists unleash a biochemical attack” (Weiss and Lisi, 2004).
The article also detailed the testing of a biological sensor that was intended to monitor for the
presence of agents that may be used in a biological attack. A March 2005 article in Newsday
noted that Grand Central Station was the only station in the New York subway system that
possessed an electronic chemical agent sensor in the main terminal (Sanchez, 2005). In a July
2005 article in the New York Sun, the MTA said that it was investigating sensors that could
detect anthrax and sarin but such sensors were only in the testing phase; deployment schedules
and costs had yet to be determined by the MTA (Smerd, 2005). According to the article, all
of the devices that were located in Grand Central Station and Penn Station were being tested
for efhicacy. The article suggested that little else was currently being done to detect chemical or
biological agents.

Investigations into the type of surveillance in and around the target revealed an article
that discussed MTA’s intent to expand the use of closed circuit cameras throughout the sub-
ways (Luczak, 2005). Yet, according to Trager (2005), although “the MTA has used some
of the security money to install more surveillance mechanisms—such as closed circuit cam-
eras—throughout the subway system, it has also dropped its staff, who monitor the cameras,
by 10 percent,” so less actual monitoring may be taking place. The article also mentioned that
the New York City subway system was also accepting proposals for technologies that could
prevent a cell phone from being used to trigger a bomb. The MTA reportedly spent 5 percent
of the $600 million it committed to improving transit security, and most of that was focused
on public awareness (Chan, 2005).

A March 2005 Newsday article contained information on a test carried out in 1966 during
which the Central Intelligence Agency and U.S. Army spread harmless biological agents to
study how they would be dispersed through the system.

Testers broke light bulbs on gratings on the Seventh Avenue and Eighth Avenue lines. The
bulbs contained a harmless anthrax cousin, Bacillus substilis variant niger. . . . Test results
show that a large portion of the working population in downtown New York City (New
York City) would be exposed to disease if one or more pathogenic agents were dissemi-
nated covertly in several subway lines,” the team reported. . . . The air currents generated
by moving trains disseminated the spores. An estimated 1 million people were exposed.

(Sanchez, 2005)
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Although a 1998 article pointed out that the only active air handling system was at Grand
Central Station,* a more recent article in Engineering News Record observed that Times Square
Station would be equipped with a new ventilation system as part of Phase One of a three-phase
station renovation (Cho, 2004). According to a March 2004 New York Times article, Phase
One of the renovation was completed in September 2002 (Dunlap, 2004). The red team dis-
covered nothing to suggest that ventilation systems capable of mitigating gas attacks existed at
Times Square Station. The potential over-platform and under-exhaust systems, along with air
flow from moving trains, may help to distribute the gas around stations, as suggested in the
1966 biological terrorism experiment.’

Several sites discussed the NYC subway’s “Eyes and Ears Program.” One article noted
that employees are trained to watch out for suspicious behavior such as a passenger’s wearing of
a winter coat in summer (Robin, 2005). Yet, several employees questioned its usefulness noting
that the “training” consisted of a 15-minute video and some pamphlets discussing terrorism.
It added that, following the attacks on the London underground on July 7, 2005, transit ofh-
cials hired a contractor to evaluate the transit employees. The MTA official said that the report
from the contractor suggested the MTA transit employees were “adequately” on guard (Robin,
2005).

An April 2005 Web article discussed the absence of countermeasures, noting that, in
event of a terrorist attack, there were gas masks for the transit workers only (Trager, 2005).

Security Forces

Terrorists may need a sense of how many security officers they might encounter throughout the
subway system under normal conditions—something they might figure out by knowing how
many police personnel are at work at any one time. In March 2004 (just after the Madrid bomb-
ing), 7he New York Post reported “2,838 [New York City Police Department Transit Bureau]
cops . . . work for 12 subway districts” (Weiss and Lisi, 2004). In addition, 692 MTA officers
patrolled Metro-North and Long Island Rail Road stations; furthermore, the MTA planned
to bolster its police force from 521 officers in 2001 to 723 by the end of 2004 (Weiss and Lisi,
2004). The article added that subway security occurs 24 hours a day and 7 days a week, with
police on 12-hour shifts (City of New York Police Department, undated).

After the July 2005 bombing in the London underground, WABC reported that the New
York City Police Department was “doubling the 2,700 officers assigned to the Transit Bureau”
(WABC, 2005), and that, during the week of July 10, every rush-hour train would have at least
one officer (some in plainclothes). Police officers currently conduct surprise security sweeps on
subway cars before they enter a tunnel or cross a bridge. Such sweeps, involving up to a dozen

police officers, typically last a few minutes and focus on spotting suspicious items (Weiss and
Lisi, 2004).

4 “The city’s subway system, according to [geologist Dr. Andreas] Pflitsch, serves about 3 million people daily, and, except

for Grand Central station, all other subway stations are equipped with only passive air ventilation, like entrances and exits
to and from the subway, stairs between levels and subway ventilation located on the city sidewalks.” Pardo (1998)

> Sanchez (2005). Note, incidentally, that, although ventilation systems may help disperse a chemical attack and thereby
limit casualties, it would also disperse biological agents and could thereby increase casualties in such a scenario.
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According to a May 2004 New York Times article, the New York Police Department
provided all officers with a pocket-sized reference card containing information on effectively
spotting potential terrorist activities (Rashbaum, 2004). A July 4, 2004, New York Post article
reported,

The department tells its officers to watch out for people with drivers’ licenses from more
than one state, passports from more than one country, and identification papers with dif-
ferent names and people videotaping or photographing bridges, tunnels, utilities, land-
marks and government facilities. (Guart, 2004)

It also advises officers to watch for anyone who is “overtly hostile” and expresses “hatred for
America and advocates violence against America and/or Americans.”

In practice, however, there may be gaps in communications among emergency respond-
ers, metro transit officials, and commuters in case of an emergency. An August 2004 blog entry
reported that a small fire on the track of an underground train created panic on the train when
the conductor proceeded to extinguish the fire without informing passengers (Mitchell, 2004).
The presence of smoke, in the absence of information, prompted several passengers to kick out
train windows to exit the train.

Information on police radio frequencies and police ten-codesS is readily available (see
Table A.1 for frequencies). One resource provided information on more than 400 different fre-
quencies used by police, emergency responders, LIRR, and even Amtrak and others through-
out New York City, many updated and monitored up to once every 24 hours (RadioReference.
com, undated).

Table A.1
New York City Police Frequencies

Frequency Agency Description

160.9050 NYC Transit Police Department Div 1—Manhattan South
(NYCTPD)

161.1750 NYCTPD TAC 1—Manhattan South

160.6950 NYCTPD Citywide

161.1900 NYC Transit Authority (NYCTA) Interborough Rapid Transit subway

161.5050 NYCTA Brooklyn-Manhattan Transit subway

160.8450 NYCTA Independent Subway

SOURCE: RadioReference.com (undated).

6 Ten-code is a shorthand way of describing police orders by using numbers. For example, “10-4” is an acknowledgment,
while a “10-31” refers to an explosive device or threat (n2nov.net, 2005).
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Avenue of Approach

As noted above, the Times Square Station is undergoing a multiyear renovation. Diagrams
of the station platforms were available from two different architectural firms. The first set
were part of a 1996 study of the ventilation options for Times Square Station, and the second
set were available from one of the architecture firms that was working on the Times Square
project. Both are shown in Figure A.1. The diagrams presented in Figure A.1 can help terror-
ists identify optimal points of release for poison gas. Phase One of the multiyear project was
completed in 2001 (“42nd Street,” undated) and included the planned improvements to the
station’s existing ventilation system (Cho, 2004).

What the Expert Searcher Found

A public document, National Fire Protection Association (NFPA) 130, Standard for Fixed
Guideway Transit and Passenger Rail Systems sets forth standards for emergency ventilation
systems: For example, fans should be able to achieve full operating speed in 60 seconds. It
also covers emergency egress and other safety factors associated with fixed-rail transit systems
(National Fire Protection Association and American National Standards Institute, 2003). The
information contained in the standards documents provides specifications for the removal of
smoke from the platform in case of fire. This would provide some information to terrorists
about what type of ventilation could potentially be used in the case of an emergency. However,
the NFPA document does not discuss any specifications for ventilation in the case of the release
of a chemical or biological hazard in the station. It is also unknown whether MTA employees
would use the emergency ventilation system in the case of a chemical or biological gas attack.

Summary Findings for Scenario 1

The publicly available information that was collected was relevant for addressing three ques-
tions: (1) what were the odds that a terrorist would encounter a security official on the way to
the platform? (2) what sensing devices were available to monitor the platform? and (3) how
would the ventilation system affect chemical dispersion? In each case, available public infor-
mation collected by the red team provided only limited information for answering the ques-
tions posed above. Furthermore, it is believed that any additional public information would
not prove helpful. Additional information from tools such as sophisticated models of com-
muter trafhic flows and air circulation might be useful, but the ability to use such tools are not
necessarily within the capabilities of most terrorists. No further information on countermea-
sures was gathered, which suggests but does not prove that no such countermeasures existed.
The July 7, 2005, bombings of the London transit system have raised security consciousness
throughout the NYC subway system and may alter the state of security plans and operations;
much depends on how long the state of heightened security lasts.
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Figure A.1
Schematic Diagrams of Times Square Station
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Scenario 2: Bomb in a Passenger Plane Cargo Hold (at LAX)

It bears noting that almost a third of all domestic (and almost half of all international) air
cargo travels on passenger aircraft. There are 50 carriers and 2 million shippers in the market
(Elias, 2005). Many major commercial passenger airlines also have a shipping service for ship-
ping packages and provide an important source of revenue for the airlines. For most airports,
the package shipping counters are not located in the same terminal as the passenger counters
and therefore have different screening processes.

In this scenario, terrorists ship an explosive device via the passenger airline’s cargo ship-
ping service. The device’s power is sufficient to cause the aircraft to crash and the device is
designed with a timer that is set to detonate once the aircraft is airborne. The terrorists also
hope to instigate further economic losses on the U.S. airline industry. The precise time at
which the package is dropped off at the airline cargo-shipping desk is designed to maximize
the odds that it will be shipped on a passenger airline (as opposed to an all-cargo flight), typi-
cally one hour before the designated flight on which one wishes the package to travel. In prepa-
ration, terrorists first attempt to register as a “known shipper” and ship a full-sized explosive
device. Failing that, terrorists try to ship one or more lightweight devices to exploit nationwide
TSA regulations that allow carriers to load packages from unregistered shippers on passenger
airlines if they weigh less than 16 ounces.”

Critical Information for the Mission When No Other Information Has Yet Been Collected

* Security measures: What security monitoring devices and sensors are used to scan cargo
before it is placed on a plane? What countermeasures are in place on the plane to pro-
tect it from explosions? Security procedures used for screening packages and procedures
associated with the Known Shipper Program (Transportation Security Administration,
2003).

* Security forces: What types of security presence are the terrorists likely to encounter? To
what security procedures are the package likely to be subjected before shipment?

e Target: This includes information about the target such as the presence or absence of
onboard blast resistance of some kind.

Security Measures

In 2004, Congress asked DHS to “research, develop, and procure certified systems to inspect
and screen air cargo on passenger aircraft at the earliest date possible” (Public Law 108-90)
Pending the availability of such technology, DHS was charged with enhancing the known
shipper program (Public Law 108-90). A search of the Web suggests that screening for explo-
sives in air cargo, for either passenger or cargo-only flights, is still in the experimental stage. A
30-day test at Boston’s Logan Airport in 2003 examined the feasibility of scanning 100 percent

7 Investigators believe that the bomb that took down Pan Am 103 over Lockerbie, Scotland, in December 1988 weighed
less than 16 ounces.
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of air cargo going onto passenger planes.® In 2004, TSA spent $26 million to test and evalu-
ate explosive detection systems (EDSs) at several airports (Wilson, undated). Industry sources
added that EDS were used in air cargo screening pilot programs lasting 30-90 days in the “Los
Angeles, Chicago and Miami airports.” Of note is that some of the characteristics of such sys-
tems were available on publicly accessible vendor Web sites or through secondary sources. For
example, L3 Communications mentions the specific power of their x-ray source for the VIS108
Automated Explosive Detection Systems (75 kilovolt pulsed/150 kilovolt pulsed source), the
minimum resolution (38 American Wire Gauge, or 0.1016 mm diameter tinned copper wire),
and the penetration of the source (30 mms of steel).!

Our red team was unable to find the actual percentage of passenger aircraft—carried cargo
that is inspected, as this information is not easily accessible in open sources. TSA, for its part,
is unwilling to release the exact percentage of cargo that is shipped on passenger planes, citing
security reasons (Carrillo, 2005). But note these findings:

* A 2003 Congressional Research Service report on Air Cargo Security noted that only
“5% of cargo placed on passenger airplanes is screened” (Elias, 2003), a figure repeated in
2004 by the Center for American Progress.'!

* Although DHS claims that the regulatory minimum for inspecting cargo on passenger
planes is 10 percent and some carriers may exceed this threshold (DHS, FY2006), a con-
gressional report stated that the TSA had not yet implemented the legislation intended to
triple the percentage of screened cargo carried on passenger airplanes.'?

A 2003 newsletter from alliedpilots.org cites comments from Captain Jay Norelius from
the Allied Pilots National Security Committee, suggesting that the “unknown shippers,” who
can ship items up to 16 ounces that can be shipped on passenger carrying aircraft, are not
required to open their packages; they need only document the contents on paper (Pauwels,
2003).

A 2002 Washington Post article reported numerous security loopholes in cargo security
procedures at the time that a draft report by the inspector general of the Department of Trans-

8 1-3 Communications Security and Detection Systems, a leading developer of x-ray screening technologies, conducted
the test. See Massport (2003).

9 The prime contractor was L-3 Communications Security and Detection Systems. The program examined different con-
figurations of equipment to test the feasibility of such a system. See Wilson (undated).

10 Many vendors that at one time provided downloadable technical specifications for their detection equipment have
removed that information from their external Web sites and will only provide it upon customer request. However, many
resellers or distributors of scanner technologies will make the vendor specification sheets available for download. For exam-
ple, Bavak Beveiligingsgroep BV in the Netherlands provides links to specification sheets for many of L3’s detection systems
(Bavak, undated; L3 Communications Security and Detection Systems, 2002).

1 The same statement reported that TSA has ruled out screening 100 percent of cargo because of the potential negative
economic impact on the airline industries (Schumer, 2004b).

12 See U.S House of Representatives (2005) and Coalition of Journalists for Open Government (undated) for a
discussion.
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portation (DoI) and a TSA investigation identified (Schneider, 2002). They included the
following:

* Some packages from known shippers are subject only to exterior inspection.

e Terrorists can acquire a known shipper’s registration number, which is not considered
classified information.

e Terrorists could easily become a government-recognized freight forwarder.'3

* The requester of a cargo shipment could also be considered the shipper. This could allow
an individual or organization without known-shipper status to avoid additional security
procedures by listing the recipient as the shipper.

Many of the 50 airlines that transport cargo on passenger flights advertise this service
on their Web sites. Continental Airline’s QUICKPAK® service, for instance, guarantees that a
package can be carried on the next available (domestic) flight, provided that it arrives at least 30
minutes before its departure (see Continental Airlines Cargo, undated[a], undated[b]). Under
to the Delta Airlines Delta Dash ™ program, individuals on the known-shipper list can tender
items up to two hours before flight departure. Other airlines offer competing services. Using
an airline’s cargo and passenger Web portal services, it is possible to determine which passenger
flights carry cargo (Northwest Airlines, undated[a]; Continental Airlines Cargo, undated|a];
US Airways, undated; Delta Airlines, undated). For example, using an airline’s cargo-handling
Web portal service, it is possible to identify flight numbers of planes that will carry a piece of
cargo depending on when and where the item is dropped off and the final destination. Those
same flight numbers can be cross referenced, and checked against departure and arrival infor-
mation for the airline’s passenger carriers.

Another way a terrorist organization might attempt to place an explosive device on a pas-
senger plane is by registering directly with the known-shipper program. The known-shipper
program enlists frequent users of the air cargo system in ensuring their freight’s security, allow-
ing security resources to be directed to nonmembers’ freight. A purpose of the known-shipper
program is to prohibit high-risk cargo from being transported on passenger aircraft (Secu-
rity Management Online, undated). According to a May 2004 interview, TSA representatives
stated that hundreds of thousands of companies were listed in the known-shipper database
(I-Team, 2004). To become a known shipper, individuals or businesses must register with the
airline they wish to use and submit to a search of their business premises by the airline (Cal-
houn, 2005). But according to a 2005 GAO report, airlines that collect information as part
of the Known Shipper Program are currently not required to submit information from their
known shippers to TSA. According to TSA, one of the purposes of a centralized database is to
establish a method, based on information regarding the shipper, to conduct a risk assessment
for each package shipped through the air cargo system. This system for risk assessments will be
known as the Freight Assessment System (FAS) (Berrick, 2005). According to a TSA-Aviation
Security Advisory Committee Freight Assessment System Working Group presentation from

13 Freight forwarders consolidate cargo from many shippers and deliver it to air carriers. According to a 2002 GAO report,
freight forwarders operate about 10,000 sites nationwide. See U.S. General Accounting Office (2002).
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April 28, 2005, the FAS is still under development, with no details about how the risk of cargo
is to be assessed (Transportation Security Administration, 2004b). The presentation also men-
tions developing a green- and red-light system for all cargo to be flown on passenger aircraft.
Information about the shipper and about the cargo will be used to assign a level of risk to the
specific piece of cargo. Cargo designated as high risk will require additional screening, which
may include physical inspection of the contents by hand.

In addition, according to a 2004 congressional hearing quoted in the GAO report, only
about one-third of all shippers are listed in the TSA’s centralized known-shipper database (see
Berrick, 2005). Although terrorists may not know exactly what background investigation they
may have to pass to become registered, a hint of its rigor comes from a 2003 trade press report
of someone who shipped himself through the air cargo system by completing the procedures in
the known-shipper program (Coalition of Airline Pilots Associations, 2003).

The red-team investigation also found that the process for becoming a known shipper
varies among airlines. Northwest Airlines (undated[b]) requires individuals to request infor-
mation on how to become a known shipper. Delta Airlines (undated) provides an online reg-
istration form. Terrorists can also learn a lot from Web site discussion boards. According to
information that can be found on one site (Harford Reptile Breeding Center, undated),

* Delta Airline’s Delta Dash™ recommends using a small package for shipping snakes for
known shippers.

* According to TSA regulations, animals are not placed through x-ray machines (Transpor-
tation Security Administration, undated).

* Boxes with snakes in them shipped through Delta Dash™ were, at most, visually inspected
to ensure that there was, in fact, a snake in them (Button, 2005).

This same discussion group included the information that the only security measures
faced by a snake-owner attempting to establish himself as a known shipper was an on-site
interview, conducted by Delta airlines personnel whose only concern was to confirm that he
was, in fact, shipping snakes. The information that was collected suggested that it would not be
very difficult to become certified as a known shipper with a particular airline. This is consistent
with findings of a Congressional Research Service report that stated that

critics of existing known shipper programs argue that currently very little investigation of
known shippers is required to demonstrate that these shippers are trustworthy and have
adequate security measures in place to ensure the integrity of their shipments. (Elias, 2005,

p. CRS-12)

TSA announced in April 2004 that it was beginning an effort to use current explosive
detection technology to screen noncontainerized “break-bulk” cargo (Transportation Security
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Administration, 2004a), a category that accounts for about 70 percent of cargo on commercial
airlines (Gibson, 2004). As far as the red team was able to ascertain, the airline does not regu-
larly scan upon arrival cargo that a freight forwarder or other shipper has already loaded into
a container or onto a pallet.'

Security Forces

A 2004 article in Homeland Security noted that airlines are stepping up efforts to inspect cargo
on passenger airlines by

* randomly checking belly cargo on certain flights
* hiring additional personnel and using bomb-sniffing dogs
* evaluating commercially available devices that detect explosives (see Moorman, 2004).

The article also noted that, although no air carriers would discuss security inspection
procedures, many stated that they were improving information technology (IT) systems to
enhance their known-shipper programs. Several expected to have baseline systems in place by
2005, the details of which, however, are not available from the Web.

The Intelligence Reform Act of 2004

mandates the introduction of a pilot program that would evaluate the use of blast resistant
containers for cargo and baggage on passenger aircraft. Air carriers can volunteer to partici-
pate in the program, which includes financial assistance to the airlines. The TSA is required
to complete within 8 months its rulemaking to amend transportation security regulations
to improve the security of air cargo that is transported in both passenger and cargo-specific
aircraft. (U.S. House of Representatives, 2004a)

Information that the red team collected regarding the blast resistance of today’s air cargo
containers was not definitive. A 1998 Federal Aviation Administration (FAA) report found
that luggage containers had very little inherent blast-resistance capability (U.S. Department of
Transportation, 1998). Congressional testimony by TSA Administrator David Stone in August
2004 mentioned that TSA was trying to expand the use of blast-resistant cargo liners in pas-
senger aircraft (Stone, 2004). There are commercially available hardened cargo boxes for airline
use that have some blast-resistant capabilities (Ogando, 2002; Telair International, 2002). A
December 2001 report from the UK Civil Aviation Administration nevertheless listed some
limitations of current blast-hardening techniques: For example, 75 percent of the aircraft oper-
ating within European airspace cannot employ cargo containers because the aircraft are too
narrow, and loose luggage, if accelerated (by an explosion), may penetrate the aircraft hull,
causing critical structural damage (Civil Aviation Authority, 2001).

14" According to a January 2005 CRS report, pulsed fast neutron analysis (PFNA) is being considered for screening contain-
erized air cargo (see Elias, 2005). A second report suggests that the technology developed for sea cargo container scanning
may also be useful. See Moorman (2004). However, there is no information on what (if any) screening of containerized air
cargo is currently being done.
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What the Expert Searcher Found

Although this scenario focused on passenger planes as cargo haulers, cargo planes rely on simi-
lar technology and processes to guarantee security. At the March 2004 National Transporta-
tion Safety Board (NTSB) Air Cargo Safety Forum, a presentation by FedEx described many
of the limitations of current chemical and biological detection systems (FedEx Express, 2004).
The presentation listed several examples of the reasons that FedEx was not adopting some
cargo screening technologies including the absence of one-size-fits-all technology solutions,
problems with device sensitivity, accuracy (“false positives” and “false negatives”), real-time
alarming but not real-time notification, and problems with training and ease of use of many
devices. FedEx also mentioned that these technologies are often expensive and may have sig-
nificant operational impact, presenting barriers to adoption by passenger and cargo airlines.

Summary Findings for Scenario 2

Public information suggests that the risks of detection for shipping explosives aboard air carri-
ers are not high. Because variation in package treatment seems to have a strong random com-
ponent, it is unclear exactly what further information would allow terrorists to make a better
assessment of the actual probability of a device being detected under any given circumstances.
In addition, because security requirements apply to all airlines but details about the security
procedures and technologies for specific airlines could not be identified, it was not possible to
determine a particular airline or cargo service that would be more susceptible to this type of
scenario than another.

Scenario 3:
Shipping a Nuclear Device in a Cargo Container Through LA/LB

In this scenario, terrorists attempt to import a nuclear device into the United States through
LA/LB in an oceangoing cargo container. It is intended that the device detonate at a destina-
tion outside the port.

Critical Information for the Mission When No Other Information Has Yet Been Collected

* Security measures: Security monitoring devices and sensors include radiological or nuclear
detectors (e.g., x-ray, gamma ray, container inventorying, handheld device checks) located
at either the port of departure or the port of arrival.

* Security forces: Security procedures include the types of security forces located at the port
and information regarding procedures for inspecting cargo containers (e.g., how contain-
ers are selected for a more thorough search) as well as information about specific vulner-
abilities at foreign ports that will help in selecting which foreign port will be used to ship
the device. Again, if the device is detected, the operation fails.

e Target: Since this is a transshipment scenario, it lacks a “target” per se; although a spe-
cific port is targeted for transshipment, the only relevant details concern countermeasures
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and security exposure. (This scenario does not follow the device to its ultimate target
destination.)

Security Measures
According to a 2004 CalTrade Report article, LA/LB currently has only four gamma-ray scan-
ners and one x-ray machine to inspect the 3 million containers that flow through LA/LB annu-
ally. Dockworkers believe there are too few machines (CalTrade Report, 2004). According to
the report, the machines operating full time could scan 10 percent of all incoming cargo or
about 280,000 containers per year. As of April 2005, inspection devices at LA/LB consisted
of five full-truck gamma-ray and two x-ray scanners, along with personal radiation detectors
and radiation isotope identifier devices (RIIDs)—handheld devices that combine real-time,
independent radiation sensors."

According to a June 2005 Journal of Commerce article, by the end of 2005, LA/LB is
scheduled to have radiation portal monitor' (RPM) coverage for all incoming cargo containers
(“Nuke Detectors for LA-LB,” 2005). As the Secretary of Homeland Security has reported,

Initially, three major container terminals at the Port of Los Angeles will have their RPM
systems on-line by the end of this month [June 2005]—the . . Trans Pacific Container Ser-
vice Corp. facility; the . . . Pier 300 terminal; and the giant . . . Pier 400 complex. (“Nuke
Detectors for LA-LB,” 2005)

A total of 90 RPMs, which will screen all inbound international container traffic and vehicles
leaving the LA/LB facility for nuclear materials or hidden sources of radiation, is planned to
be operational by December 2005.

Terrorists would need to know how effective such systems are and what system limita-
tions may be. According to a 2004 contract, described on the Port of Oakland Web site, Pacific
Northwest National Laboratory is designing and installing the RPMs for LA/LB."” Neverthe-
less, the machines’ efficacy is debatable. The American Association for the Advancement of Sci-
ence has published a skeptical report, and an expert of theirs used it to conclude, “More needs
to be done to protect the United States from smuggled nuclear weapons because current portal
monitors probably could not detect even a few kilograms of highly enriched uranium, even if
only lightly shielded” (see Strengthening the Global Partnership, 2005).

15 Govpro.com (2005); Ahern (2005); Interdict/RADACAD (undated). Examples of commercially available RIIDs
include ExploraniumTM GR-135, GR-135CN made by SAIC, and the Thermo identiFINDER (WorldSecurity-index.
com, undated[a], undated[b]).

16 RPMs are detection devices that provide CBP officers with a passive, nonintrusive means to screen containers, vessels, or
vehicles for the presence of nuclear and radiological materials. These systems do not emit radiation but are capable of detect-
ing various types of radiation emanating from nuclear devices, dirty bombs, special nuclear materials, natural sources, and
isotopes used in medicine and industry.

17 Port of Oakland (2004, undated); WorldSecurity-index.com (2001). An example of the types of capabilities and techni-
cal details for one manufacturer can be found in Orphan et al. (2004).
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MU-Vision, which manufactures radiation detection technologies, published a white
paper (MU-Vision, undated) detailing some weaknesses of current x-ray and gamma-ray scan-
ning technologies including passive gamma-ray and neutron detectors (e.g., TECO Electronics
Co.s “Radiation Pagers”), mobile and portal systems (from American Science and Engineer-
ing, Inc. [AS&E] or SAIC), two-dimensional transmission x-ray systems (e.g., AS&E, L-3
Security and Detection Systems, Inc., RapiScan), two-dimensional—transmission gamma-ray
systems (e.g., SAIC Vehicle and Cargo Inspection System [VACIS]), and pulsed fast neutron
analysis (PFNA) offered by Ancore Corporation. Analysis of such limitations provides at least
some clues on hiding radiological materials from detection.

In a mathematical study, professors at Stanford University concluded that, based on
existing security policies, protocols, and detection technologies, a nuclear warhead containing
“4 kg of weapons-grade plutonium or 12 kg of weapons-grade uranium, shielded with tungsten
and lithium hydride, and which is shipped within a inter-modal container with other cargo”
(Flynn, 2004) has only a 9.75-percent chance of being detected if shipped in a container from a
trusted shipper.'® Taking into account the added security and protocols associated with being
a certified shipper, the study estimates that the probability of detecting a smuggled nuclear
warhead increases to a maximum of 24 percent.”” Added Stephen Flynn (2004), an expert on
maritime shipping and port security,

If the weapon is placed in a 20-foot container which is commonly used to move heavy
machinery, the probability of detection drops to nearly zero because the radiography cannot
penetrate cargo that would likely be between the wall of the container and the weapon.

Current events also cast doubt on the system’s ability to detect illicit cargo. In addition,
in January 2005, 32 Chinese stowaways were found in two cargo containers in the Port of Los
Angeles after surviving a two-week ocean journey from Hong Kong. No form of x-ray or other
scanning device detected the stowaways. They were identified, according to Agence France
Presse (2005), when a crane operator spotted three men climbing out of the cargo container.

Security Forces

The CBP bureau receives an electronic bill of lading, or manifest data, for approximately 98
percent of the sea containers at least 24 hours before they arrive at U.S. seaports. These data are
combined with other intelligence data and processed via CBP’s automated targeting system to
identify low-risk and high-risk cargo (CBP, 2005).

Cargo is designated as low-risk if it is being shipped by established and trusted import-
ers who are registered with CBP; by one estimate, such cargo is five to eight times less likely
to be stopped for security screening or inspections (Samuel Shapiro and Company, undated).
Shippers may participate in the DHS C-TPAT program by assessing themselves using secu-

18 Flynn (2004); Lane (2004). The article also quotes Steven Fetter of the University of Maryland and a specialist on
nuclear proliferation as saying that he was skeptical of the Stanford findings; however, he did suggest that challenges of
detecting highly enriched uranium are “well taken.”

19 The term certified shipper, as used in the original article by Wein et al. (2006), refers to a shipper that has undergone a
self-certification as dictated by the C-TPAT program and gains the status of a certified shipper.
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rity guidelines established by DHS and trade associations and agreeing to implement certain
security reforms (CBP, undated). CBP is obligated to audit and verify the C-TPAT member.
An article published in USA Today on May 25, 2005, stated that, according to the GAO and
the U.S. Senate Permanent Subcommittee on Investigations, customs officials have verified
as secure only 11 percent of the 4,357 importers certified as C-TPAT members.?° In the same
article, a DHS representative claims that the actual number of shippers that have been verified
as secure is 30 percent.?!

Terrorists may know who the trusted shippers (C-TPAT members) are (Flynn, 2002),
despite the fact that CBP does not circulate this list.22 Although it was not possible to find a
complete list, brief searches on the Internet did reveal information about some firms that are
participating in the C-TPAT program, such as Wal-Mart, Target, and Maersk.?

The CBP CSI has been established with foreign ports that send substantial container
traffic to the United States. CSI’s purpose is to inspect high-risk cargo—before it begins its
voyage to U.S. ports—and to enhance information sharing. It does so by deploying gamma-
ray or x-ray and radiation detection equipment and personnel to foreign ports of embarkation
(Embassy of the United States, 2004). Thirty-three ports, accounting for two-thirds of all con-
tainer traffic destined for the United States, were registered as CSI ports as of May 2005; they
include 19 of the top 20 foreign ports by tonnage.

Should terrorists be concerned about C-TPAT and CSI? According to Senate testimony
from GAO,

[approximately] 35 percent of U.S.-bound shipments from CSI ports were not targeted and
not subject to inspection overseas—the key goal of the CSI program. In addition, as of
September 11, 2004, 28 percent of the containers referred to host governments for inspec-
tion were not inspected overseas for various reasons such as operational limitations. (Stana,

2005)

According to a USA Today article, only about 17.5 percent of containers deemed high risk were
inspected at the port of departure (Hall, 2005).

The ports listed in Table A.2 include the 20 foreign ports that ship the largest volume of
ocean containers to the United States and accounted for approximately 66 percent of all con-

20 Hall (2005). The article refers to information contained in Stana (2005b).

21 According to an interview that was published after this project’s information collection phase, the director of the
C-TPAT program states that customs officials have verified the security procedures of 1,405 of 5,636 (approximately 25
percent) C-TPAT members. See Tirschwell (2006).

22 From a FAQ on the CBP Web site:
QUESTION: Why can’t CBP distribute a list of the C-TPAT partners?
ANSWER: C-TPAT is a unique partnership between CBP and the C-TPAT trade partner signatory. It is a voluntary pro-

gram that is not regulated by law. For security and confidentiality purposes, CBP will not share any information regarding

C-TPAT application or partnership status with anyone outside the company’s authorized officials. (C-TPAT, undated)

23 Although a complete list of C-TPAT members was not located, searches of individual shippers did provide information
on C-TPAT participants, including Wal-Mart, Target, Maersk, and MillenniaPartners (Judd, 2006; Roberti, 2004; Maersk
Logistics, undated; MillenniaPartners, 2004).
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tainers that arrived in U.S. seaports in 2001.24 The list also includes ports that may ship less to
the United States but may have terrorism related to geographic concerns (Stana, 2005b).

Table A.2
GAO Listing of CSI Operational Seaports (as of February 2005)

Country/Region CSl Port Date CSI Operations Began at Port
Canada Halifax March 2002
Montreal March 2002
Vancouver February 2002
The Netherlands Rotterdam September 2002
France Le Havre December 2002
Marseilles January 2005
Germany Bremerhaven February 2003
Hamburg February 2003
Belgium Antwerp February 2003
Zeebrugge October 2004
Republic of Singapore Singapore March 2003
Japan Yokohama March 2003
Tokyo May 2004
Nagoya August 2004
Kobe August 2004
Hong Kong Special Administrative Hong Kong May 2003
Region of China
United Kingdom Felixstowe May 2003
Liverpool October 2004
Southampton October 2004
Thamesport October 2004
Tilbury October 2004
Italy Genoa June 2003
La Spezia June 2003
Livorno December 2004

24 Most cargo is transported through a relatively small number of ports, such as those listed in Table A.2. However, accord-
ing to Lloyd’s List, Ports of the World 2004, approximately 756 ports worldwide that the capacity to handle general cargo and
container traffic.
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Table A.2—Continued

Country/Region CSl Port Date CSI Operations Began at Port
Naples September 2004
Gioia Tauro October 2004
South Korea Busan August 2003
South Africa Durban December 2003
Malaysia Port Klang March 2004
Tanjung Pelepas August 2004
Greece Piraeus July 2004
Spain Algeciras July 2004
Thailand Laem Chabang August 2004

SOURCE: Stana (2005b).

The Department of Energy (DOE) administers a separate program, the Megaports Ini-
tiative, that seeks to reduce the risk of radioactive materials being used against the United
States or its allies by providing radiation detection to foreign government personnel at key
international seaports to screen shipping containers entering and leaving those ports (National
Nuclear Security Administration, undated). However, according to the DOE Web site, the
Megaports Initiative is only operational in Greece, Bahamas, Sri Lanka, and the Netherlands
and is at various stages of implementation in 10 other countries. In addition, a 2005 GAO
report mentions operational and technical challenges related to implementing the detection
equipment and environmental factors, such as sea spray and high winds, that affect detector
performance or long-term sustainability (U.S. Government Accountability Office, 2005a). In
addition, once the equipment is installed and control is handed over to the host government,
it becomes more difficult to verify the effectiveness of the equipment and the procedures for
their operation.

Finally, terrorists who watch television may already understand how easy it is to ship
radioactive material into the United States. An ABC news team successfully found a shipper
to send depleted uranium from Indonesia to LA/LB undetected. “We did not tell the company
about the depleted uranium,” said one of the producers, “and they never asked” (Ross, 2004).
Maersk Logistics (Denmark) handled the shipment. Their procedures did not require their
agents to inspect containers loaded outside of the pier area at the Port of Jakarta, Indonesia;
their “door-to-door service” allowed the container to be loaded at a furniture store there in
Jakarta. Maersk security official, John Hyde, responded, “We rely on screening of government
authorities to validate shipping contents” (Ross, Schwartz, and Scott, 2002). Following the
ABC News article, Maersk vowed to review its security procedures.

What the Expert Searcher Found
Many relevant standards, including the IEEE N42.35 (American National Standard for Eval-
uation and Performance of Radiation Detection Portal Monitors for Use in Homeland Secu-
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rity) (American National Standards Institute and Institute of Electrical and Electronics Engi-
neers, 2004) and the draft American National Standards Institute (ANSI) 42.38, establishes
standards for spectroscopic radiation portal monitors.?> Given the radiation level (technically
referred to as the “source activity”) listed and with some knowledge of nuclear materials, it is
possible to determine the minimum quantity of material the RPMs are being established to
detect successfully. Therefore, in theory, with that and other available information or knowl-
edge, it would be possible to design a container for shipping a nuclear device that would fall
below the published minimum standards for detection.

A DHS bulletin described the findings from four reports looking at the effectiveness of
commercially available nuclear detectors (see Mayer, 2005). According to the summary pub-
lished by DHS, “none of the radiological and nuclear detection equipment passed all of the
tests” (Mayer, 2005). This suggests that current commercially available devices have significant
limitations in detecting various classes of radiological devices.

A 2004 DoD report that discusses the performance of current radiation detectors states
that plutonium devices can be detected in vehicle portals, cargo containers, and moving vehi-
cles if the device is unshielded or lightly shielded (U.S. Department of Defense, 2004). The report
also states that the detection of highly enriched uranium (HEU) is very difficult and is limited
by the short range over which radiation detectors operate. It also states that lightly shielded
devices can be detected at radiation detection portals (through which vehicles or containers
pass) but, in other cases, the HEU devices can only be detected if they are unshielded.

Summary Findings for Scenario 3

Public information indicates that no comprehensive mechanism for scanning incoming cargo
at LA/LB is likely to be in place until the end of 2005, if then. Even at that point, the cur-
rent technology would be limited by its sensitivity and how it is employed (on moving trucks).
Another risk factor that terrorists may face is not knowing whether the details of a cargo mani-
fest would subject the cargo to additional scrutiny. Enough anecdotes could be gathered on
that issue to make an educated guess as to what criteria are used. Public information suggests
that many foreign ports are unlikely to do much inspection on their own. U.S.-driven CSI
initiatives will improve detection capabilities at some foreign ports (identified above). Yet, in
addition to having to contend with the same technical limitations present in scanning equip-
ment used in U.S. ports (according to an April 2005 GAO report), the CSI program is not
sufficiently staffed to inspect all U.S.-bound cargo and must deal with additional diplomatic
constraints (e.g., host government’s permission) (Stana, 2005a).

25 Spectroscopic RPMs are able to distinguish different radiation sources (Homeland Security Advanced Research Projects
Agency, undated).
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Scenario 4:
Madrid-Style Bomb Attack on Commuter Train in the NYC East River Tunnel

In this scenario, terrorists board the LIRR at Douglaston Station at 8:10 a.m. on a normal
weekday—a time of high commuter passenger trafhic.2¢ They carry explosive devices. Each
takes a seat on a different car. They intend to depart the train at Woodside Station at 8:26 a.m.,
leaving behind their explosives, which are timed to go off at 8:31 a.m. (seven minutes before
the train is due at Penn Central Station). If the trains are running on time, the explosions
would take place when the train is inside the East River Tunnel.

Critical Information for the Mission When No Other Information Has Yet Been Collected

* Security measures: These include security monitoring devices and sensors that might
detect the presence of explosive materials.

* Security forces: These include security presence and procedures at the train station and
on the train itself. Detection by security forces could negate the operation or minimize
its consequences.

* Target: Execution of the operation requires a minimum amount of information about
avenues of approach to the target. Maximizing an attack’s consequences requires infor-
mation on train schedules, on-time averages, passenger density information, and some
structural details of the East River Tunnel.

Our findings are presented in three categories.

Security Measures

Officials at LIRR stated that “improved electronic access control and increased security guard
services” were being added to their facilities and that surveillance cameras and intrusion alarms
were being upgraded. However, as of March 7, 2005, the railroad had not met the March
2004 DHS directives to install bomb-resistant trash cans, to erect vehicle and pedestrian bar-
ricades, and to install closed-circuit security cameras.?” Publicly available images of the Doug-
laston Station fail to indicate any security or monitoring equipment (Long Island Rail Road,

undated; Long Island Rail Road History, undated). Figure A.2 is a map of the LIRR.

26 The LIRR was chosen because it is both the oldest and most heavily used commuter railroad in the country. It has also
been criticized recently for lack of security (Schumer, 2004a).

27 Schumer (2005). See also a news release regarding the directive at U.S. Department of Homeland Security (2004).
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Figure A.2
Station Map of the MTA Long Island Rail Road

an Transportation Authority

Full time rail station
-1

Accessible
Part time rail station® station

Major transit hub

© 2004 Metropolitan Transportation Authority
Design: Michael Hertz Associates, NYC

©Metropolitan Transportation Authority. Used with permission.

SOURCE: Metropolitan Transit Authority (2004).
RAND TR360-A.2

Shortly after the London bombings in July 2005, the Port Authority of New York and
New Jersey disabled cell phone communications?® were disabled for approximately two weeks
in the four tunnels leading into Manhattan from the west (Wallace et al., 2005). Such coun-
termeasures are ineffective against other methods (e.g., suicide bombings) and mechanisms,
including mechanical timers, and other radio-based signaling (United Nations Office on Drugs

28 Verizon digital and analog service provides cell phone coverage is provided on the LIRR under the East River. See Wire-
lessAdvisor.com Forums (undated[a], undated[b]).
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and Crime, undated). A July 2005 New York Sun article noted recent requests for proposals
from MTA for installation of systems that would enable cell phone reception while preventing
cell phones from being used as triggering devices (Smerd, 2005).

Security Forces
As noted, the MTA provides security for the LIRR; 692 MTA officers “patrol Metro-North
and LIRR stations and the bridges and tunnels” (Donohue and Gittrich, 2004). An article in
the National Corridors Initiative, Inc. online magazine quoted James Dermody, president of
the LIRR, as saying that the MTA police were placing “special emphasis” on critical locations
and possible “high-value targets” along the MTA (King, 2004). Dermody describes these high-
value targets as locations “where [there] is the most potential [for] loss of life, serious economic
impacts to the region, high . .. recovery or replacement [costs], or large [. . .] environmental
damage.” In the article, Dermody mentions examples “such as Penn Station, Jamaica [Station],
the East River and the Atlantic? tunnels” (King, 2004) as locations that MTA police consid-
ered to be critical or high-value targets.

Several Web sites provide information on the police frequencies used by the LIRR (Long
Island Area Scanning Resources, 2001b); Table A.3 lists some of them.

Target
As mentioned above, the images available from the MTA Web site as well as other loca-
tions provide useful information about Douglaston Station and the absence of any security

Table A.3

MTA Police Frequencies

Frequency Agency Description
160.455 MTA Police F1
160.605 MTA Police F2
160.320 MTA Police F3
452.6375 MTA Police Portables
452.6875 MTA Police Portables
452.8125 MTA Police Portables

SOURCE: Long Island Area Scanning Resources (2001).

29 The reference in this quote is likely to the Atlantic Avenue Tunnel, also known as the Cobble Hill Tunnel. The tunnel
was first opened in 1844 and ran for approximately 2750 ft. underneath Brooklyn, New York, from Hicks Street to Boerum
Place. The tunnel was closed and both ends of the tunnel sealed shut in 1861. Since then, the tunnel has been reopened
and inspected on a couple of occasions because of concerns that the tunnel was being used for staging criminal or terrorist
activities. For example, in 1916 the Federal Bureau of Investigation inspected the tunnel because of concerns that German
terrorists were using the tunnel to build bombs, then again because of concerns over the tunnel being used to house bootleg
whisky stills in 1920s. More information can be found at NationMaster.com (2005).
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monitoring or barriers to approaching the train. The open-platform format suggests easy access.
Figure A.3 shows the Douglaston Station platform.

The Washington Port branch of the LIRR, the line on which the Douglaston Station is
located, is serviced by either M1 or M3 electric cars manufactured by the Budd Company,
General Electric or Bombardier. Some information about the interior of types of cars was
located, including images of the interiors. The interiors of both the M1 and M3 electric cars®
are very similar. The M1 and M3 cars are being replaced by the M7 electric cars, which also
have various photos of the interior available publicly, again showing layout and possible loca-
tions to place an explosive device (railfanpete, 2004).

Train schedules for the LIRR are available on the World Wide Web (Long Island Rail
Road, 2005a). On-time rates are also reported, but since “on time” is defined as no more than
5 minutes and 59 seconds late, the published rates are not of sufficient detail to time detona-
tions under the East River Bridge (Long Island Rail Road, 2005b). Beyond vague indications
of crowding during rush hour, the red team was unable to discover any operationally useful
information about variations in passenger density. The red team also failed to find any struc-
tural details about the East River Tunnel.

Figure A.3
Photograph of Douglaston Station

©Metropolitan Transportation Authority. Used with permission.
SOURCE: Long Island Rail Road (undated).

RAND TR360-A.3

30 Examples of images found of the interiors of the M1, M3, and other LIRR trains can be found at the Web site IND/
BMT/IRT (undated).



What the Red Team Found 69

Summary Findings for Scenario 4

The red team did not find any publicly available data suggesting there are any countermeasures
in place to thwart the attack scenario outlined above. Data do suggest that Douglaston Sta-
tion is easily accessible and that the main efforts of security forces are focused elsewhere. Key
data relevant to maximizing the consequences of an attack of this kind were unavailable, as
was detailed information regarding the likelihood of encountering security forces. Similarly,
the red team was unable to uncover any information that would allow it to predict with con-
fidence whether the “abandoned parcels” containing the bombs would be allowed to remain
undisturbed long enough to reach their target and detonate.

Scenario 5: MANPADS Attack on a Flight Bound into LAX

This scenario involves a terrorist who fires a MANPADS at a passenger airliner landing at
LAX.3

Critical Information for the Mission When No Other Information Has Yet Been Collected

* Security measures: These might be any system on the ground or on the plane that might
prevent the missile from hitting the plane or any systems for observing possible launch
points.

* Security forces: These include indication of security force patrols or activities that might
lead to the discovery of the attacker before the attack is launched.

e Target: This is the predictable path of the target (flight path), information for identifying
a suitable location to shoot at the intended target, and information necessary to arrive
there.

Security Measures

A 2004 trade article stated that commercial airlines had no defense against MANPADS-type
attacks.’? Despite a recent RAND report (Chow et al., 2005) discussing the prohibitive eco-
nomics of defending aircraft against MANPADS, starting in August 2005, DHS will begin
testing antimissile equipment manufactured by Northrop Grumman and BAE Systems on
three airliners. According to the article, the “system fits inside a pod that bolts to the bottom
of a jet and is equipped with sensors that can detect a shoulder-fired missile. A swiveling turret
would then fire a laser beam that could confound the sensitive heat-seeking components of the
missile” (Stoller, 2005).

31 Although the scenario specified an inbound flight in order to guide the red team’s information search, the impact of
hitting an outbound flight is not greatly different. Terrorists contemplating one or the other need similar but not identical
information.

32 Allied Pilots Association (2004). For a technical compendium of potential defenses, see material contained in DoD’s
budget justification for its FY 2004 research, development, test, and evaluation budget activities (U.S. Department of
Defense, 2003).
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Limited information was found on countermeasures that might detect attackers prior
to MANPADS launch. The red team did find a December 2004 report that indicated an
expanded effort to protect LAX from missile threats (“Security Boosted at LAX to Guard
Against Missiles,” 2004). Listed countermeasures included “expanded helicopter surveillance,
new perimeter fencing, stepped-up police patrols and additional training to help authorities
identify such weapons” (“Security Boosted at LAX to Guard Against Missiles,” 2004).

Security Forces
The red team was able to find some details of the LAX police department’s force size and capa-
bilities. For example, a March 2005 San Diego Union Tribune article notes that

the LAX Police Department has an authorized staff of 354 sworn officers and 318 civilian
traffic and security officers, and the airport also pays for 37 to 44 LAPD officers who are
permanently stationed at the department’s LAX substation near Terminal 8. Additionally,
records show that the airport pays all or part of the costs of about 65 other officers and
detectives from special units, including canine, narcotics, bomb squad, traffic, forgery and
anti-terrorism. (Gregor, 2005)

However, little was found regarding security efforts outside the perimeter of the airport proper
beyond what was noted above under countermeasures.

A publicly available 2004 RAND briefing recommends increased deployment of plain-
clothes security in autos, boats, and so forth, to patrol areas where MANPADS might be
launched, with particular emphasis on vantage points where terrorists might be in range to
strike planes “mid-take off and landing” (Stevens et al., 2004). The fact that this recommen-
dation was made led the red team to conclude that, at least prior to the recommendation,
security forces were either not deployed at all or were not adequately deployed in this fash-
ion. The red team sought and failed to find any indication that action had been taken on this
recommendation.

Target

A great deal of information on incoming flight paths to LAX is publicly available. This includes
near—real-time information (delayed approximately 10 minutes) about incoming and out-
bound flights from LAX (iflylax.com, undated) as well as instrument approaches and runways
for every major airport (AirNav.com, undated). This would allow terrorists to target a specific
flight (if they were so inclined) or observe regular flight paths and schedules over possible
launch areas without actually being near the launch area.

Identifying an ideal launch point based on publicly available data proved to be surpris-
ingly difhcult. Although ubiquitous map sites make street maps and detailed overhead imagery
of candidate launch areas easily available, the red team was unable to find sufficient informa-
tion to evaluate the quality of lines of sight from candidate launch points to the flight paths of
arriving planes or to assess the extent to which these candidate launch points are exposed to
view by facility or local security forces.
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Summary Findings for Scenario 5

Publicly available information indicates that planes landing at LAX are not presently equipped
with any countermeasures for a MANPADS attack. Information indicating efforts to police
the area surrounding LAX for such attacks was uncovered, but the red team was unable to
estimate the effectiveness of these efforts. Selecting a launch point that had both good lines of
sight to target flight paths and reasonable cover from casual observation and observation by
security forces proved difficult to find through publicly available off-site sources. However, it
does not seem to be too far-fetched to imagine such sites being easily selected with on-site sur-
veillance that is actually more “near-site” than on-site, given that such reconnaissance would
be well away from the perimeter of LAX proper.

Scenario 6:
Suicide Boat Rams a Docked Cruise Ship at the Port of Los Angeles

In this scenario, a terrorist cell loads a yacht, moored at the Cabrillo Yacht Marina (Port of Los
Angeles) (California Yacht Marina, undated), with four tons of explosives. One morning, as a
cruise ship nears its docking port, this private yacht proceeds at full throttle through the port’s
main channel and hits the side of the cruise ship. The explosives detonate, leaving a gaping hole
at the waterline amidships.

Critical Information for the Mission When No Other Information Has Yet Been Collected

e Security measures: These are countermeasures to prevent or mitigate the attack.

* Security forces: These are security procedures around the target. What are the chances
that security forces can detect and then disable or intercept the bomb boat before it
reaches the target?

* Target: These include the location of and paths to the target. To maximize consequences,
structural details of the target are required.

Security Measures

The City of Los Angeles (undated) Hazard Mitigation Plan mentions a project involving the
development of waterborne perimeter security barriers. To prevent boats from entering certain
areas, such barriers would be placed at the LA World Cruise Center, the Long Beach Cruise
Terminal, the Catalina Express ferry terminals in the ports of both LA and Long Beach, the
General American Transportation (GATX) liquid petroleum gas (LPG) terminal in LA and

the Arco terminal in Long Beach, among other sensitive terminals. Designs for these counter-

33 Although the scenario specified an attack on a cruise ship, other similar scenarios, such as attacks on smaller commer-
cial vessels, may result in more fatalities or greater economic consequences. For example, in February 2004, the southern
Philippines—based Abu Sayyaf detonated an explosive on a ferry vessel, killing 100 people. Terrorists contemplating one or
the other need similar but not identical information is needed by terrorists contemplating one or the other (Luft and Korin,

2004).
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measures were part of a grant awarded from DHS in November 2004 (Port of Los Angeles,
2004). No information was found suggesting that these countermeasures were actually in
place by July 2005.

Security Forces

According to one article (a FAQ on cruise lines), “[e]very U.S. port now maintains and enforces
a minimum 300-foot ‘no float zone, a security perimeter that prohibits private craft from
coming near cruise ships.* In addition, cruise ships are getting an armed U.S. Coast Guard
(USCQG) escort in and out of port” (Rubacky, undated). This is confirmed by an April 2003
blogger who noted a USCG escort and its defensive behavior toward an errant fishing vessel as
her cruise ship departed San Francisco (Adamec, 2003). A separate article mentions other secu-
rity procedures that have been used to prevent possible terrorist attacks, including dive teams
and dog teams to check boxes for explosives (Walsh, 2002). It is unclear exactly how many
USCG vessels accompany cruise or other ships as they enter, dock, and leave ports. According
to one article, only one USCG vessel is mentioned as escorting a cruise ship into the Port of
Miami (Kitfield, 2002). Information on USCG assets at LA/LB is available from the official
USCG Web site (U.S. Coast Guard Sector Los Angeles—Long Beach, undated).

The red team also identified a USCG Web site that listed the assets located at the USCG
small boat station at LA/LB. Its assets include three utility boats, two 24-ft. nonstandard
boats, one 25-ft. inflatable collar SAFE boat (Safeboats International, undated), one 23 ft.
inflatable collar SAFE boat, and one Homeland Security Response Boat (RB-HS) (Kennedy,
2003). A different article also notes, “The new 25-foot response boats will replace nearly 300
nonstandard shore-based craft. They are more maneuverable than the older boats. Outfitted
with twin engines, they are capable of speeds in excess of 40 knots” (Kennedy, 2003).

USCG forces also use helicopters armed with sharpshooters for intercepting drug smug-
glers; it is unclear whether this capability is available for counterterror as well.

If the suspect vessel fails to stop after these numerous visual and verbal warnings, the
helicopter crew will take up a firing position alongside the go-fast and fire warning shots
across their bow to further compel them to stop. If the warning shots do not convince the
suspects to stop, the helicopter crew prepares to disable the vessel by shooting out the go-
fast’s engines. Using precision, laser-sighted .50 caliber rifles, the helicopter crew positions
themselves alongside the fleeing go-fast for disabling shots.?>

Target
Full overhead imagery is available for LA/LB, including images showing a cruise ship parked
at a dock. Overhead imagery provides no evidence of barriers afloat around the depicted cruise

34 This statement is consistent with current regulations in U.S. Code Title 33, Section 165, Regulated Navigation Areas
and Limited Access Areas, that describe the designation of security and safety zones in and around specific U.S. ports (U.S.

Code, 2003).

35 Neubecker (2003). However, a boat intent on detonating alongside a cruise ship could travel the 100-yard no-float zone in
a matter of seconds. Therefore, unless the helicopter is already in position, it is unlikely to be an effective countermeasure.
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ship. On the Port of Los Angeles Web site are links to the various cruise lines use as their
beginning and end destination (Port of Los Angeles, undated). From these links, one can easily
find out the dates and times of departure and arrival. For example, Royal Caribbean cruise
ships usually begin boarding on day of departure around 5:00 p.m. and end trips with an
arrival time in the morning around 7:00—8:00 a.m. The red team did not find useful structural
information about cruise ships, such as the hull thickness, the location of bulkheads, or other
relevant engineering features.

Summary Findings for Scenario 6

The red team discovered considerable information regarding USCG assets at LA/LB and some
details about their performance. Publicly available off-site sources suggest that countermea-
sures such as floating barriers do not currently exist. Information regarding deployments of
USCG assets and information sufficient to assess the USCG forces’ ability to intercept and
prevent the attack was lacking.






APPENDIX B

Crosswalk of ModIPB and al Qaeda Manual

This appendix provides a side-by-side comparison of the information categories described in
the al Qaeda manual, corresponding to Tables 2.1 through 2.3 and the categories identified
within the ModIPB as described in Tables 2.4 through 2.7. The doctrinal U.S. Army IPB pro-
cess identifies four steps for intelligence collection and analysis. They are (1) define the battle-
field environment and identify the boundary of the operational area; (2) describe the battlefield
effects and determine how the environment will affect threat and friendly operations; (3) eval-
uate the threat and determine the capabilities, doctrine, tactics, techniques, and procedures
that threat forces may employ; and (4) determine the threat COAs and integrate the informa-
tion from the previous steps to create meaningful COAs. The IPB doctrine describes the types
of activities that should occur during each step and provides intelligence collectors and analysts
with a framework for identifying intelligence requirements for specific missions or objectives.
However, it does not provide a discrete list of information categories to be collected that can be
succinctly compared with the al Qaeda manual.

Table B.1
Comparison of the ModIPB Information Categories and the Information-Gathering Requirements
Identified by the al Qaeda Manual

al Qaeda Manual:
al Qaeda Manual: Exterior al Qaeda Manual: Interior Information Requirement

Information-Gathering Information-Gathering About Bases or Camps
ModIPB Requirement (Table 2.1) Requirement (Table 2.2) (Table 2.3)
1. Avenue of approach and
ease of access
Location of target Location
Surrounding terrain and Characteristics of the area Space [area]; exterior shape
buildings around the place
Maps The area, physical layout,
and setting of the place
Blueprints Electric box, inside parking, Telephone lines and means
telephone lines and of communication

switchboard location,
number of floors and
rooms

75
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Table B.1—Continued

al Qaeda Manual: Exterior
Information-Gathering

ModIPB Requirement (Table 2.1)

al Qaeda Manual:
Information Requirement
About Bases or Camps
(Table 2.3)

al Qaeda Manual: Interior
Information-Gathering
Requirement (Table 2.2)

Types of building
construction

Critical points Nearby embassies and
consulates

OCOKA
Available paths to target

Transportation means to
the place

Exact path(s) to take

Go/no-go areas (because of How wide are the streets
barriers, obstructions, or  and in which direction do
impassable terrain) they run leading to the

place?

Areas of restricted or
limited access (security
restrictions)

Rules and laws governing  Traffic signals and
movement (vehicular or pedestrian areas
otherwise) in target area

Traffic conditions (all
relevant vehicular and
pedestrian modes)

Traffic congestion times

2. Target

Possiblie locations from
which to launch the attack

Mobility and variability
of the target; if mobile,
(predictable) paths it takes

Relevant features and
structure of the target
(i.e., technical details)

3a. Security forces

Locations of headquarters,
stations, checkpoints

Overall size and types
(uniformed, plainclothes,
canine)

Number on duty at any
one time, hours of duty,
variation by times of day

Transportation to it

Leave policy

Number and location of
guard posts

Guard posts, fortification,
and tunnels

Brigades and names of
companies

Number and names of the Number of soldiers and
leaders officers; commander’s
name, rank, and arrival
and departure times;
sleeping and waking times
(presumably of troops or
security forces)
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al Qaeda Manual: Exterior
Information-Gathering

ModIPB Requirement (Table 2.1)

al Qaeda Manual:
Information Requirement
About Bases or Camps
(Table 2.3)

al Qaeda Manual: Interior
Information-Gathering
Requirement (Table 2.2)

Applicable operational
jurisdictions, number of
security forces contributed
by each

Capabilities

On what radio frequencies
are they operating?

ROE or use-of-force policy

Specific or individual
deployments

Security personnel centers
and nearby government
agencies

Fixed positions

Patrols (routes, schedules,
number of personnel,
vehicles patrolling)

Times of observations
(cameras, live operatives)

Number of security
personnel required to be
passed

Variations by times of day

Security plans (operational
details)

Security response plan

Past performance with
previous (similar?)
incidents

Behaviors, plans, and
capabilities at different
alert levels

Response times
3b. Security measures

Kinds of checkpoints to be
passed

Search procedures (For
what will officials be
looking or asking?)

Cameras, scanners, and
detection equipment
operating over the area to
be traversed

Unit using the camp

Weapons used

Ammunition depot
locations

Degree and speed of
mobilization
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Table B.1—Continued

al Qaeda Manual:
al Qaeda Manual: Exterior al Qaeda Manual: Interior Information Requirement

Information-Gathering Information-Gathering About Bases or Camps
ModIPB Requirement (Table 2.1) Requirement (Table 2.2) (Table 2.3)
Sensitivity of these devices
Frequency with which
sensors are read
Illumination Amount and location of Amount and periods of
lighting lighting

Specific countermeasures
(e.g., vehicle barriers)

3c. Other population
groups

Other people at the facility Economic characteristics of Number of people inside
(Why are they there? What the area
are they doing?)

Bystanders, recreational
users, passengers

Differences in population at
different times of day

Vigilance instructions and
emergency phones

Level of security training for
nonsecurity employees at

the facility
Schedules of regular arrivals Individuals’ times of
and departures from entrances and exits

target area

Ease of camouflaging
oneself as a member of
one of the population
groups

4. Threats to the operation

Threat posed by security
forces and measures

Deployments, response
times, vehicles, equipment,
plans

Cascading information
(from organization
of oversight and
headquarters locations to
who will be on the avenue
of approach on attack day)



Crosswalk of ModIPB and al Qaeda Manual 79

Table B.1—Continued

al Qaeda Manual:
al Qaeda Manual: Exterior al Qaeda Manual: Interior Information Requirement
Information-Gathering Information-Gathering About Bases or Camps
ModIPB Requirement (Table 2.1) Requirement (Table 2.2) (Table 2.3)

Estimated effectiveness
of security response
capabilities (including
communications

Threat posed by employees
of nonsecurity facilities

Citizens (concentrations,
heightened vigilance)

Weather (as it impacts
effectiveness of the
operation)
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