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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

February 23, 2006

MEMORANDUM FOR ASSISTANT SECRETARY OF THE AIR FORCE FOR
FINANCTAL MANAGEMENT AND COMPTROLLER
NAVAL INSPECTOR GENERAL
AUDITOR GENERAL, DEPARTMENT OF THE ARMY

SUBJECT: Report on DoD Organization Information Assurance Management of
Information Technology Goods and Services Acquired Through Interagency
Agreements (Report No. D-2006-052)

We are providing this report for review and comment. We considered
management comments on a draft of this report when preparing the final report.

DoD Directive 7650.3 requires that all recommendations be resolved promptly.
The Space and Naval Warfare Systems Command comments were not responsive. We
request additional comments on Recommendations 2.a. and 2.b. Additionally, the
U.S. Army Reserve Command commented on the findings, but did not provide comments
on Recommendation 1. We ask that both organizations provide comments addressing
these recommendations by April 24, 2006.

If possible, please send management comments in electronic format (Adobe
Acrobat file only) to AudATM@dodig.mil. Copies of the management comments must
contain the actual signature of the authorizing official. We cannot accept the / Signed /
symbol in place of the actual signature. If you arrange to send classified comments
electronically, they must be sent over the SECRET Internet Protocol Router Network
(SIPRNET). '

. We appreciate the courtesies extended to the staff. Questions should be directed
to Ms. Jacqueline L. Wicecarver at (703) 604-9077 (DSN 664-9077) or Ms. Therese M.
Kince at (703) 604-9060 (DSN 664-9060). The team members are listed inside the back

cover. See Appendix C for the report distribution.

- By direction of the Deputy Inspector General for Auditing:

Richard B. Jolliffe
Assistant Inspector General
Acquisition and Contract Management




Department of Defense Office of Inspector General

Report Number D-2006-052 February 23, 2006
(Project No. D2005-D000AS-0173)

DoD Organization Information Assurance Management of Information
Technology Goods and Services Acquired
Through Interagency Agreements

Executive Summary

Who Should Read This Report and Why? Chief information officers within DoD and
individuals responsible for DoD Component information assurance should read this
report because it contains information on properly securing information technology
goods and services purchased through interagency agreements.

Background. Many Federal agencies, including DoD, are now making greater use of
interagency agreements to improve the Government’s aggregate buying power and
simplify the procurement process. The information technology goods and services
purchased through these agreements do not stand alone, but instead are part of the
seamless web of communications networks, computers, software, databases, applications,
security services, and other capabilities used by DoD. As a result, information assurance
is an important aspect of any DoD information system, no matter how the system
components or services are acquired, whether through traditional acquisitions or
interagency agreements.

DoD Components are required to implement and maintain adequate security programs
that include the minimum information assurance controls outlined in DoD

Instruction 8500.2, “Information Assurance (I1A) Implementation,” February 6, 2003, for
all DoD information systems. Army, Navy, and Air Force chief information officers rely
on subordinate command chief information officers to follow this guidance for all
information systems, including those acquired through interagency agreements.
Additionally, the National Institute of Standards and Technology Special Publication
800-12, “An Introduction to Computer Security,” October 1995, recommends monitoring
procedures for tracking user activity on DoD systems and networks.

Results. Officials at four DoD organizations within the Army, Navy, and Air Force did
not fully implement comprehensive information assurance controls required to protect
DoD information. Specifically, organization users were granted access to DoD systems
prior to receiving information assurance training, user security clearances were not
verified, and user activity reviews were not conducted. As a result, the integrity,
confidentiality, and availability of DoD operational data and information technology
systems cannot be guaranteed. See the Finding section of the report for the detailed
recommendations. The U.S. Army Reserve Command and Space and Naval Warfare
Systems Command (including the Space and Naval Warfare Systems Center San Diego)
management controls for coordinating, documenting, and tracking information assurance
training completion were not adequate to ensure that training was provided to all
personnel and the management controls for verifying user security clearances were not



adequate to ensure that access was granted to the appropriate personnel. The Air and
Space Expeditionary Force Center management controls for monitoring user activity
were not adequate to detect, report, and document attempted or realized penetrations of
information systems. Implementing the recommendations will correct the identified
weaknesses.

Management Comments and Audit Response. The Commander, U.S. Army Reserve
Command responded to the findings in the draft of this report, but did not respond to the
recommendations. The U.S. Army Reserve Command should provide comments on the
final report by April 24, 2006. The Commander, Space and Naval Warfare Systems
Command and the Commander, Space and Naval Warfare Systems Center San Diego
concurred with two of the recommendations and were not responsive to two of the
recommendations. We do not agree that there is a clear procedure for ensuring that
information assurance awareness training is properly documented and tracked for all
personnel. The Commander, Air and Space Expeditionary Force Center concurred with
the recommendations; therefore no further comments are required. See the Finding
section of the report for a discussion of management comments and the Management
Comments section of the report for the complete text of the comments.
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Background

Interagency Agreements. Many Federal agencies are now making greater use of
interagency agreements to purchase commonly used goods and services,’
including information technology (IT), thereby improving the Government's
aggregate buying power and simplifying the procurement process. The IT goods
and services purchased through these agreements do not stand alone, but instead
are part of the DoD communications networks, computers, software, databases,
applications, and security services. Information assurance (l1A) is an important
aspect of all DoD information systems, no matter how the system components or
services are acquired, whether through traditional acquisitions or interagency
agreements.

Information Assurance. DoD Instruction 8500.2, “Information Assurance (1A)
Implementation,” February 6, 2003, states that each DoD Component is
responsible for implementing and maintaining an adequate security program for
information and IT assets that includes an IA architecture, a supporting master
plan, clear assignment of organizational roles and responsibilities, and for
developing and managing a professional 1A workforce.

Command Roles and Responsibilities. DoD Directive 8500.1, “Information
Assurance (1A),” October 24, 2002, certified current as of November 21, 2003,
directs the Assistant Secretary of Defense for Networks and Information
Integration, as the DoD Chief Information Officer (C10), to monitor and evaluate
IA by developing guidance and annually evaluating DoD Component readiness.
Further, DoD Directive 8500.1 requires DoD Component heads to develop and
implement Component-specific IA programs and provide IA awareness training
to all Component personnel. Army, Navy, and Air Force CIOs rely on
subordinate organization CIOs to follow this guidance for all information
systems, including those acquired through interagency agreements. As such, we
focused on 1A policy and guidance implementation at several Army, Navy, and
Air Force organizations to assess the overall effectiveness of the DoD and Service
CIO management of 1A controls over IT goods and services obtained through
interagency agreements. DoD Instruction 8500.2 establishes a baseline 1A level
for all DoD information systems through the assignment of specific IA controls.

Information Assurance Controls. 1A controls protect and defend the integrity,
confidentiality, and availability of information and information systems and
include user IA awareness training, security clearance documentation, and user
activity monitoring.

This report will focus on 1A controls for four of the six interagency purchases
selected:

e U.S. Army Reserve Command (USARC) used Military
Interdepartmental Purchase Request (MIPR) No. MIPRO4CIBERO037

'Goods are tangible products, such as computer hardware or software.

%Services are work performed by a contractor to update, implement, or change an already established
system, such as systems integration or administrative tasks.



to pay the balance owed on an existing interagency agreement,
allowing the command to rebid for network services using traditional
acquisition processes.

e Space and Naval Warfare Systems Command (SPAWARSYSCOM),
used MIPR No. NO003904IPFLD36 to purchase a systems integration
to ensure that communications and advanced command hardware meet
requirements.

e Naval Education and Training Command (NETC) used MIPR
No. N6804504MPAC202 to fund the procurement and installation of
5,000 computer workstations, including physical connections, network
configuration, de-installation, on-site data wiping, and
disposal/decommissioning of existing computers.

e Air and Space Expeditionary Force Center (AEFC) used MIPRs
No. DD44809N401228 and DD44809N401229 to purchase on-site
Continuity of Operations equipment and off-site backup equipment.

Objectives

Our overall audit objective was to evaluate DoD and Service CIO processes for
managing IT goods and services obtained through interagency agreements and
determine whether those processes adequately addressed information security.
Specifically, we determined whether DoD and Service CIOs followed DoD and
Federal policies for proper certification and accreditation, risk assessment, and
user access permissions related to DoD information systems. We also reviewed
the managers’ internal control program as it related to the overall objective. See
Appendix A for a discussion of the scope and methodology and Appendix B for
prior coverage related to the objectives.

Managers’ Internal Control Program

DoD Directive 5010.38, “Management Control (MC) Program,” August 26, 1996,
and DoD Instruction 5010.40, “Management Control (MC) Program Procedures,”
August 28, 1996, require DoD organizations to implement a comprehensive
system of management controls that provides reasonable assurance that programs
are operating as intended and to evaluate the adequacy of the controls.

Scope of the Review of the Managers’ Internal Control Program. We
reviewed the adequacy of management controls over DoD Component IT
resources. Specifically, we reviewed USARC, SPAWARSYSCOM and Space
and Naval Warfare Systems Center (SSC) San Diego, NETC, and AEFC
management controls over IT funding and IA. In addition, we reviewed
management’s self-evaluation applicable to those controls.



Adequacy of Management Controls. We reviewed material management
control weaknesses for the four sites visited, as defined by DoD

Instruction 5010.40. The USARC, SPAWARSYSCOM, and SSC San Diego
management controls for coordinating, documenting, and tracking 1A training
completion were not adequate to ensure that training was provided to all
personnel in accordance with DoD Directive 8570.1, “Information Assurance
Training, Certification, and Workforce Management,” August 15, 2004. The
USARC, SPAWARSYSCOM, and SSC San Diego management controls for
verifying user security clearances were not adequate to ensure that access was
granted to the appropriate personnel in accordance with the Office of
Management and Budget Circular A-130, “Security of Federal Automated
Information Resources,” November 28, 2000, and the Office of the Under
Secretary of Defense Memorandum, “Facilitating Classified Visits within the
Department of Defense,” April 1, 2005. The AEFC management controls for
monitoring user activity were not adequate to detect, report, and document
attempted or realized penetrations of information systems because the procedures
for doing so were not documented. Implementing the recommendations will
correct the identified weaknesses. A copy of the report will be provided to the
senior officials responsible for management controls at USARC,
SPAWARSYSCOM, and AEFC. We did not identify any management control
weaknesses at NETC.

Adequacy of Management’s Self-Evaluation. USARC officials did not identify
IA as an assessable unit and, therefore, did not identify or report the management
control weaknesses identified by our audit. Program Executive Officer
Command, Control, Communications, Computers and Intelligence and Space
officials identified IA accreditation as part of an assessable unit but did not
perform an evaluation because management did not complete the schedule in the
management control plan. AEFC officials identified IT as an assessable unit;
however, during its evaluation they did not identify the management control
weaknesses identified by this audit because the AEFC evaluation covered a much
broader area. NETC officials identified IA as an assessable unit and, like the
audit team, identified no specific management control weakness related to the
unit.



DoD Organization Information
Assurance Management

Officials at four DoD organizations within the Army, Navy, and Air Force
had not fully implemented the comprehensive 1A controls that are required
to protect DoD information systems. Specifically:

e organization users did not receive IA awareness training prior to
being granted access to DoD systems,

e user security clearances were not verified, and
e user activity reviews were not conducted.

DoD organization officials did not fully implement IA controls because 1A
roles and responsibilities were unclear and current operations were not
documented. As a result, the integrity, confidentiality, and availability of
DoD operational data and IT systems cannot be guaranteed.

Information Assurance Controls

Officials at four DoD organizations within the Army, Navy, and Air Force had
not fully implemented comprehensive IA controls that are required to protect
DoD information systems. DoD Directive 8500.1, “Information Assurance (1A),”
October 24, 2002, certified current as of November 21, 2003, assigns
responsibility to DoD Component Heads for developing and implementing 1A
programs focused on securing the integrity, confidentiality, and availability of
DoD information and information systems. Instead, DoD Components rely on
organization-level C1Os to develop and fully implement tailored, comprehensive
IA programs for all IT goods and services obtained, whether through traditional
acquisitions or interagency agreements.

Information Assurance Awareness Training. DoD Directive 8570.1
“Information Assurance Training, Certification, and Workforce Management,”
August 15, 2004, requires that all authorized users, including contractors, receive
IA awareness training as a condition of access to any DoD system and, thereafter,
complete annual 1A refresher training.

From May through August 2005, we included in our USARC selection for review
any Government or contract official with access to or responsibility for the
existing interagency agreement that was paid-in-full using MIPR

No. MIPRO4CIBERO37. Additionally, from June through August 2005, we
included in our SPAWARSYSCOM and SSC San Diego selection for review any
Government or contract official with access to or responsibility for the systems
integration using MIPR No. NO003904IPFLD36.

USARC and SPAWARSYSCOM, and SSC San Diego system users did not
receive 1A awareness training prior to being granted access to the systems
because USARC, SPAWARSYSCOM, and SSC San Diego officials did not



effectively coordinate, document, and track 1A training for all personnel and IT
users.

USARC officials could not provide completed training forms for 8 of the

15 contractor personnel (53 percent) reviewed because USARC Headquarters and
USARC Enterprise Service Activity (ESA) personnel did not clearly establish
who was responsible for retaining IA training records and verifying completion.
USARC Headquarters and USARC ESA officials should identify and assign
specific roles and responsibilities for implementing the USARC IA awareness
training program.

SPAWARSYSCOM and SSC San Diego officials could not provide IA training
documents for any of the seven contract personnel reviewed because officials did
not clearly establish responsibility for ensuring that IA training was completed by
all personnel, including contractors. SPAWARSYSCOM and SSC San Diego
officials should identify and assign specific roles and responsibilities for
implementing the SPAWARSYSCOM and SSC San Diego IA awareness training
program.

USARC, SPAWARSYSCOM, and SSC San Diego personnel should improve
their 1A awareness training programs for all employees and contractors so that all
Government and contract personnel are aware of their security roles and
responsibilities and understand the potential threats to DoD systems before they
gain access to information systems.

User Access Controls. DoD oraanization officials did not adequately verify user
security clearances or conduct user activity reviews.

User Security Clearances. The Office of Management and Budget
Circular A-130, “Security of Federal Automated Information Resources,”
November 28, 2000, requires that individual security clearances be verified prior
to authorizing personnel access to IT systems, and periodically thereafter.
Further, the Office of the Under Secretary of Defense Memorandum, “Facilitating
Classified Visits within the Department of Defense,” April 1, 2005, requires that
the Joint Personnel Adjudication System (JPAS) be used to verify personnel
security clearances for visitors requiring access to classified information.

The four DoD organizations reviewed had developed procedures for verifying the
identity, personnel security clearance, and need-to-know for all visitors prior to
giving authorized access to IT systems. However, two of the four organizations,
USARC and SPAWARSYSCOM, did not fully implement the procedures
developed and, as a result, were not adequately verifying user security clearances.

USARC Headquarters and USARC ESA officials did not clearly establish
responsibility for user security clearance verification. For example, USARC ESA
and USARC Headquarters officials could not provide JPAS security verification
for 6 of the 15 contractors reviewed. USARC officials provided visit
authorizations for some users and JPAS verifications for others. Not only was
there confusion regarding which officials were responsible for verifying which
users, but also regarding the required documents and procedures to be used.



USARC officials should identify and assign specific roles and responsibilities for
verifying USARC user security clearances.

Although SPAWARSYSCOM and SSC San Diego officials verified
contract agency facility clearances® by confirming that each visit request was
necessary, they did not adequately verify that individual security clearances” were
current, nor did they validate each using JPAS because the procedures were
unclear and not documented. This current process fully relies on the contract
agency to provide accurate information on individual contractors who may
change during the course of a project. SPAWARSYSCOM and SSC San Diego
officials should define specific responsibilities for verifying individual security
clearance information and use the JPAS to validate individual clearance
information.

User Activity Reviews. DoD Instruction 8500.2, “Information Assurance
(1A) Implementation,” February 6, 2003, requires that DoD Component 1A
programs detect, report, and document attempted or realized penetrations of DoD
information systems and include appropriate countermeasures or corrective
actions. The National Institute of Standards and Technology Special
Publication 800-12, “An Introduction to Computer Security,” October 1995,
recommends periodic monitoring of audit logs to identify unauthorized use.

While three of the four DoD organizations reviewed had developed user
activity monitoring programs to protect their systems, AEFC did not fully
implement a user activity monitoring program because specific procedures were
not documented and a formal, recurring monitoring schedule had not been
developed. Instead, AEFC officials stated they informally review the audit logs
three times a week for suspicious activity. These procedures rely on infinite
permanency in personnel positions and consistent memory to periodically review
the logs. AEFC officials should develop standard written procedures for
monitoring user activity and establish a schedule for reviewing system audit logs
that will help protect organization information and IT systems. Without such a
monitoring system, the AEFC organization systems’ first line of defense may be
weakened.

Conclusion

The integrity, confidentiality, and availability of DoD operational data and IT
systems cannot be guaranteed because IA awareness training programs were not
fully implemented and monitored, user security clearances were not adequately
verified, and user activity reviews were not conducted regularly. Without proper
training implementation and recording, the integrity of DoD systems cannot be
guaranteed because users may not be aware of, and strictly adhere to, the
standards of conduct necessary to protect the information. Additionally, if user

®Facility clearances are granted to an entire contractor facility, based on an investigation verifying that the
individuals who run, own, and manage the facility have been cleared.

*Individual security clearances are granted to individual personnel, based on background investigations and
personal interviews.



security clearances are not adequately verified, then the confidentiality of secretly
disclosed or closely held organization information may be compromised because
the information may be released to individuals who are not properly cleared.
Furthermore, if user activity reviews are not conducted regularly, users may
improperly use organization systems to damage or impair the availability of
critical DoD information.

Previous DoD Inspector General (DoD 1G) Report No. D2005-025, “DoD

FY 2004 Implementation of the Federal Information Security Management Act
for Information Technology Training and Awareness,” December 17, 2004,
identified weaknesses in IA training programs at the Defense Commissary
Agency, Defense Contract Management Agency, and Washington Headquarters
Services. The report concluded that the DoD CIO did not establish adequate
procedures for DoD Components to monitor IA awareness training. Our report
identifies similar weaknesses at USARC, SPAWARSYSCOM, and SSC San
Diego. Our repeated identification of systemic 1A training weaknesses at various
DoD activities indicates that the DoD CIO and individual DoD Components
continue to ineffectively monitor and implement their 1A training programs. No
additional recommendations to the Assistant Secretary of Defense for Networks
and Information Integration/DoD Chief Information Officer will be made at this
time because ongoing corrective actions for the recommendations made in DoD
IG Report No. D2005-025 should correct the identified problems.

Management Comments on the Findings and Audit
Response

Management Comments. The Commander, U.S. Army Reserve Command
stated that the findings and recommendations in the draft report were incorrect or
were no longer valid concerns. The Commander, U.S. Army Reserve Command
stated that MIPR No. MIPO4CIBEROQ37 expired in September 2004 and a new
contract with a different contractor was in place at USARC as of July 2005.

Audit Response. USARC comments were not responsive. The audit team
focused on contract personnel that were retained by the new contract. DoD
information assurance policies and procedures apply to the new contract and
contractor.

Information Assurance Awareness Training. The Commander, U.S. Army
Reserve Command stated that USARC has an IA training program in place which
includes both initial 1A training (provided in a Newcomer’s Orientation) and
annual refresher training (provided via Web-based instruction). Further, the
Commander, U.S. Army Reserve Command stated that the USARC Information
Assurance Security Officer maintains training certificates for those who complete
IA training in a centralized database. Finally, the Contracting Officer’s
Representative (COR) and the Contractor’s Program Manager, who were not
interviewed during the site visit, maintain IA training records for contract
personnel.



Audit Response. USARC comments were not responsive. DoD Directive
8570.1 requires that 1A training be tracked and documentation be maintained by
the 1A Security Officer. However, the IA Security Officer had not tracked or
documented that the reviewed contractor personnel had received training.
Additionally, the IA Security Officer did not provide information or an agreement
that either the COR or the Contractor’s Program Manager were designated with
the responsibility to track and document IA training. Therefore, USARC could
not provide assurance that contractor personnel received the required IA training
before accessing DoD information systems.

User Security Clearances. The Commander, U.S. Army Reserve Command
stated that USARC Headquarters G-2/6 Security Office was responsible for
verifying security clearance information and has used JPAS for more than 2 years.
Additionally, the Commander, U.S. Army Reserve Command stated that the
USARC G-2/6 Security Office assigned security managers within every
directorate, both Headquarters and the USARC ESA. Further, USARC stated that
the COR and the Contractor’s Program Manager maintain contractors’ security
clearance information.

Audit Response. USARC comments were not responsive. Neither USARC
Headquarters G-2/6 Security Office nor USARC ESA Security Managers could
provide documentation that verified contractors maintained the proper security
clearances. It is the responsibility of the 1A security office to verify and maintain
documentation that contractors’ security clearances are valid and updated.

Recommendations, Management Comments, and Audit
Response

1. We recommend that the Commander, U.S. Army Reserve Command
direct the Chief Information Officer, U.S. Army Reserve Command to:

a. Conduct and document annual information assurance awareness
training, in accordance with DoD Directive 8570.1, “Information Assurance
Training, Certification, and Workforce Management,” August 15, 2004, for
all U.S. Army Reserve Command employees and contractors.

b. Within 30 days of report issuance, establish clear procedures that
designate organization-specific roles and responsibilities for tracking
training for all employees and contractors.

¢. Within 30 days of report issuance, establish clear procedures
designating specific roles and responsibilities for verifying individual security
clearances in accordance with the Office of Management and Budget
Circular A-130, “Security of Federal Automated Information Resources,”
November 28, 2000, for all U.S. Army Reserve Command employees and
contractors.

Management Comments. The Commander, U.S. Army Reserve Command did
not comment on the recommendations. We request the Commander, U.S. Army



Reserve Command provide comments to the final report recommendations by
April 24, 2006.

2. We recommend that the Commander, Space and Naval Warfare Systems
Command direct the Chief Information Officer, Space and Naval Warfare
Systems Command and the Chief Information Officer, Space and Naval
Warfare Systems Center San Diego to:

a. Conduct and document annual information assurance awareness
training, in accordance with DoD Directive 8570.1, “Information Assurance
Training, Certification, and Workforce Management,” August 15, 2004, for
all Space and Naval Warfare Systems Command employees and contractors.

Management Comments. The Commander, Space and Naval Warfare
Systems Command concurred with Recommendation 2.a. The Commander, Space
and Naval Warfare Systems Command stated that IA training is conducted and
documented for all personnel to include contractors with computer system and
network access. The Commander, Space and Naval Warfare Systems Command
works within the Navy-Marine Corps Intranet network. 1A training was
conducted command-wide in FY 2005 and a manual process is in place to track
completion of 1A training. Individuals are responsible to provide completion
certificates to the Command IA Manager. Additionally, new personnel who
require access to the Navy-Marine Corps Intranet must compete IA training and
provide a certificate prior to receiving access approval. SSC San Diego conducts
and documents IA training for all military, Government, and contractor personnel
with computer system and network access. SSC San Diego has established a
Web-based training module that automatically updates and tracks training.
Center-wide 1A training was completed on September 30, 2005.

Audit Response. Although the Commander, Space and Naval Warfare
Systems Command concurred with the recommendation, the comments were not
responsive. SPAWARSYSCOM and SSC San Diego were unable to provide
training documentation for the contractors reviewed that showed they had
received the required IA training before accessing the DoD information system.
The SPAWARSYSCOM current system does not ensure that personnel who are
outside the Navy-Marine Corps Intranet network will receive IA training as
required by DoD Directive 8570.1.

b. Within 30 days of report issuance, establish clear procedures
designating organization-specific roles and responsibilities for tracking
training for all employees and contractors.

Management Comments. The Commander, Space and Naval Warfare
Systems Command responded stating that SPAWARSYSCOM and SSC San
Diego already have a clear procedure in place to track training for all personnel.
Information Assurance Managers for each system center within the claimancy are
appointed in writing and are responsible for ensuring training of individuals with
access to their networks. SPAWARSYSCOM Claimancy IA staff including SSC
San Diego provides metrics to the Claimant 1A Program Manager on a monthly
basis, and holds monthly and quarterly program reviews where they address
progress on key areas such as compliance with training.



Audit Response. SPAWARSYSCOM and SSC San Diego comments
were not responsive. Neither SPAWARSYSCOM nor SSC San Diego officials
could identify individual roles and responsibilities to track training of all
personnel including the contractors reviewed. Specifically, employees within the
SPAWARSYSCOM Claimancy IA staff were unable to identify the individual
responsible for tracking the 1A training of the seven contract personnel. These
contractors had access to DoD information systems before receiving the required
IA training outlined in DoD Directive 8570.1. Therefore, SPAWARSYSCOM
and SSC San Diego officials cannot be assured that personnel who have not
received IA training before being granted access to DoD information systems are
aware of their security roles and responsibilities and understand the potential
threats to DoD systems.

c. Within 30 days of report issuance, establish clear procedures
designating specific roles and responsibilities for verifying individual security
clearances in accordance with the Office of Management and Budget
Circular A-130, “Security of Federal Automated Information Resources,”
November 28, 2000, for all Space and Naval Warfare Systems Command
employees and contractors.

d. Begin using the Joint Personnel Adjudication System immediately
to validate individual security clearances in accordance with the Office of the
Under Secretary of Defense Memorandum, “Facilitating Classified Visits
within the Department of Defense,” April 1, 2005.

Management Comments. SPAWARSYSCOM concurred with
Recommendations 2.c. and 2.d. stating that SPAWARSYSCOM will develop a
policy directive covering SPAWARSYSCOM claimancy and supported Program
Executive Offices, which will establish procedures for verifying individual
personnel security clearances and identify specific roles and responsibilities.
SPAWARSYSCOM estimates completion for Recommendation 2.c. by June 30,
2006. Further, SPAWARSYSCOM and SSC San Diego are in the process of
implementing the JPAS for the verification of security clearances. Additionally, a
Security Functional Change Lead Team will establish a new security policy
directive/manual that will comply with Office of the Under Secretary of Defense
Memorandum and Chief of Naval Operations policy to ensure visitor and security
clearance information is verified prior to authorizing access to

SPAWARSY SCOM facilities and classified information. The estimated
completion is April 1, 2006.

3. We recommend that the Commander, Air and Space Expeditionary Force
Center direct the Systems Administrator, Air and Space Expeditionary
Force Center to:

a. Deactivate inactive, suspended, and terminated accounts
immediately.

b. Review audit logs for failed and unauthorized user attempts to
log in.
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c. Document consistent procedures that will help to implement the
deactivation of inactive, suspended, and terminated accounts and establish a
schedule to review audit logs on no less than a weekly basis for failed and
unauthorized user attempts to log in.

Management Comments. The Commander, Air and Space Expeditionary Force
Center concurred and ordered that all inactive, suspended, or terminated accounts
be deactivated immediately, effective January 13, 2006. Additionally, the Air
Force response stated that the AEFC Commander ordered reviews of all system
access logs under the control of AEFC to be performed and annotated in a System
Information Assurance Log on a weekly basis, effective January 11, 2006.
Finally, the Air Force response stated that the AEFC Commander ordered
development of permanent policy and procedures that address monitoring user
activity and established a schedule for reviewing system access on a weekly basis.
According to the Air Force response, policy documentation is due to the AEFC
Commander for review and approval by February 15, 2006.
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Appendix A. Scope and Methodology

We met with DoD Office of Inspector General, Contract Management
officials to gather information regarding their project, “Audit of DoD
Purchases Through the General Service Administration,” (Project

No. D2004-D000CF-0238.000). From these meetings we obtained and
reviewed documentation and working papers to identify IT goods and services
worth at least $100,000 that were purchased through interagency agreements.
We selected the following eight MIPRs used by six DoD organizations for
review:

USARC used MIPR No. MIPRO4CIBERO037 to pay the balance
($2,135,811) on an existing interagency agreement, allowing the
command to re-bid for Army Reserve Network services using traditional
acquisition processes.

SPAWARSYSCOM used MIPR No. NO003904IPFLD36 to purchase a
$1,699,021 systems integration to ensure that communications and
advanced command hardware meet requirements.

NETC used MIPR No. N6804504MPAC202 to fund an $8,000,000
procurement and installation for 5,000 computer workstations at 33 sites,
including physical connections, network configuration, de-installation,
on-site data wiping, and disposal/decommissioning.

AEFC used MIPRs No. DD44809N401228 and DD44809N401229 to
purchase on-site Continuity of Operations equipment for $40,143 and
off-site backup equipment for $172,246.

Commander, Naval Reserve Forces Command used MIPR
No. N0007204MP34275 to procure Defense Message System equipment
valued at $706,324.

U.S. Southern Command used MIPRs No. MIPR4F21K60065 and
MIPR4M21T60129 to purchase software integration and technical
services totaling $7,500,000 for the Logistics Command and Control
System in Colombia. However, we did not visit U.S. Southern Command
in Miami, Florida, because all documents, hardware, and software related
to MIPRs No. MIPR4F21K60065 and MIPR4M21T60129 at the U.S.
Southern Command were controlled by the Colombian government, and
therefore outside of our scope.

We met with the DoD and Service CIOs to gather information regarding their
management of interagency agreements, specifically our selected purchases, and
identify the implemented IA requirements for each Service. Additionally, we met
with Security officials from the DoD Office of Inspector General to identify
information security procedures.

We reviewed Federal and DoD policy to identify the procedures established for
DoD Component IA programs, including IA training, user access, certification
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and accreditation, and risk assessment. Specifically, we reviewed DoD Directive
8500.1, “Information Assurance (1A),” October 24, 2002, certified current as of
November 21, 2003, to gather overall 1A requirement information and determine
DoD Component heads’ roles and responsibilities for A programs.

Information Assurance Training. We reviewed DoD Directive 8570.1,
“Information Assurance Training, Certification, and Workforce Management,”
August 15, 2004, to identify IA training requirements for DoD employees and
contractors.

User Security Clearance Verification. We reviewed the Office of Management
and Budget Circular A-130, “Security of Federal Automated Information
Resources,” November 28, 2000, to determine existing requirements for verifying
individual security clearances prior to providing authorized access to DoD
systems. Additionally, we reviewed the Office of the Under Secretary of Defense
Memorandum, “Facilitating Classified Visits within the Department of Defense,”
April 1, 2005, which better defines the required security clearance verification
system to be used.

User Activity Monitoring. We reviewed DoD Instruction 8500.2, “Information
Assurance (IA) Implementation,” February 6, 2003, and the National Institute of
Standards and Technology Special Publication 800-12, “An Introduction to
Computer Security,” October 1995, to determine the recommended monitoring
procedures for tracking user activity on DoD systems and networks.

We conducted interviews with IA, system administration, security, and
certification and accreditation officials at the following sites to gather detailed
information on the 1A procedures each DoD Component developed and
implemented, related to the six selected MIPRs:

e USARC in Fort McPherson, Georgia, and USARC ESA in
Peachtree City, Georgia;

e SPAWARSYSCOM Headquarters and SPAWAR Systems Center in
San Diego, California;

e NETC Headquarters, Naval Air Station Pensacola and the Center for
Naval Leadership, Naval Base Corry Station in Pensacola, Florida; Aegis
Training and Readiness Center, Naval Surface Warfare Center Dahlgren
Division in Dahlgren, Virginia; Navy-Marine Corps Intelligence Training
Center in Virginia Beach, Virginia; and the Center for Naval Aviation
Technical Training Unit, Naval Air Station Oceana in Virginia Beach,
Virginia;

e AEFC at Langley Air Force Base in Virginia; and

e Commander, Naval Reserve Forces Command in New Orleans,
Louisiana.

Additionally, we identified some conditions during our site visit at the
Commander, Naval Reserve Forces Command but, due to the condition of the
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New Orleans area after Hurricane Katrina, no recommendations will be
forthcoming.

During our interviews with the identified officials, we reviewed system security
authorization agreements; training completion documents; security clearance
verification forms; computer audit logs; and standard operating procedures related
to 1A training, user security clearances, and user activity monitoring to determine
whether DoD Components properly followed Federal and DoD guidance.
Additionally, we used judgmental samples of personnel involved with the IT
goods or services purchased to test whether each Component’s user access
procedures were in accordance with applicable laws.

We performed this audit from April 2005 through December 2005 in accordance
with generally accepted government auditing standards.

Use of Computer-Processed Data. We relied on computer-processed event or
audit logs generated by the DoD Component information systems. We reviewed
the information in the event or audit logs for compliance with Federal and DoD
guidance, but we did not assess the validity or accuracy of the systems used by
the DoD Components to generate the data.

Government Accountability Office High-Risk Area. The Government
Accountability Office (GAO) has identified several high-risk areas in DoD. This
report provides coverage of the Protecting the Federal Government’s Information
Systems and the Nation’s Critical Infrastructures high-risk areas.
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Appendix B. Prior Coverage

During the last 5 years, GAO, DoD IG, the Army Audit Agency, the Naval Audit
Service, and the Air Force Audit Agency have issued 12 reports discussing
information assurance. Unrestricted GAO reports can be accessed over the
Internet at http://www.gao.gov. Unrestricted DoD IG reports can be accessed at
http://www.dodig.mil/audit/reports.

GAO

GAO Report No. GAO-05-362, “Improving Oversight of Access to Federal
Systems and Data by Contractors Can Reduce Risk,” April 22, 2005

GAO Report No. GAO-01-307, “Progress and Challenges to an Effective
Defense-wide Information Assurance Program,” March 30, 2001

DoD IG

DoD IG Report No. D-2005-096, “DoD Purchases Made Through the General
Services Administration,” July 29, 2005

DoD IG Report No. D-2005-094, “Proposed DoD Information Assurance
Certification and Accreditation Process,” July 21, 2005

DoD IG Report No. D-2005-054, “DoD Information Technology Security
Certification and Accreditation Process,” April 28, 2005

DoD IG Report No. D-2005-025, “DoD FY 2004 Implementation of the Federal
Information Security Management Act for Information Technology Training and
Awareness,” December 17, 2004

Army Audit Agency

Army Audit Agency Report No. A2004-0216-FFB, “Information Systems
Security Material Weakness,” April 8, 2004
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Naval Audit Service

Naval Audit Service Report No. N2004-0072, “Operational Controls at Naval Air
Systems Command Headquarters and Naval Air Warfare Centers,” August 16,
2004

Naval Audit Service Report No. N2004-0063, “Operational Controls at Naval
Aviation Depots,” July 9, 2004

Naval Audit Service Report No. N2004-008, “Information Technology
Certification and Accreditation Process,” October 28, 2003

Air Force Audit Agency

Air Force Audit Agency Report No. F2005-0002-FB4000, “Information
Assurance Position Certification Training for Air Force Network Professionals,”
March 21, 2005

Air Force Audit Agency Report No. F2002-0003-C06600, “Certification and
Accreditation of Air Force Systems,” April 22, 2002
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Appendix C. Report Distribution

Office of the Secretary of Defense

Under Secretary of Defense for Acquisition, Technology, and Logistics

Under Secretary of Defense (Comptroller)/Chief Financial Officer

Under Secretary of Defense for Personnel and Readiness

Assistant Secretary of Defense for Networks and Information Integration/DoD Chief
Information Officer

Chief Information Officer, Office of the Secretary of Defense

Director, Program Analysis and Evaluation

Director, Defense Procurement and Acquisition Policy

Joint Staff

Director, Joint Staff
Chief Information Officer, Joint Staff

Department of the Army

Assistant Secretary of the Army for Financial Management and Comptroller
Auditor General, Department of the Army

Chief Information Officer, Department of the Army

Commander, U.S. Army Reserve Command

Department of the Navy

Assistant Secretary of the Navy for Manpower and Reserve Affairs
Naval Inspector General

Auditor General, Department of the Navy

Chief Information Officer, Department of the Navy

Commander, Space and Naval Warfare Systems Command
Commander, Space and Naval Warfare Systems Center San Diego

Department of the Air Force

Assistant Secretary of the Air Force for Financial Management and Comptroller
Auditor General, Department of the Air Force

Chief Information Officer, Department of the Air Force

Commander, Air and Space Expeditionary Force Center
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Unified Commands

Northern Command
Southern Command

Chief Information Officer, U.S.

Chief Information Officer, U.S.

Chief Information Officer, U.S. Joint Forces Command
Chief Information Officer, U.S. Pacific Command
Chief Information Officer, U.S. European Command
Chief Information Officer, U.S. Central Command
Chief Information Officer, U.S. Transportation Command
Chief Information Officer, U.S. Special Operations Command
Chief Information Officer, U.S. Strategic Command

Non-Defense Federal Organization

Office of Management and Budget

Congressional Committees and Subcommittees, Chairman and
Ranking Minority Member

Senate Committee on Appropriations

Senate Subcommittee on Defense, Committee on Appropriations

Senate Committee on Armed Services

Senate Committee on Homeland Security and Governmental Affairs

House Committee on Appropriations

House Subcommittee on Defense, Committee on Appropriations

House Committee on Armed Services

House Committee on Government Reform

House Subcommittee on Government Efficiency and Financial Management, Committee
on Government Reform

House Subcommittee on National Security, Emerging Threats, and International
Relations, Committee on Government Reform

House Subcommittee on Technology, Information Policy, Intergovernmental Relations,
and the Census, Committee on Government Reform
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Department of the Army Comments

DEPARTMENT OF THE ARMY
HEACDQUARTERS, UKITED BTATES ARNT NESEFWE CORAWMT
1401 NEHHLEA BTREET i
FONT MCPHERSDM, Gy 3000-2000

¥ TEFLFTD
¥ ATTENTACH OF

AFRC-CII 2 February 2006

MEMORANDUM FOR Program Director, Acquigitien and Technolagy

Management, Inspector General, Depariment of Defense, 400 Army Navy Drive,
Arlington, VA 22202-4704

SUBJECT: Report on DoeD Organization Information Assurance Management of
Information Technology Goods and Services Acquired Through Interagency
Agresments (Project No. D2005-D000AS-0173)

1. Reference Draft Report, Program Director, Acquisition and Technology
Management, Inspector General, January 6, 2006, subject as abowa,

2. The Draft Report, referenced above, was focused on an interagency purchase,
Military Interdepartmental Purchase Request (MIPR) Mo. MIPRO4CIBERDAT, that
had expired in September 2004, At the time of the audit, there wae a different
contract and confraclor on site. The on site Contrasting Officer's Representative
(COR) was nol interviewed by the audit team. The findings and recommendations
presented in this report ane incomect, or no longer valld concerns.

3. Under Information Assurance Awareneas Training, the Draft Report states —

a. USARC system users did net receive |A awareness training prior to being
granted access to the systems because USARC officials did not effectively
coordinate, dosument, and track 1A training for all personnel and IT users.

b. USARC alficials could not provida completed training forms for 8 of the 15
coniractor pereonnel (53 percent) reviewed becauss USARC Headquariers and
USARC Enterprize Service Activity (ESA) personnel did not clearly establish wheo
was responsible for retaining LA training records and verifying completion.
USARC Headguarters and USARC ESA officials should identify and asslgn
specific roles and responsibilities for implementing the USARC 1A awareness
tralning program.

c. USARC personnel should improva their 1A awareness training programs for
all employees and confractors so that all Government and contract persannel are
aware of their seourity roles and responsibilites and understand the potential
threats io Dol systems before they gain access 1o infarmation systems.
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AFRC-CII

SUBJECT: Reporton DoD Organization Information Assurance Management of
Information Techrology Boods and Services Acquired Through Interagency
Agreements (Project No. D2005-D000A5-0173)

4. Under User Security Clearances, the Draft Report states -

8. The Dol organizations reviewed had developed procedures for verktying
thi identily, personnel securily clearanca, and need-to-know for all visiors prior
ta giving authorized acoess 1o IT systems. However, USARC did nat fully
implament the procedures developed and, a5 a result, were not adequately
verifying user seourity clearances.

k. USARC Headguarters and USARG ESA officials did nol clearly establish
responsibility for user securlty clearance verification. For example, USARC ESA
and USARC Headgquarters officials could not provide Joint Personmnel
Adjudicatlon System [(JPAEB) security verification for § of the 15 conlractors
reviewed. USARC officials provided visit authorizations fer eome users and Joint
Personnel Adjudication System verifications for olhere. Mol only was there
confusion regarding which officials were responsible Tor verifying which users,
but also regarding the required documents and procedures 1o be used, USARG
officials should identify and assign specilic roles and responsibilities for
verifying USARC user security clearances,

5. In responze bo your findings referenced in paragraph 3 {Infermation Assurance
Awareness Training), the USARC does have an LA training and awareness
program in place. As newly assigned personnel arrive within the USARC, they
are sent through the Newcomers Orlentation in which 1A user awareness is part
of its program of Instructlon. Annually sl users are required to take Web-basad
IA awareness training from one of two published locations, Once a user
completes the required tralning, that certification is maintained by the Information
Assuranca Security Otficer within a centralized data base. In addition,
contractors LA iraining certification is maintained by the COR and the
Contractor’s Program Manager. But to reiterate, the COR was not Interviewed by
the auditing team.

€. In response to your findings referenced In paragraph 4 (User Security
Claarancas), the USARC Headguarters G-26 Seourity Office has had the
responsibility of security clearanse verilication sinoe the Command was started.
The USARC (G-2/6 Securily Offica algo has assigned Security Managers within
every directorate, al the Hesdquariers and at USARC ESA. The Security Offles
has also bean using the JPAS system in excess of two years. There has never
been a gquestion within the command as to who validates security clearancas. In
addition, contractors security clearance information is malntained by the COR
and the Contractar's Program Manager. Again, the COR was not interviewed by
the auditing team.
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AFRC-CH

SUBJECT: Report on DoD Organization Information Assuranee Management of
Information Technolegy Goods and Services Acquired Through Interagency
Agreaments (Project Mo, D2005-D000AS-0173)

¥. For further informatlon contact Mr. Tom Blackburm, USARC, 1APM at
GT8-364-B2496.

Ll il

Colanel, GS
Depuly Chief of Staff, G218
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Department of the Navy Comments

DEPARTMENT OF THE MAVY

31 January 2006

From: Depamtiment of the Mevy Chicl Informsation Offscer
Ta: Inspector General Departiment ol Defiense

Subjz: DEPARTMENT OF DEFEMSE [NSPECTOR GENERAL DRAFT REPORT. “DOD
ORGANIZATION INFORMATION ASSURANCE MANAGEMENT OF
INFORMATION TECHNOLOGY GOODS AND SERVICES ACQUIRED THROUGH
INTERAGENCY AGREEMENTS,"” FROJECT NG, D2005-D000AS-0173, OF
GIANUARY 200G

Encl: (1} Commander, Space and Noval Warfare Systems Command ler V502, Ser 00000 of
23 Jan s

Enclosars (1} s endorsed and foreanded. B you have any questions, plense contact
Bir. Digle Cheastensen ot (P03 602 6800

uty Chasf Infoematica Officer for
Policy and Infegration
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DEPARTMENT OF THE NAYY
SPACE AND HAVE, WARFANE JYOTEN] Custan®
AN FACIFIC WY
BN GGG, Tk B719313

7502
Ser 001

JAN 73 255
From: Commander, Space and Nyval Warfare Systems Command
Ta:  [sspector General Departmenl of Defenan

fubj: DODIG DRAFT REPORT “DOD OROANIZATION INFORMATION ASSURAMNCE
MANAGEMENT OF INFORMATION TECHNOLOGY GOODS AND SERVICES
ACOUIRED THROUGH [NTERAGENCY ACREEMENTS" (PROJECT MO, DI005-
DODDAS-0173) DATED & JANUARY 2006

Encl: (1) Space and Naval Warfare Systems Command Consolidased Eespoese io
Recommendations in Suhject DolMG Dvaft Report

1. Thisis the Space and Maval Warfare Systeens Comensnd responss to subject DoDIG report.
We have reviewed the draft repost and provided our comments st Enclosure (1),

2. Cueslions conceming this comespondence may be directed to Mr, John Gampel, Acting
Inspector General, &1 (61%) 524-T065 or DEM 524-T085,

H.F SMITH
Deputy Commander
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SPACE AND NAVAL WARFARE SYSTEMS COMMAND REZFONSE TO
RECOMMENDATIONS [N DRAFT AUDIT REPORT DATED & JANUARY 200d¢ 0N
“DOD ORGANIZATION INFORMATION ASSURANCE MANAGEMENT OF
INFORMATION TECHNOLOGY GOODS AND SERVICES ACQUIRED THROUGH
INTERAGENCY AGREEMENTS" (FROJECT MO\, D2M5-DM00AS-01T3)

We would like (o reiterale, as ststed In oar 16 December 2005 respanse 1o the discssion desft
peovided o 14 December 200, that the seven contractors referenced in the drall report were
usder the cognizance of SPAWAR Systems Center (350 San Diego. S5C San Diegn confinmed
that the seven contractorns wene their respomsibility.

Recommendation 2 The DeDIG recommended that the Commander, Space and Naval
Warfare Command direct the E_H Information (MTicer, Space and Naval Warfare
Command apd the Chiel Information Officer, Space and Maval Warfare Systems Center
Command, Suan [Mego to:

& Conduet and decument anoual infermation assurance awaremess iralning, in
sccerdance with Dol Directive 8570.1, “Infarmation Assuramce Training, Certification,
and Workferce Mansgement," Awgust 15, 2004, for all Space and Maval Warfare Systems
Command employees and comtraciors,

Response: Space and Maval Wirfire Systena Command (SPAWARSYSC0OM), oflen
referred to &5 SPAWAR Headquarters in the draft report, and S50 San Diege concur and are
compdying.

SPAWAREYSCOM and S5C San Diegn bath condedt user fraining and traciing
complisnes, This is dacamented in cus pecent compliance repors to the Maval Metwork Warfare
Command (WNWC) where SPAW AR (as o claimancy) exceoded s 8 percent ralning
requinement. '

SPAWARSYSOOM curmenily conducts and decuments anmial Informstion Assurance
(LA ) swareness training for all mililary and government employees, and those contmotors with
coregiuter system and network access. SPAWARSYSOOM works within the Mavy Manne
Carps Intranet (WMCT) metwark, which does mot bave the ability 1o electronically track training
completion, In pesponse to an WHWC and D08 C) mandate, SPAWARSYSCOM conducied
command wide training in FY" 2004, bul was not provided with an electronic method for
managing compleon. Currently, 2 menus] process is in place whene individuals provide
completion certificates to the Command Information Assurance Masager (IAM), All new
persanne] requiring acesss to MMOT vis & SPAWARSYSO0M-sponsaned account must
complete training snd provide & completion certificate to the TAM prior to receiving sccess
approval, SPAWARSYSOOM s following NNWO and DON CIC progress on efforts to
provide an ausomated process for trecking LA swaseness traizing at the Navy Enterprise level,

S50 Sam Diepo curresily conducis and documents ansoal [A swareness taining for all

military and government employees, and those contractons wilh computer sysiem and nelwork
apees, S50 San Dhepo his an existing Access database, which does hove the sbility to

Enclosurs {1}
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eleviromically track tiining completion. A web hased training module has been established that
auramanically updaies and teacks the individuals who complets the waining. Tralning is recorded
viz 550 San [Niepo's corpomtbe database with the imdividaal's neme and date of completion.
Annsal notification is sutamatically generated and sent via emall s tee ndividual 30 doys peiar
i their anniversary date. Center-wids FY HHI5 1A raining wis completsd an

30} September 2005,

. Within 30 days of report isswance, extablilsh clear procedures dgjlgnating
erganleatiin-specinic reles and responsibilities for trecking training for all empleyess and
o Erachars.

Response: SPAWARSYSCOM belisves thal il curtendly bas a clear procedure and is
complying. [AMs are appoinied in writing for esch commandsystemn center wilhin e
claigency. This appointment requines that the LAMs meet the roles and responsibilities cutlined
in SPAWAR Instroction 523%.1 “Infomsation Assurance Program™ dated 10 May 1005, This
irmiruciion clearly delinestes the rples and responsibdlities sl Enclosure 1 “Robes and
Responsibilities”, Pargraph L.e(6), which siaies, “The LAM shall, . Ensue 15 mes iaisve
annual LA awareness traming and privileped users repsive appropriste [A training ™ The LAM for
each command sysiems center within the claimancy is responsable for essuring traming of
irsdiwiduals with access to his'her network.

The SPAWAR Claimancy La stff, including S5C San Diego, provides metrics to the
Claimard LA Program Manager on a meanthly basis, asd holds monthly and quarterly program
revicws where ihey address progress on key aneas, such as compliance wilh Irainimg
regairements,

[ Within 30 days of report issuance, establizh clear procedures designating specific
roles and responsibilitles for verifying Individual security clesrances in accordamee wilh the

e of Management and Budget Circular A=130, “Security of Pedoral Aubomated
Information Resources,” Movember 28, 2000, for all Space and Naval Warfare Command
imﬁ_‘f” and caniractars,

Besponse: Concur, SPAWARSYSO0M will develop a policy directive bo citablish chear
procedurss for verifying individual persomnel ssourity clearances and clearly |dentify specific
roles and responsibilitiss. The SPAWARSYSCOM Security Director will coondinate this palley
with the SPAWARSYSCOM LA Manager. This policy demective shall cover the
SPAWARSYSOOM clasmancy to include supparied PEQs,

Estimated dase fior completion ks 50 June 2004,
d.  Begin using the Joini Persomnel Adjudication Sysinm Immedistely to validate
individual security chearances in accordance with the Orifice of the Under Secretary of

Defensz Memorandum, “Pacilitating Classified Visits within the Department of Defense,”
April 1, 2005,

2 Enclosare {1}
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Fesponse: Conour. SPAWARSYSCOM and S50C San Diego ane in the process of
mp]mmhgﬂumm{muﬂﬂnmrdmmﬁﬂtmﬁunfﬂwﬁdﬂwuf&hm
Memorandum, * FJ:Lhuu'n[Elunﬁed‘ifummﬂ:mﬂzDepumuiﬁurzm April 1, 2005,

The SPAWARSYSCOM Security Directar will hold an aff sie mesting with Site
Seciity DHresiors during the 7-9 March 2006 Dal Security Coaference, The Security
Functional Chenge Lead (FCL) Team will sddress the issue of uiilizing JPAS to senidirecemve
obficial visit requests; identify resources requined to perfiem this Ranetion; enjure compliance
with Office af the Under Secretary of Defense Memorandum and Chief of Neval Operations
{CNY) policy regarding classified wisits to ensare wisitor's identity and $ecarily clearncs
information is werified priar io autharizing aceess jo SPAWAR feciliches and o the classified
information. The FCL Team will identify requirements, costs, and estahlish command policy,
ahich will be incorporated in the new Secarnity Policy directive/mansal.

Estimated dase for completion is 1 April 2004,

3 Enclosuma 1)
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Department of the Air Force Comments

DEPARTMENT OF THE AIR FORGE
WASHINGTON DG

OFFCE OF THE SECRETARY 6 Tem O

MEMORANDLM FOR DEPLITY [NSPECTOR GENERAL FOR AUDBLTING
OFFICE OF THE INSPECTOR GENERAL

FROM: SAFMC
1800 Air Foros Pentagon
Washirgion DC 30334-1 %06

SUBJECT: Dol Qrganization Information Assumance Mansgement of Information Technology
Goods and Services Acguired Throngh Intersgeney Agreements, January 6, 2006
Profieet Mo, D20AS-D00A 50173

|. This memoisin reply ko Sais rgmorandim regaesting the Alr Farce comments oo sahjast
repor.

1 The AEF Center Commuarser | AEFCOC) concurs with the amdit ressles and recomymen dat] on
and has faken the following sctions in sccondmes with AFL 65302,

a. The AEFCADC ordered all inserive, suspemnded, or terminsted accounis be deactivabed
immediately. The AEFC Syst@m awners nplemented this order and completed all related
getionsan 13 Jan 06 Additionally, the ©ystem dsvelopers created an aulomabed seript i
deteet imd disahle any AFFC system nrcaunts not aosezsed wathin the pest 120 days.

b, The AEFCAE andered weskly revisws af oll sysien access logs under the control of the
AEFC. Periodie reviews of svmem secess logs will be performed ond mmotated in o Sysiem
Information Assurance (14} Log weekly, The Svstem 1A Log and basc indenm procedancs
were crealed and fmplemenied on 11 Jan (. Permanent, more dewsiled procedures will ba
pebahlished and documenied w snswes the review of AEFC symem sccess [ogs is
nocomplished sl reconded weskly (ref 2(e) besow ) Actioms in resporse to Dol 10 nwdil
recoimmenitations 3k and 3c) will be compleied consumeily,

o. The AEFC/CC andered divelapment of permasent policy and procedares for monfenng
wser potivity. This document will clearly commumeaie AEFC policy and fally detail
procedures for mondionng user activity and esahlish o schadule for reviewing gysiem aeceas
bogs o ersume perindic reviews are accomplished nnd documambed wekly by AEFC system
maragers. Doomment isdie io AEFCACC for spproval an 15 Fib 06,

3. Thes: recommendotions have been coordineted with ACCFMFPM il ACC/AGLA
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