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PREFACE

1. Scope 3. Application

This publication is designed to consolidate a. Doctrine and guidance established inthis
some of the existing information orpublication apply to the commanders of
counterdrug (CD) operations, but it is naombatant commands, subunified commands,
intended as an all encompassing, single-souaiat task forces, and subordinate components
CD document. Other publications providef these commands. These principles and
information for implementing the guidancguidance also may apply when significant
provided in this publication in the areas dbrces of one Service are attached to forces of
detailed planning, organizing, and employirgnother Service or when significant forces of
forces for Department of Defense Cne Service support forces of another Service.
operations. References to these publications

are made throughout this document. b. The guidance in this publication is
authoritative; as such, this doctrine (or JTTP)
2. Purpose will be followed except when, in the judgment

of the commander, exceptional circumstances

This publication has been prepared undgictate otherwise. If conflicts arise between
the direction of the Chairman of the Joirthe contents of this publication and the
Chiefs of Staff. It sets forth doctrine to govermontents of Service publications, this
the joint activities and performance of thpublication will take precedence for the
Armed Forces of the United States in joirdctivities of joint forces unless the Chairman
operations and provides the doctrinal basis fair the Joint Chiefs of Staff, normally in
US military involvement in multinational andcoordination with the other members of the
interagency operations. It provides militaryoint Chiefs of Staff, has provided more
guidance for the exercise of authority bgurrent and specific guidance. Commanders
combatant commanders and other joint foroéforces operating as part of a multinational
commanders and prescribes doctrine for joffalliance or coalition) military command
operations and training. It provides militarghould follow multinational doctrine and
guidance for use by the Armed Forces procedures ratified by the United States. For
preparing their appropriate plans. Itis not tliectrine and procedures not ratified by the
intent of this publication to restrict thdJnited States, commanders should evaluate
authority of the joint force commander (JFGnd follow the multinational command’s
from organizing the force and executing thaoctrine and procedures, where applicable.
mission in a manner the JFC deems most
appropriate to ensure unity of effort in the
accomplishment of the overall mission.

For the Chairman of the Joint Chiefs of Staff:

%u[/'
DENNIS C. BLAIR

Vice Admiral, US Navy
Director, Joint Staff
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EXECUTIVE SUMMARY
COMMANDER’S OVERVIEW

*  Provides General Background on Joint Counterdrug

Operations

*  Discusses the General Threat

*  Covers Counterdrug Organizations

*  Focuses on Department of Defense Counterdrug Operations

*  Covers Planning Counterdrug Operations

» Discusses the Execution of Counterdrug Operations

Introduction and Overview

In 1989, the Secretary of

The United States role in counterdrug (CD) initiatives has

Defense issued guidance tevolved from independent actions to one of joint military

Department of Defense
forces that identified drug
trafficking as a national
security problem for the
United States.

and civilian cooperation. Although the Drug Enforcement
Administration (DEA) and its predecessor agencies have had
primary responsibility for enforcing US drug laws, each
significant expansion in drug abuse has brought additional
Federal, state, and local agencies into the G@tefThe
national drug control strategy (NDCS) is a comprehensive
program of CD actionswhich employs a multinational and
multiagency approach to the problem of illegal drugs and
has five goals: educate and enable America’s youth to reject
illegal drugs as well as alcohol and tobacco; increase the safety
of America’s citizens by substantially reducing drug-related
crime and violence; reduce health and social costs to the public
of illegal drug use; shield America’s air, land, and sea frontiers
from the drug threat; and break foreign and domestic drug
sources of supply. The Department of Defense (DOD) policy
for CD support must be consistent with legal and regulatory
constraints imposed by law.
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General Threat

The economic drain of Those who contribute to the production, transport, sale,
addiction, drug-related and use of illegal drugs and laundering of drug money
crime, and a multitude of  present a threat to the national security of the United States.
associated family problemsTo help ensure the safety and security of our citizens and
are the result of drug preserve our national values, the threat from illegal drugs must
abuse. be confronted. All personnelinvolved in CD activities should
be familiar with the major categories of controlled substances,
the common characteristics of traffickers and their
organizations, and their strengths and weaknesses. The DEA
identifiesthe five major categories of controlled substances
as: narcotics, depressants, stimulants, hallucinogens, and
cannabis. The major drugs of abuse within the United States
are cocaine, heroin, methamphetamine, and marijuana. The
production, transportation, and marketing of illegal substances
are supported by systems similar in character but often uniquely
different for each type of drug because of geographical
considerations, processing requirements, and the weight and
volume of the product itselA common denominator of the
major drug industries is transportation, whether air,
maritime, or surface movement, including the techniques used
to disguise these drug shipments. To be effective in CD efforts,
knowledge of the threat is needed.

Counterdrug Organizations

For counterdrug (CD) An understanding of each organization’s roles, missions, and
operations to be successfulstructure will help those involved in CD operations to better
and for available resources communicate and cooperate in the effort to reduce illegal drug
to be used in the most supply and demand. The National Security Council is the
effective and efficient principal forum for national security issues that require a
manner, all agencies must Presidential decisioThe Office of National Drug Control
coordinate and integrate  Policy is the primary agency within the Executive Branch
their efforts. responsible for developing, coordinating, and overseeing
the implementation of the NDCS. The United States
Interdiction Coordinator coordinates the efforts of US agencies
involved in international interdiction programs. Policies and
coordination of all aspects of drug enforcement are then
overseen by the Department of Defense, Department of Justice,
Department of State, United States Information Agency,
Department of the Treasury, Department of Transportation,
Department of Agriculture, Department of the Interior, and
the Department of Education. Special arrangements have
been created to focus specifically on drug traffickers
throughout the United States and the world and include the
High Intensity Drug Trafficking Areas, the Organized Crime

Xil Joint Pub 3-07.4
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Drug Enforcement Task Forces, DEA, Operation Alliance,
Project North Star, Operation Bahamas, Turks, and Caicos,
and Operation Cadenc€he National Guard also provides
military support for local-, state-, and Federally-sponsored
domestic CD efforts. The International Criminal Police
Organization and many different intelligence organizations
play a significant role in the distribution of intelligence data
on international drug trafficking. Strategic, operational, and
tactical efforts are applied to drug law enforcement just as in
military support.

DOD Counterdrug Operations

The Department of
Defense’s principal CD
mission is the detection
and monitoring of the
aerial and maritime transit
of illegal drugs into the
United States.

The desired end result of successful detection and monitoring
is interdiction by a law enforcement agency (LEA), which
can happen in three types of environments: air, maritime, or
land. To be successful in supporting the drug interdiction
procesgjetection and monitoring must be closely organized
and coordinated with all its support systems in placélhe
following factors must work together in order to help the LEAs:
host-nation (HN) support; command, control, communication,
and computers; intelligence support; planning support; logistic
support; training support; manpower support; research,
development, and acquisition support; demand reduction; and
land reconnaissance.

Planning Counterdrug Operations

CD operations are
designed to reduce or
eliminate the supply and
demand for illegal drugs.

Only a comprehensive planning process at the strategic
(national), operational, and tactical (regional) levels can provide
the means to reach this goghe nature of the CD planning
should be joint, multinational, and interagency,thus
requiring close coordination with all participants. The three
levels of effort (strategic, operational, and tactical) for the
planning and coordinating of CD operations apply equally to
the Department of Defense, HN forces, and US LEAs and
other agenciesUnity of effort, alternate plans, simplicity,

and priorities must all be consideredalong with plan
development, review, and support.

Execution of Counterdrug Operations

There are CD

The US Southern Command, US Atlantic Command, US

commanders designated byPacific Command, and the North American Aerospace

the Secretary of Defense.

Defense Command are designated the four CD
commandersand are responsible for assisting in the protection
of the United States from the intrusion of illegal drugs. HNs

Xiii



Executive Summary

and US LEAs combat drug production and trafficking with
the help of special operations forces, psychological operations
forces, civil affairs forces, and the Services.

CONCLUSION

The United States’ role in CD initiatives has evolved into a
comprehensive program of CD actions employing a
multinational and multiagency approach to the problem of
illegal drugs. The five goals of the NDCS provide a common
framework for all US agencies involved in the collective effort
to reduce illegal drug use and its consequences in America.
Only a comprehensive planning process at the strategic
(national), operational, and tactical (regional) levels can
provide the means to reach this goal. The nature of the CD
planning should be joint, multinational, and interagency, thus
requiring close coordination with all participants.

Xiv
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CHAPTER |
INTRODUCTION AND OVERVIEW

“Unique military capabilities can also support domestic authorities in
combating direct and indirect threats to the US homeland, such as the illegal
drug trade, especially when the potential for violence exceeds the capacity
of domestic agencies.”

National Military Strategy of the United States of America, 1997

1. General since 1914, each significant expansion in
drug abuse has brought additional Federal,
In 1989 the Secretary of Defense (SecDefate, and local agencies into the CD effort.
issued guidance to Department of DefenEach expansion in the number of agencies
(DOD) forces that identified drug traffickingnvolved has been followed by a
as a national security problem for the Unitegorganization and consolidation of resources
States and stated that the Departmentagplied to this effort.
Defense would have a “crucial role” in
defending the United States from the threata. In 1986, the Congress passed an Anti-
of illegal drugs. The Secretary of Defense Drug Abuse Act to give the Executive Branch
designated the countering of the more authority to fight the “war on drugs.”
production, trafficking, and use of illegal The act left broad discretion to the Executive
drugs as a “high priority national security Branch in developing and implementing a
mission of the Department of Defense.” national strategyAlso in 1986, the President
The stated strategy for the Department sisued National Security Directive 221,
Defense’s role in counterdrug (CD) operationghich declared drug trafficking to be a
included attacking drugs at the source, threat to national security.
transit, and in the United States. This chapter
provides a brief summary of US CD efforts, b. After recognizing the limitations of
the national drug control strategy (NDCSyarious agencies involved in the CD effort,
personnel supporting the overall strategy, atiek President signed Executive Order 12590
a description of the Department of Defensefhich established the National Drug Policy
current roles. Subsequent chapters thBoard (NDPB) in March 1987. Under the
provide a more in-depth explanation of tHeadership of the Attorney General, the NDPB
specific missions in DOD CD operationassumed responsibility for coordinating the
derived from the strategy and roles describEdderal CD effort. Its specific responsibilities

in this chapter. included the coordination of international and
domestic law enforcement efforts and the
2. Background development of a strategy for CD operations;

however, the mechanisms used to coordinate

The US le in CD initiatives has evolved this new Federal effort proved to be
from independent actions to one of joint cumbersome. In an attempt to improve
military and civilian cooperation. In the coordination, Congress passed a new Anti-
past century, the US CD effort has chang@aug Abuse Act in 1988.
in response to the drug abuse and drug
trafficking problem. Although the Drug c. The 1988 Anti-Drug Abuse Act (PL
Enforcement Administration (DEA) and itsl00-690) eliminated the NDPB and replaced
predecessor agencies have had primatrwiththe Office of National Drug Control
responsibility for enforcing US drug law$?olicy (ONDCP) within the Executive
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Branch. The ONDCP, under the leaderst
of the Director for National Drug Control
Policy,was created in order to establish

a coherent national policy to unify the

more than 30 Federal agencies and
innumerable state and local authorities.

The law also directed the Executive Branc
to develop an annual NDCS.

d. Congressional support for using th
military in CD efforts culminated with passag
of the FY 1989 National Defense
Authorization Act. This actimposed specifi
responsibilities upon the Department ¢
Defense in support of the national CD effo
and was the basis for many of the specific C
missions that have evolved. This act a1
subsequent actions that increased DOD (
responsibilities are discussed in detail in th
publication.

3. National Drug Control
Strategy

The NDCS is a comprehensive progral
of CD actions employing a multinational an
multiagency approach to the problem of
illegal drugs. The first NDCS was

disseminated by the ONDCP in 1989. Since

STRATEGIC GOALS
OF THE NATIONAL
DRUG CONTROL
STRATEGY

e Educate and Enable America's
Youth to Reject lllegal Drugs as
well as Alcohol and Tobacco

e Increase the Safety of America's
Citizens by Substantially
Reducing Drug-related Crime
and Violence

® Reduce Health and Social Costs
to the Public of lllegal Drug Use

® Shield America's Air, Land, and
Sea Frontiers from the Drug
Threat

® Break Foreign and Domestic
Drug Sources of Supply

Figure I-1. Strategic Goals of the National

Drug Control Strategy

then, while the Federal government has nation is protecting our citizens from
achieved some success for its efforts, illegal drug-related crime and violence.

drugs continue to pose a significant threat to

the country. The strategy is a commone Goal 3. Reduce health and social costs

framework for all US agencies involved in
the collective effort to reduce illegal drug use

and its consequences in America. Highlights

of the NDCS (shown in Figure I-1) follow.

* Goal 1. Educate and enable America’s
youth to reject illegal drugs as well as
alcohol and tobacco.This goal targets

substance abuse by our youth.

e Goal 2. Increase the safety of America’s
citizens by substantially reducing
drug-related crime and violence.One
of the major drug challenges facing our

to the public of illegal drug use. US
health care costs related to drug use
have been growing steadilyAction
must be taken to both expand the
treatment system’s capacity and increase
its efficiency and effectiveness.

e Goal 4. Shield America’s air, land, and
the increased prevalence of drug use and

sea frontiers from the drug threat.
Interdiction, a visible sign of our
Nation’s commitment to fight drugs, has
both symbolic value as a demonstration
of national will and real value as a
deterrent to the flow of drugs. The
United States Interdiction Coordinator
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(USIC), appointed by the Director, destroying the trafficking
ONDCP, coordinates the efforts of US  organizations that bring drugs to the
agencies involved in international  United States or distribute them within
interdiction programs. our Nation. The international
narcotics control policy objectives of
» Goal 5. Break foreign and domestic the United States remain clear and
drug sources of supply. Another straightforward: to reduce drug flows
critical challenge is to reduce the and create a hostile international
availability of drugs by reducing their ~ environment for narcotics trafficking.
cultivation and production and

TRANSNATIONAL THREAT: DRUG TRAFFICKING

The US response to the global scourge of drug abuse and drug trafficking is
to integrate domestic and international efforts to reduce both the demand and
the supply of drugs. Its ultimate success will depend on concerted efforts by
the public, all levels of government and the private sector together with other
governments, private groups and international organizations.

Domestically, we seek to educate and enable America’s youth to reject illegal
drugs; increase the safety of America’s citizens by substantially reducing drug-
related crime and violence; reduce health and social costs to the public of
illegal drug use; and shield America’s air, land and sea frontiers from the drug
threat.

Abroad, the US National Drug Control Strategy seeks to reduce cultivation of
drug producing crops, interdict the flow of drugs at the source and in the
transit zone (particularly in Central and South America, the Caribbean and
Mexico), and stop drugs from entering our country. The strategy includes
efforts to strengthen democratic institutions; root out corruption; destroy
trafficking organizations; prevent money laundering; eradicate illegal drug
crops in this hemisphere, Asia and the Middle East; and encourage alternate
crop development. The United States is aggressively engaging international
organizations, financial institutions and non-governmental organizations in
counternarcotics cooperation. For instance, the President has invoked the
International Emergency Economic Powers Act (IEEPA) to attack the finances,
companies and individuals owned or controlled by the Cali Cartel as well as
other Colombian drug cartels, freezing their assets in the United States,
identifying front companies and barring Americans from doing business with
them.

Our strategy recognizes that at home and abroad, prevention, treatment and
economic alternatives must go hand-in-hand with law enforcement and
interdiction. Long-term efforts will be maintained to help nations develop

economies with fewer market incentives for producing drugs. We have also
increased efforts abroad to foster public awareness and support for foreign

governments’ efforts to reduce drug abuse.

SOURCE: A National Security Strategy for a New Century,
The White House, May, 1997
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4.

Counterdrug Organizations
Overview

a. General. There are many organizations
involved in the NDCS. Figure |-2 provides
a listing of the major Federal, composite-
regional, state, and local organizations and
their roles in CD operations. Although a
somewhat complex chart, it does serve to
show the intricacy of the US CD effort.

b. The lead or primary agencies and their

major responsibilities are further highlighted
in Figure 1-3.

DETAILED CD ORGANIZATIONS’
DESCRIPTIONS-> SEE CHAPTER llI
“COUNTERDRUG ORGANIZATIONS”

5.

DOD Counterdrug
Operations

a. General. Prior to the FY 89 National
Defense Authorization Act, DOD CD
activities were primarily in support of other

Federal agencies and were executed through

the

Military Departments. That support

mainly consisted of training, equipment

loans and transfers, and limited support for

law enforcement agency (LEA) operations.
With the passage of the National Defense

Authorization Act of 1989,

the

Department of Defense increased its CD
roles and missions.

b.

Legal and Regulatory Considerations.

DOD policy for CD support must be
consistent with legal and regulatory
constraints imposed by law, including the
following restrictions:

Posse ComitatusThe “Posse Comitatus
Act” is the popular name fehe statute
(title 18, US Code [USC], section 1385)
that makes it a crime to use the Army,
and by derivation the Air Force, to
enforce civil law. It is the keystone of a
legal philosophy that emphasizes the

distinction between the military mission
and that of civilian law enforcement.
There are a number of exceptions to
the statute that, with proper
authorization, allow military support

to civilian law enforcement. The Staff
Judge Advocate (SJA) must review all
operations to ensure that they comply
with the Act.

Title 10, USC. Title 10 is the “Armed
Forces” section of the USCChapter
18, “Military Support for Civilian Law
Enforcement Agencies,” gives basic
guidance for the interaction of
military, Reserve Component, and
civilian LEAs. Restrictions on direct
participation in law enforcement
activities, on use of information collected
during military operations, use of
military equipment and fdiies, and
guidelines on reimbursemesate some of
the topics coveredTitle 10 prohibits
the military from directly
participating in arrests, searches,
seizures, or other similar activity
unless authorized by law(e.g., arrests
on military property). The FY 1989 and
subsequent National Defense
Authorization Acts have authorized the
Department of Defense to provide more
support to LEAs in the CD effort.

Foreign Assistance Act. “The
Mansfield Amendment” to the Foreign
Assistance Act (22, USC §2291[c][1])
prohibits US personnel from
performing foreign law enforcement
activities overseas.Under Chapter 8
of Part | of the Foreign Assistance Act,
the President may furnish assistance to
eligible countries and international
organizations for CD programsThe
1978 “Kennedy Amendment” to the
Foreign Assistance Acf22, USC
82304[a][2]) prohibits foreign
governments with a record of gross
human rights violations from

Joint Pub 3-07.4
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COUNTERDRUG ORGANIZATIONS

ORGANIZATIONS CRIMINAL DRUG EDUC. CMTY INTERNT'L DRUG RESEARCH & | INTEL & INFO
JUSTICE TREATMENT ACTION; INITIATIVES | INTERDICTIONS DEVEL MGT
WORKPLACE
EXEC OFC PRES-NSC P P P P P P P
EXEC OFC PRES-ONDCP P P P M S S S
DOD A A A A L(3) & M(3) S S(1), M(3)
DOJ-DEA L(1), M(2) - A M M - L
-FBI L(1), M(2) - A S S - M
-INS S - A A S S A
-INS-US BORDER PATROL s - A A M(4) - A
-US ATTORNEY L(2), M(1) - A L(2) S - M
-US MARSHALS s - A S S - A
-BUREAU OF PRISONS s A A - - - A
-INTERPOL - (US) s - A M S - S
DOS-INL A - A L A - A
-AlID - A A M - - -
-COUNTRY TEAMS A - A M S - S
-US INFO AGENCY - - S S - - -

Figure I-2. Counterdrug Organizations
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LEAD OR

PRIMARY CD AGENCIES

LEAD OR PRIMARY
AGENCIES

RESPONSIBILITIES

DEPARTMENT OF DEFENSE

DETECTION AND MONITORING OF AERIAL AND MARITIME
TRANSIT OF ILLEGAL DRUGS INTO THE UNITED STATES

DEA violators

ENFORCING LAWS AND REGULATIONS ON DRUGS &
CONTROLLED SUBSTANCES

Investigating major interstate and international drug law

Enforcing regulations on legal manufacture and distribution
of controlled substances and recursor chemicals
Managing national drug intelligence

Coordinating LEA and international counterparts' efforts

FBI

INVESTIGATING VIOLATIONS OF CRIMINAL LAWS -
(concurrent with DEA)

- Targeting major multi-jurisdictional traffickiing organizations
- Goal is dismantling trafficking networks

US ATTORNEYS

PROSECUTING CRIMINALS

- Prosecuting violations of Federal Laws concerning
controlled substances, money laundering, drug trafficking,
tax evasion, and violent and organized crime

Overseeing OCDETF's activities

US BORDER PATROL

"PRIMARY AGENCY" - LAND INTERDICTION BETWEEN US
PORTS OF ENTRY (POEs)

ENFORCEMENT AFFAIRS

DOS - BUREAU FOR
INTERNATIONAL
NARCOTICS AND LAW

STRATEGIES

COORDINATING US INTERNATIONAL SUPPLY REDUCTION

US CUSTOMS SERVICE

LEAD - INTERDICTION AT LAND AND SEA POEs (with US
Border Patrol as "Primary Agency" between POEs) AND US
TERRITORIAL WATERS

CO-LEAD (with Coast Guard) - AIR INTERDICTION

US COAST GUARD

LEAD - MARITIME INTERDICTION
CO-LEAD (with Customs Service) - AIR INTERDICTION

Figure I-3.

receiving security assistance (SA)
funds. Additionally, section 660 of the
Foreign Assistance Act (22 USC
§2420) prohibits the use of the funds °
made available to carry out the Foreign
Assistance Act to provide training or
advice, or provide any financial
support for police, prisons, or other law
enforcement forces for any foreign
government or any program of internal
intelligence or surveillance on behalf
of any foreign government within the
United States or abroad. Exceptions
to these broad prohibitions may exist,

Lead or Primary CD Agencies

so each operation must be reviewed by
the command’s legal advisor.

Economy Act. This statute (title 31,
USC, section 1535)equires that
other Fedeal agencies reimburse the
Department of Defense for services or
support provided. Reimbursement for
DOD support provided to LEAS is not
required when that support is in the
normal course of military training and
operations, results in benefit to the
Department of Defense that is
substantially equivalent to that which

Joint Pub 3-07.4
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would otherwise be obtained from
military operations or training, or is

provided under the authority of section
1004, National Defense Authorization
Act for Fiscal Year 1991, as amended.

Title 32, USC. Title 32 ighe “National
Guard” section of the USC Section
112, “Drug Interdiction and Counterdrug
Activities,” describes the mechanism by
which the Secretary of Defense may
provide funds to state governments
(including the District of Columbia,
Commonwealth of Puerto Rico, and US
territories) for CD operations by the
National Guard when not in federal
service.The Posse Comitatus Act does
not apply to troops when not in
federal service. Unlike title 10, this
title does not specify how the National
Guard may be employed. Each state
determinesits own employment laws.
Neverthelessunder National Guard
regulations, members of the National
Guard generally may not participate
directly in law enforcement
activities. In someases, however,
National Guardsmen may conduct
limited law enforcement activities,
such as searches of shipping containers
for illegal drugs, if their state law
authorizes it. For these reasons, sectiorr
112 requires that the plans submitted
by the state governors to the Secretary
of Defense specify how the National
Guard personnel will be used when
providing support to LEAs.

Appropriations and Authorization
Acts. The acts passed each year to
authorize or appropriate funds to the
Department of Defenseften contain
provisions relating to the CD effort
For example, the FY 1989 National
Defense Authorization Act tasked the
Department of Defense to be the single
lead agency of the Federal Government
for the detection and monitoring

(D&M) of illegal drug shipments into
the United States. The FY 1990-91
National Defense Authorization Act
tasked the Department of Defense to
create an integrated command, control,
communications, and technical
intelligence network linking the
military and the various civilian LEAs.
The first of theseprovisions was
subsequently incorporatiedo permanent
law (10 USC, section 124).

Fiscal Law. The proper expenditure

of funds for CD operations is very
important.  Failure to correctly apply
fiscal principles to Federal activities can
lead to the unauthorized expenditure of
funds and potential criminal or
administrative sanctions against those
responsible. The principles are complex
and the answers cannot necessarily be
derived by applying common sense rules.
Funds appropriated must be used for
the purpose for which they were
appropriated. Additionally, funds may
also have specific limitations as to CD
activities for which they can be used.
After-the-fact audits by the Government
Accounting Office and other agencies are
common.

Executive Orders. Executive Order
(EO) 12333, “United States Intelligence
Activities,” regulates the use of national
intelligence assets. DOD Directive
5240.1, “DOD Intelligence Activities,”
and DOD Regulation 5240.1-R,
“Procedures Governing the Actions of
DOD Intelligence Components That
Affect United States Persons,”
implement for the Department of Defense
the provisions of EO 12333, “United
States Intelligence Activities,” and set
forth the conditions under which the
Department of Defense can collect
information on US citizens. Within the
limits of the law,the Department of
Defense may collect information on US

-9
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persons reasonably believed to be
engaged in international illegal drug
activities under the provisions of DOD
Directive 5240.1, “DOD Intelligence
Activities,” and DOD Regulation
5240.1-R, “Procedures Governing the
Actions of DOD Intelligence
Components That Affect United States
Persons.”

¢ International Agreements. A number
of international agreements exist that
affect CD operations.These include
status-of-forces agreerants (SOFAS),
multilateral conventions, and bilateral
agreements. Ad hoc agreements can
also be prepared for specific operations.
SOFAs establish the legal status of
military personnel in foreign countries.
Criminal and civil jurisdiction,
taxation, and claims for damages and
injuries are a few of the topics usually
covered. In the absence of an agreement
or some other arrangement with a nation,
DOD personnelin foreign countries have
the legal status of a tourist and are subject
to all the laws and judicial processes of
the host nation (HN) unless other
conventions or agreements create
exceptions to that rule.

“There is a tendency [in democratic
countries] to forget that the most
important social service that a
government can do for its people is to
keep them alive and free.”

Sir John Slessor,
Strateqgy for the W _est, 1954

purpose. Deadly force (any force likely
to cause serious injury or death) may be
used only when lesser means have been
exhausted, are unsuccessful, or lesser
force poses unacceptable risks to friendly
forces or individuals. In instances
where US Coast Guard (USCG)
personnel are assigned to US Navy
(USN) ships for law enforcement
purposes, those ships may be governed
by the Coast Guard’'s Use of Force
Policy once tactical control (TACON)
has been relinquished to the appropriate
USCG operational commander. Use of
warning and disabling fire would then
be governed by the current USCG policy.
Additional information on the Use of
Force Policy and Law Enforcement
Detachment (LEDET) procedures are
discussed in Appendix B, “US Code
Provisions,” and Appendix E, “Law
Enforcement Detachments.”

Delegation of Authority. To provide the
geographic combatant commanders with
greater flexibility and responsivenebs,
Secretary of Defense periodically
delegates approval authority for
certain kinds of DOD support to LEAs
and HNs. This guidance is provided by
the Chairman of the Joint Chiefs of Staff
Instruction (CJCSI) 3710.01,
“Delegation of Authority for Approving
Operational Support to Drug Law
Enforcement Agencies and
Counterdrug-Related Deployment of
DOD Personnel.”

* Rules of Engagement (ROE) and Use
of Force. CD operations amnducted
under Joint Chiefs of Staff (JCS)

DETAILED LEGAL CONSIDERATIONS

—> SEE APPENDIX B, “US CODE
PROVISIONS”

standing peacetime ROE. Military

personnel have the right to defend c. DOD CD Policy and Guidance

themselves, other members of their unit,
LEA officers, or innocent bystanders;
however, they may use only the
minimum force necessary for that

General. With the enactment of the
National Defense Authorization Act of
FY 1989, promulgation of yearly

[-10
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NDCSs, and issuance of the Secretary dismantle cartels, and demand
of Defense and the DOD Office of the  reduction. Consstent with applicable
Coordinator for Drug Enforcement  laws, the Department of Defense will
Policy and Support (OCDEP&SED continue to suppoftederal, state,
guidance as well as general and and local LEASs irtheir efforts to
specific missions have evolved to  disruptthe transport of il drugs into
ensure support to the NDCSfor the United States, emphasizing the
attacking the supply and demand of critical border locations.
illegal drugs.

es An overview of program guidance

10 USC 124assignedthree major promulgated by the Secretary of
responsibilities to the Department of Defense through the DOD OCDEP&S
Defense: is shown in Figure I-4.

e To act as thaingle lead agency for d. Specific CD Mission Categories.
D&M of the aerial and maritime From the various sources that have
transit of illegal drugs into the requested DOD assistance, specific
United States; missions in support of CD operations have
been derived for the US military. In some
e¢ To integrate into an effective instances, combinations of missions (other
communications network the command, than D&M and host-nation support [HNS])
control, communications, and technical are categorized as “counterdrug operational
intelligence assetsf the United Statessupport” or “counterdrug nonoperational
that are dedicated (in whole or in part) support.” In general, CD operational
interdicting the movement of illegalsupport is CD support to LEAs or HNs
drugs into the United States; and involving US military personnel and
their associated equipment and training
e« To approve and fund State provided by the combatant commanders
governors’ plans for expanded use ofand Commander in Chief, North
the National Guard to support drug American Aerospace Defense Command
interdiction and enforcement operation&€INCNORAD) from forces assigned to

of the LEAs. them or made available to them by the
Services.CD operational support does not
SecDef Guidance include equipment alone, but includes

conduct of joint law enforcement
es |In 1989, responding to both thénvestigations or other suppagnovided
Defense Authorization Act and the firsby the Services frorforces not assigned
NDCS, the Secretary of Defense issued made available to theombatant
the “DOD Guidance for Implementatiocommanders andCINCNORAD. CD
of the President’s National Drug Contrahonoperational support issupport provided
Strategy.” In response to the 199%® LEAs or HNs that includes training
Interim NDCS released by the Directom formal schools, loan or lease of
of the ONDCPthe Secretary of Defenseequipment without operators, use of
issued guidance in order to continufcilities (such as buildings, training areas,
to aggressively execute andranges}ransfer of excess equipment,
comprehensive CD programThe or other support provided by the Services
DOD CD policy enhances programs from forces not assigned omade available
that support source nation activities, to the combatant commanders and

-11
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OVERVIEW OF PROGRAM GUIDANCE

SOURCE NATION SUPPORT

The Department of Defense will focus its supporting efforts in Peru,
Columbia, and Bolivia. The support is aimed at strengthening the
democratic institutions in these nations, encouraging national resolve
and regional cooperation, and further developing air sovereignty and
"endgame” (effective arrest and prosecution) capabilities.

DISMANTLING THE CARTELS

The Department of Defense will enhance its support of the
counterdrug community's linear strategy, designed to
dismantle the cocaine cartels and the cocaine "business."

DETECTION AND MONITORING OF THE TRANSPORT
OF ILLEGAL DRUGS

The Department of Defense will support domestic law enforcement
and host nation detection and monitoring efforts by emphasizing
activities in cocaine source countries, streamlining activities in the
transit zone, and refocusing activities in the United States to
emphasize the cocaine threat at critical border locations.

DIRECT SUPPORT TO DRUG LAW ENFORCEMENT
AGENCIES DOMESTICALLY

Emphasizing the Southwest Border and Other High Intensity Drug
Trafficking Areas.

The Department of Defense will develop comprehensive prioritization
plans for law enforcement agency requirements submitted under
programs that provide intelligence analysts, linguists, support
personnel, transportation, maintenance, excess equipment, and the
Governor's Plan for using the National Guard for counterdrug
support.

DEMAND REDUCTION

Drug testing will be continued with an emphasis placed on
cost effective automated and consolidated testing.

Figure I-4. Overview of Program Guidance

CINCNORAD. Although these specific categories are defined below to
commonly used terms are useful ioharacterize the various DOD missions.
describing categories of support, more

[-12 Joint Pub 3-07.4
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» Detection & Monitoring. Drug
interdiction is a multiphase,
multienvironment, and multiagency
activity in which the Department of
Defense has significant general
responsibilities, as well as specific
responsibility as tHead Federal agency
forthe D&M of the aerial and maritime
transit of illegal drugs into the United
States.

s Drug interdiction of air, sea, and land
targets is accomplished in five major
phases. The process is shown in
Figure I-5.

s Drug interdictions can take place

in the air, at sea, or on land, and these
phases often overlap. The ultimate
goal of interdiction is to disrupt and/or
deter drug smuggling by intercepting
and seizing illicit drug shipments en
route to or entering the United States.
This disruption of drug trafficking

PHASES OF DRUG
INTERDICTION

Detecting and monitoring
the target

Sorting legitimate traffic
from that which might be
illegal

Intercepting potential
smugglers

Searching potential

operations raises the traffickers’ cost
of doing business by forcing them to
take expensive countermeasures such
as using longer and more circuitous
routes, training new personnel to
replace those apprehended, purchasing
sophisticated electronic equipment to
detect law enforcement suill@nce,
developing new concealmeathniques,
replacing expensive seized assets, and
stockpiling drugs closer to production
areas, making them more vulnerable to
law enforcement dbérts. Drug
interdiction has both symbolic and
real value. It demonstrates the national
will to oppose drug traffickers on every
available front, and it increases the
chances of apprehending traffickers and
their agents, thereby potentially making
the supply of drugs erratic and unreliable.
This process is extremely complex
because it frequently involves several
Federal, state, and local agencies and
departments with different charters and
jurisdictions, operating over a vast area.

es The D&M r oleinvolves an integration
of several areas (intelligence,
communications, planning, operations,
logistics, and other appropriate areas)
into a cohesive system to support the
LEAs in the interception and
apprehension of maritime and aerial drug
traffickers. Generally, tan be divided
into three activities: (1) sources and
sensorgor D&M suspected traffickers;
(2)information processing and fusion
activities; and3) communications or
disseminationactivities.

smugglers

Arresting potential
smugglers, if they are
violating the law

DETAILS ON D&M MISSION—> SEE
CHAPTER IV, “DOD COUNTERDRUG

OPERATIONS,” SECTION A

Figure I-5. Phases of Drug Interdiction

e Support to Foreign Countries. The

Department of State (DOS) has primary
oversight responsibilities for all support
provided to foreign countrie3he DOS
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provides assistance to foreign
countries under the Foreign Assistance
Act, the Arms Export Control Act, the
Foreign Operations Appropriations
Act, and the International Narcotics
Control Act. The Department of
Defense has a support role that is usually
in the form of foreign internal defense
(FID). General categories of DOD
foreign country support are described
below. Greater details about FID-specific

ee Other forms of HNS, usually
categorized as either operational or
nonoperational support (depending on
the situation in which it is used) are
command, control, communications,
and canputers (C4) support, intelligence
support, planning support, logistic support,
and training support. These missions have
been separately listed below because of their
dual support functions (HN and US LEA
support).

programs are also described in Joint Ppb
3-07.1, “JTTP for Foreign Interna
Defense (FID).”

s Security Assistance ProgramsSA

SUPPORT> SEE CHAPTER IV, “DOD

DETAILS ON HOST-NATION

COUNTERDRUG OPERATIONS,”
SECTION B

support areas for CD operations include:
(1) equipment — HNs can obtain
equipment from the United States to
meet the drug trafficking threat; (2)
services — Services are usually
provided as a follow-on to equipment
support; and (3)aining — The training
element of SA is a significant means
of assistance for HNsoenbatting

an illegal drug threat. Geographic
combatant commanders can provide a
variety of training to a foreign country’s
LEA and military forces when granted
an exception to the Foreign Assistance
Act’s restrictions on training police.
(This is in addition to their authority to
provide such training under section 1004
of the National Defense Authorization
Act for Fiscal Year 1991, as amended,
to which such restrictions do not apply.)

e« Civil-Military Operations (CMO).

Two important aspects of CMO in CD
operations areivil affairs (CA) and
psychological operations (PSYOR)In
addition to CA and PSYOP, CMO
includes the areas of humanitarian
assistance (HA), humanitarian and civic
assistance (HCA), and military civic
action (MCA).

e C4 Systems Support. CD missions

require reliable, secure, rapid,
interoperable, and flexible C4 systems.
The Department of Defense serves as
the executive agent for the integration

of US military C4 support assets into
communications systemssupporting
drug enforcement activities. A major
portion of this responsibility is the
Department of Defense’s lead agent
status for aerial and maritime D&M,
which requires significant C4
commitments. Information includes
computer-formatted reports, encrypted
contact reports, alphanumeric and
graphical environmental support data,
or clear or secure voice communications.
Information flow within the C4
system is usuallgeparated into two
categories:

e« The flow of data from various
sensors and sourceat all levels of the
command structure. These data are
generally preprocessed in the form of
contact reports, individual tracks,
environmental support information,
specific intelligence reports, status
reports, or historical data.

[-14

Joint Pub 3-07.4



Introduction and Overview

e The flow of information after the
data are evaluated, correlated, and

assessed (i.e., intelligence).

DETAILS ON C4 SYSTEMS SUPPOR
—> SEE CHAPTER IV, “DOD
COUNTERDRUG OPERATIONS,”
SECTION C

—

* Intelligence Support. Intelligence

 Planning Support. Providing planning

support to US LEAs and cooperating
HNs consists of planning and
coordinating operations, determining
resource requirements, and gathering
information for operations or financial
reports. Planning for operations by the
Department of Defense can be effectively
employed to enhance the use of limited
CD resources.

supportis provided to LEAs, HNs, angd
DOD operationalcomponents by|D
collecting and analyzing drug-related
information from a variety of sources.

These sources are the origins and megns

ETAILS ON PLANNING SUPPORF>
SEE CHAPTER IV, “DOD
COUNTERDRUG OPERATIONS,”
SECTION E

(or systems) used to observe, sense, and

record or convey information of

conditions, situations, and events to theDETAILS ON DOD CD OPERATIONS

intelligence user.The Department of
Defense provides personnel and
equipment to support the intelligence

cycle by which intelligence is obtained,
produced, and made available to users

OPERATIONS,” AND APPENDIX C,

PLANNING — SEE CHAPTERYV,
“PLANNING COUNTERDRUG

“COUNTERDRUG PLAN FORMAT”

in CD operations. DOD intelligence

assets provide intelligence in support of
CD policy development, planning, and
resource allocation decisions. These

assets are responsible for development
of assessments, trends, and pattern

analyses of movements associated
with drug trafficking; managing the

» Logistic Support. This includes
providing support to US LEAS in the

form of equipment loans, engineering
support, transportation support,
maintenance support, facilities support,
military working dog support, and other
miscellaneous forms of support.

collection activities in support of bott
LEA and DOD CD requirements
managing theexploitation,
production, and dsemination of
all-source CD intelligence; communicatior}s

DETAILS ON LOGISTIC SUPPORT>
SEE CHAPTER IV, “DOD
COUNTERDRUG OPERATIONS,”
SECTION F

security monitoring; investigations o
alleged incidents of unauthorized
disclosure of official DOD information;
provision of security education and
personal protection training; and
analysis of illegal drug traffickers’
intelligence collection capabilities.

SUPPORT—> SEE CHAPTER IV, “DOL

DETAILS ON INTELLIGENCE

COUNTERDRUG OPERATIONS,”
SECTION D

» Training Support. Training support
consists oforeparing, conducting, and/
or coordinating CD-related DOD
institutional and noninstitutional
training of US and HN LEAs or
military forces. Training is provided
to US LEAs and HN LEA or military
forces, as well as CD-related training
provided to DOD personnel involved
in CD operations.
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DETAILS ON TRAINING SUPPORT>
SEE CHAPTER IV, “DOD
COUNTERDRUG OPERATIONS,”
SECTION G

* Other Operational Support. Other
operational support can be provided to
LEAs to take advantage of unique
military skills , providing this support

attending DOD schools, and DOD
civilian personnel. Drug use
deterrence for DOD personnel is
provided through scheduled and
random urinalysis testing. The DOD
treatment and rehabilitation program
is designed to diagnose, treat, and
return to full productivity as many
people as possible with drug abuse or
dependence problems.

enhances the LEAS' technical skills and

relieves law enforcement officers to do fieldDETAILS ON DEMAND REDUCTION

work. Examples of such operational supp@rt

are diver support, intelligence analysts, ahd COUNTERDRUG OPERATIONS,”

linguists.

—> SEE CHAPTER IV, “DOD

SECTION J

DETAILS ON MANPOWER SUPPORT
—> SEE CHAPTER IV, “DOD
COUNTERDRUG OPERATIONS,”
SECTION H

 Research, Development, and Acquisition
(RDA) Support. RDA covers a broad
spectrum afhitiatives, from innovative
technology (for long-term applications)
to product improvements or system
modifications(for near-term applications),
to the actual acquisition of systems.
The entire RDA process is designed to
improve our operational capabilities by
maintaining a technological advantage
over the threat. Many technologies and
systems can be used to provide either
direct or indirect assistance for DOD,
HN, and/or LEA forces.

e Land Reconnaissance. Although

reconnaissance is an integral part of the
aerial and maritime D&M mission
category, the mission of land
reconnaissance is specifically intended
to define the support that the
Department of Defense provides to US
LEAs inside the United States. This
distinction is made because of the legal
and regulatory restrictions on the
military’s role within our bordersThe
mission category includes aerial and
ground reconnaissance through a
variety of means such as observation
posts (OPs) or listening posts (LPs), foot
or mounted patrols, fixed- and rotary-
wing aircraft (including unmanned
aerial vehicles [UAVs]) equipped with
a variety of sensors, and remote sensors.

DETAILS ON RDA SUPPORTF> SEE
CHAPTER IV, “DOD COUNTERDRUG
OPERATIONS,” SECTION |

 Demand Reduction. Prevention and/

CHAPTER IV, “DOD COUNTERDRUG

DETAILS ON LAND
RECONNAISSANCE—> SEE

OPERATIONS,” SECTION K

or reduction of drug abuse requires ae. Examples of Support. Figure 1-6
combination of education, deterrence, provides a summary of the mission categories
and treatment or rehabilitation. Drug and examples of the types of support that can
abuse awareness education includes provided by the Department of Defense in
programs for all DOD military support of CD operations.

personnel and their families, students

I-16
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6. Employment Concepts and
Tasks

a. Regional Concept. The Secretary of
Defense directed the Chairman of the Jo

Chiefs of Staff (CJCS) todefine the

organizationalesponsibilities and develog

ORGANIZATIONAL STRUCTURES—>

nt

“EXECUTION OF COUNTERDRUG

DETAILED DOD CD

CHAPTERS Ill, “COUNTERDRUG
ORGANIZATIONS” AND VI,

OPERATIONS”

the necessary plans to accomplish DOD CB
c¢. Counterdrug Commander Tasks.The
Secretary of Defense directed regionalthree supported CD CINCs are responsible
execution and tasked three cofatant for the following tasks:

missions. After receiving CJCS advitieg

commanders andCINCNORAD to
accomplish the mission within their

assigned geographic areas of responsibility
Commander in Chief, US
SouthernCommand (USCINCSO),

(AORSs).

Commander in Chief, US Atlantic Command
(CINCUSACOM), and Commander in Chief,
US Pacific Command (USCINCPAC) are
designated supported CD commanders in

chief (CINCs).

All other combatant

commanders are supporting commanderse
Additionally, any of the three supported
CD CINCs or CINCNORAD may be tasked

to provide support to other CINCs.tier

DOD organizations have also been tasked
with CD support missions and are

discussed irChapter Ill, “Counterdrug

Organizations.” The major CD commanders

are as follows:

* USCINCSO — Commander in Chief,
US Southern Command (USSOUTHCOM).

CINCUSACOM — Commander in Chief,
US Atlantic Command (USACOM).

USCINCPAC — Commander in Chief,
US Pacific Command (USPACOM).

CINCNORAD — Commander in Chief,
North American Aerospace Defense
Command (NORAD).

b. Subordinate Organizations. Each of

Planning and conductiraperations to
detect and monitor the aerial and
maritime transit of illegal drugs,
supporting the D&M of overland
transit of illegal drugs, and reporting
suspected traffickers to the appropriate
US LEAs and/or HN authorities
(CINCNORAD task also).

Providing assets to support drug
interdiction agencies’ CD activities
with emphasis on those operations
planned for execution in high intensity
drug trafficking areas (HIDTAS).

Planning, scheduling, and directing
support provided to LEAs and
cooperating HNs.

Conducting strategic, operational, and
tactical intelligence collection
(consistent with the law) against illegal
drug trafficking originating in or
transiting through their respective AORs
to support cueing of foreign and
domestic LEAs.

Collecting (consistent with the law),
processing, and disseminating all-
source, drug-related intelligence.

Ensuring that adequate
counterintelligence (Cl) and

the major CD commanders hasebordinate
organizations that are dedicated, in whole or
in part, to the CD mission.

operations security support are
provided as appropriate.

-17
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COUNTERDRUG MISSION CATEGORIES--EXAMPLES
OF SUPPORT

MISSION CATEGORIES EXAMPLES OF SUPPORT

Airborne Early Warning

Sea- & Land-based Radars
"Interceptor” Aircraft

Maritime Patrol Aircraft

Picket Ships

] o Reconnaissance (within and outside the
Detection & Monitoring continental United States [CONUS])

- Aerial

- Maritime Surveillance (outside
CONUS)

- Maritime

Security Assistance

- Equipment
- Services
- Training

Host-Nation Support Civil-Military Operations

- Civil Affairs

- Psychological Operations

- Military Civic Action

- Humanitarian Assistance

- Humanitarian & Civic Assistance

Command & Control
Communications & Computers

Command, Control,

Communications. and - Multi-Agency (anti-drug network,
Computers Federal Telephone System)
- DOD Systems
- Other Agency Systems
Intelligence Support Tactical Analysis Teams
Liaison

Planning

Planning Support Strategy Development

Figure I-6. Counterdrug Mission Categories — Examples of Support
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COUNTERDRUG MISSION CATEGORIES--EXAMPLES
OF SUPPORT

MISSION CATEGORIES EXAMPLES OF SUPPORT

Transportation Support

- Ground
- Aerial

- Maritime
Logistic Support Maintenance Support
Engineer Support

Facilities Usage

Equipment Loans

Military Working Dog Support

Deployments for Training

Mobile Training Teams

Extended Training Service Specialists
Operations Planning Groups

Training Support Joint and/or Combined Exercises
Institutional Training

Non-Institutional Training

Training Simulations

Plant Eradication Support
Administrative Support
Diver Support

Linguist Support

Liaison Officers to LEAs
Legal Specialists
Manpower Support Cargo Inspection Support
Accounting Specialists
Criminal Investigative Support
Clerical Support

Military Police Support
Supervisory Support

Off-the-Shelf Technology

Research, Development, and
Developed Technology

Acquisition

Figure I-6. Counterdrug Mission Categories — Examples of Support (cont'd)

[-19



Chapter |

COUNTERDRUG MISSION CATEGORIES--EXAMPLES
OF SUPPORT

MISSION CATEGORIES

EXAMPLES OF SUPPORT

Reconnaissance

Aerial Reconnaissance

- Fixed-Wing Aircraft

- Rotary-Wing Aircraft

- Unmanned Aerial Vehicles
- Ground-Based Radars

Land Reconnaissance

- Listening Posts and/or Observation Posts
- Patrols

- Ground Surveillance Radars

- Remote Ground Sensors

Figure I-6. Counterdrug Mission Categories — Examples of Support (cont'd)

Encouraging law enforcement and
eradication programs in source and
transshipment countries through
bilateral and multilateral exercises,
training, personnel exchanges, and SA
programs.

In coordination with other US agencies,
applying political, economic, and
military influence to suppress illegal
drug activities in production, processing,
and transshipment countries.

e« |dentify areas with the highest
potential for CD success;

o« |dentify to the Secretary of Defense
those areas requiring higher authority
for action and resolution; and

e Develop CD campaign strategies.
Coordinate logistic supportto US LEAs

and interagencies operating in HNs as
established in appropriate agreements.

Establishing and maintaining selected d. Other CD Tasks. Additional tasks
connectivity in the CD command, assigned to the major CD commanders and
control, communications, computers, other supporting commanders are as follows:

and intelligence (C4l) network.
Coordinating CD activities with other
Federal agencies and cooperating
HNs.

Analyzing current and future surveillance
needsfor support of air, maritime, and
land interdiction and establishing long- e
range planning to (CINCNORAD task
also):

US Central Commandand US European
Command. Conducts planning to
accomplish the above tasks and is
prepared to implement plans as
directed, consistent with the evolution
of the threat.

USACOM, delegated to US Army
Forces Command (FORSCOM).
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e Coordinates the employment of DOD
forces (Active and Reserve Component)
in a title 10 status in operational support
of LEA activities within the continental
United States (CONUS).

NORAD. Coordinates with USACOM,
USPACOM, and USSOUTHCOM to
ensure integration of radar track data
from radar sensors along the US
Southwest border and North American
coastlines with that provided by -
offshore mobile assets, airborne early
warning (AEW) aircraft, and various
radar sites. The objective is to provide
a composite radar picture for drug
interdiction operations.

US Special Operations Command e
(USSOCOM).

s Provides training and assistance to US
Government (USG) agencies in order to

enhance their capabilities to stop or e
reduce the movement of illegal drugs.

s \When coordinated with the concerned
US ambassador(s) and geographic
combatant commander, and upon direction
of the National Command Authorities
(NCA), conducts special operations against
the production, transportation, and
trafficking of illegal drugs.

s Provides special operations support to
the CINCs.

US Transportation Command
(USTRANSCOM). Coordinates
transportation and aerial refueling requests
from the Department of Defense, supported
CINCs, non-DOD Federal agencies, and
various other LEAs.

US Strategic Command. When requested
by a supported CINC, provides
reconnaissance assets in support of CD
operations.

All combatant commanders. Combat
illegal drug use by DOD personnel through
drug abuse awareness and prevention
programs.
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Intentionally Blank
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CHAPTER I
GENERAL THREAT

“ . .one does simply what one can in order to apply what one knows.
Therefore, in order to do even a little, one has already to know a great deal
and know it well.”

Marshall Ferdinand Foch
Precepts, 1919

1. General b. Figure II-1 lists various drugs within
these categories.

a. The economic drain of addiction, drug-
related crime, and a multitude of associaté&d Major Drugs of Abuse
family problems are the result of drug abuse.
Those who contribute to the production, The major drugs of abuse within the
transport, sale, and use of illegal drugs and United States are cocaine, heroin,
laundering of drug money present a threat methamphetamine, and marijuana. The
to the national security of the United States. industries that grow or process, transport, sell,
To help ensure the safety and security of aamd use these drugs, as well as diverted drugs
citizens and preserve our national values, the chemicals and other dangerous drugs,
threat from illegal drugs must be confrontedonstitute the threat. The following

paragraphs provide general information about

b. All personnel involved in CD activitiessource(s) production methods, use or effects,
should be familiar witthe major categories and industry characteristics.
of controlled substances, the common
characteristics of traffickers and their
organizations, and their strengths and
weaknesses. This chapter will discuss these ¢ General. One of the most threatening
areas. More specific threat depictions will be drugs to US societygocaine is a
presented under each CINC's portion in Chapter stimulant that is readily available

a. Cocaine

VI, “Execution of Counterdrug Operations.”

2. Categories of Controlled
Substances

a. The DEA identifies thdive major
categories of controlled substancess:

» Narcotics;
» Depressants;

e Stimulants;

Hallucinogens; and

» Cannabis (marijuana and hashish).

throughout the country. It is derived
from the coca plant and its effects have
been known for centuries; however, the
drug “cocaine” itself was first isolated by
the Austrian chemist Albert Niemann in
1862.

Sources. Coca plants are grown
mainly in a region of South America
known as the “Andean Ridge”
(sometimes called the “Silver Triangle”).
The major source countries for the coca
plant are Peru, Bolivia, and Colombia
(Figure 11-2). The principal growing area
in Peru is the upper Huallaga Valley, and
in Bolivia it is the Chapare region. Peru
and Colombia produce the majority of
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CATEGORIES OF CONTROLLED SUBSTANCES

CATEGORIES DRUGS

Opium, Morphine, Codeine, Heroin,
NARCOTICS Hydromorphone, Meperidine,
Methadone, Other Narcotics

Chloral Hydrate, Barbituates,
DEPRESSANTS Banzodiazepines, Methaqualone,
Glutethimide, Other Depressants

Cocaine, Amphetamines,

STIMULANTS Phenmetrazine, Other Stimulants

LSD, Mescaline & Peyote,
Amphetamine Variants,
Phencyclidine, Phencyclidine
Analogues, Other Hallucinogens

HALLUCINOGENS

Marijuana, Tetrahydrocannabinol,

CANNABIS Hashish, Hashish Oil

Figure II-1. Categories of Controlled Substances

the coca leaf supply, and Colombia is ¢ Characteristics (See Figure I-3)

the primary refining site that produces

the white powder — cocaine b. Heroin

hydrochloride (HCL).

* General. Heroin is a highly addictive
narcotic that poses a great threat to

COCA PLANT the United States. This threat arises

from the precipitous increase in opium
GROWING AREAS production, the emergence of new
and aggressive heroin trafficking
FJ" organizations, the increasing rise in the
q purity of street-level heroin, and the fact
Ve ‘ that heroin is more profitable per unit
7 than cocaine.

COLOMBI

' e Sources. Heroin is derived from the
G opium poppy, a plant cultivated
principally inthree areas of the world:
R Southeast Asia’s “Golden Triangle,”
Southwest Asia’s “Golden Crescent”
and, in recent years, Mexico and
Colombia. The region known as the
Golden Triangle includes the opium

Figure II-2. Coca Plant Growing Areas

-2 Joint Pub 3-07.4



General Threat

Characteristics of Cocaine

STRENGTHS

WEAKNESSES

COCAINE

Coca plants are grown in
remote regions.

Chemicals used for production
are very common and have
other legitimate uses.

Sales generate large quantities
of cash which can be used for
legal investment and/or
establishing front companies or

Large quantities of chemicals
are required for production.
Chemicals are bulky, so labs
are normally near major lines of
communications.

Need to launder large amounts
of money.

bribes.
Distribution and/or

organized.

transportation systems are well

Labs are difficult to locate.

Figure 1I-3. Characteristics of Cocaine

production areas of Burma, Laos, and
Thailand (Sometimes the nearby poppy
growing areas of China are also
included. See Figure Il-4A majority

of the opium fields are in Burma, with
heroin refineries in Thailand and
Laos. Iran, Pakistan, and Afghanistan
comprise the three main heroin
producers in the Golden Crescent of
Southwest Asia (See Figure 1I-5).

Characteristics (See Figure 11-6)
. Marijuana (Cannabis)
General. Marijuana is the common

name for the flowering tops and leaves
of the female plant of cannabis sativa.

grows wild throughout most of the tropic
and temperate regions of the world.
Growing methods vary widely from
backyard plastic buckets to expensive
indoor facilities with elaborate lighting
and irrigation systems. Huge illicit plots
have also been seized on secluded tracts
of Federal land. Mexico and Colombia
produce a large amount of the marijuana
imported into the United States. Other
source countries include Morocco,
Jamaica, Belize, Paraguay, the
Philippines, and Thailand. Smaller
quantities of cannabis also arrive from
the Middle East. The majority of this
Middle Eastern cannabis is converted to
hashish or hashish oil.

The dried resin secreted by the plant ise Characteristics (See Figure 11-7)

known as hashish. The active oil

extracted from the cannabis plant is d. Diverted Drugs or Chemicals

hashish oil. All forms of the cannabis

plants contain a compound known ases General. Legitimate pharmaceutical

tetrahydrocannabinol, which is
considered to be the principal
psychoactive material of the plant.

Sources. Much of the marijuana
consumed in the United States is
domestically grown. Cannabis also

drugs, while not as prevalent as illicit
drugs, still remain a high priority in

the CD effort as both precursor and
essential chemicals. These drugs are
either diverted from legitimate US
producers or smuggled into the country
and sold on the black market, much like
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THE GOLDEN TRIANGLE

THAILAND

Figure II-4. The Golden Triangle

THE GOLDEN CRESCENT

PAKISTAN /

Figure 1I-5. The Golden Crescent
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Characteristics of Heroin

STRENGTHS WEAKNESSES

Abundant supply of opium plants, | Need to handle and transport large
some of which provide drugs for quantities of cash or use the

legitimate medical uses. money.
Can be grown in remote areas. Poppy fields are susceptible to
Uses common, legitimate herbicide spraying and a few
chemicals. natural enemies.
Distribution and/or transportation
system well organized and

HEROIN equipped.

Production is well suited to small
operations by persons with
virtually no formal education.
Sales generate large quantities of
cash that can be used for legal
investment and/or establishing
front companies.

Figure 1I-6. Characteristics of Heroin

Characteristics of Marijuana

STRENGTHS WEAKNESSES
Hardy plant that can grow in a | Bulky cargo for shipment.
number of different areas. Plants have a distinctive odor
Plants can be grown indoors. that is easily recognized.
MARIJUANA Established production and Produces signatures of indoor
distribution networks. growth such as high power and
Does not require the use of water bills.

essential chemicals.

Figure 1I-7. Characteristics of Marijuana

illicit drugs. Generally, these chemicaldrug industries will be briefly addressed later.
are not available in the drug sourcAlthough specific definitions used by CD
regions and must be transported into tbeganizations may vary, the following
production areas. A number of otheepresents a working consensus for the
drugs, such as LSD and crystaurpose of describing the threat.
methamphetamine or “Ice,” also must
have various chemicals for their a. Growers and Producersinclude those
production. Anabolic steroids are alsaho grow their own crops, ranging from very
under law enforcement controbmall patches using simple farming methods
procedures to reduce their illegal use. to highly sophisticated cultivators with tracts
of hundreds of acres spread throughout a
 Characteristics (See Figure II-8) country. Their outputs can range from a few
to hundreds of kilograms or pounds.
4. Drug Traffickers
b. Smugglersrepresent that part of trafficking
This section covers the general characteristizganizations that specialize in shipping drugs.
and methods of drug trafficking for the majofhey transport drugs from one place to another
threat industries of cocaine, heroin, ara a variety of meange.g., aircraft, ships,
marijuana. The diversion and dangerousotor vehicles, and people).
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Characteristics of Diverted Drugs or Chemicals

STRENGTHS WEAKNESSES
Due to other legitimate They are heavy and bulky,
purposes, they are hard to making them hard to ship.

track.
DIVERTED DRUGS There are a number of

OR CHEMICALS worldwide producers.

Numerous substitute chemicals
are readily available.

Figure 1I-8. Characteristics of Diverted Drugs or Chemicals

c. Smuggler Intelligence Systemsdrug trafficking organization, normally
represent that part of trafficking organizatiorwithout direct involvement in trafficking
or independent groups that specialize fperations.
providing traffickers with data base or current
operational intelligence and warning abouth. Kingpins are specific heads of
our capabilities, intentions, and currerinternational cocaine and heroin trafficking
activities to detect, sort, classify, track, arefganizations (or parts of a drug consortium)
intercept smugglers. in source countries who are responsible for

directing all phases of unlawful production,

d. Couriers are individuals or groups whdransportation, and wholesale distribution of
physically carry or transport a quantity ddulk quantities of illegal drugs and/or
drugs. These people are sometimes calfditecting the financial operationgo qualify
“mules.” They use a variety of drug transpo@is a kingpin, the individual’s role in all
methods such as swallowing them, concealiagpects of that organization’s drug
them in various body cavities, taping them teafficking is such that the neutralization
their bodies, or hiding drugs in their luggagef the kingpin and his leadership would
Couriers usually work for the smugglers. result in the collapse and the dismantling

of the organization’s infrastructure,

e. Distributors are the wholesalers oresulting in a significant impact on the drug
middlemen. Distributors can also be retailetsaffic in the United States. Because the
They either have direct contacts with one ingpin is so closely identified with the
more producers or with another distributoprganization, the term “kingpin” is often used
The distributor frequently arranges for thimterchangeably to refer to either the
smugglers to move the drugs. individual or the organization.

f. Dealersare usually individuals on the i. Money Launderers are those
streets commonly selling less than oriedividuals involved in the exchange or
kilogram of drugs. Dealers work for thénvestment of money in such a way as to
distributor and may have other dealegonceal the fact that it comes from an illegal
working for them. source. ¥rious items of value such as precious

metals or gems, bank drafts, cashier checks,

g. Financiersare individuals who providedeposits, and transfers to foreign banks are a
funds or resources to establish or maintairieav things exchanged for illicit cash.
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NARCOTRAFFICKING

Narcotrafficking is a menace that threatens the social, moral, and political
fabrics of the Latin American countries. Though not classically within the
military’s purview, narcotics suborn officials, institutions, and governance.
Narcotrafficking makes a mockery of the principle of sovereignty in
international order. It also distorts economies and generates violence that often
stretches the thin capabilities of inadequately trained and poorly paid police
forces, which are too often vulnerable to the corrosive attraction of easy money.
The military’s role is to support the police forces within constitutional limits.
The police may be ineffective against an enemy that can outgun and
outmaneuver them. Then too, in Peru for example, the traffickers are in a de
facto tactical alliance with the puritanical and barbarous insurgents of the
Upper Huallaga Valley, the principal area of coca cultivation in the world.
Therefore, the counternarcotics effort must be supported by a
counterinsurgency designed to win back people and territory from the
insurgents and blunt the cultivation of coca. How to accomplish both without
fueling the insurgency by driving the peasants into the arms of the insurgents
is a serious strategic dilemma.

SOURCE: Dr. Gabriel Marcella
Forging New Strategic Relationships
Military Review, October 1994

j- Narcoterrorists are those involvedindrug a. Peru. Much of the world’s coca is
trafficking while members of terrorist omgrown in Peru. Peru is also the major refiner
insurgent groups which perform violent actsf coca paste to cocaine base. Most of the
designed to influence national-level CD policgocaine base is then shipped to Colombia.

Although Colombians control a sizable

k. Insurgents are those in revolt againsportion of the cocaine processing in Peru,
civil authority but not recognized undePeruvians are also developing independent
international law as having the legal status operations. Essential chemicals required
belligerents. Insurgents have entered inty clandestine laboratories are diverted
cooperative agreements with drug traffickefsom legitimate chemical shipments entering
for mutual benefit. Peru’s seaports as well as those coming

overland from Brazil, Chile, and Ecuador.

I. Drug Cartels are partnerships orEradication efforts in Peru have been
associations of criminal groups formed toampered by rivalry between Peru’s
undertake an illicit drug enterprise beyondarious governmental organizations, the

the capabilities of any one member. presence of insurgency groups in the
cultivation areas, and the fact that
5. Cocaine Industry cultivation is legal. Both the “Sendero

Luminoso” (Shining Path) and the “Tupac
In the major producing countries of Perddmaru” Revolutionary movement terrorist
Bolivia, and Colombia, coca leaf, past@rganizations are involved in narcotrafficking
cocaine base, and cocaine HCL are vialiteorder to help finance their insurgencies.
cash sources that offer many times the profit
per acre than any legitimate crop. A b. Colombia. Colombia is second in
description of these areas is provided beloworldwide coca cultivation and first in
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cocaine HCL production. There are over purity atthe retail level. Heroin from the Golden
150 groups trafficking in cocaine, with cartel$riangle of Southeast Asia predominates in a
centered in Medellin and Cali. These cartetisimber of major east coast city drug markets.
rely mostly on Bolivian- and PeruvianHeroin from Southwest Asia predominates in
produced cocaine baseCocaine HCL is the Chicago and Detroit markets. Colombian
smuggled out of Colombia utilizing aircraft heroin is destined for the eastern United States
and maritime vessels, botkommercialand and Puerto Rico. Mexican heroin, primarily in
noncommercial. The aircraft either drop theirthe form of high-purity “black tar,” dominates
drugs into the sea to waiting vessels or fly intoipplies on the west coast and the southwest
other countries for unloading and futur&nited States.
transshipment to the United States. Colombian
insurgent groups such as the Revolutionarya. Burma (Myanmar). Most of the
Armed Forces and the Army of Nationalorld’s illicit opium poppy is grown in
Liberation also benefit from the illicit tradeBurma, and most processing of opium and
These groups “tax” drug profits and protect cropigroin also occurs hereln Burma, insurgent
laboratories, and storage facilities; occasionatiyganizations operate large refineries along
they extract payment in weapons. Insurgeghe Thai border and ethnic groups operate
groups have also carried out kidnappings aaaige heroin refineries along the border with
acts of terrorism in support of traffickers’ aimsChina. Although Thailand remains the
Colombiangovernment initiatives to controlprincipal exit to the world market for opium,
the access to supplies of essential chemiaalerphine base, and heroin, increasing
have prompted traffickers tadopt new amounts of opiates leave Burma via China
processing formulas that use alternatiand Indochina to Hong Kong, Malaysia,
chemicals and require production and recycligingapore, India, and Bangladesh. Thai and
at on-site, clandestine laboratories. Sino-Thai financiers and middlemen play a
major role in trafficking. Chinese-Americans
c. Bolivia. Bolivia is the third largest with links to criminal organizations are the
producer of coca. Most Bolivian coca pastelargest US importers of heroin and often use
and cocaine base is shipped to Colombia@hinese or ethnic Thai nationals as couriers
private aircraft operating from unimprovetb move the drugs. In addition, multikilogram
airfields. Most cocaine HCL produced in shipments of drugs are secreted in
Bolivia is smuggled out through Argentina, containerized freight aboard commercial
Brazil, Chile, and Colombia. Essential marine vessels, air freight cargo, international
chemicals required for processing generaltyail parcels, and fishing trawlers.
enter by truck from Chile or by train and
aircraft from Argentina and Brazil. Paraguay b. Laos. Laos also produces opium in
is also a source for required chemicals. Thete Golden Triangle. Thai and Chinese
are some 30 to 35 major organizationigaders purchase opium and convey it to
managing drug activities in Bolivia.traffickers for refining and distribution.
Eradication is also made difficult in Bolivia

because the cultivation of coca is legal. ¢. Thailand. The Thai opium poppy crop
produces an extremely small percentage of
6. Heroin Industry the total Golden Triangle cultivation, but

Thailand’s well-developed transportation
Heroin reaching the United States originategstem facilitates the transfer and export
from three major source areas; Southeastof various opium-based drugs and is
Asia, Southwest Asia, and Colombia and considered to be the principal export point
Mexico. It is characterized by consistently higfrom Southeast Asia to the world.The Thai
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government has enacted several statutes t@f0s. Opium poppy cultivation has
empowered their navy to search carriemsxpanded from the northern Mexico
confiscate them, and detain personnptovinces of Sinaloa, Chihuahua, and
suspected of drug trafficking withinDurango to include most of the entire west
Thailand’s territorial waters. Thailand'soast to the Mexican-Guatemalan border.
efforts to control drug traffic remain hamperedithough both brown and black tar heroin
by a lack of conspiracy statutes that cousdte produced, the latter represents the largest
facilitate prosecution of major violators.  portion of production. The advantages of
producing black tar heroin include easy
d. Afghanistan. Afghanistan is thechemical conversion and ability to use mobile
world’'s second largest producer of illicit laboratories brought to the growing areas.
opium, with the majority grown in theThis reduces time required for making the
Nangahar Province and the Helmand Vallgyoduct ready for transport to the United
Most opium from here is processed iStates to as little as 2 to 3 days after the raw
Pakistan, and most trafficking occurs alor@pium is collected. Another advantage is that
the borders with Iran and Pakistan. Other dragpbile laboratories are harder to detect than
smuggling routes transit through Turkey arftked or stationary onesMexican heroin is
the former Soviet Union. Opium poppy haamuggled into the United States by
been a traditional and reliable cash crop festablished family groups primarily using
generations in Afghanistan, and the Afghaverland routes. Mexican smugglers are
government exerts little control oveerlso involved in cocaine trafficking. The
production or trafficking. Government of Mexico has assisted in
combatting the transport of illegal drugs by
e. Pakistan. Pakistan is both a producer enacting strong measures to reduce or
of and a transit country for opiates The eliminate official corruption and by
major growing areas are in the Northweshplementing vigorous eradication efforts by
Frontier Province near Afghanistan. Althougtme military.
the government maintains a credible poppy
ban in some areas, there have been production. Guatemala. Within the past several
increases in those areas under nominaars, opium poppy production in
government control. Guatemala has increased in the western
provinces of San Marcos and Huehuetenango.
f. Iran. Data on opium poppy cultivationMost of the crop is hidden in steep, narrow,
and heroin traffic in Iran is limited, althougthigh mountain valleys and is grown by
it is known that Iran does have a sizabsibsistence farmers. Mexican traffickers
domestic addict population. Laboratories f@rovide financing, seed, and a market for
producing morphine base and heroin HGrowers, and most processing occurs in
operate in Kurdish areas in the northwest aktéxico. The Guatemalan government has
Baluch areas in the southeast. Heroinhgen conducting both manual and aerial
transshipped from there to Europe and theradication efforts to reduce production.
to the United States. Iranian traffickers have
expanded their operations in the United. Marijuana (Cannabis)
States by exploiting the ethnic Iranian Industry
population in California.
Although there has been some reduction in
g. Mexico. Mexico has produced heroirmarijuana uset remains the most commonly
since the early 1940s, but did not becomeused illicit substance in the United StatesThe
major supplier to the United States until thdecrease is probably attributed to substantially
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increased cost and attitudinal changd$e trafficker profiles and common tactics and
major suppliers are the United States, techniques have been observed. The information
Mexico, and Colombia. in Figures 1I-9, 11-10, and II-11 is a partial listing
of these characteristics.
a. United States. The majority of
marijuana consumed in the United States 9. Summary
is grown domestically. Cultivation trends
include efforts to enhance the potency ofa. The various drugs entering the United States
marijuana through employment of advancegmbse concern because of their societal and
agronomic practices, including hydroponicsecurity threatSThe production process is easy
and cloning as well as indoor production. to understand, but difficult to interdict and
eradicate. The sources of both raw materials
b. Mexico. Mexico continues to béhe and finished products have also shifted,
major foreign source of marijuana presenting new threats and challenges to LEAs
imported to the United States.Cannabis is and foreign governmentsA successful CD
grown throughout Mexico, with the principagffort must include an accurate, updated
growing areas in the western states appraisal of the threat and an effective
Chihuahua, Jalisco, San Luis Potosi, Sinaldargeting of the trafficker's weaknessesn a
and Zacatecas. Veracruz on the east coasiosrdinated effort conducted as close to the
also believed to contain large growing aregsoduction areas as possible.
Mexican-produced marijuana is smuggled
into the United States primarily by vehicles, b. To be effective in CD effortehowledge
with the remainder by private aircraft. Thef the threat is needed. With sufficient
Mexican government is actively involved iintelligence and knowledge, the threats’
marijuana eradication and seizure efforts. strengths and weaknesses can be identified
and confronted. There are clearly identifiable
c. Colombia. Colombia was once thestrategic and operational centers of gravity for
primary source of marijuana available in thike illegal drug industrieéit the strategic level,
United States, but in recent years has oilyo components are key: the demand for
provided a small percentage of the totdlegal drugs and the huge profits that can be

imports. made by drug trafficking. Drug money is the
source of power for the illegal drug industries.
8. Characteristics of Threat It buys crops, chemicals, transportation, popular
Operations support, sanctuary, public officials, and even

governments. At the operational level, the

The production, transportation, andenters of gravity of the illegal drug industries
marketing of illegal substances are supportack their leadership, the organizations
by systems similar in character but oftethemselves, and their transportation and
uniquely different for each type of drugmuggling systems.
because of geographical considerations,
processing requirements, and the weight and
volume of the product itself. A common  c. Intelligence gathering is a key in the
denominator of the major drug industries US CD effort. A modified military approach
is transportation. As previously mentioned,to analyzing and evaluating the threat that has
drug smugglers use many types of aircraft, moklmen described in this chapter is provided in
or sailing vessels, motor vehicles, and courigkppendix K, “Counterdrug Intelligence
to transport drugs into the United States. Cert&8ireparation for Operations.”
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AIR MOVEMENT CHARACTERISTICS

® Aircraft passenger seats removed

e lllegally modified fuel systems to dramatically extend range
® Appearance of incomplete or altered aircraft registration numbers

e Indications of landing on dirt or sand strips (muddy and/or oversized tires, dirty
aircraft, beat-up prop)

e Flying without lights after dark

o Orbiting little-used strips, roads, or coastal waters

e Flight paths avoiding radar coverage (around or under radars)
® Departing from filed flight plans

e Landing for short period of time

® Flying close to commercial aircraft to avoid radar detection

e Flying in bad weather (especially when aerostat radars are not deployed)
@ Possessing and using radar warning devices

e Employing secure communications

® Using decoy aircraft

® Avoiding areas of high law enforcement agency activity

® Using ground spotters

® Using low-level flight navigation techniques

® Flying with side widows taped over

Figure 11-9. Air Movement Characteristics
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MARITIME MOVEMENT CHARACTERISTICS

Larger radar or more radio antennas than appear suitable for the
class of vessel

Vessel's name and/or hailing port missing or temporarily affixed
Absence of fishing gear aboard boats designed for fishing
Traveling outside normal navigational routes

Located near offshore islands for no apparent reason

Under way at night without running lights

Sailing vessel under way during adverse weather conditions

Conducting at-sea transfers of cargo as indicated by damaged hull
and deck fittings or rubber tires rigged over the sides at sea

Fishing vessel not located near the bulk of other fishing boats, or
outside traditional fishing areas

Using low-signature vessels ("stealth boats")
Weapons sighted on the vessel

Bales wrapped in burlap and/or plastic on deck
Extra fuel and/or lube oil drums

Vessel operating at unusual hours

Vessel modified to increase storage capacity

Boat riding excessively low in the water and/or having its waterline
repainted higher on the hull

Number, appearance, and demeanor of persons aboard a boat not
compatible with the type of vessel

Vessels which conduct immediate or erratic course changes when
sighted

Figure 11-10. Maritime Movement Characteristics
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TECHNIQUES TO DISGUISE
DRUG SHIPMENTS

Drugs concealed in passenger luggage
Forged US customs seals attached to luggage
Filing legitimate flight plans

Using identification friend or foe transponders
Flying in approved air space corridors

Using US-registered aircraft

Fishing vessels blending in with a fishing fleet
Using commercial shipping routes

Using pleasure craft

Visiting ports-of-call consistent with the vessel type or normal
use

Storing drugs in floors, walls, structurally modified
compartments, false decks, pipes, cavities within or outside the
keel, fuel or water tanks, fire extinguisher, with legitimate cargo

Using US mails

Figure II-11. Techniques to Disguise Drug Shipments
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CHAPTER IlI
COUNTERDRUG ORGANIZATIONS

“An optimum system is one where all of the parts work better because of the
other parts.”

Unknown

1. General SECTION A. FEDERAL CD

) ) ORGANIZATIONS
a. This chapter details the scope and
complexity of US Federal, state, and loc&. EXECUTIVE OFFICE OF
organizations and selected international THE PRESIDENT —
organizations involved in the CD effort. National Security Council

b. For CD operations to be successful anda. The National Security Council (NSC)
available resources to be used in the mésthe principal forum for national security
effective and efficient manneall agencies issues that require Presidential decisiorits
must coordinate and integrate their efforts. function is to advise the President on the
CD initiatives associated with this goal ariategration of domestic, foreign, and military
complicated by such factors as large ampalicies relating to national security.
diverse organizational missions and structures,
differing regional boundaries for subordinate b. Figure IlI-1 illustrates the various levels
organizations, language differences (botf NSC-sponsored interagency committees
national languages and use of acronyrigt formulate, recommend, coordinate, and
between US agencies), and even interagemegnitor the implementation of national
mistrust. There are also structural arsgcurity policy and strategy.
philosophical differences between the military
and civilian law enforcement organizations. c. The Deputies Committee is a forum

subordinate to the Principals Committee

¢. Anunderstanding of each organization’s (the NSC without the President and Vice
roles, missions, and structure will help President), and it in turn has two tiers of
those involved in CD operations to better supporting Interagency committees. First,
communicate and cooperatén the effort to a number of Interagency Working Groups
reduce illegal drug supply and demand. (IWGs) are formed at the Assistant
Secretary level. The NSC has established

2. Organization regional policy coordinating committee(s)
(PCCs) chaired by the Assistant Secretary

This chapter will review basic descriptionsf State of the appropriate DOS regional
of CD organizations, then present an overbhlireau. The NSC has also established two
view of the structural interrelationships withifiunctional PCCs, one to deal with
the framework of the levels in which thegombatting terrorism and another to deal
function — strategic, operational, or tacticalith counterdrugs.
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NATIONAL SECURITY COUNCIL
INTERAGENCY FORUMS

President

National
Security
Advisor

Deputy
National
Security
Advisor

Department/
Agency
Assistant
Secretary

Director Level

National
Security
Council

Principals
Committee
(Cabinet Level)

Deputies
Committee
(Sub-Cabinet
Level)

Interagency
Working Group

(Assistant Secretary
Level)

Coordinating
Sub-Group

Narcotics
(Working Groups)

PARTICIPANTS

Vice President
Secretary of State
Secretary of Defense
Statutory Advisors:
Director of Central
Intelligence

Chairman of the Joint
Chiefs of Staff
Other Attendees

Secretary of State White House Chief
Secretary of Defense of Staff
Director of Central Others
Intelligence
Chairman of the Joint
Chiefs of Staff

Under Secretary of State, Political Affairs
Under Secretray of Defense, Policy
Deputy Director of Central Intelligence
Vice Chairman, Joint Chiefs of Staff
Others from Departments and/or Agencies

Membership at assistant secretary level of
departments and/or agencies

Regional and functional committees:

Europe, Commonwealth of Independent
States, Latin America, East Asia, Africa, Near
East / South Asia; Defense, international
economics, intelligence, arms control

National Security Council staff and
department /

agency action officers
Interagency Working Groups

Figure IlI-1. National Security Council Interagency Forums

d. Coordinating Sub-groups are IWGst. EXECUTIVE OFFICE OF
These groups work at the deputy assistant THE PRESIDENT — Office
secretary, office director, and action officer of National Drug Control
level. The Coordinating Sub-group for Policy
Narcotics works on broad CD policy
development. To facilitate this policy a. ONDCP is therimary agency within
development, major issues are assignedtite Executive Branch responsible for
separate IWGs for more detailed study anéveloping, coordinating, and overseeing
action. the implementation of the NDCS. The
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ONDCP oversees and coordinates both the Coordination of international
international and domestic CD functions of
all Executive agencies and ensures that those and agencies with overseas interdiction
functions sustain and complement the
government's overall CD effortActivities

of the ONDCP include the following: .

Developing the NDCS.

Developing a consolidated National
Drug Control Budget for presentation to
the President and Congress. .

Coordinating and overseeing narcotics-
related programs and policies of the
Federal departments, agencies, and
bureaus. .

Recommending changes to the President
in the organization, management, and
budgets of Federal agencies involved in

counternarcotics efforts with departments
responsibilities.

Coordination with senior military
commanders and civilian supervisors in
the field to ensure that assets committed
are adequate, integrated, and location and
scheduling are optimized.

Coordination with the Counternarcotics
IWG of programs to support the
enhancement of US interdiction efforts
overseas.

The Interdiction Committee (TIC)
advises and supports the USIC in
ensuring the adequacy and optimum use
of Federal Interdiction Assets. The
Director of ONDCP appoints a principal

the CD effort. from an LEA to serve as chairperson of
the TIC.
* Representing the Administration’s drug

policies before the Congress. US DEPARTMENT OF

DEFENSE
* Producing legislatively-mandated studies
and reports for submission to thg, Department of Defense
President and Congress.
Within the Department of Defense, the

b. The USIC is designated by the Direct@ecretary of Defense, the Chairman of the
of the ONDCP, under authority vested by thiimint Chiefs of Staff, Defense Agencies,
President. The USIC is responsible for combatant commands, NORAD, the Military
ensuring that assets for interdiction are Departments (Services), and the National
adequate, that their use is properly Guard Bureau (NGB) have been assigned CD
integrated and optimized, and that responsibilities.
interdiction efforts and priorities are
consistent with overall US international
counternarcotics policy. The USIC will
focus oversight coordination on all potential ¢
lines of approach for the transportation of
illicit drugs, up to but not including the
borders of the United States. This tasking
includes nonoperational and nontactical
oversight coordination of all aspects of D&M,
sorting, and apprehension supported by US
resources.Activities of the USIC include
the following:

a. Secretary of Defense

The Assistant Secretary of Defense for
Special Operations and Low Intensity
Conflict (ASD[SO/LIC]) has been
designated as the DOD OCDEP&S.
The Drug Coordinator is the principal
staff assistant andadviser to the
Secretary of Defense fordrug
enforcement policy, requirements,
priorities, systems, resources, and
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programsand serves as the Department
of Defense’s liaison to ONDCP. The
Drug Coordinator also works closely
with other Office of the Secretary of
Defense (OSD) principals, the Joint Staff,
and Defense agencies. .

The ASD(SO/LIC), in conjunction with
the Assistant Secretary of Defense
(Command, Control, Communications,
and Intelligence), coordinates and
monitors provision of intelligence and
communication support to drug law
enforcement agencies (DLEAS).

The ASD(SO/LIC), in conjunction with
the Assistant Secretary of Defensee«
(Reserve Affairs), coordinates and
monitors National Guard (NG) support
to state drug enforcement operations.

b. Chairman of the Joint Chiefs of Staff.
The Chairmarprovides strategic guidance
to the CINCs for the conduct of CD

operations. This guidance is based primarily

on the National Military Strategy and the Joint »
Strategic Capabilities Plan (JSCP), both key

components of the Joint Strategic Planning

System (JSPS).

« Joint Staff Operations Directorate (J-3),

Counternarcotics Division (CND).
CND operates as the central
coordinating element in the Joint Staff
for employment of DOD CD forces. It
has three branches.

e« Management andBudget. Reviews
Service and Defense Agency CD
Program Objective Memorandum
(POM) submissions to ensure that CINC
CD requirements and priorities are °
identified, accepted, and support CJCS
priorities; validates and prioritizes
CINC, Service, and Defense Agency CD
projects; and reviews current program
and budget to ensure that they resource
military support to CD missions.

s \Western Hemisphere and Eurasian.
Provide for the review and coordination of
national and international CD strategy and
policy development.

Joint Staff J-3, Geographic Divisions.
Responsible for worldwide monitoring
of current drug interdiction D&M
operations; coordinates alperational
aspects of CJCg&sponsibilities for
implementing the Department of Defense’s
mission as the lead agency for D&M
operations; and serves as the coordinator for
CD operational matters on all LEA requests
for military support.

Joint Staff J-3, Special Operations
Division. Provides for the support of
DOD activities by special operations
forces (SOF).

Joint Staff Strategic Plans and Policy
Directorate (J-5). Monitors the SA
program.

Joint Staff C4 Systems Directorate
(J-6). Provides support to CINCs for all
C4 activities.

. Defense Agencies

Defense Intelligence Agency (DIADIA

is responsible for producing and
disseminating intelligence for the Secretary
of Defense, Chairman of the Joint Chiefs
of Staff, and other major elements of the
Department of Defense. DIA produces
strategic intelligence based on all-source
collection assets. (See Section E, this
chapter, for more details on DIA.)

Defense Information Systems Agency
(DISA). DISA oversees the operation and
modernization of the Defense
Communications System (DCS), libieg-
haul voice, data, and record traffic
system that supports the Department of
Defense and selected LEAs. The Joint

-4
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Combat assault transport helicopters are useful in CD operations and provide
surface search, airborne tracking, and LEA apprehension.

Interoperability and Engineering -
Organization, a DISA organization,
provides communicationand data
systems engineering to LEAlsrough

the CD Technology Center of ONDCP.

National Imaging and Mapping Agency
(NIMA). NIMA supports CD operations
by providing traditional and nontraditional
mapping products and several digital
mapping data bases for geological
information and intelligence systems.

Defense Security Assistance Agency
(DSAA). DSAA administers and
supervises  SA planning and
formulates and executes SA efforts in
coordination with other government -
programs. The DSAA conducts
international logistic and sales
negotiations with representatives of
foreign nations angerves as the DOD
focal point for liaisonwith US
industry regardingSA. DSAA also
develops and promulgates SA
proceduresmaintains the dataase for
programs,and make gleterminations
with respect to the allocation of foreign
military sales administrative funds.

National Security Agency (NSA).
NSA is responsible for providing
intelligence, secure communications,
and computer security. (See Section E,
this chapter, for more details on NSA.)

d. CD Commanders

As discussed in Chapter |, “Introduction
and Overview,the NCA has assigned
four CD commanders specific
CD missions. These primary CD
commanders have each organized their
CD efforts in different ways. A basic
depiction of these organizations is
represented in Figure 11I-2.

Presidential Decision Directive 14
instructed the Director, ONDCP, to
complete a review of the multiplicity of
command and control (C2) centers
involved in international
counternarcotics and recommend steps to
streamline thetructure. As a result of
this review,the National Interdiction
Command andControl Plan provides
for threegeographicallyoriented CD
Joint Interagency Task Forces (JIATF -
East [-E], -South [-S], and -West [-W]),

-5
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PRIMARY COUNTERDRUG COMMANDS

Secretary of
Defense
) ) Assistant Secretary of
Chairman of the Joint Defense (Special
Chiefs of Staff Operations/Low Intensity

Conflict)

COMMANDER IN COMMANDER IN COMMANDER IN COMMANDER IN
CHIEF, CHIEF, CHIER, CHIEF,
US PACIFIC US ATLANTIC NORTH AMERICAN US SOUTHERN

COMMAND COMMAND AIR DEFENSE COMMAND
COMMAND

FORCES
COMMAND

Figure IlI-2. Primary Counterdrug Commands

and one Domestic Air InterdictionCommand, Air Force Office of Special
Coordinator Center (DAICC). The USIGnvestigations, and the Naval Criminal
coordinates the plan’s implementation. Investigation Service.MCIOs conduct CD
operations to detect, interdict, suppress, and
e. Military Departments (or Services). The monitor drug trafficking and user demand
Services contribute to the CD effort byhat directly or indirectly affects their
providing personnel and equipment support respective Services.
to the CINCs for the entire range of DOD
mission categories. g. National Guard Bureau. The NG has
a dual capacity to serve. Generally, the NG
f. Military Criminal Investigation operates under title 32 or state status. When
Organizations (MCIOs). MCIOs consist of Federalized under title 10 status, the NG
the US Army Criminal Investigationperforms active duty missionghe NGB is

-6 Joint Pub 3-07.4
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the national-level agency of the NG that < Enforcement of the prohibition on illegal
coordinates state or territory plans. In the uses of controlled substances; and
CD role, the Director, Counterdrug
Directorate is the CD support manager. Thes Application of the internal revenue laws
CD division in this directorate reviews state to ensure the payment of taxes.
or territory plans upon their submission and
recommends mission and funding levels tob. Under the direction of the Attorney
the Secretary of Defense through th@eneral,the DOJ is the Federal agency
OCDEP&S. (See Section C, this chapter, foesponsible for supervision of seven
more details on the NGB-NG relationship.Jagencies or bureaus with significant CD
missions(See Figure [lI-3).
US DEPARTMENT OF
JUSTICE 7. Federal Bureau of
Investigation

6. Department of Justice
The Federal Bureau of Investigation (FBI)

a. The Department of Justice (DOJ} the principal investigative arm of the

supports the national CD effort through: Justice Department. It is charged with

gathering and reporting facts, locating

» Prevention and detection of drug-relatesiitnesses, and compiling evidence in cases

crime; involving Federal jurisdiction. The FBI's
drug program targets major drug
» Enforcement of drug-related civil andrafficking organizations through long-
criminal laws enacted by Congress; term investigations aimed at dismantling

US DEPARTMENT OF JUSTICE

=

FEDERAL DRUG IMMIGRATION US
BUREAU OF ENFORCEMENT AND ATTORNEY

INVESTIGATION ADMINISTRATION NATURALIZATION
SERVICE

US MARSHAL BUREAU OF INTERPOL - US
SERVICE PRISONS NATIONAL
CENTRAL BUREAU

Figure IlI-3. US Department of Justice
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trafficking networks, arresting core FBI in a unified manner with the drug law
leadership, and seizing illegally obtained enforcement community.

assets. In addition to the above, the drug

program enhances the FBI's drug intelligen& Drug Enforcement

base, works with the DEA to identify  Administration

organizational trafficking trends, makes

projections for the FBI's Drug Investigative a. The DEA was created in 1973 by
Activity, and provides assistance to othenerging the Bureau of Narcotics and
LEAs. The Organized Crime and Dru@angerous Drugs, the Office for Drug Abuse
Branch (Figure l1l1-4) was created tdaw Enforcement, the Office of National
implement the NDCS by increasing its abilitilarcotics Intelligence, US Customs Service
to coordinate with other agencies; authorizelements, and the Narcotics Advance
direct, and review its own sensitive multiResearch Management Team. It has 20
stage drug investigations; and represent th@mestic Field Divisions with subordinate

FBI Organized Crime
and Drug Branch

Organized Crime and Intelligence Section Organized Crime and

Drug Operations
Section 1

Central and
South
America,
Caribbean

Gangs and|| Mexican Civil
Racketeer
Influenced
Corrupt
Organizations

Automated
Information

Criminal Intelligence

Informant

Liaison
Training

Drug Operations
Section 2

LCN,
Intelligence
Operations

Center,

Labor

European
and Asian
Money
Laundering

Policy,
Planning &
Analysis

Figure 1ll-4. FBI's Organized Crime and Drug Branch
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Resident Offices, with at least one officeecommends and supports nonenforcement
located in each state (See Figure llI-5). DEgrograms aimed at reducing the
operates seven regional Forensavailability of illicit controlled substances
Laboratories, a Special Testing and Reseamhthe domestic and international markets.
Laboratory, and an Air Wing. Overseas,
DEA maintains 71 offices staffed by special c. The major functions of DEA are to act
agents and support personnel in 44 foreiga lead agency for developing the overall
countries. Federal drug enforcement strategy,
programs, planning, and evaluation; to
b. DEA’'s mission is to enforce the investigate and prepare for prosecution of
controlled substances laws and regulationsmajor violators; to manage a national
of the United Statesand to bring to the narcotics intelligence system; to seize and
criminal and civil justice systems thoséorfeit assets from illicit drug trafficking;
organizations (and principal members &b enforce manufacture, distribution, and
organizations) involved in the growinggdispensing of legally produced controlled
manufacturing, or distribution of controlledubstances; to maintain liaison with the
substances appearing in or destined for illitinited Nations, International Criminal
traffic in the United States.DEA also Police Organization (INTERPOL), and

DRUG ENFORCEMENT ADMINISTRATION
FIELD DIVISIONS

% Seattle

Boston e
X Siew York
sah Chicago % " petroit - * Newark
* Francisco Phiadelphia

% Denver
, Washington, DC
Y St. Louis

* Los Angeles
% San Diego
Y Phoenix
*
Dallas ¢ Atlanta

*
* New Orleans

Houston

Y Miami

*

Caribbean

Figure 111-5. Drug Enforcement Administration Field Divisions
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other organizations; and to act as lead US International Operations, Diversion
LEA in foreign countries. Control, Aviation Operations, and
Special Operations.

d. In addition to DEA's top priority of
investigating major drug traffickers and their
organizationsit also plays a major role in
state and local task forces, Organized
Crime Drug Enforcement Task Forces
(OCDETFs), and HIDTAs.

s International Operations. Assists
foreign DLEAs in establishing
traditional enforcement activities,
developingdrug law enforcement
programs, andmplementing other
programs aimed at reducing the supply
of illicit drugs destined for the United
States.

e. DEA headquarters is organized into six
divisions: Inspections, Operations, Human
Resources, Intelligence, Operational Support,
and Financial Management (See Figure
[11-6). DOD agencies interact most often with
the Operations and Intelligence Divisions,
which are discussed below:

ee Diversion Control. Monitors the
diversion of controlled pharmaceuticals
and the diversion of controlled
chemicals.

« Operations Divisionis responsible for

the DEASs investigative activities and is
organized into six offices: Management
Support, Domestic Operations,

Intelligence Division provides tactical,

operational, and strategic intelligence
products and services that identify the
structure and members of international

DRUG ENFORCEMENT ADMINISTRATION

DRUG
ENFORCEMENT
ADMINISTRATION

Financial
Management
Division

Human
Resources
Division

Operational
Support
Division

Intelligence
Division

Inspection
Division

Operations
Division

Office of
Diversion
Control

Office of Special
Aviation Operations
Operations Division

Office of
International
Operations

Office of Office of
Management Domestic
Support Operations

Figure IlI-6. Drug Enforcement Administration

[11-10 Joint Pub 3-07.4



Counterdrug Organizations

and domestic drug traffickingl0. US Border Patrol
organizations. It also develops
intelligence that focuses on the financial a. The USBP is the law enforcement
aspects of drug investigations and providesmponent of the INSts principal mission
interagency intelligence support to othés the detection and prevention of
Federal, state, and local law enforcemesihuggling and illegal entry of aliens into
organizations. The El Paso Intelligendde United States. It has also been
Center (EPIC) is a subordinate unit of trdesignated as primary agency for drug
Intelligence Division. interdiction in the land areas between US
POEs.
9. Immigration and
Naturalization Service b. The USBP has approximately 5,000
agents and support personnel, primarily
a. The Immigration and Naturalization positioned along the US borders with Canada
Service (INS) is responsible for the and Mexico — most of these on the US
admission, status administration, and Southern border. Its headquarters is located
removal of aliens within the United States. in Washington, DC, with Sector and Remote
Missions include antismuggling, patrollinfHeadquarters throughout the United
of US borders, detention and deportatioBtates SeeFigure 111-8).
employer-labor relations, examinations,
intelligence, and investigations. Aimostonél. US Attorney
third of the INS budget is used for the US
Border Patrol (USBP). The next largest a. The US Attorney is, infefctthe senior
component of the INS’s program is thEBederal law enforcement official in each
detention and deportation of aliens caugtS Judicial District. The responsibility
smuggling drugs into the United States of the US Attorney is to prosecute violations
convicted of drug-related criminal activityof Federal law, regardless of which agency
Each of the INS’s ports of entry (POESs) arttiscovered the infraction. The full range
USBP sectors have intelligence collectianf options available to the US Attorney in
responsibilities, such as gatheringriminal law includes the use of
information on drug interdiction, druginvestigative grand juries, electronic
smugglers, alien smugglers, and bogssrveillance, grants of immunity, and
documents used for illegal entry. search warrants. To prosecute violators US
Attorneys employ many elements of the
b. The INS Commissioner heads thiaw, ranging from simple possession of
organization, which has its headquarteil$egal substances to drug trafficking
located in Washington, DC. The two majatatutes. They also use the Racketeer-
sections of the INS are Management amhafluenced Corrupt Organizations statute,
Operations (See Figure 111-7). The fielthe drug “kingpin” Continuing Criminal
offices of the Management Section are locatBaterprise statute, and the laws governing
in regional geographic divisions. Within thenoney laundering, firearms, and public
Operations Section, the major CD operatior@brruption. Both criminal and civil
elements are the Detention and Deportatiforfeiture statutes are used to remove all
Office, Investigations, and the Border Patrdlegal drug-related gains. Tax charges
headquarters, sectors, and stations. are also used to prosecute drug traffickers.

M-11



Chapter 1l

IMMIGRATION AND NATURALIZATION SERVICE

IMMIGRATION AND
NATURALIZATION
SERVICE

Enforcement Examinations

Detention & -
Deportation Investigations

Intelligence Chief
US Border Patrol

Regional Natoralzation”
Office i
Service

US Border
Patrol Sectors

US Border
Patrol Stations

Figure IlI-7. Immigration and Naturalization Service

b. Thereis a US Attorney’s Office ineaci2. International Criminal
of the 94 US Judicial Districts, with each state Police Organization — US
having at least one district. The US Attorneys National Central Bureau
are appointed by the President and preside
over criminal and civil divisions. A separate ; |NTERPOL-US National Central
CD unit often exists within the criminalgreqy USNCB) provides Federalstate, and
division, and an Assistant US Attorney,.,| | Eas with information on seizures of

usually serves as the area coordinator {@,qs that are destined for the United States,
the various OCDETFs (See Section B, th§rign drugs and contraband trends, and US

chapter). citizens who have been arrested abroadhe
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US BORDER PATROL REGIONAL
ORGANIZATION

Blaine

4 Houlton

Border Patrol

Headquarters
Laguna
Niguel

HEADQUARTERS

Figure 11I-8. US Border Patrol Regional Organization

INTERPOL-USNCB also provides a&Program; maintaining custody of and
communications channel for agencies seekimgnsporting Federal prisoners; executing
investigative assistance in one of the otheourt orders and arrest warrants; seiding,
INTERPOL member countries. managing, and selling property
forfeited to the USG by drugtraffickers
b. On behalf of the US Attorney Generagnd other criminals. The USMSalso
the USNCB ofINTERPOL acts as the USpatrticipates in international investigations
representative to that organization, which haed conducts local law enforcement.
147 member countries.
b. Presidentially-appointed marshals and their
13. US Marshals Service support staff of over 2,900 deputy marshals and
administrative personnel operate from 427 office
a. The US Marshals Service (USMS) islocations in all 94 US Judicial Districts
responsible for: providing support andnationwide. The USMS includes the following
protection of the Federal courtsprimary units:Protection ofthe Judicial Process;
apprehending most Federal fugitive$risoner Transportation and Detention; Fugitive
operating the Federal Witnessecurity Apprehension;and Seized Assets Management.
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US DEPARTMENT OF STATE 15. Bureau for International
Narcotics and Law
14. Department of State Enforcement Affairs

a. The DOS has primargsponsibility ~a. The INL hasprimary responsibility
for planning and implementing thdor coordinating the USG’s international
foreign policy of theUnited States. Thesupply reduction and denand reduction
DOS is the most importargource of Strategies and pograms. Through the
foreign affairs information for the Unitedroreign Assistance Act as well as INL
States, providing much of the nationdgunding a broad range of drug control
security and economic informatiomrograms are supported in key countries.
available to the government and most dhese efforts include but are not limited to

the data on internal policies of foreiggrop eradication, income replacement,
countries. investigations, support for interdiction

operations, and intelligence gathering.
b. Under the direction of the
Secretary of Stat¢SECSTATE),the b. Major INL programs are primarily
DOS has three units thatcontribute concerned with four areas.

significantly to CD operations: Bureau
for International Narcotics and Law « Bilateral and multilateral assistance in

Enforcement Affairs (INL); Agency for Latin America, Southeast Asia, and
International Development (AID); and Southwest Asiafor crop control, drug
US Embassy Country TeamgSee interdiction, and related enforcement
Figure 111-9). activities in producer and transit countries.

DEPARTMENT OF STATE

DEPARTMENT OF
STATE

International Agency for
Narcotics and International

Law
Enforcement Development

Affairs

Figure 111-9. Department of State
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ROLE OF THE DEPARTMENT OF STATE

The Department of State, through US ambassadors and country teams, is the
lead agency for executing the [national drug control strategy] in foreign
nations. Military commands are just some of many US agencies supporting
host nations by coordinating support for their counterdrug efforts.
Operationalization serves a critical function in that it is the vehicle to achieve
consensus building on where, what, when, why, and how all agencies will
work together to defeat narcotrafficking. The operational process provides a
framework, and specific coordination mandates that all involved become one
team. There are not enough resources to support independent operations
because the narcotics trafficking network is too complex. The operational
process synchronizes the interagency resources that can accomplish the end
state.

SOURCE: LTC David G. Bradford
Planning for Victory in the Drug War
Military Review, October 1994

 Interregional aviation support administered programs include agricultural
program (The Air Wing), funding improvements, disease eradication, literacy
overall maintenance and operationahd education reforms, and environmental
costs in support of Department-owneglanning. AID is an ancillary participant
aircraft engaged in support of drug lawn international CD efforts through its
enforcement, and aerial eradicatiodesign and implementation of foreign
activities. assistance programs in traditional drug-

producing regions.

 Drug-related development assistance
technical assistance for demandb. AID manages assistance programs in
reduction programs, and trainingver 40 countries in Africa, Asia, the Near
through US LEAs for foreign personneEast, Latin America, and the Caribbean.
in illegal drug enforcement and related
procedures. 17. US Embassy — Country

Teams

 Funding for regional and international
drug control through various a. The US diplomatic mission to an HN
international organizations, including includes representatives of all US
the US Fund for Drug Abuse Controldepartments and agencies physically present
the Organization of American Statesn the country. The Chief of Mission (the
and the Pan American HealtiAmbassador) represents the President, but

Organization. takes policy guidance from the SECSTATE
through regional bureauskesponsible for
16. Agency for International US CD activities within the HN, but not
Development personnel or facilities under the command

of a US area commander, the Ambassador
a. Created by the Foreign Assistance Aictterprets US national drug policy and
of 1961, AID administers the US strategy and oversees its applicationThe
nonmilitary assistance programs. AID- “Country Team Concept” denotes the process

[1-15
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of in-country, interdepartmental coordinatio
among key members of the diplomati
mission. The Ambassador uses the Coun
Team to assist in translating strategy or poli
into operational direction for the HN. Thg
Deputy Chief of Mission is often tasked a
the Narcotics Control Coordinator to cha
the Country Team meetings that concern C
matters.

b. The composition of a Country Tean
varies widely, depending on the desires of t
Chief of Mission, the in-country situation, an
the number and levels of the US departme
and agencies present. Principal players of
Country Team with CD interests are show
in Figure 111-10.

c. Although US military commanders
(CINCs or subordinates) are not members
diplomatic missions, they often participate i
meetings and coordination sessior
concerning CD and SA matters that are
support of the HN.

US INFORMATION AGENCY
18. US Information Agency

a. The US Information Agency (USIA)
is an independent ganization within the
Executive Branch andissponsible for the
USG's overseas information, educational
exchange,and cultural programs. USIA
provides some support in internationa
operations by conducting informatiof
programs on drug-related issues for audieng

PRINCIPAL PLAYERS OF
THE COUNTRY TEAM

WITH COUNTERDRUG
INTERESTS

Drug Enforcement
Administration Attaché

Immigration and
Naturalization Service
Attaché

US Customs Attaché

Narcotics Assistance Unit

Federal Bureau of
Investigation Legal Attaché

US Agency for
International Development

US Information Service
(US Information Agency)

Defense Attaché

Security Assistance
Organization

US Coast Guard Attaché

Tactical Analysis Team

Narcotics Affairs Section

in drug source and transshipment countries.

Overseas, USIA is known as the US
Information Service.

Figure I11-10. Principal Players of the

b. USIAs Director reports to the PreS|dentCountry Team With Counterdrug Interests

and receives policy guidance from the

SECSTATE. Major divisions of the USIAand the Television & Film Service. USIA
include the Voice of America, Bureau ofias over 200 posts in over 125 countries,
Educational & Cultural Affairs, Bureau ofgrouped in five geographical areas: Africa;
Programs (press and publications serviceBjyrope; East Asia and the Pacific;
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American republics; and North AfricaEnforcement chairs the Southwest Border
Near East, and South Asia. Committee and appoints the Director for
Operation Alliance, the multiagency drug law
US DEPARTMENT OF THE  enforcement coordinating center for the
TREASURY Southwest United States. (See Section B of
this chapter for further explanation of
19. Department of the Treasury Operation Alliance and Section F of same

for interagency relationships.)
a. The Department of the Treasury

(TREAS) (Figure 11I-11) primarily manages). S Customs Service
the Nation’s finances, although many
amendments to the act that created thgy The US Customs Service (USCS) is
Department have greatly broadened the scoegponsible for controlling, regulating, and
of its activities. Most of its CD roles andagijitating the movement of carriers, persons,
missions are encompassed within the figg,q commodities between the United States
subordinate organizations described in taq other nations.It is the Federal lead
following pages. agency for land interdiction and is the co-
o lead agency with the USCG for air

b. The division of the TREAS underthe jnterdiction. Customs’ border strategies are
Under Secretary for Enforcement is the gesigned to interdict the illegal flow of drugs
focus of Treasury’s CD activities,although by air, land, and sea. The USCS has
the Commissioner for the Internal Revenygaritime interdiction authority within
Service (IRS) also has an importantrole. TREs territorial waters (within 12 miles of the
Under Secretary of the Treasury fays shore line). It also has an extensive

DEPARTMENT OF THE TREASURY

Secretary

Deputy Secretary \.

Under Secretary for N5, Under Secretary for | Under Secretary for
International Affairs |, Domestic Finance ( Enforcement

Bureau of Alcohol, us US Secret Federal Law Internal
Tob_acco and Customs Samiee Enforcement Revenue
Firearms Service Training Center Service

Figure IlI-11. Department of the Treasury
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money laundering control program.
Customs isresponsible for coordinating
with the USCG, the INS (including the
USBP), and other Federal agencies involved
in the effort to stop drugs from crossing the
US borders.

b. The USCS, with headquarters in
Washington DC, is headed by the
Commissioner of Customs (See Figure
111-12).

« Responsibility for cargo and passenger
processing is distributed between
20 Customs Management Centers
throughout the United States (See
Figurelll-13).

 The portion of the USCS with the greatest
involvement in CD operations is the
Office of Investigations, headed by an
Assistant Commissioner (See Figure
111- 14).

e Special Agent in Charge (SAC).
SACs are in charge of criminal
investigations. They also have
supervisory responsibility for the various
CD boats operating for the USCS.

e Intelligence Office. Responsible for 21.

the management of intelligence
information and data.

Branches. In addition, there are
seven Aiation Units, each of which
falls under the comand of an Aviation
Branch. (2) Command, Control,
Communications and Intelligence (C3l)
System. The C3l function is performed at
DAICC, located at Rerside, California
(See Figurdl-15). The DAICC performs
the C3I function for the entire land mass
of the United States aldtends seaward
100 nautical milegNMs). It receives
handoffs to the endgaméthin its AOR
and theRepublic of Mexico. It coordinates
with the Information Analysis Center,
the Center for the Planning and Control of
Drugs in Mexico, and the JIATFs émisure
safeand effective enforcement actions. It
is also responsible for the Puerto Rico
Law Enforcement Coordination Center and
the area within 150 NMs from Puerto Rico.
(3) Surveillance Support Branch (SSB).
The SSB isdcated in Corpus Christi,
Texas. Itprovides acentrally located
operationsand maintenance center for
P-3 AEWradarsurveillance aircraft and
P-3A (Slick) long-range interceptors. (See
Appendix F, “Major Equipment
Descriptions,” fofurther information on
USCS aircraft.)

Bureau of Alcohol, Tobacco,
and Firearms

a. The law enforcement objectives of the
s Air Interdiction Division. This Bureau of Alcohol, Tobacco, and Firearms
division has program managemenBATF) are to investigate arson, suppress
responsibilities, but no command antafficking in illicit distilled spirits, suppress
control of assets. The Air Interdictiorninterstate trafficking in contraband cigarettes,
Division is organized as follows: (1) Alland eliminate illegal trafficking, possession, and
aviation assets amonsolidated underuse of firearms, destructive devices, and
the Customs National Aviation explosivesBecause many crimes of violence
Center (CNAC) located in Oklahomainvolving firearms are drug-related, BATF
City, Oklahoma. CNAC providesdirects a significant portion of its resources
operational, administrative, and logistito fighting illegal drug trafficking.
control and accountability over all
nationally deployed Customs aviation b. The 1972 order establishing BATF
resources. Customs airborne assets ansferred the functions, powers, and duties
deployed nationally at ninevhation under laws relating to alcohol, tobacco,
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US CUSTOMS SERVICE ORGANIZATION

EEO Office Chief Counsel

Trade Planning &
Ombudsman Evaluation

Aviation
Operations

I

Foreign Customs Domestic Customs q Regulatory Audit q
Offices Investigations Management Il Field Offices Stra(t:ignl;:e'rl';ade

Field Offices G Laboratories

Ports of Entry

Figure IlI-12. US Customs Service Organization
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US CUSTOMS SERVICE OFFICE OF INVESTIGATIONS

Office of
Investigations

Investigative Intelligence and Administration Foreign Air
Operations Communications Division Operations Interdiction
Division Division Division Division

Performance
Smugglin Intelligence Foreign Field Aviation
Management

Investigations Analysis Planning Branch Offices Operations
Branch Branch Branch

. . Investigations
Strategic Intelligence Training and

Investigations Operations Firearms
Branch Branch Branch

Customs
National
Aviation Center

Investigative Customs
Services Communications
Branch Center Aviation
Branches

Financial
Investigations
Branch

Fraud Domestic

Investigations Investigations
Branch Field Offices

Figure llI-14. US Customs Service Office of Investigations

firearms, and explosives from the IRS taearcotics-related activities. The attempt to

BATF. BATF operates nationally, with 2Zlaunder” illegal revenues through legitimate

District Law Enforcement offices in principabusinesses (without reporting the income),

cities and five Compliance Operationwillfully attempting to conceal income, or

Regional offices. simply failing to pay taxes on reported income
are all violations of the Internal Revenue

22. Internal Revenue Service Code. This often gives the IRS jurisdiction
in drug-related cases.

The IRS is responsible for the

administration and enforcement of the internaB. US Secret Service

revenue laws and related statutes, except for

those covered by the BATHdividualsowe  The Secret Service, best known for

taxes on all income, including income from protecting the President, Vice President, and
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US CUSTOMS SERVICE COMMAND, CONTROL,
COMMUNICATIONS & INTELLIGENCE SYSTEM

US Customs
Service

Cooperating Federal Assets _
Enforcement Cooperating Sensor

Organizations Assets

Cooperating State & US Customs Feder_all Avia_tion
Local Organizations H Service C3l Administration
Flight Plan

Coordination

Cooperating
Intelligence Agencies
& Collectors

Supporting
Data Bases
US Customs
Service
Assets

DAICC = Domestic Air Interdiction Coordination Center

Figure IlI-15. US Customs Service Command, Control, Communications &
Intelligence System

their families, also has the mission afnforcement personnel. As a bureau of the
detecting and arresting any persofreasury DepartmentLETC provides
committing an offense against the lawsasic and advanced training for personnel
relating to currency, obligations and securitié#®m more than 70 participating
of the US or foreign governments, or the lavesganizations, including all Federal LEAs
pertaining to electronic funds transfer fraudyvolved in drug law enforcement(except
credit card frauds, false identificatiothe FBI andDEA). It also trains many state
documents, and computer access frate and local police officers. The Center
Service’s CD activities are associated withconducts advancemograms in areas such as
ongoing criminal investigations microcomputers, photography, contract
involving counterfeiting, money fraud, criminal intelligence analysis,
laundering, and other financial crimes.  antiterrorism, and marine law enforcement, and
provides several instructor training courses.
24. Federal Law Enforcement
Training Center b. The major facility is located at Glynco,
Georgia. Also located at Glynco is the National
a. TheFederal Law Enforcement TrainingCenter for State and Local Training, which
Center (FLETC) is the lead organization faronducts specialized programs for Federal, state,
interagency training of Federal lavand local law enforcement personnel.
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US DEPARTMENT OF 26. US Coast Guard
TRANSPORTATION
a. The USCG is responsible for a wide
25. Department of range of Federal maritime programs,
Transportation including search and rescue, aids to

navigation, icebreaking, marine safety, and
a. Department of Transportation (DOTinilitary readiness. Itis the principal maritime
functions are to develop and coordinate policieEA of the United States, and it is the only
that will provide an eficient and Federal agency with jurisdiction on the high
economical nationatansportation system,seas as well as in US territorial watefdhe
with due regard for need, environment&lSCG is the CD lead agency for maritime
standards, and national defense. interdiction and co-lead agency (with the
USCS) for air interdiction.
b. DOT’'s headquarters is located in
Washington, DC, and it has numerousb. The USCG was established in 1790
agencies and offices throughout the Unitdunitially as the Revenue Cutter Service) and
States to fulfill its responsibilities. Under thbecame a part of the DOT in 1967. With its
direction of the Secretary of Transportatiomational headquarters in Washington, DC, it
(SECTRANS), DOT haswo subordinate has twarea headquarters anidedistrict
organizations that are instrumental in CD headquarters located throughout the United
operations — the USCG and the Federal States (See Figure I11-16).
Aviation Administration (FAA) .

US COAST GUARD STRUCTURE

i
]

Pacific Atlantic
Area Area

| |
Districts Districts

(4) ()

Figure IlI-16. US Coast Guard Structure
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c. For a depiction of the USCG'major US DEPARTMENT OF
geographic locations, see Figuitel7. AGRICULTURE
(See Appendix F, “Major Equipment

Descriptions,” for USCG equipment28,  Department of Agriculture
descriptions.)

a. The US Department of Agricultureis the
27. Federal Aviation principal agency that oversees agricultural
Administration research, conservation, crop control, and
various programs to control plant and animal
The FAA controls the use of US airspaceiseases.
operates a common system of air traffic
control and navigation for both civil and b. The Agriculture Department hame
military aircraft, regulates air commerce, arslibordinate organization with a significant
coordinates research that pertains to @b role. That agency ishe US Forest
navigation facilities. The FAA assists in Service(USFS), which is subordinate to the
identifying airborne drug smugglers by Assistant Secretary for Natural Resources and
using radar, posting aircraft lookouts, and Environment.
tracking the movement of suspect aircraft.
The FAA's Drug Investigation Support29. US Forest Service
Program provides support by investigating
violations related to drug smuggling. The a. The USFS manages national forests,
Law Enforcement Assistance Unit providegrasslands, and land utilization projects in 44
limited intelligence and investigative supposdtates. State and local LEAs also have
and performs document searches for LEAfurisdiction over violations of state and local

US COAST GUARD REGIONAL ORGANIZATION

—_ﬁ"r NS
B

:‘- D SR
7 S
Vagins

D - District

Figure I11-17. US Coast Guard Regional Organization
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laws and ordinances on National Fore32. Bureau of Land

Service lands.Eradication of illegal drug Management
producing plants is a significant CD role
of the USFS. The BLM is responsible for the total

management of 272 million acres of public
b. There are over 150 criminal investigatotands located primarily in the West and
and approximately 600 uniformed lavAlaska. Because of the remote and relatively
enforcement officers in the USFS. Thesminhabited nature of these lands, and the
agents are skilled in enforcement operatiopgximity of much of this acreage to the US-
unique to remote areas. Mexico borderthe BLM faces increasing
problems with drug activities that not only
US DEPARTMENT OF THE  adversely impact resource values but also

INTERIOR endanger visitors and users.

30. Department of the Interior 33. National Park Service

a. The Department of the Interior (DOI) a. The NPS administers an extensive
regulates and manages the natural resoursgstem of parks, monuments, historic sites,
of the country. and recreation areadany park areas are

located near known drug smuggling or

b. The agencies of DOI with CD roles argafficking r outes. Law enforcement
the Bureau of Indian Affairs (BIA), Bureauunctions are performed by the park police of
of Land Management (BLM), and the¢he NPS.

National Park Service (NPS).
b. Roughly 21 percent of the 1,700-mile
31. Bureau of Indian Affairs border with Mexico is within the National
Park System. Significant percentages of the

a. The BIA has as its principal objectiveoastlines of a number of states lie within
the training of native Indian and Alaskaiational Parks (31 percent of Georgia, 42
Americans to manage their own affairs aqmercent of North Carolina, 50 percent of
develop their human and natural resourdéaryland, 35 percent of Virginia, and 20
potential under a trust relationship with thgercent of California).

Federal Government.BIA performs
marijuana eradication missions and other US DEPARTMENT OF
CD activities with a focus on those EDUCATION
reservations that are being used as bases of
operation for the sale and distribution 4. Department of Education
illegal narcotics to Indians and non-Indians.
a. The Department of Education is

b. The BIA operates a marijuanaesponsible for establishing Federal education
eradication unit in the northwest United Stateslicy and for administering and coordinating
at Klamath Falls, Oregon. Other CDBederal educational assistance funds.
operations are also active on Indiasmdministers the Drug-Free Schools and
reservations throughout the country. Communities Act, which authorizes
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funding for drug education and prevention program offers greater efficiency in
activities as a means of reducing thecountering illegal drug trade in local areas.
demand for illicit drugs.
37. Organized Crime Drug
b. Its four main offices thatontribute Enforcement Task Forces
to demand reduction are tilucational
Research and Improvemegtementary and a. The overall goal of the OCDETF
Secondary Education, PoSecondary program is to identify, investigate, and
Education, and Special Education angtosecute members of high-level drug
Rehabilitative Services. trafficking and related enterprises and to
dismantle the operations of those
SECTION B. REGIONAL AND organizations by means of:
COMPOSITE CD i
ORGANIZATIONS . Addlng F_ederal resources fpr Qrug—related
investigations and prosecution; and
35. General _ , _
» Fostering improved interagency
There areseveral organizations that have coordination and cooperation.
been formed to focus on the identification and
investigation of drug traffickers. The b. Achieving these two aims has resulted
following paragraphs will describe thén more and better cases against high-level
missions or roles and organization of thesleug traffickers.

CD elements.
c. The OCDETFs obtain support from
36. High Intensity Drug those organizations depicted in Figure I11-19.
Trafficking Areas This program is coordinated by the US

Attorneys offices in 13 regions throughout

a. The Anti-Drug Abuse Act of 1988the country. Each region (Figure 111-20)
authorized the Director of the ONDCP tencompasses a number of Federal judicial
designate certain localities in the Unitedistricts, with a core city designated as the
States as HIDAs. These areas have theregion’s headquarters. OCDETFs
most serious drug trafficking problems and concurrently administer the Metropolitan
the most pressing need for more FederalHIDTA CD programs.
assistance.The overall goal of this program
is to take action in each HIDTA to identify38. DEA State and Local Task
and dismantle drug trafficking organizations. Forces

b. There are 15 geographic HIDTAs (Seea. These task forces asstablished to
Figure 111-18). ONDCP coordinategromote cooperation between the DEA and
implementation of the HIDTA program thastate and local law enforcement officialgvith
designates geographic areas to which federa goal of immobilizing local drugafficking
resources are allocated to link local, state, agbups. This program representfoace
federal drug enforcement efforts. Continuedultiplier in which drugenforcement
DOD support of HIDTAs through personnetoverage is provided to a large
details, integration of NG CD activities, angeographic area using fewer Federal agents.
support of CD activities along the southwest
border is important to the success of thisb. Objectivesof this program include the
program. Properly targeted, the HIDTAollowing:
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HIGH INTENSITY DRUG TRAFFICKING AREAS
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Figure 111-18. High Intensity Drug Trafficking Areas

Disruption of illicit drug traffic in direct assistance, intelligence information,
specified aeady targeting individualsand ~ and other support.
organizations for investigation and
prosecution. * Providing access to the Federal
judicial system for prosecutions that
Increasing the effectiveness of could not be effectively tried in state or
participating agencies by extended on- local courts.
the-job training.
c. DEA state and local task forces vary
Improving the operational interaction from year to year as to their composition and
among all agencies participating in the tagtal numbers.
force.
39. Operation Alliance
Establishment of investigative
priorities that emphasize those drugs anda. The primary function of Operation
traffickers posing the greatest risk to sociefjdliance is to facilitate Federal agency
(primarily LEA) advisory support to state
Increasing effectiveness ofand local LEAs, and their supporting
nonparticipating agenciesthrough Active, Reserve, and NG forcesin their
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ORGANIZED CRIME AND DRUG ENFORCEMENT
TASK FORCE AGENCIES

Drug Enforcement

Administration
US Customs

Service

Bureau of Alcohol,

US Coast Guard Tobacco and
Firearms

State and Local
us Mar_shals Law Enforcement
Service Agencies
Immigration and

Naturalization
Service

Internal Revenue
Service

Justice Department
Justice Department Criminal Division
Tax Division

Federal Bureau of
Investigation

Figure 111-19. Organized Crime and Drug Enforcement Task Force Agencies

interdiction efforts along the US Southwestnd under the direction of the Southwest
border. Specific goals and initiatives are &order HIDTA coordinator (who is also the
follows: Director of Operation Alliance). The
OAJCG functions under the Director,
« Emphasizing asset sharing with state a@peration Alliance, as a coordinating and
local LEAs. planning group. Its membership includes
over 20 Federal, state, and local LEASs (See
« Establishing groups (known as “Borderigure 111-21). Group meetings are chaired
Alliance Groups”) to focus theby the Senior Tactical Coordinator, a
enforcement efforts of Federal, state, apdsition that rotates among representatives
local resources. of the DEA, USBP, and USCS.

» Distributing compatible communicationg!0.  Project North Star
systems for interfacing with all LEAs.
a. Project North Star is a multiagency law
b. Operation Alliance operates under trenforcement coordination organization
policy guidance of the ONDCP Southwesimilar to Operation Alliance but along the
Border Committee and the OperatiobS-Canadian border. The purpose oRorth
Alliance Joint Command Group (OAJCGStar is to halt the flow of illegal drugs,

111-28 Joint Pub 3-07.4



Counterdrug Organizations
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Figure 111-20. Organized Crime and Drug Enforcement Task Force Regions

aliens, firearms,currency, and other < Collectively addressing intergovernment
contraband items across the common borders problems related to law enforcement.
in both directions. Specific purposes of North

Star include: b. The North Star Joint Command Group

was established in order to promote effective
» Providing an orderly method for lawliaison among the participating agencies.

enforcement coordination inRepresentatives from US Federal, state, and
jurisdictions adjacent to the USlocal LEAs and from Canadian national and
Canadian border; provincial LEAs make up the group.

« Improving border-wide and regional CD}1. Operation Bahamas, Turks,

strategy, intelligence, and operation and Caicos
planning;

a. Operation Bahamas, Turks, and Caicos
» Improving effectiveness of high cost(OPBAT) isa DEA program responsible for

high value assets such as aviation apdordinating and monitoring all CD efforts
mobile ground-based radars (GBRs); arifthe Bahamas, the Turks, and Caicos Islands.
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OPERATION ALLIANCE PARTICIPANTS

Joint Command
Group

Federal State

Bureau of Alcohol, California Depal nt Los Angeles
Tobacco and Firearms of Justice County
Drug Enforcement Arizon artment Puma
Administration of Public Safety County
deral Bureau of New Mexico State Eddy
Investigation Police County
Internal Revenue Texas Department
Service of Public Safety

US Customs
Service

US Marshals
Service

US Secret
Service

Task Force 6

US Postal
Service

Forest
Service

Bureau of Land
Management

Figure IlI-21. Operation Alliance Participants
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documents and other information media.
NG personnel will not participate in
interrogation activities. The NG will not
maintain or store final products in NG
facilities or data bases.

It is primarily involved in air interdiction
operations.

b. OPBAT's operational area is limited to
the West Indies and the operational facilities
in the above named countries. OPBAT’s
headquarters is located in Nassau, Bahamas,
with the DEA supervisor reporting to the
Ambassador. Support for OPBAT is provided
by the USCG, USCS, US Army (USA), and
JIATF-E, as well as Bahamian, Turk, and
Caicos law enforcement personnel and assets.

e« Intelligence Analyst Support. Assist
LEAs in the establishment of CD
intelligence systems or data bases and
provide intelligence analyst support.

e Operational or Investigative Case
Support. Provide assistance to LEAs in
developing investigations and cases for
prosecution. Activities include, but are
not limited to, inputting, reviewing, and
analyzing collected LEA information and
providing assistance such as legal,
paralegal, and auditing. Operational
support to LEAs is designed to enhance
the effectiveness of the supported agency
and “free up” law enforcement officers
for drug enforcement duties.

SECTION C. STATE AND
LOCAL CD ORGANIZATIONS

42. National Guard

a. The NG providesnilitary support for
local-, state-, and Federally-sponsored CD
efforts. Its role in CD operations is another
portion of its traditional state mission of
providing military support to civilian
authorities. These activities are funded under
title 32 of the USC rather than title 10, which
is Federally controlled. The NG has
categorized its support missions into areas that
are essentially subdivisions of those listed in
Chapter I, “Introduction and Overview.” The
six major CD support missions of the NG
are shown in Figure 11l-22 and discussed
below:

e« Communications Support. Provide
personnel to establish, operate, and
maintain communications stations, bases,
and equipment in support of LEA CD
operations.

s Engineer Support. Provide engineer
support to LEAs and community
organizations where the project has a CD

* Program Management. Plan and
coordinate state CD supply and demand
reduction support, establish liaison with
supported LEAs and other community
organizations, resource and manage
personnel and equipment requirements
for CD support operations, and prepare
operational or financial reports and
briefings as required.

 Technical Support

s Linguist Support. Transcription or
translation of audio tapes, seized

nexus. This will exclude drug
laboratories or hazardous materials.

es Subsurface or Diver Support.
Subsurface inspections of commercial
vessel hulls within US territorial
waters or US maritime POEs through
the use of sidescan sonar buoys or
divers to detect alien devices or
containers attached to the vessel hulls
or other underwater activities. Divers
may visually inspect and report to
LEAs any unusual physical hull
configurations.
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MAJOR COUNTERDRUG SUPPORT MISSIONS
OF THE NATIONAL GUARD

PROGRAM MANAGEMENT

TECHNICAL SUPPORT

Linguist Support

Intelligence Analyst Support

Operational or Investigative Case Support
Communications Support

Engineer Support

Subsurface or Diver Support

GENERAL SUPPORT

Domestic Cannabis Suppression and Eradication
Operations Support

Transportation Support

Maintenance or Logistic Support

Cargo and Mail Inspection

COUNTERDRUG-RELATED TRAINING

RECONNAISSANCE AND OBSERVATION

Surface
Aerial

DEMAND REDUCTION SUPPORT

Community Based
Educational Institutions
Informational

Leadership Development
Coalition Development

Figure 11I-22. Major Counterdrug Support Missions of the National Guard
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» General Support

es Domestic Cannabis Suppression
and Eradication Operations Support.
Support of LEA domestic cannabis
suppression and eradication operations.
This includes but is not limited to aerial
support, logistic support, communications
support, intelligence, planning support,
operational staff coordination,
medical, physical security, ground
transportation, eradication and
destruction ofcontraband, and
spraying of herbicides.

e Transportation Support. Provide
transportation (aerial, ground, or
maritime) of LEA personnel or
equipment; persons in LEA custody; and
seized property or contraband to, from,
or as part of CD operations or when
security or other special circumstances
reasonably necessitate NG support
and there is a CD nexus.

s Maintenance or Logistic Support.
Provide maintenance or logistic support
for LEA vehicles and equipment to
enhance the CD effectiveness of thee
supported agency and free up law
enforcement officers for drug
enforcement duties.

e Cargo and Mail Inspection. Assist
LEAs by inspecting cargo and mail.
Primary emphasis will be placed on POEs
and functional equivalents. Cargo and
mail include but are not limited to
vehicles, containers, commercial cargo,
aircraft, watercraft, baggage, and mail.

Counterdrug-Related Training. Train
LEA or military personnel in military
subjects and skills useful in the conduct of
CD operations or in the operation of
military equipment used in CD operations.

» Reconnaissance and Observation

s Surface.Reconnoiter or perform area
observation by land or water to detect and
report illegal drug activities that include
(but are not limited to) cultivated
marijuana, suspected isolated drug
airstrips, drug drop zones, drug
trafficking corridors, illegal drug labs,
suspicious aircraft, watercraft, or motor
vehicles. Approved categories of CD
activities include the following: (1)
Unattended Sensor SupportPersonnel
will support LEAs in the emplacement,
monitoring, and maintenance of
unattended sensors. (2)isual
Reconnaissance or Observation by
mobile patrols and LPs and/or OPs.
An LEA officer must be present or in
direct contactvith the NG team. (3)
GBR. Establish and operate ground
radar sites using either Army, Air Force,
or Marine Corps GBR systems.

s Aerial. Reconnaissance or observation
of airspace, maritime, or surface areas
(land and internal waters and waterways
of the United States and its territories)
for illegal drug activities.

Demand Reduction Support.Demand
reduction support organizes NG
resources, members, and their families
in support of drug abuse prevention
programs in the community.

s Community-Based. Support
provided to community activities
primarily designed to educate, train,
or otherwise prevent drug abuse
among youth.

e Educational Institutions. Support
community-based activities that focus on
educational institutions or otherwise
have an educational institution as the
primary sponsor, and are primarily
designed to educate, train, or prevent
youth from drug abuse. This includes
tutoring, mentoring, DARE support,
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after-school programs, drug-free ¢
activities, role modeling programs, and
sports-drug awareness programs.

s Informational. Participation for the
sole purpose of providing information
about drug abuse or drug abuse programs.
This includes speakers’ bureaus, static
displays, Red Ribbon Campaign, and
educational material distributions.

s | eadership Development.Support
camps, retreats, seminars and programs,
not primarily associates with educational
institutions, that focus on developing
drug abuse prevention leadership skills

National Interagency Counternarcotics
Institute (NICI). NICI is a Federally-
funded activity located in San Lui®igpo,
Californiawhich provides managemésizel
training in the planning and conduct of
interagency CD operations to both military
and law enforcement personnel. NICI
conducts CD courses, publishes bulletins
to provide CD information, and maintains
an extensive library on CD materials.

The Adjutant General (TAG). Each
state, the Commonwealth of PudRico,

the US Virgin Islands, Guam, and the
District of Columbia have TAGs who are
appointed by the Governor and have the

in youth and adults. responsibility for administration of NG
programs within their state, territory, or
= Coalition Development.Assistin the district boundaries.
development of a functioning community

coalition organized to reduce the illegal 3.

use of drugs.

Law Enforcement

The governor of each state or territory,

b. Each active Service has a “reservéfirough the state attorney general, has an
structure designed to provide an immediatapact on the various state and local LEAs
expansion capability if needed. The Armwith regard to CD operations and policy.
and Air Force each have two separakederal program support such as the DEA's
“reserve” elements; Army Reserves and ABtate and Local Task Forces described in
Force Reserves, and the Army Nation&8lection B of this chapter provide an
Guard (ARNG) and the Air National Guararganizational structure for coordinated
(ANG). Both ARNG and ANG are under Federal, state, and local CD efforts.
state control until they are mobilized.Other

NG elements include the following: SECTION D.

INTERNATIONAL CD
* National Guard Bureau. The NGB is

. ORGANIZATIONS
a Federal agency responsible for the
administration of the ARNG and ANG44. General
It is both a staff and operating agency.
As a staff, it participates with the other The demand for illegal drugs is a
Service staffs in developing andvorldwide problem. Further progress in
coordinating programs pertaining téeducing the demand for drugs in the United
the NG. As an operating agency, ftates depends in part on reducing the supply
formulates and administer$f drugs entering this country. For other
programs fortraining, development, nations to cooperate with the United States
and maintenance activities, and it acéd with each other in reducing the supply,
as the channel of communication&ey must understand that drug production,

between the states and Departmentst@fﬁCki”g, and consumption threaten their
the Army and Air Force. national well-being and the entire community
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of nations. The United States works to
persuade other nations that involvement
in any segment of the drug chain ultimately
results in corruption and drug use at home,
and that drug consumption soon affects
national security by destroying the
essential fabric of their society.

45. International Criminal
Police Organization

INTERPOL plays a significant role in
the distribution of intelligence data on
international drug trafficking to its 147

member countries. The INTERPOL drug
program generates a worldwide portrayal of
international drug trafficking and provides
access to information and statistics generated

to provide the RCMP with ground
surveillance as well as assistance to RCMP
land interdiction operations.

b. Mexico

» Enforcement efforts along the

Southwest border are enhanced by
cooperating with the Government of
Mexico. The Mexican government has
arrested major figures connected with
drug trafficking networks, increased
domestic crop eradication efforts,
committed more financial and personnel
resources, and strengthened interdiction
efforts against drug traffickers who
transship drugs via Mexico.

by its members. It also provides a ¢ The Mexican government responded to
communications channel for agencies seeking the increased threat of air-delivered
investigative assistance in other INTERPOL shipments of cocaine from South

member countries.
46. Countries

a. Canada

* The Royal Canadian Mounted Police
(RCMP) is Canada’s national police

force. The RCMP is the single law
enforcement point of contact for CD
operations and intelligence in Canada.

» The Department of National Defence,

America by developing an enhanced
interdiction capability, including creation
of the Northern Border Response Force
(NBRF); construction of a series of
GBRs along its southern border; and
purchase of specially-outfitted tracker
aircraft that can work in concert with US
radar assets operating in international
airspace. The NBRF program is an
integrated bilateral law enforcement
effort between the US and Mexican
LEAs. Its primary focus is to interdict
illegal drugs moving through Mexico en

responsible for the defense of Canada, was route to other countries.

named as a support department to the

RCMP for this effort, similar to the c. Operation Bahamas, Turks, and
Department of Defense in the United StatéSaicos. OPBAT is discussed in Section B of
Canadian forces provide equipment artldis chapter.

personnel to assist in detecting and

monitoring the aerial and maritime transit d. Other Countries. The level of effort

of illegal drugs into Canada. Aeriahnd the success in HN CD operations
detection in CD operations is executagsually depends on the strength of the
through the NORAD (see Chapter Vigovernment, the resources it has available,
“Execution of Counterdrug Operations,the influence of the drug smugglers, and
Section D). Canada’s Maritime Commarithe influence of the United States. The

is responsible for maritime surveillanceooperation, support, and the amount of effort

operations. Land forces personnel are ableries depending on the nation.

Most
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European countries, especially Germarstipport to the national CD effort. Its
Italy, Spain, Portugal, and Greece, hawfficial mission is to use intelligence more
agreed with the United States to attempt éffectively in order to help form the policy
stop the flow of illegal drugs. They areequired to address the security problems
providing information, increasingresulting from drug trafficking. CNC
interdiction efforts at their borders, angersonnel conduct all-source collection,
cooperating with the United States in thanalysis, and production of intelligence related
Caribbean, where the Dutch and British al$othe international production, transportation,
provide maritime support with military shipsand distribution of illicit drugs. Much of
CNC's intelligence remains “in house” and is
not passed to LEAs to avoid compromising
sensitive sources and methods or jeopardizing
potential criminal prosecutions. The CNC is
located at CIA Headquarters in Langley,
Virginia.

a. A coordinated, interagency campaign
such asCD operations requires a
cooperative approach to the coordination,
exchange, and integration of intelligenceAs  « DIA, located in Washington, DC,
the national drug control effort has evolved, an produces strategic intelligence as a
increasing number of intelligence functions member of the national foreign
and activities have been established to support intelligence community. It also provides
CD operations. Existing drug intelligence tactical and operational intelligence
capabilities have been improved and support both to DOD elements
extensive DOD and foreign intelligence  performing D&M missions and to LEAS
resources have been brought to bear on the performing interdiction missions.
problem. Within DIA, the Transnational
Warfare Counterdrug Analysis
(TWD) Office monitors and
supervises theaccomplishmentof all
CD intelligence requirements.

SECTION E. INTELLIGENCE
ORGANIZATIONS

47. General

b. Defense Intelligence Agency

b. DOD components and many LEAs have
internal intelligence components that are
structured and authorized to support their
own missions and operations. There are also
a number of national, theater, and lawe TWD provides intelligence support
enforcement intelligence analysis centers directly to OSD, theJoint Staff, and
with CD missions. Familiarity with these  other senior agencies tite national
organizations is useful to understanding level. TWD also coordinates at the
how intelligence support is provided to headquarters level with intelligence
operators, planners, and policymakers. The and LEAs for the provision of defense
principal CD intelligence organizations are intelligence support, and provides
described below. detailed intelligence support packages to

designated tactical analysis teams (TATS)

48. National-Level Intelligence and to the USSOUTHCOM joint air

Organizations and Centers

a. Crime and Narcotics Center (CNC).
The CNC was established by the Director
of the Central Intelligence Agency (CIA)
to render analytical and operational

operations center (JAOC).

TWD provides analytical assessments on
the collection threat posed by illegal drug
traffickers against DOD CD operations
and activities. TWD also assesses the
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role of foreign intelligence services in ¢. USSOUTHCOM Joint Intelligence
drug trafficking or CD efforts. Center (JIC). The USSOUTHCOM JIC is a
joint military intelligence center responsible for

* DIA's Requirements Managementheater intelligence support within the

Division (CL-1), located in Room 1D918USSOUTHCOM AOR. It provides all-source

in the Pentagon, provides DOD with alleperational intelligence to USSOUTHCOM,, its

source collection requirements validatioklilitary Service components, JIATF-E, and

of all DOD collection requirementsJIATF-S. The JIC is located in Miami, Florida.

requiring national systems support. It

serves as the CD joint task force (JTF}0. JIATF and/or JTF

supported command, and the DOD Intelligence Support

advocate on all national collection Elements

involving support to CD operations. It

also provides DIA-D O Drepresentation USSOUTHCOM, USPACOM, and

to the counternarcotics nationadUSACOM oversee regional JIATFs and/or

working groups for signals intelligencg TFs that conduct CD D&M within their

(SIGINT), imagery intelligencerespective AORs. Intelligence directorates

(IMINT), and human intelligencewithin each JIATF and/or JTF are the focal

(HUMINT) issues. It provides directpoints for tactical and operational intelligence

operational support as well as strategitipport for DOD and LEA CD operations

national support. within the AOR.

c. National Security Agency. NSA  a. JIATF-E (USSOUTHCOM). The
provides intelligence, secure communicationBATF-E Intelligence Directorate maintains a
and computer security advice to authorized-hour intelligence watch in the JIATF-E
military and drug LEAs. NSA headquarter®int operations command center (JOCC),
is located at Fort George G. Meadavhich provides real-time tactical intelligence

Maryland. to both DOD- and LEA-deployed D&M
assets. The Intelligence Directorate (J-2) also
49. Theater Intelligence operates an intelligence fusion center that
Centers provides indications and warning (predictive)

and targeting intelligence in support of DOD
a. Atlantic Intelligence Center (AIC). D&M and LEA interdiction operations in the
The AIC is a joint military intelligence centetransit zone of the USSOUTHCOM AOR.
responsible for theater intelligence suppcHATF-E is located in Key West, Florida.
within the USACOM AOR. It provides all-
sourceperational intelligencetdSACOM and ~ b. JIATF-S (USSOUTHCOM). The
its Military Service component3he AIC JIATF-S Intelligence Division maintains a
is located in Norfolk, Virginia. 24-hour intelligence watch to provide
real-time tactical intelligence to both DOD-
b. Joint Intelligence Center, Pacific and LEA-deployed D&M assets. The
(JICPAC). The JICPAC is a joint military Intelligence Division also provides
intelligence center responsible for theat#rdications and warning (predictive) and
intelligence support within the USPACOMargeting intelligence in support of LEA
AOR. It provides all-source operationahterdiction operations in the source zone of
intelligence to USPACOM, its Military the USSOUTHCOM AOR. JIATF-S is
Service components, and JIATF-W. Thecated at Howard Air Force Base (AFB),
JICPAC is located in Camp Smith, HawaiPanama.
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* The Intelligence Division uses a variety c. JIATF-W (USPACOM). The
of strategic-, operational-, and tacticalntelligence Directorate of JIATF-W
level collection systems covering the fulinaintains an analysis section whose analysts
spectrum of intelligence collection, ta@onduct long-term, all-source CD analysis,
provide information on all aspects of drugften while forward deployed to the
production and trafficking. USPACOM AOR. The analysts provide
tactical intelligence support to both DOD
 Thisintelligence information is analyzed&M operations and LEA interdiction
and incorporated into various intelligenceperations within the USPACOM AOR. The
products tailored to meet the needs of k&#-hour intelligence watch in the command
CD players at the strategic, operationalenter generates real-time intelligence in
and tactical levelsThe critical element support of both DOD- and LEA-deployed
in this intelligence effort is the ability D&M assets. JIATF-W is located in Alameda,
to coordinate intelligence assets andCalifornia.
integrate trafficking intelligence data
to produce usable targeting d.JTF-6 (USACOM). JTF-6 is tasked
information. with supporting CD land operations in
CONUS. The J-2 operates a joint tactical
* The Intelligence Division is capable ointelligence center that provides all-source
accessing all available communicatioriactical and operational intelligence to LEA,
supporting CD operations andhe Department of Defense, and NG elements.
intelligence. The CounternarcoticdTF-6 is located in El Paso, Texas.
Command and Management System
provides secure data, voice, and imageiyl.. Law Enforcement
to selected TATs. Intelligence Organizations

« Tactical Analysis Teams.As partofthe  a. Drug Enforcement Administration,
Ambassador’s Country Team, TATs ar®ffice of Intelligence. The DEA Office of
the focal point of USSOUTHCOM'’s CDIntelligence, with both strategic and tactical
intelligence support between théntelligence sections, provides direct
Intelligence Division and HN CD forcesanalytical support to DEA enforcement
Their mission is to support the US operations. DEA intelligence analysts are
Country TeamandHN CD operations also assigned to field division offices, selected
by providing tactical intelligence domestic offices, and several foreign offices.
advice and/or assistance, targetingThese personnel support investigations,
support, collection management, conduct strategic studies, and provide other
automated data processing (ADP) intelligence services to DEA operations.
support (including data base
management) and SIGINT advice < El Paso Intelligence Center. DEA
and/or assistance to the Country established EPI© provide operational
Team. TATs further assist the DEA by and tactical drug interdiction
producing all-source intelligence intelligence to the law enforcement
analysis. TATs provide a direct link  community. EPIC provides information
between the CD team operating within  to authorized DOD, Federal, and state
the HN and the D&M capability of the  agencies. It has its own proprietary data
Department of Defense. base as well as access to a variety of other
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law enforcement data bases, thus
functioning as a clearinghouse and
conduit for law enforcement information.
Only accredited representatives of state
police agencies can directly access the
EPIC data base; all other requestse
pertinent to drug investigations must be
submitted via designated police offices

headquarters serve as intelligence
“pipelines” between area intelligence
centers and operational commands and
units.

Maritime Intelligence Center
(MARINCEN). The Seventh Coast
Guard District operates a major

or officials. EPIC is a full-service
intelligence operations center. Its
primary mission is to provide tactical
support to Federal, state, and local LEAs
in areas that relate to trafficking in drugs,
weapons, and aliens. Surveillance and
interdiction operationggainst drug
shipments into the United States are also
supported by EPIC. In addition to DEA,
11 other Federagencies are members c. US Customs Service, Office of
of EPIC. Inteligence. The USCS Office of Inteligence
(Ol) is responsible for supporting the
b. US Coast Guard.The USCG gerates investigation and inspection requirements of
several intelligence centers that have CDthe agency. The Ol produces operational and
missions. These include the Intelligenceactical intelligence that supports USCS CD
Coordination Center (ICC) at the Nationahterdiction and apprehension efforts.
Maritime Intelligence Center in Suitland,
Maryland, the Maritime Intelligence Center in2.
Miami, Florida, and intelligence staffs at the
Atlantic and Pacific area commands in
Portsmouth, Virginia, and Alameda, California. All DOD CD intelligence organizations
Coast Guard District Staffs subordinate to tilsfould receive and provide intelligence to
area commanders also have intelligence staffsther CD intelligence organizations. The
scope, methods, and communications means
* USCG ICC. The ICC supports USCGfor this exchange of intelligence information
CD programs with long-range, strategi@re necessarily classified. Further details on
and operational intelligence productiorthis subject may be obtained from classified
It is the USCG's principal intelligencemanuals such as the DOD “Intelligence
liaison element with other national an€ommunications Architecture” publications
law enforcement intelligence centers. produced by the Joint Staff, J-6.

intelligence center in its Miami, Florida,
headquarters. It is manned by USCG
personnel with liaison personnel from
USCS and DEA. The MARINCEN
serves as a fusion center for current, all-
source tactical CD intelligence that is
provided to the DOD and LEA
operational units.

Intelligence Organizations
Relationships

SECTION F. CD
ORGANIZATIONAL
INTERRELATIONSHIPS

» USCG Atlantic Area and Pacific Area
Command Intelligence CentersThese
centers provide operational intelligence
support to CD detection, monitoring,
and interdiction operations in theig3. General
respective operational areas.

As shown in the previous sections, there

» USCG District Intelligence Branches. are numerous and diverse organizations
Intelligence nodes located at distridhvolved in CD operations. This section will
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clarify their interrelationships by depicting b. Operational. At the operational level,
key government organizations and LEAs thtite broad vision and strategic intent of the
are involved in the reduction of drug suppliesational and theater leadership are

within the context of two criteria. translated into operational objectives.
Officials at this level should have the authority
a. Levels of effort. of law and regulation to compel the synchronized

efforts of myriad supporting tactical elements.
b. Whether within CONUS or outside th#&\ithin the military chain of command such
continental United States (OCONUS). authority exists. The synchronization is
accomplished through detailed planning and the
54. Levels of Effort application of resources. Between governmental
agencies planning and operations are conducted
As in the conduct of a traditional militarymore through cooperation and coordination than
campaign,three levels of effort apply to authority of law or regulations.
drug law enforcement and military support
of those efforts. These levels are strategic, c. Tactical. Atthe tactical levethe actual
operational, and tactical. To be effective, CD operations and support for those
national and theater CD strategic objectiveperations are conducted within the intent
must be translated into operational guidanoéthe strategic guidance and operation
that specifies tactical actions. plans. Here are found Federal, state, and local
drug LEAs, often combined in various task
a. Strategic. At the national strategic forces as described earlier.
level, broad policy is established and
desired conditions are agreed upon.55. Graphic Representations
National leaders set forth strategic
objectives (what needs to be done toFigures lll-23 and Ill-24 represent displays
support policy and protect interestspf organizational relationships within and
strategicconcepts (how we are going to doutside the United States. The levels at which
it), and priorities for resources (what will ithe organizations are depicted in these figures
take in terms of money, manpower, and tinaee not absolute. For example, the major CD
to get the job donept the theater strategic commanders operate at the strategic and
level, the geographic combatant operational levels although they are only
commander designs the theater strategydisplayed at the strategic level on the charts.
and campaign to accomplish the broad The intentis to project organizations at the level
national direction. in which they generally operate.
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CHAPTER IV
DOD COUNTERDRUG OPERATIONS

“If you know the enemy’s plans beforehand you will always be more than a
match for him, even with inferior numbers.”

Frederick the Great
The Art of W ar, 1761

SECTION A. DETECTION conducted by the USCG and USCS (co-

AND MONITORING lead agencies) with assistance by other
agencies,if needed. HNs also conduct
1. General interdiction operations with US D&M
assistance.

As explained in Chapter I, “Introduction
and Overview,the DOD role of D&M isa  b. Maritime Interdiction. Maritime
complicated part of the overall drug interdiction on the high seas and in US
interdiction process. The goal of D&M is territorial waters is primarily the
to provide early notification to, and asesponsibility of the USCG, although
necessary prolonged tracking of, aerial andmerous USN vessels are also involved.
surface targets for appropriate LEAs, thd$he USCS has identical jurisdiction in US
enabling them to conduct interceptionsgerritorial seas and is the lead agency at
searches, arrests of traffickers, and seizukéS POEs.Maritime interdiction efforts focus
of illegal drugs and illegally obtained propertyrincipally on deterring drug smuggling by
monitoring seaborne smuggling routes,
2. Drug Interdiction Process detecting and seizing drug smuggling vessels,
and arresting their crews. Over the years,
The Department of Defense’s principal Ciharitime smuggling methods have grown
mission is D&M, and thelesired end resultincreasingly sophisticated in order to counter
of successful D&M ignterdiction by the enforcement efforts. As with air interdictions,
LEAs. Drug interdiction can take place HNs also conduct maritime interdictions.
in the air, at sea, or onland. These areas
often overlapcausing a multienvironment  c. Land Interdiction. The primary goal of
and thereforemultiagency processThe three land interdiction is to seize drugs, drug-related
environments oflrug interdiction, of which money, and illegal munitions and chemicals as
D&M is anintegral part, are described belowhey enter or leave the United States.
Apprehension at POEs is accomplished
a. Air Interdiction. Drug smuggling by primarily by the USCS. The land between
air constitutes a major means by which illegRIOEs is the responsibility of the INS’s
drugs are transported into the United Statesforcement branch —the USBPLine watch
The principal goals of air interdictionoperations and checkpoints along and in
operations are to deter drug smuggling Ipyoximity to the US border are used extensively.
seizing drugs, aircraft, and the smugglers and
by denying smugglers safe, direct, arsl. D&M System
economical routes to major distribution areas
in the United States.Air interception To be successful in supporting the drug
activities in international airspace are interdiction process,D&M must be

V-1



Chapter IV

Active duty surface combatants are used as radar picket ships to provide air
and maritime search and surveillance in support of the D&M mission.

closely organized and coordinated. c¢. Command, Control, Communications,
Commanders must ensure that the followiregnd Computers. Internal DOD C4 systems
elements are present and operating efficientiyust be integrated into interagency C4
systems and proceduresTo streamline the
a. Intelligence. A means of collecting, overall drug interdiction C4 process,
fusing, producing, and disseminating drug organizations and techniques have been
intelligence is critical to the success of D&M established for the major drug transiting areas,
units. The system must take into accountsauch as the JIATFs and CD planning through
multitude of sources such as IMINT, SIGINThe national counterdrug planning process.
HUMINT, and measurement and signatuf&ee Section C, this chapter, for more details
intelligence (MASINT). This use of all-on C4 systems.)
source intelligence provides a basis for
narrowing the focus of the huge areasd. Physical ResourcesA variety of active
involved in the D&M mission. (See Sectiomluty and reserve military forces support the
D, this chapter, for more details of&M mission. These forces are deployed in a
intelligence support.) defense-indepth strategy, from source countries,
in-transit zones, or within the United States.
b. Personnel. The D&M mission Assets such as tlomes shown in Figure V-1
requires a full-time commitment of are used by th®epartment of Defense in
personnel for it to be successful. These the D&M role. (See Appendix F, “Major
personnel can be either permanently assigreglipment Descriptions,” for more details.)
to dedicated CD organizations such as CD
JIATF and/or JTF headquarters, or one. Coordination and Liaison. Drug
temporary duty for a specified time otrafficking organizations and individuals
mission. operate without regard to jurisdictional
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ASSETS USED BY THE

DEPARTMENT OF
DEFENSE IN THE
DETECTION &
MONITORING ROLE

Airborne Warning and Control
Systems

Sea- and Land-Based Radars

"Interceptor"” (identification,
track and/or handoff) aircraft

Maritime Patrol Aircraft
Picket Ships
Submarines

Listening Post and/or
Observation Post

Coastal Patrol Craft

Figure IV-1. Assets Used by the

Department of Defense in the
Detection & Monitoring Role

reporting structures and systems will be utilized,
and required communications interface can be
discussed and agreed upon.

f. Financial Resources.There are many
legal restrictions on the use of CD funds.
Unauthorized expenditure of funds can
lead to criminal or administrative action
against those responsible D&M missions
are usually funded by the Services’ operation
and maintenance (O&M) funds. Listed below
are principles to follow:

» Expenditure must be reasonably
related to the purpose for which
Congress madéhe appropriations.

» Expenditures must not be prohibited
by law (e.g., DOD personnel are not
permitted to participate in a search,
seizure, or arrest or similar activity
“unless otherwise permitted by law”).

» Expenditures must not fall specifically
within the scope of some other
category of appropriation (e.g., title 10
O&M funds versus title 22 SA funds).

boundaries, thus creating the need for
multijurisdictional task forces, close -
coordination, and liaison between the
Department of Defense and LEAs and HN
forces. Examples of task forces are Operation

If two appropriations permit the
expenditure, either may be used, but
not in combination or interchangeably
to achieve the same objectiveThis is

Alliance, OPBAT, and the CD JIATFs and/
or JTFs. Continuous interagency
coordination through the use of liaison officers
between DOD elements, LEA, and HN
organizations is also essentifbr exchange of g. Logistic Support. The support needed
information, interpreting organizationaln order to maintain the physical systems and
structures, and ensuring cooperatiopersonnel deployed to conduct a D&M
Planning conferences, such as CINCasiission can be substantialLogistics is a
quarterly regional planning conferences, alService responsibility and must be
serve to improve the cooperation betweeonsidered whenever large units or
different CD agencies (see Chapter ¥pmplex equipment aredeployed. The
“Planning Counterdrug Operations”). Issuéggistic principles of responsiveness,
such awvho is in charge, who has operationalmplicity, flexibility, economy, attainability,
control (OPCON) or TACON, whatsustainability, and survivability apply to CD
classification guidelines must be observed, wtia&M missions as well as combat missions.

a prohibition against augmentation of
funds. (See Appendix G, “Resource
Management” for more details.)
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4. D&M Concepts can provide initial detection, as could ground
D&M forces and ground-based aerostats.
The participation of the Department of
Defense, with its unique capabilities in the c. Following initial detection and sorting,
CD effort, enhances the Nation’s capabilitiehe target must then be sorted and
This is particularly true in the mission area ofionitored or tracked until it can be
D&M. DOD forces and platforms such as handed off to LEA or HN forces for
ships and aircraft typically operate under interception and apprehension.In the case
the OPCON of DOD commanders. of a maritime smuggling target, this can be
Requests for forces, particular equipment, accomplished on the high seas by a naval
or capabilities follow DOD channels(See combatant that has a USCG LEDET on
Appendix A, “Procedures for Requestingoard. The LEDET will conduct the
DOD Support”). Many DOD platformsboarding and search the target, if necessary.
such asfighter “interceptors,” naval (See Appendix E, “Law Enforcement
combatants, or AEWaircraft were Detachments.”)
designed formodern combat and are
sophisticated aneéxpensive tmperate, d. Smuggling assets employ their
yet do havesignificant impact in CD supporting intelligence systems and
operations because of theapabilities. various operations security (OPSEC)
Performancecapabilities of variousmeasures and deceptions to avoid
DOD platforms areprovided in interception. The Department of Defense
Appendix F, “Major Equipment and LEAs must employ OPSEC measures
Descriptions.” In supporting LEA “endgamesand deceptions at the operational and
(interception and apprehension), tactical levels to influence smuggler
complicated and time-sensitive series pfanning and increase the likelihood of
events is required. essential secrecy about US D&M and
handoffs to LEAs for intercept and arrest.
a. To ensure efficiency as well as success
of D&M operations, there must be some SECTION B. HOST-NATION
form of cueing to the D&M forces. This SUPPORT
intelligence “tipping” allows D&M platforms
to be properly positioned and ready to detégt General
the target.
a. The United States supports the
b. The target must then be detected or security, stability, and well-being of US
cued by patrolling pre-positioned D&M allies and other nations friendly to US
assets. In the case of an aerial targanterests. Assisting cooperating nations in
transiting over the open sea, there arehas effort generally employs the full range
number of assets that can effect initiaf informational, economic, diplomatic, and
detection; air assets such as AEW or modifiedlitary instruments of US national power.
maritime patrol aircraft, submarines
conducting covert coastal surveillance, andb. Although many mission categories can
surface patrol assets such as naua interpreted as providing “support to a host
combatants, USCG cultters, or ground- or semation” (DOD support to US LEAS operating
based radars could be primary means infan HN, non-SA funded training, and other
detection. In the case of targets crossing lamglpropriate areas}his category of CD
areas such as in the Southwest border aremdsions only addresses the following types
the United States, many of the assets ab@fesupport:
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e Security Assistance. Specifically, d. HNscan also provide supportto US
foreign military financing programforces in their mission
(FMFP), foreign military sales, andaccomplishment. Factors that must be
international military education andconsidered in determining the suitability of
training (IMET) funded programs.  using HN resources are also discussed in this

section.

« Civil-Military Operations

6. Legal or Regulatory
¢. CINCs are responsible for integrating Considerations

and coordinating the mission categories of

CD support (see paragraph 7 below). Figure Many of the constraints concerning HN CD
IV-2 provides a graphic representation aupport have been imposed by US law or
these concepts and relationships betwel@D regulations. An explanation of these
HNS and other areas that benefit an HN &tatubry or regulatory limitations are
are in other categories of DOD support. included in Appendix B, “US Code

SUPPORT OF HOST NATION COUNTERDRUG
OPERATIONS

Operational Detection and
Support Monitoring

Support

to US law
enforcement
agencies in
host

nation

Other support
provided to host
nation

Figure IV-2. Support of Host Nation Counterdrug Operations
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Provisions.” The major HNpecific
constraints are provided in Figure IV-

_ . _ MAJOR HOST NATION-
7. Major Relationships SPECIFIC

a. TheDOS is the lead agency for t CONSTRAINTS

coordination of US international suppl
reduction strategies.Through the US
Ambassadors and the Country Teams,
the DOS executes programs designed t
increase the HN’s CD will and
capabilities. INL is the organization
within the DOS responsible for developi
and implementing international initiative
in support of the NDCS.

US military forces are prohibited from

b. DEA is the Ilead LEA in participating in host nation
. . . counterdrug law enforcement or
_coordln_atlng all US LEAs and their military operations (22 US Code,
international counterparts’ efforts that section 2291)

are in conjunction with US elements.

c. CINCs are responsible for planning
and executing CD operations within their
AORs. This is usually done by developi
a concept ‘?f operatlt_)ns and then a campg All operations must ensure that the
plan. This plan incorporates all t human rights of the host nation's
appropriate DOD mission categories intc citizens are maintained
coordinated program to reduce the sup
of illegal drugs.

8. Types of Host-Nation
Support

Other limitations attached to fiscal

: : year appropriation acts such as
Assistance prowded for HN CD effort restrictions on host nation police

may be provided through SA and support training by the US military or lethal

by CMO. Most of the CD efforts are aid to countries

supportive of US FID initiatives. More

information about the overall US FIL

program is described in Joint Pub 3-07.1, Figure IV-3. Major Host Nation-Specific

“JTTP for Foreign Internal Defense (FID).” Constraints

CD HNS initiatives are discussed below.of the program are administered by the

Department of Defense under the direction

a. Security Assistance Programs.SA of the Assistant Secretary of Defense for

is a broad program aimed at enhancimigternational Security Affairs and the DSAA.

regional security in areas of the worl@ombatant commanders have the

facing internal and/or external threats. S#esponsibility for planning FID

is under the supervision and generaperations for their AOR; however, they

direction ofthe DOS. The military portionsinterface directly into the SA processough
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THE REALITY OF THE DRUG WAR

The laws and norms of democracies may preclude the military’s performing
drug law enforcement functions. This sensitive and somewhat ambiguous
area bears watching because in situations of insurgency and narcotrafficking,
there is a thin line between law enforcement and direct military action. Indeed,
Peruvian civilian and military leaders insist that the national strategy must be
holistic — attacking the causes rather than the insurgents, and it must summon
all of the nation’s resources. Atthe same time, counternarcotics is not a growth
industry for the US military looking for new post-Cold War missions. Nor is it
much of an opportunity to fatten the defense budget to avoid downsizing.
Similar views prevail among Latin American militaries. There is, however, an
acceptance among the Venezuelan, Brazilian, Argentine, Colombian, Peruvian,
Bolivian, Ecuadorian, Central American, and Mexican militaries that they must
support the national effort against the traffickers. The Mexican army has been
involved in the eradication of marijuana fields for many years. In 1992, nearly
60 percent of the Mexican army was involved in the counternarcotics effort.
Since 1974, 282 Mexican soldiers have died in this unusual war.

SOURCE: Dr. Gabriel Marcella

Forging New Strategic Relationships

Military Review, October 1994

the security assistance organization (SAO) experiences difficulty in maintaining

located in the HN. This action is coordinated
with the US Chief of Mission (or

Ambassador) CINCs are active in the SA
process by advising the SAO andby
coordinating and monitoring ongoing SA

efforts in their AORs. SA support areas for o
CD operations include equipment, services,

and training.

» Equipment. HNs can obtain equipment
from the United States to meet the threat
to their internal defensend development.

Services. This is usually provided as a
follow-on to equipment support. Two kinds
of teams used in this type of support
are adollows:

e Quality Assurance Team— These
teams receive, inspect and, if necessary,
repair equipment provided to the HN.
(Their duty is for 179 days or less.)

e« Technical Analysis Team —
Technical Analysis Teams are
normally deployed when an HN

US equipment or in implementing US-
designed management techniques.
(Their duty can be from 179 days to 2
years.)

Training. The training element of SA is
a significant means of assistance for
HNs. The combatant commander can
provide training by SOF, conventional
forces, or a combination of both. The
following are the primary types of teams
or programs that can be employed:

es Mobile Training Teams (MTT).
Forces that are tailored for the training
that the HN requires.

s Extended Training Service Specialists.
Teams employed over a longer period to
assist an HN train its own instructor
cadre.

e Technical Assistance Field Teams

(TAFT). Teams deployed over a long
period to train HN personnel in non-
equipment-specific military skills.
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e HN personnel training provided in e Providing collateral intelligence
CONUS. IMET and FMFP funds can  support to CD efforts through contacts
be expended to bring HN personnel to  with HN personnel; and

the United States for institutional-type

training at US military facilities. s Assisting the HN CD capabilities in
informational activities designed to
*e Joint Combined Exercise for publicize positive aspects of HN

Training (JCET) (Formerly known as education and prevention programs,
deployment for training). US military ~ change attitudes toward drugs, and
units deploy to an HN for training to  discredit drug producers and traffickers.
enhance their operational readiness and This reinforces the combatant
provide the added benefit of commanders’ PSYOP program as
strengthening the HN'’s operations. discussed in the following subparagraph.

b. Civil-Military Operations. CMO  Furtherinformation on CA operations may
contribute significantly to an HN'’s internabe found in Joint Pub 3-57, “Doctrine for Joint
defense and development process, facilit@evil Affairs.”

US operations in foreign countries, and can
enhance US CD interests abro&MO are « Psychological Operations An effective

activities supporting military operations that PSYOP program ensures clear
embrace the relationship between military communication of US intentions and
forces, civilian authorities, and the HN's goals and takes the offensive against any

population. The two most important CD  deception initiated by adversaries.
operations aspects of CMO are CA and PSYOP. PSYOP provides information support
In addition to CA and PSYOP, CMO includes and training in CD operations and
the areas of HA, HCA, and MCA. cannot be directed toward US citizens
either inside or outside the United
e Civil Affairs. CA serves as a link States. DOD Directive 3321.1, “Overt
between US forces providing support Psychological Operations Conducted by
in an HN and the HN'’s government, the Military Services in Peacetime and
military force, and civilian population. in Contingencies Short of Declared
CA provides assistance, advice, War,” tasks each combatant command
coordination, and analysis to CD to implement an Overt Peacetime

operations by: Psychological Operations Program
(OP3) and identifies the approval
e Providing information and analysison  procedures. The combatant

the political, economic, and cultural commander’s OP3 can be accomplished

basis of the HN's drug culture and on by the use of the following terms:

the implications of alternative

approaches to carrying out assigned CD <+ Military Information Support

missions; Teamsare deployed to selected countries
to train HN forces or agencies in the

es Supporting bilateral cooperative  production of drug public awareness

programs that have been approved by the programs.

Chief of Mission and are aimed at

reducing the supply, demand, and <+ Teams to provide information

trafficking of illegal drugs; management for SOF JCET.
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e Publications or pamphlets that e
provide information on drug awareness
and CD operations.

Humanitarian and Civic Assistance.
HCA is a specific program authorized
by title 10, USC, section 401 funding.

Whereas HA focuses on support
necessary to alleviate urgent needs in
an HN,HCA is designed to provide
assistance to the HN’s populace in

More information on PSYOP may be found
in Joint Pub 3-53, “Doctrine for Joint
Psychological Operations.”

Military Civic Action. MCA programs
help build an HN's infrastructure and
strengthen host governments while
enhancing the legitimacy and popular
support of the national government
and military. This is accomplished by
using mostly indigenous military
personnel to conduct construction
projects, support missions, and provide
services useful to the local population.
These missions may involve US
supervsion and advice, but will always be
conducted by the local military. MCA
projects are designed to improve the HN
in such areas as education, training,
public works, agriculture, transportation,
communications, health, sanitation, and
others that contribute to its economic and
social development. These programs are
especially helpful where gaining
public acceptance of the HN'’s militaryd.
is important to the long-term success
of CD operations.

conjunction with a military exercise.
These usually include such activities
as medical, dental, and veterinary care;
construction of rudimentary surface
transportation systems; well drilling;
and other activities designed to train
US forces while benefiting the HN.
The DASD(P&HA) is also responsible
for the management of this program.
Coordination with the US Agency for
International Development and the
Country Team is also very important
to efficient HCA operations. The HCA
program is more decentralized than
HA, thus allowing the combatant
commander greater influence in the
AOR. The incorporation of CA and
PSYOP is also important in HCA
projects to get the maximum CD
benefit.

Other Support Missions

CINCs that are providing HN CD support

can also provide various kinds of operational
Humanitarian Assistance.HA employs and nonoperational support to the HN’s
US military personnel to promote military or LEA forces that are not
urgent, nonmilitary objectives. The specifically funded by SA program3hese
Deputy Assistant Secretary of Defengaclude C4 and intelligence, planning,
(Peacekeeping and Humanitarian Affair&)gistic, and training support. These areas
(DASD[P&HA]) manages and approvesire discussed in the following sections of this
all HA programs for théepartment of chapter.

Defense. HA can be included in the

combatant commander’s overall FID plari,0.  Host-Nation Support to

butit is most often provided in response
to unforeseen disaster situationg?roperly
coordinated and

US Forces

responsive HA, a. Types of Support. HNS to US forces

incorporating active PSYOP and CAre normally based on agreements that
activities, can be instrumental in bolsteringpmmit the HN to provide specific support
an HN's internal defense and developmeatccording to prescribed conditionBypes
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of support that can be provided include the command, control, communications
the following: and technical intelligence assets of the

United States that are dedicated . . . to the

e Government Agency Support.HNs' interdiction of illegal drugs into the United
government agencies that provid8tates.” Although the acronym “C3I” has
services and support can directly aince changed to C4l, the tasking still serves
indirectly provide support. Supports the foundation for the Department of
such as telephones, electrical suppliddefense toassume executive agency
and border patrol police units are somesponsibilitiesfor integration of
examples. DOD and LEA commanications systems.

Contractor Support. Supplies and b. CD operations depend on a responsive
services such as laundry, bathG4 system — one that allows commanders,
transportation, and supplies oLEA directors and their staffs to initiate,
equipment that cannot readily bdirect, monitor, and react to drug interdiction
shipped from CONUS can beperations.This C4 system must centrally
contracted by US forces. draw all aspects of these operations
together and support all phases and facets

* HN Facilities. This could include the of CD operations.
use of buildings and facilities for
headquarters, billeting, maintenance
shops, or other activities.

- FACTORS TO
b. Factors to Consider in HNS. HNS CONSIDER IN HOST-

may be appropriate in some CD
operations. However, extreme care mus NATION SUPPORT

be exercised to avoid negative results
Impacts on the local economy anc m
counterintelligence concerns stemmin
from employment of local-hire domestics
and support personnel must be careful
weighed. Factors that must be considere
in determining the suitability of using this
kind of support include those shown i
Figure 1V-4.

SECTION C. COMMAND,
CONTROL,
COMMUNICATIONS, AND
COMPUTER SYSTEMS

11. General

a. The FY 1990-91 National Defense
Authorization Act assigndtle Department
of Defense the responsibility to “integrate

) . . Figure IV-4. Factors to Consider in
into an effective communications network Host-Nation Support
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Some air traffic control radars have been integrated into the NORAD surveillance
system along the southern border of the United States.

c. Joint Pub 6-0, “Doctrine for Commandjaison sufficiently to support operational
Control, Communications and Computeroordination, the effective sharing of
(C4) Systems Support to Joint Operationgiiformation, and efficient use of assets.

contains approved basic doctrine for C4
systems support and outlines
responsibilities of the Services, agencies,
and CINCs with respect to C4 systemse
support. In addition, the Joint Staff J-6-
sponsoredpublications on “Intelligence
Communication®rchitecture” for the CD
CINC and JTFs (see Appendix N,
“References”) provide classified C2
information.
12. Command and Control

a. General. The C2 relationships
established for CD operations will vary based
on the environments in which they are
conducted. Considering that most DOD CD
operations are in support of either HNs or
LEAs, it is important to remember that
even though command of US Military
forces will remain within the Department
of Defense, the overall control of the
mission may be determined by other
agencies. The objective is to integrate
communications and, mostportantly,

the b. Military Command and Control

Responsibility and authority for
conducting military CD operations
normally are vested in the CINCs, who
exercise command through the chain of
command. General command
arrangements or organizations available to
the CINC are discussed in Joint Pub 0-2,
“Unified Action Armed Forces (UNAAF).”

A unified combatant commander may
exercise combatatwmmand (command
authority) (COCOM):

e Through the commander of a JTF;

es Through Service component
commanders;

e« Through functional component
commanders;

e« Through a commander of a subunified
command;

V-11



Chapter IV

e« Directly over specific operationalboarding. See Appendix E, “Law
forces; and Enforcement Detachments”). Specific C2
arrangements must be determined during
e Through a single-Service forcelanning meetings and liaison sessions for
reporting directly to the combatanspecific CD operations. This is an important
commander. portion of any CD operation’s planning effort
and must be thoroughly understood by all
* A common superior commander forces involved in the operation.
is responsible for determining the
basis on which subordinate d. DOD or HN C2. The US military or
commanderswill exercise C2 and for LEAs and HNs command their respective
clearly assigning responsibilities, units and normally work in cooperation
authorities, and command with, but not under the OPCON of, each
relationships for subordinates. other. The degree of C2 that US forces could
The major command relationships usexkercise over HN forces (and vice versa)
in CD operations are (see glossary fdepends on the location, tactical situation,

definitions): political environment, and existing
agreements.
 COCOM,;
13. Communications
e« OPCON;
a. General. CD communications systems
e¢ TACON; and consist of the facilities, equipment,
procedures, and personnel essential for
s Support. commanders or directors to plan, direct, and

control operations of forces pursuant to the
< The manner in which each of the primampission.The purposes of these systems are
CD CINCs have organized theito pass information (commands, data,
commands for CD operations iseports) and intelligence to and from
discussed in Chapter VI, “Execution obperational forces.
Counterdrug Operations.”
b. Responsibilities. The National
c. DOD-LEA C2. The major mission in Telecommunications Master Plan for Drug
which DOD and LEA C2 systems interfacEnforcement was produced by the
is in drug interdiction operation§he DOD Communications Interoperability
D&M role is a major portion of drug Working Group of ONDCP. DISA is
interdiction and is consequently closely responsible for the integration of the national
associated with LEA C2 assetsThe major telecommunications and information systems
organizations that provide C2 for aerial antdaster plan for the Federal LEAs, and is also
maritime drug interdiction are the DAICC andesponsible for the production of the National
JIATFs East, South, and West as described mformation Management and
Chapter lll, “Counterdrug Organizations.Communications Master Plan. Figure 1V-5
In limited circumstances, the Department pfovides the responsibilities of the combatant
Defense can take TACON of LEA forces arahd subordinate commanders.
LEA forces can do the same for DOD forces
(e.g., USCG operational commanders assume. Communications SystemdaNo one single
TACON of USN ships when an embarkeslite of communications systems supports the
LEDET is involved in a law enforcemenentire CD operational spectrum. Instead, CD
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communications architectures draw fro :
multiple agency systems that are integrat COMMANDERS

between commands and agencies to facilitate COMMUNICATIONS
intelligence, operations, and administrative RESPONSIBILITIES

logistic requirements of the users. Descriptid
of the major communications systems t
support CD operations are included in Appeng

- P N Combatant Commanders
H, “Communications Systems.

Prioritization of Defense Satellite

d. Secure Communications. Secure Cletli e Ulshis S slie Lzt
communications should be used to the
maximum extent possible in support of CD
operations. Employment of secureg Validation of commercial
communications systems reduces t satellite augmentation
effectiveness of drug traffickers in gainin
intelligence resulting from monitoring CO
operations radio and telephone syste Determination and validation of
Nonsecure communications provide dr communications requirements
traffickers with invaluable tactica
information that may allow them to evade Determination of priorities and
circumvent D&M, as well as interdiction an allocation of available communications

. facilities to subordinate elements

apprehension forces.

Subordinate Commanders

» Proper use of communications securi : .
| i . Preparation of appropriate
devices, codes, keys, aids, and techniq communications security and
may be successfully employed to prote military deception guidance
CD communications and minimizd
exploitation by drug traffickers.

Preparation and promulgation of a
. coordinated communications plan
» C4 protection encompasses all measu

taken to maintain effective friendly C4
capabilities against actual or potenti Determination of liaison
adversary countermeasuresThe ;‘;‘:;:gg[?Qg‘ﬁa?s”gna;;%’;ﬁfo"‘ of
overall C4 protection objective is to subordinate, host-nation, and law
ensure that the vital C4 systems are I CEEE ANl S
afforded the necessary protection to
allow the accomplishment of
assigned missions, despite efforts tc

disrupt or deceive. Figure IV-5. Commanders’
Communications Responsibilities

e The command and control warfare

(C2W) threat from drug smugglers e The SIGINT threat to communications
varies greatly with the sophistication, systems is greatest to nonsecure radio
targeted organization size, signals.

geographical region, and time frame.
Drug smugglers have been known to use < Some drug smugglers have the ability
many types of C2W methods. to intercept, jam, or employ intrusion on
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ultra high frequency (UHF) satelliteSECTION D. INTELLIGENCE
communications (SATCOM), very high SUPPORT
frequency (VHF) and UHF line of sight
(LOS), high frequency (HF), microwave] 4. General
and telephone transmission systems
through the use of commercially a Intelligence ishe product resulting from
available technology. the collection, processing, integration,
analysis, evaluation, and interpretation of
e« Various deception proceduregyailable information concerning foreign
employed by drug traffickers, includingountries or areas. Ittise foundation upon
transmission of false distress signals anghich the CD operational effort is built.
use of decoy boats to draw forces awy CD operations and drug investigations,
from smuggling vessels, are intended ttederal, state, and local LEAs and the military
mislead CD D&M and law enforcemengiepend on intelligence to understand and
operations. Drug traffickers use higheffectively combat the illegal drug trade.
quality commercially available electronigntelligence has the potential to identify the
Scanning radio and direction findingictivitiesy movements, conveyances,
equipment to locate DOD and LEApperating procedures, capabilities, structure,
communications. These capabilitegnd membership of criminal drug
further emphasize the need for secure @yanizations, in addition to the details of
communications use by all commandsarticular drug smuggling activities. This
and agencies. information is crucial for conducting
successful CD operations, because it enables
* All C4 systems used by DOD forcesthe Department of Defense and LEAs to
assigned under a Chief of Mission’s identify and understand the organizations and
authority must comply with the people that traffic in drugs, identify and target
appropriate DOS and DOD security their vulnerabilities, and ultimately to attack
standards for the use of and disrupt their operations.
communications and ADP
equipment. Where necessary, b. The principal CD objectives of the
waivers should be obtained whemtelligence community are to provide
working within HN facilities. The timely and focused intelligence to tactical
Embassy Regional Security Officer is thgyrces involved in D&M efforts, LEA
individual primarily responsible forinterdiction and prosecution efforts, and USG

ensuring that all appropriate securityrograms supporting the development of CD
measures are meT'he Office for capabilities of HNs.

Security andCounterintelligence,

DIA, is the DOD executive agent for] 5 Background

overseas security matters and represents

DOD interests in this area to the DOS. 3. The President directed the Department
The anti-drug network (ADNET)of Defense to provide information to LEAs
program is managed by DISA, witho support CD efforts. Executive Order
programoversight provided by the12333, “United States Intelligence
Joint StaffJ-6, Counterdrug Division. Activities,” authorizes agencies within the US
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intelligence community to collect informatiorproducers and providers of defense intelligence
on foreign illegal drug activities; however, ito local and regional LEAs.
limits the ability of the Department of
Defense, as a member of the intelligencec. USCINCSO, USCINCPAC, and
community, to collect, retain, or dissemina@INCUSACOM have established
domestic intelligence or informatiorforward-based CD JIATFs and/or JTFs
concerning US persons. DOD Directivehat provide tactical intelligence support
5240.1, “DOD Intelligence Activities,” whichto DOD D&M operations and law
implements Executive Order 12333, “Unitednforcement interdiction operations.
States Intelligence Activities” within the
Department of Defense, emphasizesd. USCINCSO has established TATs in
protecting the constitutional rights an&ey drug source and transit countries.TATs
privacy of US persons; however, it authorizgsovide tactical intelligence support to HN
DOD organizations to collect informatiorCD operations through the Country Teams.
about any US person reasonably believedWhen necessary, a single analysis team can
be engaged in international drug activitiesupport more than one Country Team.
Procedures for collecting, retaining, and
disseminating this information are covereti6. Types of Intelligence
in DOD Directive 5240.1, “DOD Intelligence
Activities,” and DOD Regulation 5240.1-R, The Department of Defense and LEAs
“Procedures Governing the Actions of DOBommonly refer to three types or categories
Intelligence Components that Affect Unitedf intelligence; strategic, operational, and
States Persons.” tactical. Itisimportant to note, however, that
although they subscribe to the same
b. Before FY 1989, CD responsibilitiezategories, the Department of Defense and
belonged entirely to LEAs. The DepartmehiEAs define them differently. This is a result
of Defense provided limited assistance tf differences in missions and functions
those agencies, including intelligence suppgoerformed by LEAs and DOD organizations
As part of the FY 1990-91 National Defensand is an important distinction when operating
Authorization Act, the Department of in a joint DOD-LEA environment. DOD
Defense was directed to integrate the USdefinitions are provided below.
C3lI resources into an effective network that
can exchange real-time information a. DOD Definitions
between DOD sites and LEA locations.
The defense intelligence community wase Strategic intelligenceis intelligence that
further directed to provide CD intelligence is required for the formulation of strategy,
support to LEAs, DOD forces engaged in  policy, and military plans and operations
D&M, and selected foreign governments. at national and theater levels.
Accordingly, the Department of Defense
provides intelligence information, ¢ Operationalintelligenceis intelligence
technology, personnel, and equipment in required for planning and conducting
response to LEA requirements at both the campaigns and major operations to
national and tactical level. Defense accomplish strategic objectives within
intelligence support at the rational level is theaters or areas of operations.
assigned to the DIA.Additionally, DIA
provides some operational and intelligences Tactical intelligenceis intelligence that
support to the CINCs. At the operational and is required for planning and conducting
tactical level, designated CINCs are the main tactical operations.
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b. Generalized Law Enforcement instance, arequestforimagery causes activity

Definitions

17.

in the planning and direction phase but may
not involve new collection, going instead to
Strategic intelligenceis evaluated a production facility where imagery is drawn
information from various sources abodtom an archive. The intelligence cycle,
broad patterns and trends that can be usedvever, presents intelligence activities as a
to make strategic planning andtructure for the discussion of intelligence
programming decisions. doctrine. To better understand intelligence

and its cycle, it is important to recognize the
Operational intelligenceis information clear and critical distinction between
that can provide analytic support to theformation and intelligence Information
criminal investigation and prosecutiolis data that have been collected but not further
process. developed through analysis, interpretation, or

correlation with other data and intelligence
Tactical intelligence is actionable The application of analysis transforms
information that is of immediate tacticainformation into intelligence. Both
use in effecting investigations anéhformation and intelligence are important,
interdiction. and both may exist together in some form.
They are not, however, the same thing, and
thus they have different connotations,
applicability, and credibility.

Intelligence Sources

Intelligence sources are theansrsystems

used to observe, sense, and recordonivey

a. Planning and Direction

information of conditions, situations, and

events. There aseven primary source types:
IMINT, HUMINT, SIGINT, MASINT, open-
source intelligence, technical intelligence, and
Cl (See Figure IV-6).

18.

e Planning and direction involve
establishing the command relationships
between all intelligence elements within
the joint force and identifying,
prioritizing, and validating intelligence
and intelligence system requirements.
This phase also includes preparing a

The Intelligence Cycle

The intelligence cycl€Figure IV-7)is the
process by which information is converted
into intelligence and made available to

collection plan, determining priority
intelligence requirements (PIR), issuing
request for information (RFI) collection

users. DOD users include the Secretary of
Defense, Chairman of the Joint Chiefs of Staff,
combatant commanders, and all other

and production, and continuously
monitoring the availability of collected
data.

commanders and forcesThe US intelligence
cycle has the following six phaseglanning
and direction; collection; processing and
exploitation; analysis and production;
dissemination and integration; and
evaluation and feedback.The intelligence
cycle is a highly simplified model of

intelligence operations in terms of processes.
As a model, it is important to note that

intelligence actions do not always follow
sequentially through the cycle. For

Collection planning is normally
conducted through thecollection
requirements management (CRM)
process. CRM registers, validates, and
prioritizes collection, exploitation, and
dissemination requirements to meet the
information needs of joint and
component force commanders. Through
the development of a comprehensive
collection plan or strategRM tasks
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INTELLIGENCE SOURCES

Imagery Intelligence
IMINT
PHOTINT - Photo Intelligence
Signals Intelligence
SIGINT
COMINT - Communications Intelligence
ELINT - Electronic Intelligence
FISINT - Foreign Instrumentation Signals
Intelligence
TELINT - Telemetry Intelligence
RADINT - Radar Intelligence
HUMINT Human Intelligence
Measurement and Signature Intelligence
MASINT
ACINT - Acoustical Intelligence
OPTINT - Optical Intelligence
ELECTRO- - Electro-optical Intelligence
OPTICAL
IRINT - Infrared Intelligence
LASINT - Laser Intelligence
NUCINT - Nuclear Intelligence
RINT - Unintentional Radiation Intelligence
OSINT Open-Source Intelligence
Cl Counterintelligence

Figure IV-6. Intelligence Sources

requirements to appropriate organic,
attached, and supporting external
organizations and agencies. CRM also
monitors the overall satisfactionof
these requirementsand assesses the
effectiveness of the collection strategy to
satisfy the original and evolving
intelligence needs.

Planning and direction also includes
identifying intelligence personnel
augmentation requirements to the
management and personnel officer, key

logistic requirements to the Logistics
Directorate of a joint staff (J-4), lift and
transportation requirements in the time-
phased force and deployment list to the
J-5, and communications requirements
for intelligence operations to the J-6. This
phase also includesstablishing and
coordinating intelligence dissemination
procedures and systemsiith subordinate,
lateral, and higher intelligence
organizations and commands, and
identifying national-level support
requirements.
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THE INTELLIGENCE CYCLE

DISSEMINATION
AND
INTEGRATION

ANALYSIS
AND
PRODUCTION

PLANNING
AND
DIRECTION

COLLECTION

PROCESSING

AND

EXPLOITATION

Figure IV-7. The Intelligence Cycle

b. Collection. Collection includes both the
acquisition of information and th@rovision
of this information to processing and/or
production elements.

 Collection Management Principles

e Joint force collection management
must be able to task any joint force
collection asset and obtain the aid of
external resources (e.g., theater and
national) in acquiring needed
intelligence.

e Economies realized from centralization
must not diminish the collection
management element’s responsiveness to
the requirements of the joint force.

* Collection Guidelines

s |ntelligence Collection Activities.
Collection resourcessupporting military
operationsshould be allocated or
taskedto satisfy anticipated and potential
operational and tactical intelligence
requirements of all command levels and
elements of the joint force Different
types of collection capabilities may be
neededso information from one source
type can be tested or confirmed by others
in order to subject the full range of enemy
activity to observation.The collection
system also needs some redundaray
the loss or failure of one collection asset
can be compensated for by duplicate or
different assets capable of answering the
intelligence need. Tofunction
effectively at the start of joint or
multinational operations, responsibilities
and procedures to optimize intelligence
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collection must be in existence and
practiced during peacetime.

e PIR and Intelligence Requirements.
The joint force commander (JFC) is
responsible for identifying and
determining the PIR for the mission.

In turn, the J-2 is responsible for
identifying the intelligence shortfalls,
stating them in terms of intelligence
requirements, and then tasking collection
assets, conducting processing and
exploitation and/or analysis and
production,and ensuring dissemination
and integration. ldentification of
preplanned PIR greatly enhances
intelligence support to the joint force.

e« |ntelligence Requirements.At each
level of commandsenior intelligence
officers must be aware of their
command’s intelligence requirements

as well as those of thenext higher,
adjacent, and subordinatecommands
The collection or production capabilities
of one component of a joint force may
be able to satisfy another’s requirements.
Acting for the JFC, the J-2 (collection
management) can task resources to
collect, process, and exploit the
information to fulfill the most important
requirements of the joint force based
on assigned or potential missions. See
Joint Pub 2-01, “Joint Intelligence -«
Support to Military Operations,” and
Joint Pub 2-02, “National Intelligence
Support to Joint Operations,” for
requirements management details.

s Available Collection ResourcesA
corollary to the above is that the J-2 must
be aware of the abilities, limitations, and
leadtime required for tasking intelligence
collection and production.

should be synchronized and
coordinated to allow cross-cuing and
tipoff among collectors. The data
collected should be integrated and
correlated in all-source analysis, as
appropriate. Resulting overlapping,
multisource collection capabilities should
be used to reduce the effects of enemy
denial and deception measures and to
improve the accuracy and completeness
of intelligence.

s Collection Opportunity and C2W
Tradeoffs. When determining
intelligence operations, the JFC’s staff
and the components shoidéntify and
compare the longer term value of
continued intelligence collection
against enemy elementswith the
immediate tactical value of destroying

or countering a source of intelligence
The J-2 and J-2 staff should monitor
collection results and provide feedback
to the JFC to assist in determining when
specific targets can be nominated for
attack. In conjunction with national
intelligence organizations and the
componentsthe J-2 should nominate

a “no strike” target list to the J-3 and
keep it updated. The JFC will determine
when and if these targets are to be
attacked.

Collection Operations Management
(COM) Responsibilities. COM
activities are driven by collection
requirements. COM provides authoritative
and coordinated direction and tasking of
the broad array of technical sensor
operations and HUMINT collection
operations and their associated
processing and dissemination resources.

c. Processing and Exploitation.

Processing is the action of converting
« Coordination of Collection Sources. information to formats that can be readily
Collection operations (including data used by intelligence personneln the
exchange) of all collection sourceanalysis and production of intelligence.
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Processing includes data form and format multiple sourcesintegraté, and provide the

conversions, graphics, art work, photographic
developing, video production, printing, and

computer applications.

d. Analysis and Production. Intelligence
production is the integration, evaluation,
analysis, and interpretation of information
from single or multiple sourceto finished
intelligencefor known or anticipated military

and related national security consumer
A term associated with

requirements.
production is “intelligence application.”
Intelligence application is the direct
extraction and tailoring of information
from an existing foundation of intelligence
and near-real-time reporting. It is focused

on and meets specific requirements, normally

on demand.
¢ Production Guidelines

s Purpose and Use of IntelligenceTo

better understand the exact needs of the
consumer and the best way of answering

the requirementsthe producer needs
to know who will use the intelligence

at what level(s) of command, the user’s
mission, the general intelligence
requirements and responsibilities, and
purpose of the intelligence products.

es Objectivity. Producers must be
objective, unbiased,and avoid any
tendency toward preconceived ideas.
When conflicting information exists,
efforts should be made to resolve the
difference. If time or resources are
inadequate to provide unambiguous
intelligence, the JFC should be made-
aware of the ambiguity or uncertainty.
Commanders need all available pertinent
intelligence, including conflicting or
contradicting information and opinion.

e¢ Integrated Products. Intelligence
analystsat JICsand other fusion centers
should use informationavailable from

decision maker with a clear picture.

*e Production Among Echelons.
Intelligence production should be
coordinated from national through
tactical levels. These production
activities shouldbe directed and
coordinated by the J-2so they are
mutually supporting and nonduplicative.
(1) Intelligence production for joint
operationss accomplishedoy units and
organizationsat every echelon. It
includes Service-unique products at the
component commands and operating
forces. (2) Intelligence produced at
higher echelonsis derived from both
collection assets organic to that echelon
or higher and a refinement and
compilation of intelligence received from
subordinate units and external
organizations. Subordinate units, in
turn, use the intelligence products sent
to them by the senior command to
determine or adjust their mission and/or
strategy.

Production Responsibilities. Higher
echelons are responsible for ensuring
subordinates are provided any
required intelligence exceeding the
subordinate’s organic production
capability. Toward this end, higher
echelon commanders and J-2s should
identify organizations able to contribute,
and take necessary actions to provide
JFCs with required intelligence products
and services.

Production Management.Production
managementis a critical element in
ensuringeffective and efficient military
intelligence production in support of
joint operations. Within each production
agency, production managers receive,
review, validate, prioritize, and
coordinate production requirements to
determine the producer and schedule, the
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task, and editing requirements for
intelligence products. ADP on-line
updates are controlled by the production
manager. Strict controls should be
applied to changing information in
ADP systemsthat can be accessed by
other organizations. There must be a
designated approving authority for
suchchanges. Routinely, only one
organization will have the authority to
change a specific item (e.g., a data field
in a record in an official data base).

e. Dissemination and Integration.
Dissemination is conveyance of intelligence
to users in a suitable form. Intelligence is
disseminated in many formsusing a variety
of means. Dissemination means include
personal contact, physical transfer or courier
of hard copy textual and graphic materials,
digital and analog media (magnetic tape and
optical disks), video-teleconference, ¢
telephones, FAX transmissions, messages,
briefings, remote terminal access to computer
data bases, and direct data transfers. In
addition, tactical intelligence can be
disseminated via intercom, tactical data
systems, tactical radio circuits, and tactical
radio and satellite broadcastsEach
intelligence dissemination method can be
further categorized as secure or nonsecure,
over dedicated or common-user
communications, and/or raw or finished
intelligence. The diversity of forms and
dissemination paths reinforces the need for
interoperability among C4l systems.

« Jointintelligence dissemination should
be consistent with the “C4l For The
Warrior” concept that allows the
warfighter to obtain functionally

integrated or fused intelligence based onf.
requirements forDuring the evaluation and feedback phase,

the warrior’s

have sufficient knowledge of the joint
force requirements through preplanned
PIR (which involves tailoring data
bases); (2) emphasize pushing
intelligence to the warfighter (through
over-the-air updates); and (3)
accommodate warrior pull on demand
(allowing automated access to theater and
national data bases through such systems
as the Joint Deployable Intelligence
Support System)This concept results

in timely intelligence, makes
maximum use of automation, and
minimizes the flow of RFI messages
and intelligence reports. Broadcasts
such as the tactical information broadcast
service and the tactical related
applications are examples of over-the-air
updates that provide time-sensitive
intelligence to tactical commanders.

An important consideration in the
dissemination process is management
of information transmitted over
communications systemsJFCs should
ensure for provision of critical, time-
sensitive intelligence for force protection
and operations, using the “push-pull”
system to receive finished intelligence
products from higher or adjacent
commanders and intelligence producers.
JFCs should manage information
dissemination in terms of the product,
available communications paths through
dynamic bandwidth management, and
time sensitivity to ensure the joint force
receives what is required to support joint
operations. Intelligence dissemination
should be continuously reviewed
throughout the joint operation.

Evaluation and Feedback Phase.

intelligence exchangeThis concept intelligence personnel at all levels assess
allows intelligence organizations how well each phase of the intelligence
external to the joint force to satisfy cycle is being performed.Commanders and
joint force intelligence needsto the operational staff elements must provide
maximum extent possible if they: (1jeedback. When areas are identified that need
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improvement, the necessary changes ar@t released or is sanitized and the
made. Evaluation and feedback aidassification downgraded to make the
continuously performed during every othenformation usable outside the intelligence
phase of the intelligence cycle. Personnemmunity. The Department of Defense
involved in different phases coordinate amtoduces and disseminates CD intelligence
cooperate to identify if transitions from onat the lowest possible classification
phase to another require improvements. consistent with protection of sources and
methods. See Appendix L, “Security

19. Intelligence Support to US Classifications,” for comparisons of security
LEAS classifications and procedures.

a. US LEA personnel require detailed  c. It is important for DOD personnel to be
intelligence information concerning all aware of the sensitivity of the information
aspects of CD operationgo support their related toLEA criminal investigations. LEA
various mission areas, including interdictiomggulations often inhibit the sharing of certain
border control, international operationgase-specific information with other
domestic law enforcement, and financiglovernmenggencies. In addition, classified
crimes. LEA officers also work with foreigninformation cannot be used in criminal
military and law enforcement officials taprosecutions, and it may be subject to discovery
support eradication and interdiction effortgotions by defense attorneys. Thus, it is often
overseas, and operate in combined effortgmoportant to the LEAs that classified
track traffickers to destinations in the Uniteithformation bekept out of the files of active
States. Information required to support criminal investigations.
these operations must be both detailed and
timely to be effective. LEA headquarters and20.  Intelligence Support to
regional intelligence support offices interact Host Nations
directly with the intelligence community to
ensure information is accurate, complete, andrhe principal means for providing CD
timely. LEA field officers and forward-support to HNs is through TATs and
deployed units are provided with intelligendeilateral  information  exchange
data in a format and classification level thagreements.
will support their mission, whether planning
for interdiction or to support arrest and a. Tactical Analysis Teams. TATs are
prosecution. LEA field elements receivestablished based on agreement between the
intelligence reports from their own sourcddS Ambassador, the geographic CINC, and
and maintain local data bases to handfee HNs. Once in operatiorthe TAT
information that is specific to their missionbecomes the focal point for DOD CD
They also access other LEA data bases dniglligence support to the HN. The DIAs
national intelligence community data basdsVD produces tailored, all-source
to ensure that they have all of the relevaintelligence materials in response to TAT
data. requests. TWD receives its information from

national-level agencies such as the CIA,

b. The DOD intelligence community NSA, DIA, and DEA. The TAT mission is
shares data with LEAs at a variety of to supportthe US Country Team and HN CD
classification levelsTo protect DOD sourcesoperations by providing tactical intelligence
and methods from unauthorized disclosurglvice or assistance, targeting support,
certain sensitive compartmented informatigrollection management, ADP support
and sensitive HUMINT information is eithefincluding data base management), and
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SIGINT advice or assistance to the Countagvice about OPSEC vulnerabilities to human
Team. TATs further assist the DEA byollectors, and advice about physical security
providing some limited analysis and fusioand either OPSEC measures to eliminate the
of HN and US multisource information. TATOPSEC vulnerabilities, or deception actions
provide a diect link between the CD teanto exploit the vulnerabilities.
operating within the HN and the D&M
capability of the Department of Defense. b. Force Protection. Cl organizations of
the Military Departmentprovide security

b. Bilateral Exchanges. Bilateral vulnerability assessments of fixed facilities
exchanges areehicles for sharing specific and other locations where DOD elements
intelligence information under terms or will engage in CD operationswith respect
conditions defined in a formal agreement to threats of hostile action. They also advise
negotiated between the HN and the USG.and train personnel in self-protection OPSEC,
This exchange can be designed to occur pi@arsonal protection measures,
diplomatic, geographic CINC, militarycountersurveillance, defensive driving, use of
component, or LEA channels. Details of thgrotective equipment, and physical security
information exchange such as the typfar vehicles, buildings, and sites. Force
quantity, format, frequency, and points gfrotection support is coordinated through the
contact for the exchange are outlined in tidNC counterintelligence support officers

agreement. (CISOs).
21. Counterintelligence c. Counterintelligence Analytical. This
Support support is provided by DIA, CIA, FBI, DEA,

and the Military Departmentslt includes

Because of the covert nature of illegal drugtelligence briefings on threats posed by
trafficking operations, it is often necessary tworruption and drug traffickers’
penetrate and interdict them in a coveiritelligence collection capabilities and
manner. At a minimunthe planning and analysis of the involvement of foreign
nature of US CD operations must be intelligence services in drug trafficking and
protected from premature disclosure to in CD operations. Such support should be
drug traffickers. CD operations may becoordinated through the CINC JICs. The JIC
compromised in a number of ways. Welproduction manager, in coordination with the
meaning people may inadvertently reve@lSO, can task DIA to fuffill this requirement.
important information. More deliberately,
there have been cases where knowledgeablé. Counterintelligence Investigations.
individuals have provided information tarhis support is provided by the CI
people involved in drug trafficking forelements of the Military Departments in
financial gain. Additionally, there exists @oordination with the military criminal
threat from corrupt foreign individuals.  investigative elements and Federal, state, and

local LEAs. Investigations are conducted

a. Operations Security Support. Atthe on allegations that official DOD
request of staff OPSEC planneiG| information involving CD operations is
organizations of the Military being provided to persons not specifically
Departments provide support for authorized to have such information.These
OPSEC surveys and planningSupportfor investigations should be coordinated with the
OPSEC includes multidiscipline CICISO as appropriate.
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SECTION E. PLANNING planning, and strategy development.

SUPPORT However, some headquarters-level Federal
agents have attended DOD Service schools
22  General and can be useful in providing a cultural bridge

between the military and civilian law

a. Planning support can be one of the enforcement personnel involved in the
Department of Defense’s most effectiveplanning effort.
means of supporting the national CD effort.
The numerous Federal, state, and local LEAS. Mission. Different agencies have
engaged are making a conscious effort @ferent legal mandates, and thus areas of
combine their operations to better empldgmphasis and operating methodsArresting
limited resources against an adversary whdstspects and seizing assets requires substantial
fiscal, equipment, and manpower pools cétvestment in time and resources, but is only
be staggering. For military personnel to &€ step in a lengthy and complicated legal
fully effective players in the interagency andirocess. Somewhat like post-combat CA and
or HN planning processean understanding Military police operations in a military

of the supported agency or HN, its culture, c@mpaign, planning a long-range strategy
and people is critical. must take into account the support

requirements necessary to capitalize on initial
b. Before initiating a planningfefrt, DOD  investigative successes in the fiedcritical

representatives must understand the factor in understanding an agency’s
agency they are suppoting. The mMission, and why it operates the way it
organization’s mission, current goa|gqoes, is the method by which it defines its
structure or chain of command, measures®fccess. Measures of effectiveness vary
success, and even its relationships with otfRgtween agencies, affecting their operating
government agencies or countries are bupRilosophy and sometimes putting those
few of the factors to keep in mind whefthilosophies, and in some ways their
preparing to assist in any planning proje@perational goals, at odds with other
The world of an undercover narcotics age@fganizations involved in the drug war.
is significantly different from that of military There is no set of measures acceptable to all
personnel. agencies.

23. LEA Planning Support ¢. Internal Environment or Organization.
At the Federal level, thagencies involved
Providing planning support to US LEAdiffer significantly in how they organize to

must take into account the following factor&xecute their missions. The planner must
understand how each major subordinate

a. Background. The amount of organizational element supports the other in
experience senior law enforcement officialsthat mission. Some agencies have little
have with military operations and €xperience in long-range planningand
procedures varies with the agency.In What does exist is often spread among a
some cases, the average agent gets liftmber of offices. The senior management's
exposure to what military officers andocus may be on operations — at the expense
noncommissioned officers take for grante?f supporting systems, i.e., the intelligence,
in the course of their professional careers technical, logistic, contracting, and/or
professional military education that focuseiministrative elements. DOD personnel
on group dynamics, written and orassigned to planning support duties should
communication, large force employment afRe prepared to educate, and in turn be
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educated byheir counterparts in the LEA thatlescribe a seven-phased process (see Figure
they are supporting. Normally, this processlig-8) thatcan be tailored to the supported
ongoing throughout the support effort, requirirggency’s orcountry’s needs and operating
flexibility, diplomacy, an ability to speak themethods.

supported agency’s language, and a willingness

to tailor prior experience and methodology to
that organization.

b. Phase 1.Preliminary Preparation. Before

any productive work can be dorseme basic

organizing tasks need to be accomplished.

d. External Environment. Some agencies
operate exclusively within CONUS; others
are extensively involved in OCONUS
activities. These jurisdictions substantially
alter the planning requirements, but DOD
experience in such missions is usually
recognized, particularly in the case of
overseas operations.

agencies and the organizational level
involved. As discussed in the previous

paragraphs, missions and measures of

effectiveness differ, at times generating

disputes over operational and resource
priorities that can become patrticularly acute

at the headquarters levelJoint planning
efforts at the tactical level are normally
easier to compromise on and implement
than those at higher headquarters.

24. Host-Nation Planning
Support

The process of planning support to HNs is
similar to those undertaken for support to US

LEAs. However, the planner must also

consider a number of additional factors, such

as the HN'’s cultural differences or

perspectives, historical perspectives or

sensitivities, political climate, and economic
conditions.

25. CD Strategy Development

a. General. The following paragraphs
summarize one method of helping any
organization, civilian or military,
build a conprehensive strategy. They

Interagencys
relationships and interaction vary, depending
on past experience between the different
Federal departments and their associated

* Define the Team.Determine who staffs
the products, who is on the writing team,
and who is responsible for selling the
strategy to higher headquarters,
legislatures, and other organizations.

Literature Search. All references to the
organization’s mandate and strategic
direction need to be consolidated and
studied. Data on the threat are
required. Information on the
organizational environment (current
policies, existing goals and senior
guidance, problems requiring resolution,
and other appropriate information)
should be assembled.

» Development ProcessThis is often an
education process for both parti@he
military strategy model and terms
(centers of gravity, culmination points,
and other conceptg)ay or may not be
translatable to a civilian or HN
audience, at least not without some
explanation. Planning time frames with
which military people are comfortable
may not be appropriate for a law
enforcement community — “long-term”
may translate to 2, rather than 10, years.
What are the individual process time lines
and milestones? What happens if they
are not met? Even the basic structure
mentioned in the preceding section may
not be entirely acceptable to the audience
— resolve these disputes before
beginning the major effort.

 Assign Responsibilities. Define and
agree on who is responsible for what
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COUNTERDRUG STRATEGY BUILDING PROCESS

PHASE 1

Preliminary Preparation

PHASE 2

Define the Mission

PHASE 3

Describe the Operating Environment

PHASE 4

Define Success

PHASE 5

Build the Strategy

PHASE 6

Develop an Implementation Plan

PHASE 7

Institutionalize the Process

Figure IV-8. Counterdrug Strategy Building Process

in the procesgteam leaders, facilitators, > The threat;

staff liaisons, overall manager, technical

advisers, editors, and subject matter e The internal environment (current

experts). state of the organization, capabilities,

unigue initiatives or subordinate

 Define Tasks. What exactly needs to agencies, and requirements);

be done?For example, the group writing

the assessment should know before they ¢« The external environment

start that they must, in the final product,  (interagency roles, relationships, political

address: and economic considerations);
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s Constraints and restraints; manning levels for justifying the inevitable
funding requests. Establish measures of
s Other issues as necessargnd effectiveness that accurately reflect strategic

goals and the strategic vision. Develop
e Administrative procedures— OPSEC planning guidance per NSDD 298,
who provides clerical support? What wortNational Operations Security Program and
processing program will be the projedtlational Operations Security Doctrine,” for
standard? How long does it take to stafgoplication in anticipation of future and during
product through that agency’s systenD operations and in OPSEC surveys.
When is the best time to meet as a group?
What other duties are team membersg. Phase 6. Develop an
responsible for and how will that affect themplementation Plan. Build a roadmap
time line? Who will be the finalrbiter on that people in the organization can follow
these decisions? to support the strategy— define operation

plans required from lower echelons, assign

 Obtain Project Approval. Ensure that responsibilities for managing strategy

the group has the support of senior implementation, and prepare a “marketing
leaders on how and what will be plan” for presentation to higher
produced. At this point, an obviousheadquarters and funding sources.
demonstration of their commitment to,
and support of, the project would be h. Phase 7. Institutionalize the Process.

helpful. Make the strategy a living document —
constantly evaluated for relevance and
c. Phase 2. Define the MissionBased effectiveness through an

on known directives, guidance, internalrganization-widefeedback process.

policies, and other relevant guidanc&reate a regular review process that

develop and have approved a missionexploits successes and corrects (or

statement. abandons) ineffective initiatives or policies.
Keep information channels open in order to

d. Phase 3. Describe the Operating honestly assess current priorities and respond

Environment. Draft and staff theto a changing environment.

assessment, based on intelligence estimates

of the threat, the current organization's SECTION F. LOGISTIC

characteristics as described by the employees SUPPORT

and managers, and the outside world as seen

by agency or HN and DOD team member£6. General

e. Phase 4. Define Success.Based on @. The Department of Defense can make

the abovedraft a statement for the top @ substantial contribution in logistic

leader’s “vision” of success. support of LEAs. Typical categories of
support to interagencies are executed under

f. Phase 5. Build the StrategyDescribe authority of Section 1004 of the FY 91 DOD

in general “what” the organization should\uthorization Act (as amended) and consists
be doing for the period covered by the visioff the following:

Define main avenues of effort. Set operational

and support priorities for the short-, mid-, and ¢ Maintenance and/or repair of equipment

long-term. Define resource requirements and made available by the Department of

contrast them with current funding and Defense to interagencies for the purposes

I\vV-27



Chapter IV

of preserving its future utility for thecontraband at all times. Limitations or
Department of Defense or upgrading trepecific requirements include the
equipment to ensure compatibility witHollowing:
other DOD-used equipment.
e If LEA personnel request a loan of
« Maintenance, repair, and/or upgrading of wheeled vehicles, then vehicle
other than DOD-provided equipmentfor operators must be licensed and
the purposes of ensuring that it is certified by the lender; and
compatible with DOD equipment.
» Use of Active Force and Reserve Force
e Transportation of US and/or foreign Component Service members in
personnel and transportation of supplies conjunction with missions performed
and/or equipment to facilitate CD activities. on land owned by a private citizen
can beexecuted only after written
 Establishment of bases of operations or permission ofthe land owner is
training facilities (including unspecified  obtained or provided.
minor construction).
b. Air. Air transportation of LEA
« CD logistics-related training of US andpersonnel, equipment, and apprehended
or foreign law enforcement personnel.suspects is available and can be provided
by rotary- or fixed-wing assets. Air
b. For the most part, costs incurred imansport is contingent upon weather,
DOD logistic support of LEAs areequipmentreadiness, and pilot availability.
reimbursable. (See Chapter I, “Introduction
and Overview,” para 5b for exceptions.) No
Federal LEAs should provide the supporti TYPES OF
activity with a fund advance based on tl
estimated cost of equipment and service DEPARTMENT OF
The system used to account for the cost DEFENSE LOGISTIC
DOD support to civilian LEAs need not be SUPPORT
different from existing data collection syste
(e.g., Vehicle Interactive Manageme .
System). For airlift services, the Defens Transportation Support

Business Operating Fund-Transportatio Maintenance Support
accounting procedures apply. The specif

types of DOD logistic support are shown i Engineer Support
Figure 1V-9 and described below.

_ Facilities Usage

27. Transportation Support

Equipment Loans

a. Surface. Surface transportation .

assets are usually wheeled vehicles Life Support

various types. Vehicles can transport - .

personnel, cargo, and/or equipment. Military Working Dogs

When contraband is transported, an LE

officer must accompany each operation to Figure IV-9. Types of Department of
maintain a chain of custody of the Defense Logistic Support

transported evidence or seized property or
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The C-130 aircraft satisfies a wide variety of CD-related transportation needs.

Airlift capabilities will be tailored to the passengers, cargo dimensions, weight,
cargo. The same “rulesdpply about and cubic feet. Further information on
missions performed on private lands. airlift support is available in Joint
When air transportation to a drug Pub 4-01.1, “JTTP for Airlift Support
apprehension site is required, the mission to Joint Operations.”

requires advance approval by the US

Attorney General. The following items c. Maritime. Maritime transportation
must be addressed in a request for useodf LEA personnel, supplies, and
any DOD air transportation asset: equipment is available and may be

provided by USTRANSCOM, the USN,
Precaution(s) must be taken to reduce the commercial shipping. USN “lifts of
likelihood of aircraft drawing fire duringopportunity” are routinely available from
the operations. major US naval facilities as ships deploy

for training exercises. Maritime transport
Mandatory safety briefings musts contingent upon equipment readiness,
include pre-, during-, and post-flightavailability, and mission priority.
requirements.

28. Maintenance Support
ROE, both during flight and after
landing, must be clearly defined. The use of DOD personnel to operate,

maintain, or assist in operating or maintaining
Landing areas must be clearly defineéguipmentis limited to situations when the
including the specific distance frontraining of non-DOD personnel would be
the apprehension site. infeasible or impractical from a cost or time

perspective, and would not otherwise
All aircraft requirements should beompromise national security or military
submitted in the US Message Texireparedness. LEAs may request DOD
Formatting Program (MILSTAD 6040)personnel to operate, maintain, or assist in
format; or, for non-DOD users, at leasiperating or maintaining equipment for
in sufficient detail to include number ofheir agencies. Such assistance may not
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involve DOD personnel in a direct role invith the appropriate Service. This

an LEA operation.

authority has been delegated, under certain

circumstances, by the Secretaries of

29. Engineer Support

the Military Departments to subordinate

agencies.

Engineer support varies from individual
expert advice on terrain denial and constructiorr  Requests for nonoperational support can
management to battalion level vertical and be received by any level of command or

horizontal construction operatiorihe goal of
this support is to improve training facilities
that enhance law enforcement drug
interdiction efficiency as well as upgrade US
border roads, fencing, and security lighting
that reduce the availability of illegal drugs.

any agency of the Services.ocal
commanders receiving LEA support
requests may coordinate them with the
appropriate local agencies and efer
requests to the proper approval
authority. The local commander

The supported LEA must provide any required
material and comply with legal environmental
and cultural documentation requirements. Joint
Pub 4-04, “Joint Doctrine for Civil Engineering ¢ If the local command does not have the
Support,” provides additional information on  equipment or the equipment is not
engineering support. available for lease or loan, the
commander notifies the chain of
command, which identifies an alternate
DOD installation or unit to fulfill the
The Department of Defense may make base request.
facilities available to Federal, state, or local
LEAs. These include such facilities as ¢ CDSOs submit monthly reports to the
buildings, training areas, and firing OCDEP&S, listing support that has been
ranges. These facilities are generally  provided and that which is pending.
needed either in conjunction with training  Reports include new, continuing, and
being conducted by the LEAs or by DOD  completed support and are categorized
forces providing training support to the by Service within the CDSO’s areas of
requester(s). authority.

determines the command’s capability to
support the request.

30. Facilities Usage

31. Equipment Loans c. See Appendix M, “Points of Contact,”
for phone numbers and addresses of CDSOs.

a. The Secretary of Defense has
established two Counterdrug Support 32.
Offices (CDSOs)to coordinate the transfer of
excess DOD property to DLEAs. They operateMilitary working dogs and their
under the management of the Director, Deferisandlers can be provided to conduct
Logistics Agency, and the policy oversight dimited support to LEAs. The provisions
the OCDEP&S. CDSO areas of authority acd that support are provided in detail in DOD
shown in Figure IV-10. Instruction 5525.10, “Using Military

Working Dog Teams to Support Law

b. Authority for approval or denial of Enforcement Agencies in Counterdrug

requests for nonoperational support rests Missions.”

Military Working Dogs
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Figure IV-10. Counterdrug Support Offices Areas of Authority

SECTION G. TRAINING supervisory personnel in state and local
SUPPORT rehabilitation-oriented training camps for

first-time drug offenders; and
33. General
c. Authorizing the Department of Defense
In January 1990, the Secretary of and its operational units to expand programs
Defense approved initiatives to broaden for training LEA personnel in languages,
the DOD training support of the NDCS. planning skills, logistics, communications,
The initiatives included: tactics, equipment operation and
maintenance, and intelligence.
a. Detailing up to 275 military personnel
to Federal LEAs to perform liaison, training34.  Types of Training Support
and planning functions;
The Department of Defense can provide
b. Authorizing military personnel toHNs and US LEAs with the following
provide specialized training for futuredraining support to enhance their CD efforts:
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a. Training Support to Host Nations. to report training performed in accordance
Most training support to HNs is providedvith existing procedures.
through SA funding (See Section B, this
chapter). However, some programs that &&. Training Simulations
conducted in conjunction with HNs are not
part of SA. Those include: Training simulations are an integral part of
the training process to prepare forces to conduct
 Joint combined exercises for training; CD operations. Operational planners use
these systems to test concepts, analyze the
 Operations planning groups; and entire drug trafficking process, and develop
systems to counter traffickers. Examples of
« Joint and combined exercises. training simulations are listed below:

b. It is DOD policy that no advanced a. USACOM forces use the Enhanced
military training will be provided to USNaval Warfare Gaming System(ENWGS)
civilian law enforcement agency (CLEA)ocated at Tactical Training Group, Atlantic
personnel, except as noted below. “AdvancEtACTRAGRULANT), Dam Neck, Virginia,
military training,” in the context of thisas the principal training simulation for
policy, is defined as high intensity trainingleploying naval units in the D&M role.
which focuses on the tactics, techniques, dBIWGS is a wargaming system that
procedures required to apprehend, arrestmbines high-speed computer processing
detain, search for, or seize a criminal susp&dth player interface to enable tactical
when the potential for a violent confrontatiodecision making in various peacetime, crisis
exists. “Advanced military training,” includesaction, and combat situations. It allows
advanced marksmanship (including snipptayers to maneuver ships and aircraft and
training), military operations in urban terraiturn sensors on and off while presenting a
(MOUT), advanced MOUT, close quartereealistic geographic picture. ENWGS has
battle and/or close quarters combat, angimote sites located at the Amphibious
similar specialized training. It does noBchool, Little Creek, Virginia, and at the Joint
include basic military skills such as basi/arfare Center, Hurlburt Field, Florida. It
marksmanship, patrolling, mission plannings the principal training simulation for
medical, and survival skills. prospective component elements.

As a single general exception to this policy, » General Capabilities. ENWGS has the
the US Army Military Police School is capability to simulate all types of
authorized to continue training CLEA  platforms, including ships, submarines,
personnel in the Counterdrug Special aircraft, land bases, and radar sites. Each
Reaction Team Course, the Counterdrug ENWGS module contains two
Tactical Police Operations Course, and the geotactical displays to view the tactical
Counterdrug Marksman and/or Observer picture, and from three to six automatic
Course. Additionally, on an exceptional status boards that provide access to
basis, the Commander in Chief, US Special important game information reports
Operations Command (USCINCSOC) may such as flight status, airbase status, and
approve such training by SOF. In such cases, all tracks.

USCINCSOC will inform the Executive

Secretary to the Secretary of Defense of the Scenario Development.CD scenarios
training support provided. Similarly, the US for the wargame can either be an existing
Army Military Police School will continue CD scenario developed by
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TACTRAGRULANT for routine CD of drug laboratories. LEA officers must
training or be developed by the sponsaccompany military personnel, make
and TACTRAGRULANT to meet necessary arrests or seizures, and take custody
specific training requirements. Existingf evidence or contraband at all times.
CD scenarios are modified to replicate
the forces and tactics for the mission andb. Administrative Support
game objectives.
« Staff Judge Advocate Officers or Legal
b. Other CINCs are developing enhanced Specialists. Once assets have been
wargaming and simulation capabilities to  seized from drug traffickers, SJA officers
provide a forum (or framework) for evaluating  or legal specialists may work with
proposed CD operations, to increase the criminal justice representatives to take
understanding of the operational capabilities full advantage of asset forfeiture statutes
and business environment of the drug industry, and process documents in accordance
and to develop and test courses of action for with established procedures.
the forces arrayed against the illicit drug threat.
» Accounting Specialists. This support

SECTION H. MANPOWER area provides expertise in the technical
SUPPORT accounting aspects of the asset seizure

or forfeiture process, keeping track of the

36. General property seized and assisting criminal

justice representatives in processing it.

The Department of Defense can provide
a variety of skilled individuals or units in c. Diver Support. Divers from the Navy,
support of HN and interagency CD effortg\rmy, and/or the Marine Corps may assist
This section provides descriptions of manlEAs for subsurface hull inspectioriivers
but not necessarily all, types of support thatay visually inspect only and cannot
may be provided. LEAs can request suppaittempt to enter, search, or alter features
for other types of skills that the Departmertihat are detected.
of Defense possesses through the procedures
explained in Appendix A, “Procedures for d. Linguist Support. This category
Requesting DOD Support.” Although severaicludes translator and interpreter support.
of the major restrictions concerning the ug2OD personnel are not permitted to
of DOD personnel have been included wittonduct real-time translations of oral or
the description of each category, others magre intercepts or directly participate in
exist, and consultation with legal personngilterrogation activities.

is imperative.
e. Liaison Officers to LEAs. Military
37. Manpower Support personnel have been assigned to positions or
Categories billets within LEAs and other agencies to
primarily perform liaison functions. They
(See Figure 1V-11) also can assist these organizations in the

training and planning functions, as
a. Eradication Support. Eradication is appropriate.
defined as physical removal of growing
plants (usually marijuana), their growing  f. Inspection Support. Border points of
mediums, and the associated infrastructure entry or exit are under the jurisdiction of the
(e.g., watering systems) or the dismantling USCS. Military (title 32 status) personnel
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their criminal investigative skills to the
analysis of gathered, but not yet processed,

MANPOWER evidence.

SUPPORT h. Military Police Support. Military
CATEGORIES Police personnel can assist with supervising
and coordinating activities for LEA activities
such as temporary task forces. Serving in such
positions as Operations Officers, these
personnel can serve as the link between the
Department of Defense and LEA elements.

Eradication Support

Administrative Support
i. Intelligence Analysts.These personnel

Diver Support can receive and process incoming reports from
multiple sources in accordance with
Linguist Support established LEA proceduresThey would

assist in evaluating the information,
analyzing trafficking group composition,
disposition, strengths, and weaknesseshey
can also help establish and maintain an LEA
automated intelligence data base, a system

Liaison Officers to Law
Enforcement Agencies

Inspection Support designed to evaluate current intelligence

holdings and identify intelligence gaps and
Criminal Investigative additional requirements. The Department of
Support Defense is not allowed to maintain an

intelligence data base on US citizens.

SECTION |. RESEARCH,
DEVELOPMENT, AND
ACQUISITION SUPPORT

38. General
Figure IV-11. Manpower Support

Categories a. The Department of Defense has an RDA
may assist LEA officers in inspecting capability which far exceedsthatofthe LEAs.
cargo, vehicles, air or water craft, baggage, 1 "€ Department of Defense applies these
courier shipments, and/or mail at border "€sources to assist in resolving critical
entry or exit points. LEA officers must be t€chnical requirements of the LEASlear-
present at all inspection locations, make fm support consists of technical
necessary seizures, and maintain custody?sfiStance in identifying off-the-shelf
all evidence. Military forces can only be gechnology that may provide solutions to
these locations at the request of the USCS &épting requirements. In the mid- to long-

cannot engage in law enforcement activitid§'™: the Department of Defense integrates
CD requirements into the established DOD

g. Criminal Investigative Support. This processwhere operational requirements can

support assists LEAs in major cagke better defined, validated, and prioritized,
development. DOD investigators contribute€ientific and engineering solutions to these

Military Police Support

Intelligence Analysts
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requirements can be screened, developed, titbred or streamlined approach must
pursued, and systems can be tested, procubetljincorporated.
and logistically supported.
b. Resources for the Department of

b. Technology’s role in CD activitiesisthat Defense are obtained through the resource
of a force multiplier. Sensors and technicallyallocation process.Resources include
derived intelligence permit focusing of limitedunds, people, facilities, arsfuipment.
law enforcement assets on high probabiliiyhis resource allocatioprocess is
targets instead of dispersingthem overanendlkee®wn as the Bi-annuallanning,
spectrum of drug trafficking possibilitiesProgramming, and Budget System
Technology alone will not solve the problen{fBPPBS). See Appendix G, “Resource
nor will personnel, but a synergy between théanagement.”
two is a powerful weapon to counter drug
trafficking organizations. 41. CD RDA Organizations

and Processes

c. Critical CD research and development
requirements and technology areas forThere are several aspects of RDA that are
exploitation include communicationsunique with respect to CD operations. The
tracking and surveillance, tactical operatiomsost obvious differences relate to the
support, contraband detection, D&M, ADRrganization and requirements POM
crop control, and laboratory detection.  processes.

39. RDA Legal Constraints a. Requirementsnclude those
technologies that operational forces need in
Materiel developers, facing theorder to execute their missionsCD
responsibility of supporting the national CPequirements are generated and defined by
effort, are legally constrained in the followingoordination between the CINCs, JIATFs
two ways: and/or JTFs, and the DOD materiel
development community. After the
a. Through specific rules defining howequirement is defined, the CINC must
materiel solutions to capability issues aralidate this requirement and send it to the
researched, developed, and acquired; anc€Chairman of the Joint Chiefs of Staff for
approval. The Chairman then justifies the
b. Through enacted legislation authorizingquirement to the DOD “Drug Coordinator”
and directing military support to LEAsas a critical need that should be pursued and
which places specific conditions on the CBupported with appropriated CD funding.

support allowed. OSD guidance has dictated that only those
requirements that are validated CINC
40. RDA Materiel requirements will potentially receive OSD
Requirements Process CD funding.

a. The current RDA system applies to b. If a requirement is fundamental to
major weapon system programs andnovative technology (technology base), then
typically requires a 12-year period to evolvepproval for funding this requirement is
from the technology base to a fieldechanneled through the OSD Development,
system. For the Department of Defense Research and Engineering office to the
to be responsive to the changingOCDEP&S. If the requirement can be
requirements of the CD environment, a accomplished through system development
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(acquisition research and development), thiaatment services, and programs in which
approval for funding this requirement igppropriate personnel of the Armed Services
through the Chairman of the Joint Chiefsct as role models for youths.
of Staff to the OCDEP&S. The key element
to this process is the mandate of a validaté®. Education
CINC requirement. This ensures that all
efforts are in direct response to providing Drug abuse awareness education and
a solution to a validated CINC requirementraining is provided to commanders,
This process is not always followed. Sonwmipervisors, program personnel, and other
LEAs coordinate and fund CDmilitary members and civilian employees and
requirements directly with the DODtheir families concerning effective measures
materiel development communityto alleviate problems associated with drug and
independent of validating this requiremetatcohol abuse. Additionally, courses such as
with a CINC. Since these requirementie Demand Reduction Course offered by
were not demonstrated to be validatedlCI (seeSection C, paragraph 42bhapter
CINC requirements, they do not receive atly, “Counterdrug Organizations,”) &ér DOD
OSD CD funding. Actions of this type arexpertise and support to non-DOD
totally funded by the LEAs and aregencies.
considered by OSD as LEA programs.
44, Deterrence
SECTION J. DEMAND

REDUCTION a. The major deterrence programs were
established by DOD Directive 1010.1, “Military
42. General Personnel Drug Abuse Testing Program” and

DOD Directive 1010.9, “DOD Civilian

DOD efforts to reduce the demand for Employee Drug Abuse Testing Program.”
illegal drugs concentrate in the areas of These directives established policies for the drug
education, deterrence, and treatment and/ abuse urinalysis programs for military personnel
or rehabilitation. It is the goal of the and DOD civilian employees.
Department of Defense to be free of the effects
of substance abuse. The policies developes. The purpose for these programs is to
by the Department of Defense include (igrovide a deterrence to drug abusghereby
varying degrees of applicability) militarypreserving the health of DOD military and
DOD civilians, and families of military civilian personnel and permitting
personnel. DOD Directive 1010.4, “Alcohotommanders and/or supervisors to assess the
and Drug Abuse by DOD Personneldecurity, fitness, and discipline of their
establishes policy for the implementation @ommands and to take appropriate action
these programs. The provisions of the 1983sed upon such assessments.
National Defense Authorization Act
significantly broadened the role of the ¢. Specific guidance for the collection,
Military Services in nationwide communityhandling and laboratory testing of the urine
demand reduction activities. The Secretagsmples isincluded in the above cited references.
of Defense is specifically directed to conduct
programs aimed at reducing the demand 5. Treatment and/or
illegal drugs in the civilian community Rehabilitation
including, but not limited to, supporting
community anti-drug campaigns, youth The reliance on illegal drugs following use
camps, substance abuse counseling ajifla periodic or continuing basis can cause
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either psychological and/or physical
dependence. In accordance with DOD
Directive 1010.4, “ Alcohol and Drug Abuse
by DOD Personnel,” it is DOD policy to
treat or counsel drug abusers and
rehabilitate the maximum feasible
number of them.

SECTION K. LAND
RECONNAISSANCE

46. General

As described in Chapter |, “Introduction
and Overview,” this mission category is
similar tothe D& M mission, yet different
in that various legal and/or regulatory
restrictionsareapplicableto active duty
forces. In most cases, active duty forces
are more restricted than NG (title 32 or
state status) units in performing this
mission category (See Section C, Chapter
[11, “Counterdrug Organizations,” for the
types of missionsthat NG units are able to
perform). This section presents the major
types of land reconnaissance means that
can be provided by the Department of
Defenseto LEAS.

47. Legal and Regulatory
Constraints

Chapter 1, “Introduction and Overview,”
and Appendix B, “USCode Provisons’ (both
in this publication), provide detailed
descriptions of the legidative and regulatory
restrictions on DOD forces. The list below
isareview of theconstraintscoveredinthose
portionsof thispublication that apply toland
reconnaissance.

a. Missons are information gathering
in nature. DOD personnel cannot maintain
or store gathered information in files. The
information must beimmediately giventothe
supported LEA.

b. Aviation support must adhere to all
military and civilian safety rules and
regulations.

c. Supported LEAS are responsible for
obtaining any warrantsrequired for searches,
or for determining that searches, inspections,
or observations do not require warrants or
private property owners permission.

d. Any operation that hasthe potential for
CD activity requires that an LEA officer be
physicaly present or have the capability to
respond rapidly.

e. DOD personnel cannot be placed in
situations which would probably require the
discharge of firearms, other than for self
protection.

48. Categories of Support

a. Aerial-Based Reconnaissance. A
variety of sensors, such as forward-looking
infrared radar (FLIR), side-looking airborne
radar (SLAR), photographic devices, and
human beings can be employed to perform
reconnaissance missons for CD organizetions.
The systems generally used for this type of
reconnaissance are listed bel ow and described
in Appendix F, “Major Equipment
Descriptions.”

* Fixed-wing aircraft.
* Rotary-wing aircraft.
» Unmanned agrial vehicles.

b. Ground-Based Reconnaissance. This
category uses ground-based systems to
reconnoiter an area (private land,
abandoned property, and public land) for
cultivated drug plants, laboratories, or
other drug operations. Means to
accomplish this mission are:
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« Listening Posts and/or Observation Posts; Remote ground sensors.

* Manned patrols (foot or mounted); c. Sea-Based Reconnaissanc8hips and
submarines possess capabilities to conduct
e Ground surveillance radars; and littoral reconnaissance.
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CHAPTER V
PLANNING COUNTERDRUG OPERATIONS

“For by wise counsel shalt thou make thy war, and in multitude of counsellors
there is safety.”

Proverbs 24:6

1. General 2. Planning and Coordinating
Forums

a. CD operations are designed to reduce
or eliminate the supply artémand forillegal a. Planning Levels and Forums. The
drugs.Only acomprehensivglanning process three levels of effort for the planning and
at the strategic (national), operational, and coordinating of CD operations apply equally
tactical (regional) levels can provide the to the Department of Defense, HN forces, and
means to reach this goal. US LEAs and other agencies. The National

Counterdrug Planning Process established a

b. The State Department (and its Countsgries of coordinated meetings between LEA
Teams), HN militaries and LEAs, and U&nd the Department of Defense to plan the
LEAs play decisive roles in accomplishinggnited States’ attack on drugs and their
the goals set at all levels of planninghe traffickers. These interagency meetings are
nature of the CD planning should be joint, conducted at two tiers in which strategic and
multinational, and interagency, thus operational level planning are accomplished.
requiring close coordination with all Numerous subordinate level meetings are also
participants. This chapter provides a generalonducted at the operational and tactical
guide to be used for planning military CDevels (See Figure V-1).
operations. Such operations involve
significant commitments of military forces or b. Strategic Planning
equipment (i.e., D&M missions). Section E,
Chapter IVof this publication, “DOD < Planning at the strategic (national) level
Counterdrug Operations,” provides is primarily concerned with broad
information with respect to the military in  policy and the establishment of
the role of advisor to other CD organizations. conditions, objectives, concepts, and

PLANNING FORUMS

PLANNING FORUM PLANNING LEVEL
USIC and Joint Staff J-3 Quarterly Strategic
Planning Conference Operational (limited)
CINCs' Regional Planning Operational
Conferences Strategic (limited)

Subordinate Organizations' Meetings | Tactical
Operational (limited)

Figure V-1. Planning Forums
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priorities. ONDCP provides the
national policies, strategies, objectives,
and priorities for CD efforts.

National Security Directives,
Congressional actions, and the
President’'s NDCS, developed by
ONDCP, provide most of the broad

through the Chairman of the Joint Chiefs
of Staff.

Non-DOD agencies involved in planning
at the strategic level within the three drug
trafficking zones are depicted in Figures
[1I-23 and 111-24, Chapter lll, “Counterdrug
Organizations.”

The E-3 is used for air and maritime radar surveillance, detection, and
monitoring of suspected smuggler aircraft and vessels.

national guidance for the Department
of Defense. From that guidance the
Secretary of Defense issued the DODe
guidance discussed in Chapter I,
“Introduction and Overview.” Yearly
guidance and missions are further
provided to the CINCs through the
JSPS. The JSCP assigns strategic
tasks and apportions available
resources. The Chairman of the Joint
Chiefs of Staff issues the JSCP as
needed, and from this document the
CINCs, Services, and defense agencies
develop their plans.

The coordinating center for DOD CD
operations at the strategic level is in the
Joint Staff J-3Counternarcotics
Division. CND receives its strategic
direction from the Secretary of Defense

c. Operational Planning

Operational planning is the process of
deciding what conditions must be
met in order to achieve a strategic
goal, whatactions are most likely to
produce positive results, and how to
employ available forces to accomplish
strategic goalsvery often this requires

a campaign. A campaign is a series of
related military operations aimed to
accomplish a strategic or operational
objective within a given time and
space.These operations, or campaigns,
are based on fundamental decisions
about vhere and when to engage the
threat.

Operational planning focuses on how
to concentrate friendly forces against
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the enemy’s critical vulnerabilities.
CD planning at the operational level
requires an understanding of joint,
multinational, and interagency
operations, and the ability to anticipate the
drug threat. Operational planners provide
direction to tactical level agencies.

Major agencies involved with
operational planning include JIATFs

-E, -W, and -S, as well as JTF-6The

CD commanders and most components
have established separate staff sections
within their headquarters to accomplish
their operational planning.

Non-DOD agencies involved with
operational level planning are

depicted inFigures 111-23 and IlI-

24, Chapter Ill, “Counterdrug

Organizations.”

d. Tactical Planning. Supporting plans
are derived from operation plans, including

campaign plansThe planner at the tactical
level is involved with the movement or

employment of forces or assets to gain

advantage over the threat at a point where
they will make the greatest contribution to

success. In the CD effort, the process of
planning and coordinating the support for CD

operations is the tactical planner’'s greatest

challenge.

Planning, coordinating, and
deconflicting tactical CD operations is similar

to planning tactical combat operations. The

responsibilities of the tactical planner are

shown in Figure V-2.
3. Key Considerations

a. General Policy. The following

considerations should be reviewed during the

planning process:

 Unity of Effort. The agency in charge
of an operation is ultimately

responsible for the success or failure

of that operation’s planning efforts. In

most military operations, unity of effort
is achieved by the expression of common
goals and clear, concise, and simple C2
from the designated commander. However
in CD operations, with the numerous
agencies involvedunity of effort is
achieved more by persuasion and
cooperation than by direct exercise of
authority. Success requires
interagencysynchronization and
coordination. The roles that liaison
officers (LNOSs) play in CD operations'’
unity of effort cannot be overstated;
therefore, they should be included in all
planning efforts. The earlier LNOs are
incorporated into the planning process, the
fewer revisions will be required. CD
operations should include detailed plans
and assessments for the subjects listed.
Organizations conduct operations
differently and it is important that they
all know and understand how the others
operate. Planners should, at a minimum,
consider the issues shown in Figure V-3
that are associated with organizations.

Alternate Plans. Flexibility is a key to
success in CD planning.An alternate
plan has the potential for becoming the
executed plan and should be as fully
coordinated as the primary plan.

Simplicity. Considering the various US
and HN agencies with the potential to
be involved in the operation, the more
complex the plan, the more difficult it
will be to coordinate and control.
Simpler plans will result in fewer
misunderstandings. Clearly, some
operations will require extensive,
detailed, and often complex planning and
coordination. This may require issuing
mission-type orders so that participating
units or personnel can clearly understand
the missions’ objectives and complexity.

Priorities.  Planning first requires the
identification of the objective(s). When
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TACTICAL PLANNER RESPONSIBILITIES

Anticipate traffickers' future actions

Prioritize each action as to its degree of threat
Clearly define the objective (or mission) of the operation

Determine the centers of gravity (if appropriate) and critical
vulnerabilities

Outline the scheme of maneuver
Designate the main effort
Precisely synchronize the various activities of the plan

Provide for using operations security measures to gain and maintain
essential secrecy

Ensure effective command, control, communications, and computers

Confront and handle limitations and problems such as:

® Requests for augmentation forces and specialized
equipment

® Restrictions on US military personnel derived from US law,
host-nation forces or law enforcement agents

® Restrictions imposed by host-nation support agreements

Limits on the number of personnel authorized to participate
in any given operation in a particular country or region

Figure V-2. Tactical Planner Responsibilities

there is more than one objective in anb. Planning Considerations
operationcommon sense requires that

the operation order prioritize the ¢ Threat Assessment. Because CD
objectives. If the purpose of the operations rely on current intelligence,
operation is to capture or seize the planners should have a thorough
methods of drug transportation (aircraft, understanding of the drug trafficking
boats, and trucks), then other objectives threatto plan successful CD operations.
(traffickers and weapons) are ranked Detailed plans for collection and timely
lower in priority. dissemination of intelligence are critical.

V-4 Joint Pub 3-07.4



Planning Counterdrug Operations

CONSIDERATIONS FOR
PLANNERS

ISSUES RELATED TO LAW
ENFORCEMENT AGENCIES

Law Enforcement Agency Needs
Control Measures

Operations Deconfliction
Handover Procedures

Rules of Engagement and Use of
Force Policies

C4* Capabilities

Security Arrangements
Communications Compatibility
Terminology Differences
Intelligence Requirements

Regulatory and Legal Constraints

ISSUES RELATED TO .
HOST NATIONS
® Capabilities and Attitudes
® Host-Nation Needs

® C4* Capabilities

® Cultural Differences and
Perceptions

Historical Perspectives
Economic Conditions

Political Climate

Figure V-3. Considerations for Planners

Because the drug threat is so changeable,
CD planners should consult the current
intelligence sources for accurate and
timely threat information. Most CD
operations should be based on all-
source intelligence datethat indicates
where the limited CD assets can be most
effectively utilized. Without knowing
what the traffickers’ intentions,
capabilities, vulnerabilities, and methods
are, the operation can be ineffective and
wasteful.

Target ldentification. A clear
distinction should be made as to what
constitutes a valid target. The
intelligence estimates will identify the
most likely methods of delivery or
transportation of drugs. Information such
as expected speed, altitude, and course
of suspect aircraft originating from
particular areas, or descriptions of various
known drug trafficking surface craft, will
provide principal means of determining
which targets will be pursued if involved

in D&M. This information is crucial to
the success of the mission and should be
relayed to all participants of the
operation.

Evaluation Method. All plans should
include a method of evaluating not
only the success of the mission, but
where it can be improved. These
lessons learned should be shared with all
CD agencies.

Legal Considerations. Because there
are many legal implications in CD
operationsthe SJA is vital in reviewing
CD plans. Special care must be
exercised to ensure that military
personnel act in accordance with legal
and policy restrictions on their
employment while involved in CD
operations. Use of military support may
require special procedures to ensure that
legal proceedings resulting from joint CD
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operations can be effectively prosecuted
and will not be dismissed from court due
to illegal or procedurally incorrect
actions.

ROE and/or Use of Force Policy.All
DOD CD operations are conducted under
JCS Standing Peacetime R®#anners
should ensure that the ROE to
subordinate elements do not interfere
with their inherent right of self- .
defense. Ignoring or placing unclear
interpretations on the ROE could
jeopardize the current operation and
result in damaging relations with HNs
and future operations. US naval units,
with embarked law enforcement
detachments (see Appendix E, “Law
Enforcement Detachments”), can come
under the TACON of the USCG for law
enforcement functions. These vessels
are then subject to the “Use of Force
Policy” as defined by current USCG
regulations, while at the same time
retaining the right of selflefense
under the JCSStanding Peacetime
ROE. Participating CD operations
units should be familiar with the -
following:

¢ Existing JCS Standing Peacetime
ROE.

s Additional or pending CD ROE.

s Methods of requesting changes to
ROE.

es Use of Force Policy (while under
USCG's TACON only).

Status-of-Forces Agreerants. When
conducting CD operations in another
country, planners should determine
whether or not a SOFA is in place in
that country. If a SOFA exists, it should
be reviewed to determine if it provides
sufficient protection for the military

members participating in the operation, and
to ensure that it allows for adequate freedom
of action to accomplish the mission. If a
SOFA is inadequate, the geographic
combatant commander may contact the US
diplomatic mission to determine whether
or not the HN's government is willing to
reach an agreement on military members’
status and related issues.

Equipment Interoperability.
Although maximum communications
interoperability is desired, it might not
be possible, especially when working
closely with HN LEAs and military
forces. Therefore, planning for
alternate communications methods is
essential. Operators should:

es Know what systems are in use by
supporting agencies and/or HNs and be
familiar with their capabilities and
limitations; and

e« Plan for back-up systems and
methods.

Operations Security. OPSEC is the
process of analyzing friendly actions
attendant to military operations and other
activities to:

o« |dentify those actions that can be
observed by adversary intelligence
systems;

ee Determine what indicators hostile
intelligence systems might obtain that
could be interpreted or pieced together
to derive critical information in time to
be useful to adversaries; and

e Select and execute measures that
eliminate or reduce to an acceptable level
the vulnerabilities of friendly actions to
adversary exploitation. The need to gain
and maintain essential secrecy by using
OPSEC measures cannot be
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overemphasizedEvery effort should can render a plan ineffective.addition,

be made to prevent information on CD bad publicity can negate the positive results
operations from becoming available to of an operation (such as arrests and seizures).
trafficking organizations or their Positive PA planning can minimize these

informants. OPSEC should be risks by providing the media with only
integrated into all aspects of the planning the information the operation
and implementation of DOD CD  commander wishes released good PA
operations. Per OPSEC planning plan will account for the public’s right to
guidance, OPSEC planning should be know as wellas OPSEC measures essential
done in anticipation of and during CD  to a successful operation (See Appendix
operations, selected OPSEC measures D, “Public Affairs”).
executed, and success evaluated.
Because CD operations are repeated4. CD Planning Procedures
often from the same site, OPSEC
surveys of the operations should In most situationsthe planning of a CD
periodically be accomplished OPSEC operation is a methodical or deliberate
should be applied and appropriate sifgocess. While the deliberate planning process
surveys completed to support physicdbes take time, it also allows planners the
security and force protection for DODbpportunity to ensure that the plan is complete
CD assets (see Section D, paragraph 2hd understood by all participants. The Joint
Chapter 1V, “DOD CounterdrugOperation Planning and Execution System
Organizations”). (JOPES) deliberate planning process is an
excellent procedural tool and format for
Command and Control. CD conducting the analysis required to build an
operations require centralized effective plan. The JOPES deliberate
command and decentralized planning process consists of five phases.
execution. Centralized command allowhairman of the Joint Chiefs of Staff Manual
for the establishment of a clear focus on tieJCSM) 3122.03, “Joint Operation Planning
objectives, while decentralized executicand Execution System \ol II: (Planning Formats
provides the tactical commander with thend Guidance)” provides detailed information
flexibility to adapt to the situation as ibn this process. This section will discuss major
develops. Clear distinctions are necess&ip considerations in each of these five phases
to establish command lines and for thgee Figure V-4) and show how they fit into the
determination of relationships and/ooverall CD planning. Joint Pub 5-03.1, “Joint

methods with and between: Operation Planning and Execution System \ol
I: (Planning Policies and Procedures),” and
e US military forces employed; CJCSM 3122.03, “Joint Operation Planning and
Execution System Vol II:  (Planning Formats
s Diplomatic agencies; and Guidance)” provide detailed information

onthis process. Appendix C, “Counterdrug Plan
e Other US agencies (USCS, DEA, andormat,” provides a CD plan format.
other relevant agencies); and

a. Initiation. In this phase, the

e Other HN forces and agencies. = commander receives the planning tasks and

is told what forces and other assets can be
Public Affairs (PA). Unwanted expected to be allocated for accomplishment
disclosures of operations by the medaf the mission.
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COUNTERDRUG
PLANNING
PROCEDURES

INITIATION

CONCEPT DEVELOPMENT

PLAN DEVELOPMENT

PLAN REVIEW

SUPPORTING PLANS

Figure V-4. Counterdrug Planning
Procedures

b. Concept DevelopmentThere are five
separate steps in this phaséhat take the
commander’s staff through the problem
solving process. Even though these steps are
listed individually, they are accomplished
almost simultaneously, and what is done in
one area affects what is being done in another.

e Mission Analysis. Prior to beginning
CD planning, the commander’s staff
should conduct a thorough analysis of the
operations environment, threat, and the
limitations that are imposed by US and
HN governments. During the mission
analysis phasethe planners should
analyze the assigned tasks, develop a
mission statement, formulate
subordinate tasks, and pepare
guidance for the commander'sipproval.
The first two of these are discussed
below:

e» Analyze Assigned Tasks.With the
background gained through the
environmental analysis and strategic
assessmentthe planner reviews
assigned missions to determine the
specified and implied tasks.These may
range from providing forces to conduct
CD operations, to providing forces to
train HN forces and/or LEAs, or
providing specific equipment to conduct
operations.

e» Develop a Mission StatementThe
mission statement guides much of the
remaining planning process.The
mission statement will provide the
who, what, when, where, why, and
possibly the how. The theater mission
established by the combatant commander
will be very general but may identify
specific CD tasks. Tactical operations
will naturally be more specific.

¢ Planning Guidance. The commander
issues planning guidance to the staff to
begin development of courses of action
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(COAs) and to communicate the
commander’s guidance to subordinate
commanders. The commander
outlines tentative COAs,additional
assumptions,and a planning directive.
This, as well as the other planning steps,
may be formal or informal, written or
verbal. The commander establishes the
parameters for future planning at this point.

Staff Estimates. In this stepthe staff
analyzes the mission and refines the
tentative COAs to determine whether
they are supportable from afunctional
standpoint. Detailed options are
constructed by the staff based on the
commander’s planning guidance. These
options serve as the foundation for the
commander’s decision to select a COA.
These options go to the commander for
evaluation, selection, or modification in
establishing the final plan. The “Tests
for COAs” assist the staff with the
process of determining whether the
COAs are capable of accomplishing the
mission. The following tests are

appropriate: .

e Suitability. Will the COA actually
accomplish the mission if conducted
successfully? Is it aimed at the correct
objective?

e Feasibility. Do you have all the
necessary assets or will they be available
in time?

e Acceptability. Is it worth the cost in
time, material, money, or even people?

ee Variety. The COAs should be
substantially different. Superficial
differences preempt a decision and waste
time. Do the COAs offer significant
differences?

es Completeness. Does each COA
really answer the questions: (1) Who or

what forces will execute the plan? (2)
What action is contemplated? (3) When
will the operation begin? (4) Where will
the operation take place? (5) How will
the operation be accomplished? Care is
taken not to intrude upon the initiative
of subordinate commanders by providing
detailed “hows.” The staff estimates are
crucial to the success of the mission, for
they influence the commander as to the
best COA. The key point is that the
purpose of staff estimates is to determine
whether the mission can be accomplished
and which COA is best. While each staff
estimate varies somewhat from the
others, it tends to follow similar themes.
The exception will be the intelligence
estimate, which concentrates on the threat
situation and capabilities. Generally,
the estimates contain these principal
analysiselements: (a) Msion; (b)
Situation andconsiderations (COAS);
(c) Analysis of friendly COAs; (d)
Comparison of COAs; and (e)
Conclusions and/or recommendations.

Commander's Estimate. This document
clearly states the commander’s
decision regarding the chosen COA and
summarizes his reasoning.While there
is no proper format for the estimate, it
generally addresses the following points:

e Mission.

es The situation and COAs.(The
following must be factored in planning:
(1) Considerations affecting the possible
COAs, including characteristics of the
operational area and availability of
assets; (2) Enemy capabilities; and (3)
Own COAs.)

e Analysis of opposing COAs.
es Comparison of own COAs.

» Recommended and/or selected COA.
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e Concept of Operations (CONOPS). d. Plan Review. This essential step is a
This is a narrative statement of how comprehensive review of the plan for
the commander expects to conduct theadequacy, acceptability, feasibility, and
operation and is a greatly expandedonsistency with joint doctrine. Approval
version of the commander’s estimate. df the plan is based on whether or not it will
clarifies the intent of the commander emccomplish the mission, whether it is
to the deployment, employment, and thgroportional and worth the expected cost, and
support of the forces used in tperation if it can be done with the forces available
and it also identifies the major objective@dequate, acceptable, and feasible).
of the operation and the target dates for the
objectives to be accomplished. * The review for adequacy determines
whether (a) the plan is sufficient in scope

c. Plan Development. In this phasethe
CONOPS is expanded into acomplete

operation plan. This is accomplished by the
supporting agencies forwarding their
estimates of supportability to the higher
headquarters, identifying any known shortfalls
in assets or units and conflicting dates, times,
missions, and other areas. This allows the
planning staff the opportunity to resolve issues
before the plan is finalized. While there are
eight separate steps that normally take place
in this phase for combat operations, this
document concentrates on the two most
important for CD operations; force and

support planning.

 Force Planning. The purpose here is to
identify all forces that are needed to
accomplish the missioras stated in the
CONOPS. This is ultimately the e
responsibility of the supported
commander, but the real work is done by
the various agencies participating or

and concept to accomplish the assigned
mission; (b) the assumptions are valid;
and (c) the plan is in compliance with
existing guidelines and task assignments.

The review for acceptability determines
whether the contemplated COA (a) is
worth the cost in manpower, material,
and time involved; (b) is consistent with
the ROEand legalconstraints; and
(c) is militarily and politically
supportable.

The review for feasibility measures the
ability to accomplish assigned tasks using
available resources and considers both
the appropriateness and the planned use
of available resources.

The review for consistency with joint
doctrine ensures that the plan is consistent
with joint doctrine as stated in approved
and test pubs contained in the Joint

supporting the operation. Early
identification of the required forces is
crucial to identify shortfalls and
request force augmentation.

Publication System.

e. Supporting Plans. Theseplans are
prepared by the agencies that are asked to
provide support to the supported
Support Planning. This involvesa headquarters. The supported headquarters
determination of how much and what is responsible for reviewing and approving
types of equipment, supplies, spares,supporting plans.
and even people will be needed to
sustain the operation. This is taken in  f. Summary. Planners should realize that
a broad view, since the forces themselvpianning for joint CD operations is an
should work out the detailed estimatéategrated process. Careful planning and
of their needs. coordination are essential to the successful
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execution of any CD operation. Thesthere are many similarities between the agencies
requirements become even more critical and/or organizations, there are also many
situations where personnel from differemifferences. Each has its own particular training

backgrounds with diverse types of experientaeus, language, and procedures. This section
work together towards a common goal. Joiistintended to provide ideas, techniques, and
law enforcement and HN military CDformats that may help law enforcement and

operations are situations where diversityilitary planners to meet the challenge of

presents both benefits and challenges. Whilesigning joint CD operations.
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CHAPTER VI
EXECUTION OF COUNTERDRUG OPERATIONS

“It [narcotrafficking] makes a mockery of the principle of sovereignty in
international order. It also distorts economies and generates violence that
often stretches the thin capabilities of inadequately trained and poorly paid
police forces, which are too often vulnerable to the corrosive attraction of
easy money. The military’s role is to support the police forces within

constitutional limits.”

Dr. Gabriel Marcella

SECTION A. US SOUTHERN 2. Threat

COMMAND

1. Missions

a. General Military Mission. The
USSOUTHCOM military mission igo
defend the southern flank of the United
States and advance US national interests.

The strategic concept for this mission is that

USSOUTHCOM, in concert with friendly

nations in the region, deters aggression,
strengthens democracies, enhances military
professionalism, and conducts combat
operations should deterrence fail. Figure

VI-1 shows USSOUTHCOM's AOR.

b. Counterdrug Missions. USSOUTHCOM

is responsible for the following CD missions

within its AOR:

* Providing support to reinforce

cooperating HNs.

» Coordinating aerial and maritime D&M
of drug production and trafficking.

 Providing CD operational supportto US e

interagencies and HN forces.

 Providing CD nonoperational support to

US interagencies and HN forces.

* Drug traffickers in South and Central
America have developed the
production, transportation, and
distribution of illegal drugs into an
extremely well-organized business.
They have managed to saturate the US
market and are expanding into Europe.
Profits from their enterprises have been
used to corrupt public officials and police
and military leaders, thereby simplifying
the movement of large quantities of
illegal drugs through ports of entry and
exit. Traffickers have made alliances
with insurgent and terrorist groups to
provide security to clandestine
processing labs in return for weapons and
financial backing. Counterinsurgency
and CD efforts throughout South
America have threatened the operations
of drug-producing and -trafficking
organizations, who have in turn reacted
violently. The pattern of escalating
violence in response to enhanced US and
HN CD efforts will probably continue.

Air Smuggling. Smuggling by general
aviation aircraft is a commonly
detected means of moving cocaine
through transshipment and staging
areas to the United States. The
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principal air smuggling routes to the3. USSOUTHCOM’s CD

United States extend from Colombia to Strategy

Mexico and Central America via the

Eastern Pacific, from Colombia to a. USSOUTHCOM'’'s CD strategy is

Mexico via the Western Caribbean, andtegrated into its theater military mission. This

from Colombia to the Bahama Islandis done because illegal drug production and

and the Lesser Antilles via the Eastetrafficking problems cannot be separated from

Caribbean. Traffickers either land ahe economic, social, and political ills of the

clandestine airfields and quickly off-loadegion.

to waiting ground transportation or

airdrop drug shipments to waiting boats b. The principal objective of

or vehicles and then return to Colombi@dlSSOUTHCOM's strategy and campaign plan

The drugs are then moved to the Unités| in conjunction with other Federal agencies,

States by a variety of means. to eliminate and/or prevent the production
and transshipment of illegal drugs into the

Maritime Smuggling.

Cocaine United States Supporting objectives include

smuggling by noncommercial vesselsthe following:

is the primary maritime drug
smuggling threatin the USSOUTHCOM
AOR. Trafficking routes for
noncommercial vessels extend from
Colombia up the western and eastern
coasts of Central America, from e
Colombia and Venezuela to the Lesser
Antilles, and from the Bahama Islands
to southern Florida. Large shipments of ¢
cocaine have been concealed in
legitimate container, bulk, or breakbulk
cargo aboard commercial vessels.
Smaller shipments have been detected irr
“parasite” containers attached to the hull
or under the control of individual
crewmembers. The magnitude ande
complexity of smuggling via commercial
vessels generally precludes interdiction «
at sea. Since most marijuana used in the
United States is now domestically
produced, it is infrequently encountered ¢
in detected smuggling ventures in the
Caribbean. When itis encountered, it is
usually found aboard coastal freighters
or converted fishing vessels carrying.
large, sometimes multi-ton shipments of

Enhancing HN capabilities to establish
positive control over sovereign territory (air,
land, maritime, and riverine).

Enhancing HN capabilities to interdict and
arrest drug traffickers.

Supporting HN efforts to strengthen
democratic institutions and HNs' political
will.

Influencing HNs to respect and protect their
citizens’ human rights.

Enhancing HN's military professionalism.

Supporting HN efforts toward continued
economic and social progress.

Enhancing HN capabilities to combat and
defeat drug-related insurgent and/or
terrorist threats.

Organization

marijuana to transshipment locations in a. USCINCSO is responsible for the

the Caribbean.

conduct of normal operations in Central and
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South America and the Pacific and Atlantic  Virginia) has been designated as
Oceans from 92 degrees W, east to 30 degrees Commander, US Marine Corps Forces,
W, north to 8 degrees N, west to 58 degrees South (Designate) for USSOUTHCOM.
W, north to 28 degrees N, and west to Florida.
Forces represented in USSOUTHCOM aree Special Operations Component, US
from the US Army, Navy, Air Force, and  Southern Command (SOCSOUTH)s
Marine Corps. Operating forces are organized a subordinate unified command with air,
into Service component commands, a land, and maritime forces. These forces
subunified command, and JTFs. can be employed throughout the theater
to provide training for HN forces and,

b. USSOUTHCOM Components when authorized, can conduct operations

« US Army Forces, US Southern
Command (USARSO). The Army
component s currently headquartered ate
Fort Clayton, Panama, and is scheduled
to relocate to Ft. Buchanan, Puerto Rico
in the future. Its primary mission is
ground defense of the Panama Canal, but
it also supports other regional missions.
USARSO has lead operational authority
for CD operations in Puerto Rico and the
Virgin Islands.

Southern Command Air Forces
(SOUTHAF). 12th Air Force
headquartered at Davis-MonthafB,
Arizona, serves as thair Force
component for USSOUTHCOM in its
capacity as SOUTHAF. It provides air
defense and tactical aoperations
capability in theUSSOUTHCOM
area.

Commander in Chief, Atlantic Fleet
(CINCLANTFLT) . CINCLANTFLT,
located in Norfolk, Virginia, has been
designated as the Navy component
commander for USSOUTHCOM.
CINCLANTFLT provides the sea-air-
land team (SEAL) and special boat unit
detachments for operations in the AOR
as well as support functions for US and
allied naval forces in the area.

US Marine Corps Forces, South.
Commander, US Marine Corps Forces,
Atlantic (headquartered at Norfolk,

to counter insurgency, terrorism, drug
production, and trafficking.

Joint Interagency Task Force-South,
located at Howard AFB, Panama, is the
lead organization for D&M operations
in the source zone. JIATF-S is
responsible for planning, coordinating,
and supporting joint interagency CD
operations with other CD elements and
LEAs, and providing targets to LEAs for
interception and apprehension.
Intelligence and operations personnel
exchange tactical data, streamlining and
enhancing their tactical support efforts.
CD intelligence is exchanged with
appropriate supporting agencies.

Southern Regional Operations Center
(SROC), also located at Howard AFB,
Panama, is the primary source of radar
surveillance information for JIATF-S.
SROC collects real-time radar tracking
data for possible LEA and/or HN
interdiction of coca paste and/or cocaine
base air transports in the Andean Ridge
and cocaine-laden aircraft flying north
from the South American landmass.
Radar operations include the fusion of
all real-time radar data obtained from
the Caribbean Basin Radar Network
(CBRN), GBR, relocatable over-the-
horizon backscatter radar (ROTHR), and
air surveillance platforms. SROC
coordinates CD operations with
Caribbean Regional Operations Center
(CARIBROC) to track drug traffickers
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passing between the JIATF-S and JIATF-
E AORs. SROC is the southern
operations center of the CBRN, whereas
CARIBROC is the northern operations
center.

Joint Air Operations Center. The JAOC

is the focal point of source zone CD air *
activity. It is a joint operations facility for
the coordination and monitoring of
USSOUTHCOM CD air operations to
support the Country Teams' requirements
with US and HN LEAs and other
supporting DOD elements.

Joint Interagency Task Force-East,
located at Key West, Florida, is the lead
organization for air and maritime D&M
operations in the transit zone. JIATF-E
maintains a 24-hour JOCC watch
consisting of intelligence analysts and
operations personnel. The watch is
responsible for coordinating and
supporting JIATF-E's D&M assets,
coordinating and/or planning joint
interagency CD operations with other
DOD CD elements and LEAs, and
providing targets to LEAs for
interception and apprehension.
Intelligence and operations personnel
exchange tactical data, streamlining and
enhancing their tactical support efforts.
CD intelligence is exchanged with
appropriate supporting agencies.

CARIBROC, also located in Key West,
Florida, is the primary source of radar
surveillance information for JIATF-E. It
is responsible for collecting radar inputs
produced by DOD and non-DOD assefs.
in the Gulf of Mexico and/or Caribbean

USSOUTHCOM AOR. Radar
operations include the fusion of all real
time radar data obtained from CBRN,
GBRs, ROTHR, land-based aerostats,
surface surveillance platforms, and air
surveillance platforms.

As directed by USCINCSO and
approved by the Secretary of Defense,
USARSO, SOUTHAF, QMCLANTFLT,
Commander, Marine Forces, Atlantic,
and SOCSOUTH provide forces,
equipment, intelligence and logistic
support to D&M operations as well as
supporting and assisting operations, joint
and multinational exercises, US SAO
activities, CD operations, and nations
support operations. These forces, in turn,
coordinate with other organizations such
as the following:

e« The SAO in each country provides the
required liaison between USSOUTHCOM
and the US Ambassador to the HN,
supports refinement of the

Ambassador’s country plans that focus
on drug threats to the HN and HN CD
capabilities, and aids in administration
of SA programs.

es Joint Task Force-Bravo (JTF-B),

located at Soto Cano Airbase in
Honduras, is a support facility whose
mission is to conduct training and
perform contingency planning and nation
support projects in Honduras. JTF-B is
in an excellent position to support CD
operations throughout Central America.

Concept of Operations

region and processing and/or fusing thatUSSOUTHCOM provides CD support
data into a coherent radar surveillan¢brough HN assistance, CD operational
picture. CARIBROC oversees regionalupport, CD nonoperational support, and
aerial and maritime reconnaissanaeerial and maritime D&M supportto US LEA
missions conducted to satisfy strategand HN CD forces that are combatting drug
intelligence requirements within theroduction and exports.
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organizations. Joint riverine CD
training by MTTs is arexample of the
training provided to HN forces.

a. Host-Nation Support

* A significant portion of USSOUTHCOM's
involvement in the national CD effort
comes in the form oFID initiatives, .
which center on source country
operations. CD focused programs are
integrated into USSOUTHCOM'’s
theater strategy as a coordinated effort
to support HN governments’ internal
defense and developme(tDAD)
strategy. As such,
USSOUTHCOM’s efforts are tailored to
the needs of the individual nation and b. Counterdrug Operational Support.
how that nation is organized to mosED operational support provided by
effectively use the support beingySSOUTHCOM iglesigned to increase the
provided. To ensure a coordinateeffectiveness of HN's forces’ effortdo
regional CD effort, USSOUTHCOMdestroy drug processing laboratories, disrupt
maintains close coordination withdrug producing enterprises, and control the
Country Team DEA and DOS’s INLair, land, maritime, and riverine routes by
representatives. which these enterprises exfiltrate illegal drugs

from the country. US forces are prohibited
e« SA is a valuable element in from accompanying US LEAs or HN forces
USSOUTHCOM'’s FID effort. To and/or foreign LEAs on actual field CD
ensure maximum use of limitedperations or participating in any activity
resources, USSOUTHCOM hasvhere hostilities are imminent. The
developed resourcing programs wittypes ofsupport provided include C4,
SAOs. The SAOs’ mission is to serve astelligence planning, logistic, and training
US military representatives to USupport.
Ambassadors and their Country Teams
as well as to HN governments and theire C4 Support. In-place systems provide
defense establishments. Their primary the operational architecture for
function is to manage US SA programs. USSOUTHCOM. The overall objective
of this support isto provide an
integrated network for efficiently
coordinating and conductingntelligence
collection and enforcement operations
in support of LEAS.

Psychological Operations. This
includes efforts to foster favorable
attitudes toward the HN through
counterinsurgency and/or CD
operations. Posters, leaflets, and radio
and TV broadcasts are often the means
by which the goals and results of CMOs
are communicated tbe HN's people.

s Each SAO is tasked to develop a 5-
year program for SA in support of
their HN’s goals which are in concert
with the CINC and Country Team
objectives and policy. Training that is

funded under the SA program makes ae Intelligence Support. USSOUTHCOM

significant impact on the HN's IDAD
program. MTTs, TAFTs, and IMET
programs not only meet the immediate
HN requirement for increased training,
but improve HN-US relations and
provide a means for transferring
democratic ideas and strengthening
democratic values within military

assists cooperating HN's forces in
combatting the export of drugs with
shared intelligence collection and CI
efforts. On a continuing basis,
USSOUTHCOM gathers and
processes drug-related intelligence
information and interacts with
Federal intelligence organizations and
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LEAs to exchange information and
monitor CD surveillance operations.
This access to intelligence information
ultimately assists at the second line of
defense — the attack on drugs in-transit
to the United States. Successful action
in potential source and transit countries
in the northern part of South America,
Central America, and the Caribbean
depends on an overarching US program
of intelligence collection and
dissemination, drawing together US and
allied drug suppression efforts and
improving the ability of US and HN law
enforcement to interdict the flow of
drugs.

Planning Support. USSOUTHCOM
provides planning support to US LEA
and HN forces for deployment,
employment, sustainment, and
redeployment of CD operations.

Logistic Support. USSOUTHCOM
assists HN CD operations by developing
and coordinating the logistic support
required for HN military and/or LEA
forces to achieve their operational
objectives. It also provides logistic
support to US LEAs and interagencies
through the provisions of the Economy
Act. The logistic support includes
deployment and sustainment of US
forces in a supporting role, support to
other non-DOD agencies, and limited
(non-SA) support to HNs. The extent
of support provided is based on: type
and degree of support requested by the
HN and/or US interagency; an
assessment of the HN’s and/or
interagency’s capability to support their
proposed operations; availability of
funding; and priority of support
designated by the combatant
commander. Routine logistic support
includes the use of logistic support
equipment such as vehicles, power
generation equipment, and fuel systems;

contracting and engineering support to
US forces; and coordination and
provision of some types of base support
to forward operating locations for HN
and/or interagency personnel and their
equipment as well as to other DOD
forces deployed in the SOUTHCOM
AOR. Typical categories of support to
interagencies are executed under
authority of Section 1004 of the FY 91
DOD Authorization Act (as amended)
and consists of the following:

e« Maintenance and/or repair of
equipment made available by the
Department of Defense to interagencies
for the purposes of preserving its future
utility for the Department of Defense or
upgrading the equipment to ensure
compatibility with other DOD-used
equipment.

e Maintenance, repair, and/or upgrading
of other than DOD-provided equipment
for the purposes of ensuring that it is
compatible with DOD equipment.

s Transportation of US and/or foreign
personnel and transportation of supplies
and/or equipment to facilitate CD
activities.

s Establishment of bases of operations
or training facilities (including
unspecified minor construction).

e CD logistics-related training of US
and/or foreign law enforcement
personnel.

Training Support. JCETs and joint
and multinational exercises funded
undervarious non-SA programs offer
the advantage of training US forces,
while simultaneously increasing
interoperability with HN forces and
offering them limited training
opportunities. Civic actions and PA
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efforts have been incorporated into
many of these exercises in an attempt to
improve the HN economic environment
and increase the HN population’s
acceptance of US CD activities. In
providing assistance during exercises,
USSOUTHCOM insists that
internationally accepted standards on
human rights be respected.

. Detection and Monitoring
JIATF-S

¢ JIATF-S coordinates D&M efforts

by US forces and integrates C4l assets
to support the drug interdiction
processJIATF-S relies upon the CBRN,
GBRs, airborne radars, and ROTHR for
early detection of airborne targets.
Detecting airborne smugglers is
accomplished by utilizing fixed radars,
airborne radar platforms (including E-3
Airborne Warning and @ntrol S/stem
[AWACS], E-2C, and P-3 aircraft), anti-
air warfare capable ships, and GBR,
which provide surveillance coverage of
low-flying smuggler aircraft. JIATF-S
relies upon the CBRN for early detection
of airborne targets. This enables JIATF-S
to cue subsequent sensors and coordinate
with other countries as required. The
goal is to provide continuous monitoring
and tracking until suspect aircraft can be
sorted and possibly apprehended.

e« Drug interdiction and apprehension
within the JIATF-S AOR fall under the
sovereignty of the HN’s government.
Rather than turning suspect aircraft over
to the USCS or other US LEAs, D&M
agencies or US LEAs must coordinate with
appropriate HN officials.

JIATF-E

e« To tailor the concept of operations,
JIATF-E uses a planning cycle which

considers the threat, asset requirements,
asset availability, and both preplanned
and quick response operations. To
facilitate this process, JIATF-E
publishes a quarterly threat assessment,
which is sent to all headquarters and
agencies that provide D&M asset
support. JIATF-E hosts a monthly
regional tactical planning conference
where a CONOPS for the next month is
developed. JIATF-E then publishes the
next month’s CONOPS for execution.

o¢ JIATF-E’'s CONOPS isbuilt on
defense in-depth to detect and monitor
drug traffickers as close to the source
country as possible, followed by
continuous monitoring using a
mixture of electronic and visual means

as the target transits across JIATF-E’s
AOR, and finally handing off the
target to LEAs. The process is
extremely complex because it frequently
involves several CINCs and Federal
agencies. To accomplish this, JIATF-E
employs a mixture of DOD and LEA
assets and sensors to conduct routine
patrol operations and respond to
changing intelligence assessments. The
actual employment of ships and airborne
assets is determined on a daily basis in
response to current intelligence
information concerning ongoing or
expected drug trafficking operations.
Assets are positioned to optimize time-
on-station time to cover threat routes.
Timely intelligence support enables
JIATF-E to provide target alerts to law
enforcement command centers, allowing
cueing of assets for successful
apprehensions. D&M operations are
concentrated along known and suspected
drug smuggling routes from the
departure zones.

es Forces under OPCON to JIATF-E
operate a variety of D&M platforms to
support JIATF-E'smission. The full
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range of naval surface vessels is usedpperations east of 92-degrees west longitude.
along with USCG cutters which may JIATF-W is responsible for coordinating the
be under TACON to JIATF-E. These employment of surveillance and monitoring
provide radar surveillance of airspacassets against maritime and airborne drug
and D&M of surface traffic. Surveillancesmuggling threats in the USPACOM AOR.
platforms also provide valuable radatlATF-S and JIATF-W routinely exchange
information which is integrated intosuspect maritime platform information on
D&M and law enforcement fusion andships departing Latin American ports which
or intelligence centers. may potentially visit US Pacific ports.
USPACOM coordinates with JIATF-E
e Once an aircraft has been detected aitough JIATF-W on targets that approach or
sorted by JIATF-E, it is monitored incross mutual boundaries (See Section C, this
transit until a positive handoff or othechapter for more information on
disposition is coordinated forUSPACOM).
apprehension by the LEAs. Maritime
targets are handled in much the samec. NORAD conducts aerial D&M (10
manner. USC 124) of drug trafficking into North
America (including Mexico) and supports
e« While not under OPCON of JIATF-EUSSOUTHCOM D&M operations in the
submarines assigned to CD operatiotrainsit zone (See Section D, this chapter).
are capable of providing information on
both sea and air traffic while remaining d. USSOCOM provides active and

completely covert. reserve forces to USSOUTHCOM as
coordinated between the commands and
6. Relationships With Other approved by the Secretary of Defense.
CINCs

e. USTRANSCOM coordinates and
a. USACOM transfers forces to and fronprovides intertheater lift in support of
USSOUTHCOM as approved by th&SSOUTHCOM's CD programs.
Secretary of Defense. Subordinate USACOM
elements include the following: 7. Relationships With Other
CD Agencies
* FORSCOM provides Active and
Reserve Component Army forces to a. The Joint Staff coordinates military
USSOUTHCOM as coordinatedesources in support of USSOUTHCOM’s
between the two commands an@D plans, programs, and operations.
approved by the Secretary of Defense.
b. Defense Security Assistance Agency.
* FORSCOM'sJTF-6 is responsible for DSAA coordinates SA programs in support
providing DOD CD support to the LEAsof USSOUTHCOM CD programs.
in their interdiction of drug smugglers
entering the United States by land acrossc. National Imaging and Mapping
the Mexican border. Agency produces maps and charts for
USSOUTHCOM and supporting units for
b. USPACOM transfers certain forcedocations that are in current (map) production.
within the Eastern Pacific ocean area feor those locations where maps do not exist,
USSOUTHCOM as approved by th&IMA provides HN edition maps as
Secretary of Defense for over-watesubstitutes.
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d. The Servicesprovide forces to
USSOUTHCOM as directed in the “Forces Developmenthas an overall economic
For” memorandum from the Secretary of development program for HNSs.
Defense, in support of USSOUTHCOM CD  Additionally, in drug producing
plans and programs as coordinated between countries AID has specific CD funding
the Services and USSOUTHCOM. In earmarked for economic assistance
addition, the Services provide other SA programs aimed at improving economic
resources as coordinated between the Services and social conditions.
and USSOUTHCOM and approved by the
Secretary of Defense.

e« The Agency for International

e The US Information Agency is the
executive agent for international drug
public awareness. Its primary
responsibility is to inform HNs' populations
about US programs and policy.

e. The following non-DOD agencies are
also involved to varying degrees with
USSOUTHCOM's CD operations:

» The Office of National Drug Control ¢ The Department of Justiceand its

Policy develops the NDCS and
coordinates the activities of all US
national agencies in order to achieve the
NDCS objectives.

The Department of Stateis the
designated lead agency for
implementing the NDCS in the
USSOUTHCOM AOR. Through its
Ambassadors and Country Teams, the
DOS executes programs designed to
increase HNs' CD will and capabilities.
US Ambassadors in the HNs are the focal
point for all US CD support and
assistance. Two agencies within the
DOS participate in CD efforts.

s Bureau for International Narcotics

and Law Enforcement Affairs, as the
lead agency within the DOS for
developing and implementing
international initiatives in support of the
NDCS efforts overseas, concentrates on
providing support to civilian LEAs that
are focused on CD matters in
USSOUTHCOM'’s AOR. These efforts
include but are not limited to crop
eradication, income replacement,
investigations, support for drug
interdiction operations, and intelligence
gathering.

subordinate agencies, specificalhe
DEA, play a key CD role in the
USSOUTHCOM AOR. DEA provides
operational support and conducts drug
interdiction operations in concert with
HN LEAs.

s The El Paso Intelligence Center.
Both JIATF-S and DIA TWI2xchange
intelligence information wittEPIC.
The EPIC data base includes information
on suspect individuals, aitnd afloat
platforms, and drugrafficking
organizations and their operations.

es DEA and the Department of State’s
INL have establishgdint information
coordination centers (JICC)in many
Central American countries and the
Caribbean countries to collect, analyze,
and coordinate information about
traffickers and their air and seaborne
assets.

The Department of Transportation
and its subordinate agencies, specifically
theUSCG, have a major CD role in the
USSOUTHCOM AOR. The USCG
supports air interdiction by conducting
aerial detection, monitoring, and
tracking and providing intelligence
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information to other US agencies and
HN LEAs. The USCG also provides
training to HN forces through its

waterway law enforcement program.

es Commander, Coast Guard District
(CCGD)-7, in Miami, Florida, and
CCGD-8in New Orleans, Louisiana, are
the primary command centers for the
interception and apprehension of
suspected surface drug smugglers in the
JIATF-E joint operations area (JOA). e
CCGD-7 and CCGD-8 plan and conduct
surface D&M and interdiction operations
in the arrival zone, and coordinate arrival
zone operations with other agencies.
Close continuous coordination with
JIATF-E and other locations ashore,
afloat, and airborne is required to
exchange targetdata, handoff targets,
coordinate surveillance activities, and
exchange CD intelligence. CCGD-7
also operates MARINCEN. In coordination
with JIATF-E, the center collects,
collates, analyzes, and disseminates
tactical intelligence for the purpose of
interdicting suspect vessels in the
Caribbean. CCGD-7 and -8 conduct the
interdiction and apprehension phase of
surface operations. The USCG takes
TACON of USN ships during boarding
operations to ensure the continuity of the
statutory chain of authority should a -
violation of US law occur.

The Department of Treasury and its
subordinate agencies, the USCS and
IRS, have a significant CD role in the
USSOUTHCOM AOR.

ee US Customs Service. The USCS
supports air interdiction by conducting
aerial detection, monitoring, and
tracking and providing intelligence
information to other US agencies and
HN LEAs. It shares lead agency status
with the USCG for air interdiction.
DAICC coordinates the interception and

apprehension of drug traffickers
attempting to enter the United States.
CARIBROC and/or JIATF-E
information on suspect air targets
departing Latin America is passed to
DAICC via ADNET.

e The IRS investigates money laundering
in USSOUTHCOM’s AOR and its
movement through US banks.

Operation Bahamas, Turks and
Caicos. OPBAT (andsubsequent
operations in support of OPBAT
regionalization) is a DEA-led
multinational strike force comprised

of law enforcement officers from the
United States, the Bahamas, and the
Turks and Caicos Islands. OPBAT
provides 24-hour interdiction and
apprehension response capabilities for all
CD efforts involving US patrticipation in
the Bahamas. Operations involve air
interdiction, CD patrol operations, and
follow-up investigations. OPBAT
coordinates operations through JIATF-E.
US military support for OPBAT is
provided by FORSCOM through
USACOM. USSOUTHCOM and/or
JIATF-E also sponsors TAT intelligence
support to OPBAT.

Puerto Rican Radar Integration
System (PRRIS).The PRRIS provides
the Puerto Rican Operations Center
(PROC), 140th Air Defense Squadron
Puerto Rico Air National Guard at Punta
Salinas, Puerto Rico, with an air
surveillance display. Digitized radar
inputs from existing radars are integrated
to provide a comprehensive air situation
display for air surveillance tracking and
identification functions. This data is also
provided to CARIBROC as part of the
CBRN.

s The basic CD mission of the PROC
is to support monitoring of critical
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lines of communications and to assist b. Maritime Smuggling. Cocaine
in drug interdiction. The secondary smuggling by noncommercial vessels is the
mission is to exchange surveillance dapgimary maritime drug smuggling threat
with the Department of Defense anuh the USACOM AOR.
other Federal agencies involved in CD
operations. ¢. Ground Smuggling. Once drugs have
reached points in Central America or Mexico,
e The Drug Interdiction Operations ground transportation can be used to get
Center (DIOC), located in the PROC, the product to its final destination in the
is a joint interdiction center that uses United States Extending from the Gulf of
inputs from the Puerto Rican radars (vislexico to the Pacific coast, the US border is
the PRRIS) and intelligence and cueingearly 2,000 miles long. The Southwest
from JIATF-E in a defined area aroun@iorder is the principal corridor for moving
Puerto Rico. The DIOC coordinateslegal drugs into the United States, although
LEA alert forces within its operationalUSACOM must also consider possible threats
area to carry out intercept anérom the border with Canada. Typical modes
apprehension functions for the USCSof ground transportation through legitimate
POEs include large loads in tractor-trailer
SECTION B. US ATLANTIC trucks, smaller loads in passenger vehicles,

COMMAND and people concealing drugs on their person.
Drug trafficking across non-POESs also poses
8. Missions a substantial problem, as traffickers continue

to search out weak and/or unpatrolled points
a. General Military Mission. USACOM along the Southwest border and employ novel
conducts operations to train forces and joimtethods, such as tunnels, to transport drugs
units, provides joint forces to warfightingcross the border.
CINCs, and executes responsibilities as
assigned. Figure VI-2 shows the USACONIO. USACOM'’s CD Strategy
AOR.
USACOM's CD strategy isdesigned to
b. Counterdrug Mission. USACOM, support DLEA efforts to counter the flow
through FORSCOM, conducts CD D&M of illegal drugs across the US borders
operations and provides title 10 CD Cooperation among nations tppmse the
operational support to DLEAs. These illegal production, transport, and sale of drugs is
operations are in support of DLEAs and othemphasized. Fostering interagency cooperation
Federal, state, and local agencies to interdgintegral to the strategy.
and/or counter the flow of drugs into the
United States. USACOM also stimulatesl. Organization
support and cooperation from nations to
oppose the illegal production, transit, and salea. CINCUSACOM is responsible for the

of drugs. conduct of normal operations in the Atlantic
Ocean west of 17 degrees E (excluding the
9. Threat territories and waters south of 28 degrees N,

west of 58 degrees W, south of 8 degrees N
a. Air Smuggling. Smuggling by and west of 30 degrees W), the Arctic Ocean
general aviation aircraft is a commonly east of 95 degrees W and west of 100 degrees
detected means of moving cocaine throughg, and Greenland and other islands (except
the USACOM AOR to the United States. the United Kingdom and Ireland) in all
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US ATLANTIC COMMAND
AREA OF RESPONSIBILITY

Atlantic Ocean

Atlantic Ocean

USACOM

Figure VI-2. US Atlantic Command Area of Responsibility
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assigned water areas. USACOM has < JTF-6, located at Ft. Bliss, Texas, has
responsibility for providing DOD CD been designated by FORSCOM as
operational support within CONUS and responsible for coordinating DOD title
Mexico. 10 support to LEAs within CONUS, with
priority to the HIDTAs (See Figure VI-3).
b. USACOM Components. Subordinate
to and under CINCUSACOM COCOM are « Air Combat Command, located at
four Service component commands and one Langley AFB, Virginia, provides US Air
subunified command. Force (USAF) elements to CD
operations.
* FORSCOM, located at Fort McPherson,
Georgia, is USACOM’'s Army < Atlantic Fleet, located in Norfolk,
component commander and has lead Virginia,iSUSACOM'sNavy conponent.
operational authority of all CD land
operations in CONUS. FORSCOM e+ Marine Forces Atlantic is USACOM'’s
provides overall coordination and sets Marine component commander and is
priorities among its major subordinate located in Camp Lejeune, North
commands. Carolina.

JTF-6 OPERATIONAL AREA

PROJECT NORTH

JTF-6 HQ

Figure VI-3. JTF-6 Operational Area
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» Special Operations€Command, Atlantic

is a subordinate unified command that

provides C2 for assigned SOF.

12. Concept of Operations

supporting units, and coordinates
joint air-land CD operations through
NORAD and FORSCOM when both
air and land D&M forces are
involved.

USACOM provides CD D&M asset b. Host-Nation Support

support, HNS, and operational and

nonoperational supportto US LEAand HN « CD-focused FID programs are

CD forces that are combatting drug

production and exportUSACOM'’s

concept of operations is driven by
mission, threat, and force available.
USACOM has delegated to FORSCOM
the responsibility for providing

operational support to assist DLEA
efforts to counter the flow of drugs in the

arrival zone.

a. FORSCOM and/or JTF-6

FORSCOM employs forces in

support of DLEASs in their efforts to

counter the flow of drugs across US
borders.

JTF-6 serves as theolanning and
coordinating (operational) headquarters
providing DOD support to Federal,
state, and local LEAs within CONUS.
The objective of this military support to
CD operations is to assist LEAs in their
mission to detect, deter, and disrupt
illegal drug trafficking. This support is
provided using the “Total Force
Approach” support packages drawn from
a variety of sources.All military
operations in the operational area are
conducted in support of a lead LEA.
This total force approach results in joint
(LEA and military) operations involving
title 10 personnel, title 32 (NG)
personnel and nonoperational assete
from the CDSO, providing a variety
of enhanced capabilities to supported
LEAs. JTF-6 receives requests for
support, validates the requirement,
coordinates and/or determines the

integrated into USACOM'’s theater
strategy as a coordinated effort to
support HN’s IDAD strategy.
USACOM's FID effort is tailored to
the requirements of the region with
emphasis on individual country
programs. To ensure a coordinated
regional CD effort, USACOM maintains
close coordination vth Country Team,
DEA, and DOS’s INL representatives.
By overseeing SA support to Caribbean
countries,USACOM complements
the existing efforts of the other
governmental agencies that manage
activities and programs in support of
nations. These programs improve
the social and psychological well-
being of individual citizens,
stimulate an increased dialogue with
the United States, support a more stable
economic and political environment,
and minimize the destabilizing
influence of drug traffickers. SA
programs also reinforce the overall CD
strategy by strengthening and
improving local regional law
enforcement andintelligence
capabilities. They also assist HN
military organizations to execute
interdiction and eradication operations
by supporting tactical units with training,
equipment, and technical assistance.

Civil-Military Operations. CMO also
contribute to the stability and economic
security of HNs in the USACOM AOR.
ee Civil Affairs Programs. CA
activities assist HNs with operations of
basic government services (e.g.,
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education, public government services, attitudes toward the HN in
public health, communications). These counterinsurgency and/or CD
efforts contribute to HN economic and  operations. Posters, leaflets, and radio

social development. and TV broadcasts are often the means
by which the goals and results of CMO
e« Military Civic Action. MCA are communicated to the HN'’s people.

operations are commonly conducted by HN

forces with the assistance of US personnelc. Counterdrug Operational Support. CD
MCA programs are particularly beneficiabperational support provided by USACOM is
in assisting HNs in establishing locadlesigned to increase the effectiveness of LEA
expertise for future long-term and/or HN forces’ efforts to disrupt drug flow
independentevelopment. to the United States US forces are prohibited

The E-2 Hawkeye is capable of detecting air and maritime targets and provides
identification friend or foe link as well as HF, VHF, and UHF
communications capabilities.

es Humanitarian Assistance. This fromaccompanying US LEAs or HN forces and/

category encompasses a variety of LEAs on actual field CD operations or

humanitarian programs, includingparticipating in any activity where hostilities are

disaster relief and relocations. imminent. The types of support provided include
C4, intelligence, reconnaissance, planning,

s Humanitarian and Civic Assistance. logistic, and training support.

HCA general activities include medical

and dental care, construction of basice C4 Support. USACOM has integrated

transportation systems, and repair of in place communicationssystems to

public facilities. support the LEAs. Systems have been
established to support real-time
s Psychological Operations. This intelligence requirements for forces

includes efforts to foster favorable  operating in support of LEAS.

VI-16 Joint Pub 3-07.4



Execution of Counterdrug Operations

Intelligence Support. USACOM
assists HN forces and/or LEAS in
combatting the transshipment of drugs
through the AOR with shared
intelligence collection efforts to improve
the timeliness and accuracy of
intelligence information. Successful
action depends on awerarching US
program of Cl, intelligenceollection,
and dissemination, which draws together
US and allied drug suppression efforts
and improves the ability of US and HN
law enforcement authorities to interdict
the flow of drugs. JTF-6 provides fused ¢
and analyzed data from the Department
of Defense and LEA sources to DOD
elements in support of LEAs operating
in the four Southwest border states. The
intelligence support that USACOM
provides to LEASs consists of techniques,
systems, and procedures that facilitate
information analysis, fusion, and
sharing. By coordinating efforts of US
forces and by integrating assets to
support the drug interdiction process,
USACOM’s efforts are forcing
traffickers to change their methods to
avoid detection and evade interdiction.

Reconnaissance Support. USACOM
provides a wide variety of air and land
reconnaissance assets to support LEAs.
Included are LPs and/or OPs, divers,
radars, sensors, FLIR, and UAVs.

Planning Support. USACOM provides
planning support to US LEA and HN
forces for deployment,

employment, sustainment, and
redeployment of CD operations.

Logistic Support. USACOM assists

capability to support its proposed
operations. This logistic support
includes deployment and
sustainment of US forces in a
supporting role, support to other US
non-DOD agencies, and support to
the HNs. Within CONUS,
engineering projects (road repair,
ranges, and other projects) are
frequently requested by LEAs.
Additionally, air and ground
transportation can be provided.

Training Support. JCETs and joint
and combined exercise§unded under
various non-SA programs offer the
advantage of training US forces
while simultaneously increasing
interoperability with HN forces and
offering them limited training
opportunities. Efforts emphasize
multinational exercises, with regional
security forces conducting D&M
training to further strengthen US and

HN relationships. Civic actions and PA
efforts can be incorporated into these
exercises in an attempt to improve HNs'
economic environments and to convince
the public to be more receptive to CD
activities. All of the above programs
enhance USACOM'’s efforts in
developing greater dialogue among the
United States and HNs and helps to
reduce drug traffickers’ influence.
Additionally, in providing assistance
during exercises, USACOM insists that
internationally accepted standards on
human rights be respected.

13. Relationships With Other

CINCs

HN CD operations by coordinating USACOM, FORSCOM and/or JTF-6
logistic support requested by HNMonduct CD operations in conjunction with
military and/or LEA forces to achieveother DOD commands. Lateral transfers of
their operational objectives. The exteatssets among these CD forces are critical to
of support provided is based on resukmsure proper coordination of D&M assets,
of an initial assessment of an HN'¢o avoid coverage gaps, to hand-off targets
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that cross AORborders, to receive targeODperation Alliance. Collocated at Project
warning or alert for early detection, and to alloiNorth Star are the DOD CDSO and a
horizontal flow of statistical data on drugepresentative of the NGB to assist civilian
trafficking. LEAs seeking Federal and state military
support (See Chapter Ill, “Counterdrug
a. USSOUTHCOM shares tactical Organizations,” Section B).
intelligence information and supports forward
operating bases for USACOM-provided c. EPIC, a multi-LEA facility, is a full-
resources (See Section A, this chapter feervice intelligence centewhich provides
more information on USSOUTHCOM). information related to trafficking in narcotics,
weaponsand illegal aliens. EPIC provides
b. NORAD conducts aerial D&M (10 operational-level data on foreign drug
USC 124) of drug trafficking aircraft intotrafficking organizations’ trends and
North America (including Mexico) (Seepatterns, drug seizure data, and related data
Section D, this chapter for more informatioan international drug smuggling into the
on NORAD). United States. EPIC is the government’s
principal tactical intelligence center (See
c. USSOCOM provides CD support toChapter Ill, “Counterdrug Organizations,”
USACOM under CD Project Code 6415ection E).
(theater CINC support). USSOCOM also
maintains a rapid support unit at EI Paso,d. Department of State. The DOS’s INL
Texas, composed of SOF ground and aviatienthe lead agency for coordinating the
assets. This unit is under the TACON @overnment’s international supply-reduction
FORSCOM or JTF-6. Its purpose is tetrategies. INL supports a broad range of
facilitate quick reaction DOD CD operationadrug control programs, focusing on such
support responsive to perishable LEActivities as crop eradication, investigations,
intelligence. interdictions, and intelligence gathering.
INL and DEA have established JICCs in
14. Relationships With Other  many sites in the Caribbean and Central
CD Agencies America to collect, analyze, and coordinate
information about traffickers and their air and
a. Operation Alliance. FORSCOM and/ maritime assets.
or JTF-6 support Operation Alliance by
planning and coordinating all requested e. US Customs Service
DOD (title 10) support to Federal, state,
and local LEAs within CONUS. NG (titte < Conducts aerial D&M operations of
32) support to Alliance is coordinated directly  drug trafficking within the USACOM
between Alliance and the respective state NG AOR. It shares air interdiction
CD organizations. Additional gistic operations within the AOR with the
support is provided by the CDSO, who USCG.
coordinates material support requests and
equipment transfers for Alliance-approved ¢ DAICC coordinates the interception and
projects and operations. (See Chapter Ill, apprehension of traffickers attempting
“Counterdrug Organizations,” Section B.)  to enter the United States. CARIBROC
and/or JIATF-E information on suspect air
b. Project North Star. The concept of targetsdeparting Latin America is
Project North Star isimilar to that of passed t®AICC via ADNET.

VI-18 Joint Pub 3-07.4



Execution of Counterdrug Operations

SECTION C. US PACIFIC
COMMAND

15. Missions

a. Military Mission.

a. Southeast and Southwest AsiaThe
primary drugs of interest in this region are
heroin and marijuana and, to a lesser
extent, hashish. Most of the world’s illicit
opium and refined heroin is produced in
The mission of Southeast Asia’s “Golden Triangle” —

USPACOM is to maintain the security of thBurma, Laos, and Thailand, where indigenous
USPACOM AOR (Figure VI-4), defend thecontrol programs and eradication efforts have
United States against attack through tf@t been effective.

Pacific Ocean, and to discharge other US

military responsibilities in the USPACOM * Highly-structured trafficking groups

AOR.

b. Counterdrug Mission. USPACOM’s

CD mission is to conduct air and maritime
D&M operations and provide operational and
intelligence support to US LEAs within the

AOR.
16. Threat

The overwhelming maritime geographic
characteristic and physical size of the

USPACOM AOR poses a great challenge

for successful CD operations. There are

few geographic choke points and numerous
open maritime approaches to the US West

Coast, Alaska, and Hawaii. Alsalrug
traffickers tend to transship drugs using
multiple platforms while en route and
respond quickly to D&M efforts. Air

smuggling operations are restricted by the®
great distances involved. The high value and
ease of concealing low volumes of cocaine

and heroin make them some of the easiest
drugs to smuggle and the most difficult to

detect. The threat can be divided into three
areas; Southeast Asia, Southwest Asia, and
Central and South America. Primary drugs

of interest and methods of transportation are
different for each area and require specialized

methods of interdiction. While cocaine

remains the number one drug moved
through the USPACOM AOR, heroin and

hashish are the principal drugs produced
in the AOR.

control heroin movement from the
growing regions to staging areas for
shipment to foreign markets including the
United States. Heroin is then shipped
to the United States by personnel
aboard commerciafransportation
(aircraft or vessels), shipped by
international mail, or secreted in cargo
containers carrying a wide variety of
products. A preference for heroin
movement by commercial courier or
cargo makes D&M difficult.
Tremendous profits derived from heroin
have enabled traffickers to influence and
control governments, finance terrorist
and insurgent activity, and force many
legitimate governments into de facto
accommodation with traffickers’
interests.

Due to its bulk, marijuana is usually
transported via a “mothership” to within
200-1,500 miles of the North American
coast and then transferred to smaller
motor vessels, sailing vessels, or pleasure
craft for transport to the mainland.
Hashish originates in Southwest Asia in
the vicinity of Pakistan and Afghanistan
and is transported in the same manner as
marijuana. Motherships bringing in
marijuana and hashish utilize the short
Northern Great Circle route in the
summer and the Fair Weather Equatorial
Route in the winter when the northern
routes are rough.
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US PACIFIC COMMAND
AREA OF RESPONSIBILITY

Arctic Ocean

USPACOM

Pacific Ocean

Pacific Ocean
Indian Ocean

USPACOM

USPACOM

Antarctic Circle

Figure VI-4. US Pacific Command Area of Responsibility
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b. Central and South America. The 18. Organization
primary threats from this area are cocaine,
“black tar” heroin, and marijuana. a. USCINCPAC is responsible for the
Cocaine base is largely produced in Peru atmhduct of normal operations in the Pacific
flown to refining sites in Colombia. AfterOcean west of 92 degrees W, the Bering Sea,
refining, the cocaine is primarily exportethe Arctic Ocean west of 95 degrees W and
by maritime means through the ports or flowemst of 100 degrees E, the Indian Ocean east
by non-commercial aircraft into Centrabf 17 degrees E (excluding the waters north
American countries or Mexico. All Centrabf 5 degrees S and west of 68 degrees E),
American countries are known to bé@apan, the Republic of Korea, the
transshipment areas for cocaine moving to themocratic People’s Republic of Korea, the
United States. Although not a source countBgople’s Republic of China, Mongolia, the
Mexico is by far the largest singleountries of Southeast Asia and the southern
transshipment country for cocaine. The “bladksian landmass to the western border of
tar” heroin originates almost entirely ifnndia, Madagascar, and the other islands in
Mexico and is normally transported into thall assigned water areas. In addition,
United States by private aircraft or individuaSCINCPAC's general geographic AOR
using private transportation directly across ther the conduct of normal operations other
US and Mexican border. Most of the heroihan air defense will include Alaska and
is destined for the western United Stateke Aleutian Islands.
Marijuana is transported to US ports by
numerous types of maritime platforms. Theseb. US Army Forces, US Pacific
vessels have included coastal freighteiSGommand (USARPAC). USARPAC forces
motor vessels, fishing vessels, sailing vesselse controlled in the USPACOM AOR from
pleasure yachts, and even small pleasineadquarters located at Ft. Shafter, Hawaii.
boats. Small vessels may hug the Central
American coast as they transit north, whilec. US Pacific Fleet (USPACFLT).
the large vessels venture farther out into tReoviding maritime forces to CD operations,
Pacific, at times as far as Hawaii, in order tdaSPACFLT is located at Pearl Harbor,
avoid or deceive searchers. Hawaii.

17. USPACOM'’s CD Strategy d. US Air Forces, US Pacific Command
(USPACAF). USPACAF forces are provided

Due to the geographic size and maritinfeom assets controlled by headquarters located

characteristics of USPACOMAOR, the at Hickman AFB, Hawaii.

majority of transit zone D&M operations

for combatting drug traffickers are e. US Marine Component, US Pacific

maritime in nature. To detect and monitorCommand (USMARFORPAC).

drug traffickers in this vast AOR, an allUSMARFORPAC is located at Camp H. M.

Service, all-sensor, and all-agency effort &mith, Hawaii.

required. To accomplish this, USPACOM'’s

JIATF-W intelligence structure is the key to f. Special Operations Component, US

refining areas of search for CD operationBacific Command (SOCPAC). SOCPAC

This fusion of intelligence allows US LEAis a subordinate unified command with atr,

and HN CD forces to be employed moidand, and maritime special forces. These

effectively to detect and monitor illegal drugprces can be employed throughout the theater

activities. to provide training for HN forces and, when
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authorized, can conduct operations to counteafficking activity as close to the source
insurgency, terrorism, drug production, armbuntries as possible Traffickers are then

trafficking.

continuously monitored as they transit
through the JOA, allowing LEAs sufficient

g. JIATF-W. JIATF-W is the center fortime to plan and execute interdiction and
coordinating CD D&M operations within theapprehension operations prior to delivery in

USPACOM AOR.
standing JTF for DOD CD support.

It is a USCINCPACthe United States.

b. Counterdrug Operational Support

« Intelligence analysts perform detailed
tactical analysis of all-source CD -«
intelligence. The analyses generate
intelligence which is the focus for cueing
the D&M effort. The Command Center
watch conducts 7 day-a-week, 24-hour
intelligence fusion and/or operations and

C4 Support. JIATF-W has integrated
the existing infrastructures and command
element capabilities of in-place military
C4 systems with the unique operational
and intelligence architectures of civilian
LEAs. Secure and reliable multimode

can access theater and national resources communication resources provide real-

in support of drug interdiction

operations.

The J-3 reviews and validates requests
received from LEAs for DOD -
surveillance or logistic support. Air and
ground operations personnel broker
DOD resources in order to facilitate
support of US Country Team and HN
validated requests.

The J-4 is responsible for ensuring that the
JIATF-W strategic plan accuratesflects
the processes by which JIATF-W
executes the national CD policy,
particularly as defined by the Department
of Defense. The J-4 is also responsible for
developing and updating coordinated
intelligence and operations plans which
prescribe an integrated JIATF-W CD effort.

19. Concept of Operations

Since JIATF-W has no permanently

time support for JIAF-W CD forces
and facilitate conducting intelligence
collection and enforcement operations.

Intelligence Support. Collection,
analysis and production, and
dissemination and integration of drug-
related tactical intelligence comprise
some of the most complicated activities
of CD operations. The timely flow of
this tactical intelligence allows
operational assets to be positioned
most efectively for D&M of drug
trafficking. The intelligence fusion and/

or operations efforts within the AOR
and area of interest (AOI) complement
the operational efforts of LEA, DOD,
and HN assets contributing to D&M
and ultimately to interdiction.
Surveillance efforts lead to timely
detection of drug trafficking activities
and ensure responsive monitoring of the
movements of high interest targets.
Intelligence analysis incorporates current

assigned forces, assets are tasked as requiredanalysis, trend analysis, and predictive

to operate under JIATF-W TACON or in

support of JIATF-W’s CDmission.

a. Detection and Monitoring. JIATF-
W'’s concept of operations involdérecting
resources at detecting maritime drug

modeling. Current analysis is the key to
providing actionable information in support
of ongoing law enforcement operations.
Informational gaps are filled with trend

analyses and predictive modeling
explaining the observed events and
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identifying key events which may signal  training opportunities. PA efforts have been

future trends or events. incorporated into many of these exercises
in an attempt to improve the HN’s
Planning Support. USPACOM economic environments and increase the

provides support to the various LEAs public acceptance of US and HN CD

and HN forces for deployment, activities. In providing assistance during

employment, sustainment, and exercises, USPACOM and other

redeployment of CD operations. commands insist that internationally
accepted standards on human rights be

Logistic Support. USPACOM respected.

coordinates the logistic support to achieve

The P-3 aircraft provides maritime surface radar search, electronic surveillance, HF,
VHF, and UHF communications. Some have been configured especially for the CD
mission.

operational CD objectives. This suppor0. Relationships With Other

includes deployment and sustainment of ~ CINCs

US forces in a supporting role, support to

other US non-DOD agencies, scheduling@. USSOUTHCOM and USACOM.

the logistic support, and coordinating witd|ATF-W exchanges intelligence with

the HNSs. JIATF-S, JIATF-Eand JTF-6 on drug traffic
approaching mutual AOR boundaries and

Training Support. JCETsand jointand coordinates operations for mutual support

multinational exercises fundedunder (See Sections A and B, this chapter).

various non-SAprograms der the

advantage of training US forces while b. NORAD conducts aerial D&M (10

simultaneously increasing interoperabilitySC 124) of drug trafficking aircraft into

with HN forces and offering them limitedNOrth America (including Mexico) and
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supports USPACOM D&M efforts in the f. Organized Crime Drug Enforcement
transit zone (See Section D, this chapter).Task Force. OCDETF is involved in resolution
of CD cases and coordinates with JIATF-W to
¢. USSOCOMprovides active and reservgain information pertaining to specific cases.
forces to USPACOM as coordinated between
the commands and approved by the Secretary SECTION D. NORTH
of Defense (See Section E, this chapter). AMERICAN AEROSPACE

DEFENSE COMMAND
d. USTRANSCOM coordinates and

provides air refueling and intertheater lift i22. Missions
support of USPACOM’s CD program (See
Section E, this chapter). a. Military Mission. The NORAD
Agreement defines NORAD's objectives as:
21. Relationships With Other
CD Agencies * to assist the United States and Canada to
safeguard the sovereignty of their
JIATF-W’s CD operations are conducted airspace;
in support of LEAS.
* to contribute to the deterrence of attack
a. Drug Enforcement Administration. on North America; and
The DEAmaintains a liaison representative
to the JIATF-W staff to facilitate and expedite « should deterrence fail, to ensure an
JIATF-W and DEA coordination. appropriate response against attack.

b. US Customs Service. The USCS b. CD Mission. The 1991 exchange of
maintains aiaison representative omotes to the NORAD Agreement stated that
JIATF-W's staff to facilitate and expeditehe Agreement “includes the surveillance and
coordination. Their focus is on maritime anehonitoring of aircraft suspected of smuggling
air CD operations. illegal drugs into North America.” In this mission

context, “surveillance” refers to actions taken
¢. US Coast Guard. JIATF-W is located to “detect, identify and monitor . . “Control”
with USCG’s Pacific Area Command, whichiefers to actions taken to intercept or otherwise
oversees USCG districts in the USPACOMfluence airborne objects.
AOR.
23. Threat

d. EPIC. JIATF-W and EPIC exchange
intelligence and data base information ona. The air component of the illegal drug
drug production and transportation involvinggade and its support structure are well-
CD cases and operations. established, organized, equipped, and

trained, and is therefore capable of

e. FBI. The FBI maintains a liaisonfrustrating interdiction efforts.  Airborne
with the JIATF-W staff to expeditesmugglers will circumvent and subvert
coordination. The FBI also receivesurveillance and monitoring efforts whenever
support from JIATF-W on pertinent CDpossible. Drug traffickers have demonstrated
cases and provides information to JIATRyreat adaptability in their mode of operation,
W involving specific operations. CDand can be expected to increase the number
efforts are coordinated through the Joiof flights across the borders if sea and land
Drug Intelligence Group. routes can be denied.
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b. The greatest threat to US national 24. NORAD'’s CD Strategy
borders from airborne drug traffickers is
across the southern borderThe tremendous a. Because use of illegal drugs constitutes
number of small landing strips and terrai@mlong-term threat to North American society,
suitable for landing small aircraft on both sidéke governments of Canada and the United
of the US and Mexican border makes D&Nbtates have directed military angjzations
a difficult task. Flights of up to 12 hours onde assist civilian agencies in reducing the
way from South America for destinations intmternational flow of illegal drugs into both
northern Mexico or across the Gulf of Mexicoountries. In this conteX@INCNORAD's
are common; off-loading, refueling, andbjective is to end undetected,
takeoff can be accomplished in less than MiBchallenged air trafficking of illegal drugs
minutes. The drugs are then transshippediato North America through D&M
to the United States or stored for lat@perations These operations serve as a
transshipment. part of NORAD's overall air sovereignty

mission and are consistent with the NDCS.

¢. Small single- and multi-engine aircraft are
the primary conveyance, with Aero b. In light of policy guidance from both
Commanders, Beechcraft, and Cessna airceapitals, and against a backdrop of increasing
the primary types used. However, genemtug trafficking, NORAD strategy for
aviation aircraft of all makes and models can lmgntributing to the CD effort can be
and have been, used for trafficking operatiomtescribed as follows
DC-3 and DC-6 aircraft are sometimes used for
long distance air trafficking. Some smugglerse to maintain a balanced peacetime air
even use small jet aircraft capable of speeds in sovereignty capability, but shift mission
excess of 500 mph and ranges of 2,000 miles. emphasis from the north to south;
Many of these aircraft have been modified with
long range fuel tanks to increase their range and to improve communication with DLEAs
endurance. and DOD CD organizations; and

d. Personnel involved in airborne ¢ to correct shortfalls and deficiencies in
smuggling have experience in penetrating US equipment and assets as funding may
and Canadian airspace successfully and have permit.
demonstrated knowledge of surveillance
methods, capabilities, and limitations25. Organization
Motivated by the great profits that can be
realized, pilots continue to be innovative andNORAD (located at Peterson AFB,
take risks to counter interdiction efforts. Colorado) is a bi-national, combined

command whictincludes Canadian and

e. Annual losses of trafficking aircraftUS forces. CINCNORAD is responsible,
through seizures, crashes, or age numitienough theChief of the Defence Staff-
in the hundreds. In general, loss of aircraftanada andhe Chairman of the Joint
is simply considered by smugglers as tihiefs of Staff, to the Canadian and US
cost of doing business. Replacements &€A for the use of forces supporting
readily available through purchase, leasd ORAD.
or theft.
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a. Defense of North America against air acts as the Commander, 1st Air Force.
attack is carried out on a geographical basis, CONR is responsible for the air defense
but is united into a single coordinated air of CONUS. CONUS is divided into
defense entity by the NORAD structure. three air defense sectors: Northeast,
NORAD has three regional air operations located at Rome, New York; Western,
centers (RAOCs) Alaskan NORAD Region located at McChord AFB, Washington;
(ANR), Canadian NORAD Region (CANR),  and Southeast, located at Tyndall AFB,
and CONUS NORAD Region (CONR). The  Florida. The SAOCs are responsible to
missions of the RAOCs are to provide the RAOCs and are the command,
capabilities for the surveillance, control, and communications facilities
identification, and control of aircraft within ~ through which the sector commanders
or near their region, to support exercise TACON over assigned forces.
accomplishment of NORAD missions, to  Each SAOC has the capability to receive,
provide air defense warning, and to exercise process, and display radar inputs. The
force management. SAOCs provide a capability for the

surveillance and identification of manned

» Alaskan NORAD Region. The ANR threats and control of aircraft.

Headquarters, 11th Air Force
Headquarters, and Alaskan RAOC areb. NORAD/US Space Command Center
located at EImendorf AFB, Alaska. ThéN-Sp/CC) is the principal peacetime
Commander, ANR, is also theommand center in the current NORAD
Commander, 11th Air Force. ANR isC4 system.It receives, processes, integrates,
responsible for the air defense of Alaskand displays a summary of all indicators and
The Alaskan RAOC is the only RAOGevents that can be used by CINCNORAD and
which also performs sector air operatiorise NORAD battle staff (when activated) to
center (SAOC) functions of receivingdetermine if an enemy attack is impending or
processing, and displaying radar inputsnderway. The N-Sp/CC also oversees
The 11th Air Force provides, trains, andverall air defense operations and sensor
equips tactical air forces to preserve timeanagement for North America.
national sovereignty of US lands, waters,
and airspace within Alaska. c. The NORAD Air Center (NAC)
monitors and evaluates information
¢ Canadian NORAD Region. The CANR received from the RAOCs and/or SAOCs
Headquarters and the Canadian RAOC aned other operations centers and makes
located at Winnipeg, Manitoba. Theecommendations to the N-Sp/CC. The
Commander, CANR is the Commander §AC maintains force status, monitors
the 1st Canadian Air Division. Theleployment and employment of air defense
Canadian SAOC (NORAD) is located ifiorces, and updates information on
North Bay, Ontario. CANR is responsibleleployment operations. NAC personnel also
for the air defense of Canada. CANR monitor other DOD and LEA assets
divided into East Sector and West Sectapnducting operations which may impact
each having a SAOC. Headquarters fSNORAD’s CD mission on an “as required”
both CANR SAOCs are collocated in Nortbasis.
Bay.
26. Concept of Operations

¢ CONUS NORAD Region. Headquarters
CONR RAOC is located at Tyndall AFB, a. NORAD uses a variety of radar sensors
Florida. The Commander, CONR alsto accomplish its CD mission. Initial
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detection can come from any of the ass¢

shown in Figure VI-5. RADAR ASSETS

b. Centralized CD control and planning
occurs at Headquarters NORAD, and « Joint Surveillance System
decentralized planning and mission Radars
execution occurs at the NORAD region and
sector level. The focal points for North
America are ANR, CANR, and CONR. The « Relocatable Over-the-Horizon
manage the CD operations of their respect Backscatter Radar
SAOCs (Figure VI-6). Each SAOC's strateg
is to accomplish the following:

« Aerostats

« Airborne Warning and Control
System

» Establish direct liaison with the « Ground Mobile Radars

appropriate CD JIATF and/or JTF contrc « Augmentation at Existing Air

centers or applicable DLEA organizatio Traffic Control Facilities
to provide information on possible drug .
traffic crossing between AORs. + Canadian Coastal Radars

. « North Warning System Radars
e Conduct radar correlation and forwa

track data received from AWACS an(
other sensors to NORAD NAC,
applicable NORAD RAOCs, and
DAICC. NORAD aircraft will remain with the drugs)
or until LEA aircraft take over the escort role
 Coordinate the handoff of fighter aircraftor apprehension.
with the FAA when suspect tracks move
inland. d. In addition to the fighter aircraft,
under special circumstances NORAD
» Deconflict with DACC simultaneous coordinates with USACOM for E-3
intercept by USAF fighters and th&WACS aircraft to respond to intelligence
USCS. or surveillance cueing, and can assist the
USCS in detecting incoming drug smuggling
* Provide advisory target information taircraft flying from South or Central America
LEA interceptors when requested bgr Mexico, into the United States and/or
DAICC. Canada.

Figure VI-5. Radar Assets

c. NORAD maintains USAF, ANG,and 27. Relationships With Other
Canadian fighter aircraft on alert status CINCs
at numerous locations around the United
States, Canada, and Alaska. NORAD a. USSOUTHCOM. JIATF-S, through
fighters launch on suspected drug smuggliegeing, coordinates tracks of interest (TOIs) with
aircraft if USCS interceptors are not availabMORAD as they approach and/or cross CINC
or not in the best position for a timelypoundaries. USSOUTHCOM also provides
intercept. NORAD fighters remain coverintelligence cueing. JIATF-E coordinates with
following the suspect aircraft to its landinglORAD SAOCs on Dls that approach or
site (except in the event of an air drop, wheteoss mutual boundaries atainch alert
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NORAD'S COMMAND, CONTROL, COMMUNICATIONS,
AND COMPUTERS STRUCTURE

IA J81dey)d

Commander in Chief, NORAD

N-Sp/CC

Alaskan Canadian
NORAD NORAD
Region Region

Alert Alert Alert
Fighters Fighters Fighters

Director for Intelligence
Director of Operations Relocatable Over-
NORAD/US Space Command Center o H
NORAD Air Center The-Horizon
North American Air Defense Command Backscatter Radar

Sector Air Operations Center

Figure VI-6. NORAD’S Command, Control, Communications, and Computers Structure
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Execution of Counterdrug Operations

fighters and/or AWACSNORAD and JIATF-  c¢. Federal Aviation Administration. The
E share intelligence and coordinate andféAA controls the use of navigable airspace
deconflict operations. in the United States and develops and
operates a common system of air traffic
b. USACOM. FORSCOM and/or JTF-control and navigation for civil and military
6 and NORAD work together for the lan@ircraft. The FAA, through its Air Route
defense of CONUS. Commander, Aifraffic Control Centers (ARTCCs),
Combat Command, provides dedicated Giaordinates with SAOCs on unknown and/
E-3 AWACS missions and provide®r suspect aircraft entering the Air Defense
additional resources as coordinated (sulttentification Zone. The ARTCCs also
as mobile heater air control ystems, provide flight information and other
communicationgquipment, and personnel®ppropriate air traffic control data to the
to augment existing radar facilities. SAOCs.

c. USPACOM. Through its SAOCs, d. Project North Star. NORAD supports
NORAD coordinates TOIs that approach dProject North Star by planning and
cross mutual boundaries with USPACOMoordinating CD air surveillance operations
and/or JIATF-W. in response to North Star requirements along

the Canadian and US border.
28. Relationships With Other
CD Agencies e. Operation Alliance. NORAD supports
Operation Alliance air surveillance

a. NGB provides fighter forces to support theequirements by planning and coordinating
alert mission along the coasts of the United Staf&ld operations for and/or with Operation
and also provides additional resources simikalliance.
to the Commander, Air Combat Command.

SECTION E. OTHER CINCs CD

b. US Customs Service.The USCS has OPERATIONS
responsibility for detecting, monitoring, and
apprehending general aviation drug9. US Special Operations
smugglers and seizing contraband that has Command
crossed the international border.

a. General. USSOCOM provides active

» The DAICC detects, tracks, and sortand reserve force SOF to other CINCs as
suspect radar targets. When required, it@ordinated between the commands and
DAICC launches USCS or USCGapproved by the Secretary of DefenseSOF
aircraft and controls these aircraft frorincludes Army, Navy, and Air Force SOF
intercept through apprehensiorunits as well as CA and PSYOP units. These
Memorandums of understanding are fiorces provide HNS as well as operational
effect between USCS and NORAD thaind nonoperational support to HNs and US
establish standards for coordination ahdEAs to combat drug production and
cooperation. trafficking and eliminate the flow of drugs

to the United States.

* The Customs National Aviation Center

in Oklahoma City, Oklahoma,f controls b. Special Operations Foces. SOF

USCS air resources nationwide angperations involve Army Special Forces
prepares long-range estimates of airbor@perational Detachment “A” Teams, Navy
drug smuggling. SEAL and/or special boat unit detachments
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and coastal patrol craft (PC), and Air Force
special operations personnel. Use of SO
can provide low cost and/or visibility
combined training in areas shown in Figure
VI-7.

® |ndividual and Small Unit

c. Psychological Operations Forces. Skills

USSOCOM can provide PSYOP forces as
requested and approved for information .
support and training in CD operations (Seeluiass Ul SARLElInEL L
Chapter IV, “DOD Counterdrug
Organizations,” Section B). e Airmobile Operations

d. Civil Affairs Forces. USSOCOM can | EREAEERO) o= Eiilol SR Tplo!
also provide active and reserve CA forces taeder: (5= | 2= ige] F=19[0)
provide assistance, advice, coordination, andSS[8y=17s {slile] g
analysis to CD operations (See Chapter IV,
“DOD Counterdrug Organizations,” Section B). o Advice on C4l

e. SOF CD Operations. SOF are capable
of operating in a joint, multinational, or
multi-agency enVirpnment' ,The major typesFigure VI-7. Areas of Combined Training
of SOF CD operations are listed below:
31. US European Command
« Joint Combined Exercise for Training.
These are low-cost, small unit operationsUS European Command conducts D&M
that provide training to US militaryoperations, with the primary focus on
forces, but at the same time provideansshipment routes across the
benefit to the LEA or HN where theMediterranean. It coordinates D&M
JCET is operating. activities with adjacent CINCs, components,
and cooperating foreign nations. D&M
* Mobile Training Teams. MTTs can be operations usually result in handoff to
either SA-supported (for HNs) or funde@&uropean maritime forces and LEAs for
through other means (for LEAS). MT Ténterdiction and apprehension operations.
provide dedicated training in such areas
as those shown in Figure VI-8. 32. US Transportation
Command
30. US Central Command
USTRANSCOM coordinates transportation
US Central Command coordinates CEequests from the Department of Defense,
activities to combat illicit drugs flowing fromnon-DOD Federal agencies, and various
its AOR. Intelligence developed is sharesther LEAs. Requests are reviewed to
with various agencies, cooperating friendiyetermine  which  USTRANSCOM
nations, and the other CINCs. component is best suited to fulfill the
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as ground surveillance radars, vehicles, and

TRAINING PROVIDED communications equipment.  Army

BY MOBILE TRAINING personnel provide direct operational staff and
TEAMS intelligence support through embassy

Country Teams to foreign nations conducting
CD operations.

* Planning Support

b. USA aircraft participating in CD

o C4 Training opergtion; are primarily patrol, transport,

and intelligence collectors. The bulk of
Army flight efforts take place for
USSOUTHCOM in Central and South
America, and USACOM in CONUS. One
operation which has been in existence for an

_ _ - extended period and is supported by USA
o Antiterrorism Training aircraft is OPBAT.

o Intelligence Support

» Demolitions Training

» Small Unit Tactical Training 35. US Air Force

a. Aircraft. A primary USAF
contribution to D&M operations is through
Figure VI-8. Training Provided by the use of E-3 AWACS aircraft.
Mobile Training T eams Intelligence-collecting aircraft are also used
on a regular basis. ANG interceptors are on
requirement (sea, air, or land); then tradert for CD taskings both in and out of
transportation support requirements af@ONUS. Transport aircraft, both active and
passed to the appropriate componergserve forces, provide the ability to move

command for execution. assets for DOD and LEA CD efforts in all
CINC's AORs. (Requests for intertheater

SECTION F. MILITARY airlift support should be coordinated with
SERVICES USTRANSCOM. Requests for intratheater

support should be coordinated with the

33. General appropriate CINC.) USAF helicopters

(Active and Reserve Components) support
The Services provide forces to the CINCsLEA land operations through search and
and assist them in developing and executingrescue and insertion and/or extraction of LEA
plans to support LEAs. The following teams.
paragraphs provide a brief discussion of each

Services’ roles in CD operations. b. Radar. The USAF provides fixed and
mobile GBR systems to support CD
34. US Army operations. Capabilities are listed in

Appendix F, “Major Equipment
a. Under the CINCs, USA forces Descriptions.” The USAF manages the
participate in ground operations and contractor-staffed and -operated tethered
provide training across a wide operational aerostat radar system (TARS) and the CBRN.
spectrum— from listening and observation
posts on the Southwest border to air defense. Security. USAF security elements are
radars. The Army also provides assets sugmployed for airfield security OCONUS.
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USAF dog teams are used in support of LEdombatants such as destroyers, frigates,
operations at land, sea, and air POEs.  and cruisers. Modified tactical auxiliary
general ocean surveillance (MOD T-
d. The Air Force Office of Special AGOS), contract-operated, are also integral
Investigations conducts CD operations tdo Caribbean CD operations. Naval support
detect, interdict, suppress, and monitor drggips are dedicated to the joint task group
trafficking and user demand which directlpperating in the Caribbean and Eastern
or indirectly affects the Department of the AiPacific for refueling and resupply. Patrol
Force and its resources. coastal ships are capable of conducting CD
operations in the source and transit zones.
36. US Navy
d. The Fleet Tactical Readiness Group
The USNROTHRs are used to provide can provide advice and assistance in
round-the-clock, real-time detection and planning and executing OPSEC measures
tracking of targets of interest over the entire and in developing and using deception
Caribbean, the Gulf of Mexico, Central means in support of CD operations.
America, and the Eastern Pacific. A third
ROTHR site will provide coverage of South e. The Naval Criminal Investigative
American source countries. Service conducts CD operations to detect,
interdict, suppress, and monitor drug
a. USN support of land operations is narrairafficking and user demand which directly
due to the inherent nature of naval assets. Navyindirectly affects the Department of the
active duty and reserve units have deployed kavy and its resources.
MTTs and JCETs, and USN intelligence
personnel have provided support to thig7. US Marine Corps
Department of Defense and LEAs. Navy
corpsmen accompany Marine Corps unitsa. The US Marine Corps (USMC)
during MTTs and JCETs. Navy divers alsorovides personnel and materials to
support a variety of CD operations. support surveillance and/or reconnaissance
and riverine operations by conducting
b. Navy aircraft employed in CD MTTs and JCETS.
operations are primarily patrol aircraft such
as P-3s, S-3s, and E-28ome P-3 aircraft (the b. The USMC has also provided GBRs for
counterdrug update [CDU]) have been speciatiperations within the USSOUTHCOM AOR.
modified to support the CD mission. Both the
S-3 and E-2 are normally carrier-based aircraftc. Active duty and reserve USMC forces,
which, for CD missions, are flown from landto include helicopters) are used in CONUS
bases. In this maritime patrol capacity they deesupport LEA operations.
used to search for and track suspect drug
trafficking vessels and aircraft on and over thed. USMC aircraft which operate in
high seas. There is also a small number of Nagpport of CD operations have been used
maritime intelligence collection aircraft whiclor maritime patrol.
are regularly called on to support DOD and LEA
operations. 38. US Coast Guard

c. The primary classes of naval vessels See detailed discussion in Chapter llI,
conducting D&M operations are “Counterdrug Organizations,” paragraph 26.
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APPENDIX A
PROCEDURES FOR REQUESTING DOD SUPPORT

1. General + CONUS area support for the arrival
zone.
a. The purpose of this appendix is to
explain how LEAs, other agencies, or HN8. OCONUS Support
can request CD support from the Department
of Defense. Reference can also be made t¢See Figure A-1)
CJCSI 3710.01, “Delegation of Authority for
Approving Operational Supportto Drug Law Requests for CD support by HNs or US LEAs
Enforcement Agencies and Counterdrug foreign countries must be forwarded through
Related Deployment of DOD Personnel.” the Country Team Security Assistance
Organization to the CINC in whose AOR the
b. Requests have been categorized into teupport is needed. Upon the CINC's receipt
major areas: and concurrence, a request for deployment order
(RDO) isforwarded tothe appopriate
» OCONUS area support for the sourdgivision of Joint Staff J-3. Figure A-2 shows
and transit zones; and the specific actions and suspenses required by

OCONUS SUPPORT REQUEST PROCESS

Law Enforcement
Agency and/or Host
Nation Request

v
v v

Ambassador Combatant

Commander
Department of W m
State Defense

Department of State Approval or Disapproval

v

Support Provided or Denied

Figure A-1. OCONUS Support Request Process
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the OCONUS support request process. The Threat and/or ROE
CINC’s RDO must include the following

information: < Administrative Requirements. Specific

requirements for deployment (i.e.,
passports and/or visa, country and
theater clearances, uniform
requirements, required training,

medical requirements, statements of

« Situation. Brief description of the events
or circumstances that precipitated the
request.

 Mission. The who, what, when, where and
why of the US military element’s
involvement and the source of the support.e

Execution. How the deployment will o

preparedness).
After Action Report Requirements

PA Guidance

be conducted (i.e., phases).
 Points of Contact
* Location
3. CONUS Operational Support

* Deployment Dates

LEAs have many ways to request support
for a CONUS CD operation that they plan to
conduct. They are depicted in Figures A-3
e Sourcing. What type unit and theand A-4.

recommended organization to conduct

the mission (if known). 4. CONUS Nonoperational

Support

 Unit Composition

¢ OPCON. Who has OPCON.

Request procedures for support provided
to LEAs for such missions as planning,
training, administration, logistics, and certain
e Concurrence. Who has agreed that théypes of intelligence support are depicted in

mission is acceptable (i.e., CINC, U&igure A-5.

ambassador, SAO, HN officials).

* Funding

Joint Pub 3-07.4
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OCONUS SUPPORT REQUEST PROCESS MATRIX

UNIT

ACTION

DOCUMENT/CONTENT

SUSPENSE

AMEMBASSY
(COUNTRY TEAM)

REQUEST FOR DOD SUPPORT.
TO: GEOGRAPHIC CINC
INFO: JIATF

VIA MESSAGE/LETTER/FAX, SPECIFIC
SUPPORT RQMTS BY DATE/QTR/FY.
HN, AMBASSADOR, SAO APPROVAL,
POC.

AS REQUIRED. 1 YEAR FOR
RECURRING OPS.

CINC a) ROUTINE OPS. FORWARD REQUEST |a) VIA MESSAGE. SPECIFIY CINC a) AS REQUIRED. ANNUALLY DURING
TO COMPONENTS (SERVICE/SOC) FOR |APPROVAL. JANUARY FOR RECURRING
FEASIBILITY/SUPPORTABILITY. OPERATIONS.
INFO JIATF.
Ilb) PREAPPROVED/ANNUAL PLANS. b) VIA MESSAGE. b) 30 DAYS PRIOR TO CINC BRIEF TO

SECDEF.

COMPONENTS ESTIMATE OF SUPPORT TO CINC. VIA MESSAGE. AS REQUIRED. ANNUALLY NLT
INFO JIATF. FEB (BUDGET PREP).

CINC a) NON-THEATER FORCES. REQUEST |a) VIA MESSAGE. RDO CONTENT PER |a) 21 DAYS PRIOR OR AS DESCRIBED IN

FOR DEPLOYMENT ORDER (RDO) TO
CJCs.
INFO JIATF.

I[b) THEATER FORCES. CINC EXORD.
INTO TO OSD, CJCS.

CJCSI 3710.01.

b) VIA MESSAGE. EXORD CONTENT
PER CJCSI 3710.01.

CJCSI 3710.01.

b) 14 DAYS PRIOR OR AS DESCRIBED IN
CJCSI 3710.01.

*NON CD CINC

REQUEST SECDEF APPROVAL OF
SUPPORT VIA CJCS.

OPORD VIA MESSAGE IAW DOD CD
EXORD.

AS REQUIRED. 30 DAYS PRIOR IF
FEASIBLE. MINIMIM DESCRIBED IN
CJCSI 3710.01.

cJCs DEPLOYMENT ORDER TO CINC. VIA MESSAGE. CONTAINS AUTHORITY 14 DAYS PRIOR IF POSSIBLE.
*CD CINC TO DEPLOY NON-THEATER FORCES.
cJCs EXECUTE ORDER TO CINC. EXORD CONTAINS SECDEF APPROVAL AS SOON AS POSSIBLE.

*NON-CD CINC

FOR SUPPORT.

*AS DEFINED BY DOD CD EXORD DTG 302146Z MAY 97

Figure A-2. OCONUS Support Request Process Matrix
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DLEA DOMESTIC OPERATIONAL SUPPORT
REQUEST PROCESS

ouer |

JTF-6 (CONUS) SElalle
JIATF-W (Hawaii/Alaska) Coordination | 2. ©00rd

Authorized Mission? NO

=S

Available Assets? NO

d31S3INO3IY OL NdNL3IY

YES

USPACOM
or USACOM e Authority to Approve? NO

RETURN TO REQUESTER

Authorized Mission? YES

YIES

Available Assets?

YES

Authority to Approve? | YES

Secretary of
Defense via Joint
Staff

Authorized Mission?

YES

Available Assets?

Execute DLEA
13 Requested Support
Figure A-3. DLEA Domestic Operational Support Request Process
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Procedures for Requesting DOD Support

CONUS AIR OPERATIONAL SUPPORT
REQUEST PROCESS

National NORAD Project Operation
Guard Sectors Northstar Alliance

[ Reocs
[GNONORAD I

CINCNORAD  Commander in Chief, North

American Air Defense Command
Approval CONUS continental United States
Authority JTF joint task force
RAOC regional air operations center

Figure A-4. CONUS Air Operational Support Request Process

SUPPORT
PROVIDED
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CONUS NONOPERATIONAL SUPPORT
REQUEST PROCESS

: - Cl

Figure A-5. CONUS Nonoperational Support Request Process
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APPENDIX B
US CODE PROVISIONS

1. Statutory Authority 2. Detailed Statutory Provisions

a. 10 USC 124 creates the primary DOD CDa. 10 USC 124 Detection and Monitoring
mission of D&M of air and sea traffic into theof Aerial and Maritime Transit of lllegal
United States. Drugs: Department of Defense to be Lead

Agency.

b. 10 USC 371-380 contains the statutory
authority to provide military support to ¢ Lead Agency. The Department of
domestic LEAs. Defense shall serve as the single lead
agency of the Federal Government for
the D&M of aerial and maritime transit
of illegal drugs into the United States.

* 10 USC 371 allows the Department of
Defense to provide information acquired
during military training.

» Performance of Detection and
Monitoring Function. To perform these
provisions, DOD personnel may operate
equipment of the Department to intercept
a vessel or an aircraft detected outside

» 10 USC 372 authorizes the Department
of Defense to make available equipment
and facilities to LEAs.

» 10 USC 373 authorizes the use of DOD
personnel to provide training and expert
advice.

» 10 USC 374 and applicable National
Defense Authorization Acts (see 1004,
FY 91 Authorization Act, as amended)
provides the statutory basis for many of
the services the military provides LEAs.

the land area of the United States for the
purposes of;

e¢ |dentifying and communicating with
that vessel or aircraft; and

s Directing that vessel or aircraft to go
to a location designated by appropriate
civilian officials.

In cases in which a vessel or an aircraft
is detected outside the land area of the
United States, DOD personnel may begin
or continue pursuit of that vessel or
aircraft over the land area of the United
States.

c. 10 USC 375 and 18 USC 1385 (Posser
Comitatus Act) limit military support to
preclude direct participation in law
enforcement activities.

d. Section 1004, National Defense
Authorization Act for Fiscal Year 1991, as
amended. Section 1004 authorizes the
Department of Defense to provide support for
the CD activities of any other department or
agency of the Federal Government or of any
state, local, or foreign LEA.

United States Defined. In this section,
the term “United States” means the land
area of the several states and any territory,
commonwealth, or possession of the
United States.
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b. 10 USC 371. Use of Information
Collected During Military Operations.

d. 10 USC 372.Use of Military Equipment
and Facilities. The Secretary of Defense may,
in accordance with other applicable law, make
e The Secretary of Defense may, iavailable any equipment (including associated

accordance with other applicable lavgupplies or spare parts), base facility, or

provide to Federal, state, or local civiliaresearch facility of the Department of Defense
law enforcement officials anyto any Federal, state, or local civilian law
information collected during the normaénforcement official for law enforcement

course of military training or operationpurposes.

that may be relevant to a violation of any

Federal or state law within the e. 10 USC 373. Training and Advising

jurisdiction of such officials.

Civilian Law Enforcement Officials. The

Secretary of Defense may, in accordance with
The needs of civilian law enforcementher applicable law, make DOD personnel
officials for information shall, to theavailable:

maximum extent practicable, be taken
into account in the planning and -
execution of military training or
operations.

The Secretary of Defense shall ensure,
to the extent consistent with national
security, that intelligence information e
held by the Department of Defense and
relevant to drug interdiction or other
civilian law enforcement matters is

provided promptly to appropriate CLEA f.
Operation of Equipment.

officials.

c. Public Law 101-189, Section 1206. -

Training Exercise in Drug-Interdiction Areas.

« Exercises Requied. The Secretary of
Defense shall direct that the armed forces,
to the maximum extent practicable, shall
conduct military training exercises,
including training exercises conducted by
the Reserve Components, in drug-
interdiction areas.

Drug-Interdiction Areas Defined. For
purposes of this section, the term “drug-
interdiction areas” includes land and sea
areas in which, as determined by the
Secretary of Defense, the smuggling of
drugs into the United States occurs or is
believed to have occurred.

To train Federal, state, and local civilian
law enforcement officials in the operation
and maintenance of equipment, including
equipment made available under Section
372 of this title; and

To provide such law enforcement
officials with expert advice relevant to
the purposes of this chapter.

10 USC 374. Maintenance and

The Secretary of Defense may, in
accordance with other applicable law,
make DOD personnel available for the
maintenance of equipment for Federal,
state, and local civilian law enforcement
officials, including equipment made

available under Section 372 of this title.

e Subject to subparagraph (b) and in
accordance with other applicable law, the
Secretary of Defense may, upon request
from the head of the Federal LEA, make
DOD personnel available to operate
equipment (including equipment made
available under Section 372 of this title)
with respect to: (1) A criminal violation
of a provision of law specified in
paragraph 2.f.(2)(d)1; or (2) Assistance
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US Code Provisions

that such agency is authorized to furnish
to a state, local, or foreign government
which is involved in the enforcement of
similar laws.

ee DOD personnel made available to a
CLEA under this subsection may operate
equipment for the following purposes:
(1) Detection, monitoring, and
communication of the movement of air
and sea traffic; (2petection, monitoring,
and communicatinghe movement of
surface traffic outside the geographic
boundary of the United States and within
the United States, not to exceed 25 miles
of the boundary if the initial detection
occurred outside the boundary; (3) Aerial
reconnaissance; (4) Interception of
vessels or aircraft detected outside the
land area of the United States for the
purposes of communicating with such
vessels and aircraft in order to direct such
vessels and aircraft to go to a location
designated by appropriate civilian e
officials; (5) Operation of equipment to
facilitate communications in connection
with law enforcement programs specified
in paragraph 2.f.(2)(d)1; and (6) (a) The
transportation of civilian law
enforcement personnel, and (b) The
operation of a base of operations for
civilian law enforcement personnel. (6a
and 6b are subject to joint approval by
the Secretary of Defense and the Attorney
General [and the SECSTATE in the case

e |n this subsection: (1) The term
“Federal law enforcement agency”
means an agency with jurisdiction to
enforce any of the following: (a) The
Controlled Substances Act, (21 USC 801
et. seq.) or the Controlled Substances
Import and Export Act (21 USC 951 et.
seq.); (b) Any of sections 274 through
278 of the Immigration and Nationality
Act (8 USC 1324-1328); (c) A law
relating to the arrival or departure of
merchandise as defined in section 401 of
the Tariff Act of 1930 (19 USC 1401)
into or out of the customs territory of the
United States or any other territory or
possession of the United States; and (d)
The Maritime Drug Law Enforcement
Act (46 USC App. 901 et. seq.). (2) The
term “land area of the United States”
includes the land area of any territory,
commonwealth, or possession of the
United States.

The Secretary of Defense may, in
accordance with other applicable law,
make DOD personnel available to any
Federal, state, or local CLEA to operate
equipment for purposes other than
described in subsection 2.f.(2)(b) only to
the extent that such support does not
involve direct participation by such
personnel in a civilian law enforcement
operation unless such direct participation
is otherwise authorized by law.

of a law enforcement operation outside g. 10 USC 375. Restriction on Direct
of the land area of the United States.])Participation by Military Personnel. The
Secretary of Defense shall prescribe such
e DOD personnel made available teegulations as may be necessary to ensure that
operate equipment for the purpose statady activity (including the provision of any
in paragraph 2.f.(2)(b)3 may continue tequipment or facility or the assignment or
operate such equipment into the land ardetail of any personnel) under 10 USC 371
of the United States in cases involvingt. seq. does not include or permit direct
the pursuit of vessels or aircraft whengarticipation by a member of the Army, Navy,
the detection began outside such la#dr Force, or Marine Corps in a search,

area.

seizure, arrest, or other similar activity unless
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participation in such activity by such member
is otherwise authorized by law.

h. 10 USC 376. Support not to Affect

j-

“Training in Drug Interdiction Areas,”
is funded by military training funds.

10 USC 378.Nonpreemption of Other

Adversely Military Preparedness. Suppoktaw. Nothing in this chapter shall be
(including the provision of any equipment aconstrued to limit the authority of the
facility or the assignment or detail of angxecutive branch in the use of military
personnel) may not be provided to any civiligmersonnel or equipment for civilian law
law enforcement official under this chapter #nforcement purposes beyond that provided
the provision of such support will adversellyy law before December 1, 1981.

affect the military preparedness of the United

States.

The Secretary of Defense shalk. 10 USC 379. Assignment of USCG

prescribe such regulations as may lRersonnel to Naval Vessels for Law
necessary to ensure that the provision of dagforcement Purposes.

such support does not adversely affect the
military preparedness of the United States. « The Secretary of Defense and the

10 USC 377.Reimbursement

e To the extent otherwise required by

Section 1535 of title 31 (popularly known
as the “Economy Act”) or other
applicable law, the Secretary of Defense
shall require a CLEA to which support
is provided under this chapter to
reimburse the Department of Defense for e
that support.

An agency to which support is provided
under this chapter is not required to
reimburse the Department of Defense for
such support if such support:

e¢ |s provided in the normal course of
military training or operations; or

¢ Results in benefit to the element of the
Department of Defense, providing that the
support is substantially equivalent to that e
which would otherwise be obtained from
military operations or training.

10 USC 377 requires reimbursement for
support provided under the provisions of
371-374, unless the support satisfies one
of the exceptions above. Support
provided under 10 USC 124 note,

SECTRANS shall provide that there be

assigned on board every appropriate
surface naval vessel at sea in a drug-
interdiction area members of the USCG

who are trained in law enforcement and

have powers of the USCG under title 14,

including the power to make arrests and
to carry out searches and seizures.

Members of the USCG assigned to duty
on board naval vessels under this section
shall perform such law enforcement
functions (including drug-interdiction
functions):

e« As may be agreed upon by the
Secretary of Defense and the
SECTRANS; and

e« As are otherwise within the
jurisdiction of the USCG.

No fewer than 500 active duty personnel
of the USCG shall be assigned each fiscal
year to duty under this section. However,
if at any time the SECTRANS, after
consultation with the Secretary of
Defense, determines that there are
insufficient naval vessels available for
purposes of this section, such personnel
may be assigned other duty involving

B-4
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US Code Provisions

enforcement of laws listed in section
374(b)(4)(a) of this title.

¢ In this section the term “drug-interdiction
area” means amrea outside the land
area of the United States (as defined

in section 374[b][4][b] of this title) in
which the Secretary of Defense (in
consultation with the Attorney
General) determines that activities
involving smuggling of drugs into the
United States are ongoing.
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APPENDIX C
COUNTERDRUG PLAN FORMAT

(SECURITY CLASSIFICATION)
Copy No.
Issuing Headquarters
Place of Issue

Date/Time Group of
Signature

COUNTERDRUG PLAN: (NUMBER or CODE NAME)
References: Maps, charts, and other relevant documents.
1. Situation

Briefly describe the situation that the plan addresses.

a. Strategic Guidance. Provide a summary of directives, letters of instructions,
memorandums, and strategic plans, including plans from higher authority, that apply to the
plan.

» Relate the strategic direction to the local situation.

« List strategic objectives and tasks assigned.

» Constraints: List actions that are prohibited or required by higher authority (ROE,
legal, jurisdictional).

b. Criminal Forces (Threat). Provide a summary of intelligence data.

» Composition, location, disposition, weapons and/or armament, equipment movements,
and strengths of drug traffickers that can influence your domain.

» Strategic concept. Describe threat intentions.

» Major threat objectives.

« Idiosyncrasies and operating patterns of key personalities and organizations.
» Operational and sustainment capabilities.

» Centers of gravity. Describe the main source of that power.
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¢ Critical vulnerabilities.

c. Friendly Forces. State the information on friendly LEAS or supporting military forces
not assigned or attached that may directly affect the organization.

« Intent of higher, adjacent, and supporting LEAs and military forces.
« Intent of higher, adjacent, and supporting foreign forces.
d. Assumptions. State assumptions applicable to the plan as a whole.
e. Legal Considerations

2. Mission

State the task(s) of the organization (lead agency) and the purpose(s) and relationship(s) to
achieve the strategic objective(s). State in terms of who, what, where, when, and why.

3. Execution

a. Overall Concept. State the broad concept (how) for the deployment, employment, and
sustainment of participating elements during the operation as a whole.

 Area organization (where will each organization operate).
 Obijectives of the overall plan.
« Phases of major events or operation of the plan.

e Timing. Indicate the expectduneperiods of eacphase. EXAMPLES: Phase I,
D-Day — D+45, or Phase |, March 29-May 15.

b. Phase | (Timing for Phase)

e Operational Concept. How participating organizations and supporting activities
accomplish the objectives of this phase. Include operational objectives and detailed
scheme of operations (actions) for the phase. Indicate lead and supporting LEAS required
to do the job. Consider the role of supporting DOD forces.

» Tasks of LEAs and other units participating in this phase (List each organization
separately and list its tasks for this phase).

» Forces Held in Reserve. Location and composition. Explain any “be prepared” missions.
» OPSEC. State critical information to be kept secret; outline a concept of OPSEC measures;

list intelligence, Cl, operational reports, and security monitoring feedback requirements;
and indicate tasks to execute the concept.
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Counterdrug Plan Format

» Deception. When appropriate, state the adversary action to be induced and a desire
appreciation that would evoke the action; outline a concept of deception actions to induce
adversaries to derive the desired appreciation and a supporting OPSEC concept; lis
intelligence, ClI, operational reports, and security monitoring feedback requirements;
and indicate tasks to execute the concept.

» Psychological Operations. Describe any PSYOP that might support the strategic
objectives.

c. Phases Il through Subsequent PhaseSite information as stated in subparagraph 3b
above for each of the subsequent phases. Provide a separate phase for each step which n
require a major reorganization of forces and/or another significant action.

d. Coordinating Instructions. General instructions applicable to two or more phases or
multiple elements of the organization should be stated here.

4. Administration and Logistics

Brief, broad paragraph describing how supplies, services, and other support will be provided.
State the overall logistic goals and priorities.

a. Phase I(Timing-same as Paragraph 3). Consider providing the following information.
* Logistic goals and priorities for this phase of the plan.

» Supply aspects (include role of each LEA in providing supplies; consider any foreign
participating LEAS).

» Base development (develop a base from which to provide supplies and services if
required).

 Transportation.

» Maintenance of equipment.

» Medical services.

» Personnel (common procedure for replacements, manning, and other relevant issues).

» Administration (describe any administrative management procedures which impact on
the plan).

b. Phases Il through Subsequent Phase<ite information stated in subparagraph 4a
above for each subsequent phase.




Appendix C

5. Command and Communications

a. Command Relationships.If using a lead agency concept, state lead agency by phase.
Generally, give the command and/or coordination relationships for the entire plan or phases
thereof. Indicate any shifts of command or lead agency contemplated during the plan, indicating
time of the expected shift. These changes should be consistent with the operational phasing
in paragraph 3. Give location of commander and command posts. If commander or lead
agency is out of action, who is next in charge?

b. Communications. Plans for communications (may be contained in an annex). Include
time zone to be used; rendezvous, recognition, and identification instructions; and plans for
using radio, telephone, and computer networks.

ANNEXES: As required
DISTRIBUTION:

(SECURITY CLASSIFICATION)
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APPENDIX D
PUBLIC AFFAIRS

1. General a. OASD(PA) must approve all invitations
for news media to participate with operational
a. This appendix provides guidance fa&ZD missions.
DOD PA support for CD operations.
b. Requests received by Service
b. Asamatter of policy, and consistent wittomponent PA organizations should be
the security requirements necessary teferred to the appropriate combatant
minimize operational risks, DOD PA effortsommand PA office to develop the request
should keep DOD personnel and the pubfior approval consideration by OASD(PA).
informed about its CD mission.
c. For specific CD deployments requiring
c. Many aspects of CD operations ai@JCS deployment orders, the supported CINC
inherently sensitive and involve various riskzroposes specific PA guidance as part of the
which may be increased by any release refjuest for deployment order. Topics to be
information to the public. These risks can lmvered include:
minimized through a comprehensive
coordination process before any informatione Proposed public announcement of
is released concerning the operation. deployment;

2. Organization + Proposed questions and answers; and

a. The Ofice of the Assistant Secretary of ¢« PA point of contact and phone number
Defense (Public Affairs) (OASDI[PA]) at all levels in the chain of command.
provides overall PA guidance for CD
operations and coordinates DOD PA actionsd. All PA actions will be in accordance with
affecting other countries and internationalpplicable DOD and CINC directives, unless
organizations. specifically stated otherwise.

b. Close coordination must be maintainede. Specific units participating in CD
at all levels with the US Embassy concernegerations should not be identified.
if operating in HNs.

f. The agency and/or organization that

c. At the local and regional level, Clactually makes the seizure or arrest will
JIATF and/or JTF PA offices (or theimormally make the announcement of the
equivalents) will coordinate PA actions witinvestigation, seizure, or arrest. Such
appropriate CINC PA offices, which will inannouncements will indicate that the operation
turn maintain contact with their OASD(PAWwas a “coordinated Federal effort” and will

counterparts. list participation of the agencies, units, and
organizations following coordination with
3. Guidance each. DOD components should not

unilaterally make announcements of
The following guidance is provided for COnvestigations, seizures, or arrests.
operations:
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g. Certain training mission activities may ~ OASD(PA) response should be provided
be covered byhe media. Media requests to  through appropriate command channels
cover training activities should be referredtothe  to OASD(PA).
appropriate commander’s Public Affairs Office
(PAO). Prior to coverage, the PAO should i. PA command relationships will be in
coordinate with other agencies involved amtcordance with normal command
address any existing security considerations.relationships.

h. Interviews with the media may be j. DOD components should not release
granted by the supported CINC or mformation about investigations, seizures, or
subordinate JFC when the following criteriarrests prior to the announcement by the
are met: agency and/or organization that actually made

the seizure or arrest. After the initial

e All interviews should be with theannouncement, release of information will be

commander or his designatedoordinated with OASD(PA) through the
representative. chain of command.

 All interviews should be on the record. k. Release of information concerning
accidents and/or incidents involving DOD
« Interviewees should discuss informatioanits participating in CD operations should
within their personal purviews ande coordinated through the supported CINC
experience. The discussion of additionahd OASD(PA).
subjects should be in accordance with
published guidance. I. Joint press conferences may be
organized by Federal, state, and/or local
« OPSEC requirements should be met. LEAs following a drug seizure and/or arrest
where the Department of Defense was
e The commander’s PAO should b@volved. Criteria for participation in such a
included in the planning and conduct giress conference is the same as that for
all interviews. interviews listed in para 3i, above.

e Interviewees should not answer m. Internal release of information must
hypothetical questions and should ntie subject to the same strict guidelines as
comment on matters pertaining to othenaterial being considered for use in the
US Federal, state, and local organizatiopsblic domain. Additionally, videotape that
and agencies and/or the military, policés initially shot for internal use must be
or security forces of other nations.  cleared by the US Attorney handling the

case if itis later decided to publicly release
< A summary of controversial interviewthe tape. Videotapes are considered
discussions and/or notification ogvidence by the US Attorney.
interview results that might require
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APPENDIX E
LAW ENFORCEMENT DETACHMENTS

1. General 3. Avalilability of Ships

USN ships contribute significantly to the Geographic combatant commanders make
D&M phase of CD operations, as they atdSN ships available in support of USCG law
frequently in a position to intercept and appreheadforcement operations. These ships are
maritime drug smugglers. However, since tisategorized as either “specially designated,”
Department of Defense does not participatedn “ships of opportunity.”
drug apprehensions, USCG personnel (who are
authorized to perform law enforcement activities)a. Specially Designated. Specially
are frequently embarked in USN ships to actdesignated (or dedicated) ships are ones under
this capacity (as prescribed in 10 USC sectidATF TACON being used in direct support

379). of CD operations, and which conduct the
interception and/or apprehension phase of law

2. Command Relationships enforcement operations under USCG
TACON.

The USN Fleet Commanders and the
USCG area commanders for the Atlantic andb. Ships of Opportunity. USN ships of
Pacific areas have drafted memorandumsagfportunity are ones that are operating in
agreement (MOASs) to goverbEDET or transiting through possible drug
procedures. Under these MOAs the Navy fledeafficking areas and are not under the
commanders, and occasionally the USCedntrol of a CD JIATF and/or USCG
commanders, provide ships and cuttersdommand. These ships may be diverted for
operate under JIATF TACON when engagedlaw enforcement role after TACON has
in the D&M mission. The USCG deploy$een shifted to the USCG.
LEDETs aboard USN combatants to perform
law enforcement activities. The JIATFs hold. Assignments
periodic scheduling conferences to match
JIATF D&M requirements, Navy ships, and A LEDET is normally a seven-person
USCG LEDETs. While under JIATFteam assigned on a temporary basis to US
TACON, any surface vessel with a LEDE®r foreign military vessels. The LEDET
aboard will coordinate to shift TACON taconsists of an officer in charge (E-7 through
either USCG area or district TACON when @-3) assigned to serve as the command
detects a target deemed suitable foraritime law enforcement advisor for the
interception and boarding. Boardings atest commanding officer; a boarding officer
conducted in accordance with USCG la¢E-5 or above); and boarding team
enforcement procedures and policy, includimgembers. While assigned to a USN ship,
Use of Force Policy. USN ships carryingEDET activities are governed by the
LEDETs must display the USCG ensign. THdOAs signed between the USCG area
ensign also must be illuminated at night whe@@mmanders and the respective Navy fleet
engaged in law enforcement operations. CINC.
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a. Officer in Charge (OIC). The team passengers (including 9D5 multiple egress
leader advises the Navy Commanding Offic&tavy “Dunker” training).
on USCG policies and maritime law
enforcement procedures. His duties ate Boarding Procedures
similar to those of an operations officer
aboard a medium or high endurance cutterThe following paragraphs provide an overview
in regards to law enforcement. Duringf LEDET boarding procedures. More detailed
boardings, the OIC directs all searches agdidance for the LEDETs themselves are found
makes all law enforcement decisions. ThHeCOMDTINST M16240.1, “Law Enforcement
OIC coordinates USN vessel support for tHizetachment (LEDET) Administrative and
boarding party during boarding operation§perating Guidelines.”
provides guidance for the boarding officer,
and is responsible for all law enforcement a. Boarding parties consist of at least two
message traffic. The team leader will beraembers and are armed and equipped as
graduate of maritime law enforcementequired. Utilizing the appropriate boarding
(MLE) school at Reserve Training Centekit and the USCG boarding checklist, the
Yorktown, Virginia, be a qualified boardingooarding party will expeditiously carry out
officer, and possess at least a SECRHeir assigned duties.
clearance.
b. The boarding party will approach a vessel
b. Boarding Officer. The duties of a of interest and note its location, activities, and
LEDET boarding officer are the same as atigentifying characteristics. While maintaining
other USCG boarding officer. The boardingontinuous surveillance of the vessel and in an
officer is responsible to the OIC for the safetynhanced state of readiness, the boarding party
and conduct of the boarding party, and willill hail the vessel.
be guided by current USCG policies in
executing these responsibilities. The boardingc. If the determination is made to board the
officer will be a graduate of MLE school, beressel, the master will be instructed to heave
qualified by the group or district commandetp and prepare for boarding. The vessel is
and have at least a CONFIDENTIALboarded and, in cases where a felony violation
clearance. is suspected or when it is believed that there
is a potential threat to the boarding party’s
c. Boarding Team Members. The safety, the vessel's crew will be instructed to
remainder of the LEDET will be comprised ofmove to a single open location such as the
five qualified boarding team members. Ideallyessel’s fantail. The boarding party will
all boarding team members should be graduasexure any weapons found on board and
of either the boarding officer course at the MLEonduct a personnel security sweep for hidden
school or the boarding team member coursesatmissing crewmembers.
Training Center, Petaluma, California.
d. Once the boarding party’s safety is
d. Specialty Billets. Each LEDET will deemed secure, the accuracy of any
have at least one person designated amfarmation provided by the vessel's crew is
Spanish linguist and at least two personnedrified. The vessel is inspected and any
qualified in accordance with current Navalrrests or seizures are made. Debriefings and
Air Training Operating Procedures Standard®cumentation of the boarding are completed
requirements as helicopter special missiafter debarking the suspect vessel.
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APPENDIX F
MAJOR EQUIPMENT DESCRIPTIONS

1. General NMs per hour (or knots [kts]) and an
endurance of over 9 hours, which can be
This appendix describes the major militargxtended through aerial refueling.
and civilian assets that are available for CD

missions. b. P-3 Orion - (USN, USCS).The Orion
is a fixed-wing, multi-engine turboprop
2. Airborne Platforms surveillance aircraft. Itis used as a surveillance

platform in the CD role. Capabilities include

Airborne platforms provide CD forcesmaritime surface radar search, electronic
several capabilities. They can provide mushirveillance, and HF, VHF, and UHF
greater height and range for electronic acdmmunications. A Navy variant of the P-3
visual search, reconnaissance, or surveillarfttee CDU), which includes several roll-on/roll-
missions. They provide a platform with equailff systems, has been configured especially for
or better performance than the drug smugglittge CD mission. The USCS version includes a
aircraft to allow for interception and trackingi-LIR sensor and air-to-air radar. It has a
and they provide the means for LEA officensiaximum speed of 411 kts, a maximum range
to be rapidly, administratively transporteaf over 4,000 NMs, and a maximum endurance
Advantages of airborne platforms includef over 11 hours.
speed, flexibility, and rapid reaction times.
Disadvantages include relatively short c. P-3 Orion (AEW&C) - (USCS). This
endurance and, unlike smugglers, they dPe3 aircraft is specially modified for the USCS
generally limited to established suppowtith the same radar system as the E-2
facilities. They also must frequently rely ollawkeye (see below). It is capable of
other platforms (e.g., land or sea) to perfordetecting large targets up to 260 NMs and
the intercepts and apprehensions. Thmaller targets up to 145 NMs. CD mission
following are airborne platforms employed bgapabilities include air and maritime radar
various agencies in CD roles. search and surveillance, with IFF and/or SIF

interrogation and HF, VHF, and UHF

a. E-3 Sentry (AWACS) - (USAF). This communications. Performance is similar to the
is an AEW, C2 aircraft based on the Boeirigavy P-3 (above).
707 airframe. Itis used for air and maritime
radar surveillance, detection, and tracking ofd. E-2 Hawkeye - (USN). This is a
suspected smuggler aircraft and vessels. Tdagrier-capable, fixed-wing, twin-turboprop
E-3 can datalink radar to ground sites, USAEW aircraft capable of detecting air and
vessels, and E-2 aircraft, and can also provigi@ritime targets out to 260 NMs. Other
close control to US and Canadian militargapabilities include air and maritime radar
interceptor aircraft. It is equipped with @earch and surveillance, with IFF
surveillance radar with detection ranges ofterrogation, data link, and HF, VHF, and
over 200 NMs and has identification, frientdHF communications. Maximum speed is
or foe (IFF) and/or selective identificatior323 kts, maximum range is 1,394 NMs, and
feature (SIF) interrogation capabilitymaximum endurance is 6 hours.
Communications include HF, VHF, VHF-
frequency modulation (FM), UHF, and e. S-3 Mking - (USN). The S-3 is a
SATCOM. It has a maximum speed of 46€arrier-capable, fixed-wing, twin-turbofan
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anti-submarine warfare aircraft used in @mbat radius of 350 NMs (interceptor role),
maritime patrol aircraft (MPA) role for CDwhich can be extended through aerial
missions. It has a maximum speed of 45€fueling. It is equipped with a multi-mode
kts and a maximum range of over 2,000 NMair-to-air and air-to-ground search and
which can be extended through aeriadacking radar asellasVHF and UHF
refueling. Capabilities include surface radaommunications. It is operated as an
search, electronic surveillance, FL#Rd HF interceptor in the CD role by the USN,
and UHF communications. The ES-BISMC, and Canadian Forces.
variant of the S-3 will also become involved
in CD operations. j- RC-12G Crazy Horse - (USA). The
RC-12G is a variant of Beechcraft Super King
f. F-14 Tomcat - (USN). This is a two- Air (see below). Itis used for CD electronic
seat, twin-turbofan, carrier-based fighter, witurveillance.
a maximum speed of over Mach 2 and a
combat radius of 425 NMs (interceptor role), k. U-2R/TR-1 - (USAF). These are
which can be extended through aeriaingleseat, single-turbojet, high-
refueling. It is equipped with an air-to-ainltitude econnaissance and research
search and tracking radar with IFF capabilitgjrcraft, with a maximum speed of 373 kts, a
infrared seeker (F-14D only), TV tracker, anchaximum range of over 2,600 NMs, and a
UHF communications. Operated by the USiaximum endurance of 12 hours.
in the CD role as an interceptor. Equipment includes a variety of electronic
and optical sensors and HF, VHF, and UHF
g. F-15 Eagle - (USAF/ANG). The communications. Used by the USAF for CD
F-15C is a single-seat, twin-turbofan aieconnaissance mission.
superiority fighter, with a maximum speed
of over Mach 2 and a combat radius of 4251. Pioneer Unmanned Aerial Vehicle -
NMs, which can be extended through aeri@ SMC/USA/USN). This is an unmanned
refueling. It is equipped with an air-to-ainerial reconnaissance vehicle that has a
search and tracking radar with IFF capabilitpaximum speed of 100 kts, a maximum range
as well as UHF communications. Operated 100 NMs, and a maximum endurance of
by the USAF and the ANG in the CD role a8 to 9 hours. It may be ground or shipboard
an interceptor. operated, and carries a television camera
payload for visual surveillance and
h. F-16 Fighting Falcon - (USAF/ANG). reconnaissance.
This is a single-seat, single-engine, turbofan
air-to-air or air-to-ground fighter with a m. HC-130H/N/P Hercules - (USAF/
maximum speed of over Mach 2 and a comid®8CG). This variant of the Hercules is a
radius of 425 NMs, which can be extenddiked-wing, four-engine turboprop aircratt,
through aerial refueling. It is equipped witlvith a maximum speed of 354 kts, a maximum
an air-to-air search and track radar wittange of3,600 NMs, and a maximum
IFF capability aswell asVHF and endurance of lhours. Itis equipped with
UHF communications. Operated by theurfacesearchradar and HF, VHF, and
USAF and ANG in CD role as an interceptod HF communications. It is used for both air
and maritime detection, as a communications
i. F/A-18 Hornet - (USN, USMC and platform, and as an MPA. USAF variants also
Canadian Forces). The Hornet is a single-act as airborne tankers, and SOF versions (MC-
seat, twin-turbofan, naval strike fighter. It has30P) are refuelablagding to their maximum
a maximum speed of over Mach 1.8 andeadurance and range.
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Major Equipment Descriptions

n. AC-130 H Spectre - (USAF).The AC- (most) medium endurance cutters, it is used
130 is a fixed-wing, four-engine turboprojpy the USCG for short-range maritime patrol
special operations aircraft. It is used f@nd interdiction.
surveillance in the CD role. Capabilities
include FLIR and low light level television s. C550 Cessna Citation Il - (USCS).
sensors, HF, UHF, VHF, FM, and SATCON he Citation is a modified twin turbofan,
communications. It has a maximum speedfofed-wing general aviation jet with a speed
240 kts, maximum range of approximatelgf approximately 350 kts, a 1,200 NM range,
1,000 NMs, and maximum endurance ofd&nd an endurance of 4 to 5 hours. It is
hours, which can be extended through aer@a|uipped with an air search and tracking
refueling. radar and FLIR. It is used by the USCS to

intercept and track suspected smuggling

0. C-130 Hercules - (USAF)The C-130is aircraft.

a fixed-wing, four-engine turboprop aircraft. It

is used by the USAF and can be used in avariety. HU-25A/B/C Guardian/Falcon -

of configurations in a CD role. (USCG). This is a modified twin turbofan,
fixed-wing general aviation jet with a speed

p. OV-1D Mohawk - (USA). This is a of approximately 350 kts, a 2,045 NM range,
fixed-wing, twin-turboprop observatiorand an endurance of 5 hours. It is equipped
aircraft, with a maximum speed of 265 kts,\sith a 160 NM range surface search radar. A
maximum range of 1,155 NMs, and #&urther modified version (HU-25C), the air
maximum endurance of 4.5 to 5 hours. Itisterdiction interceptor, includes an F-16 air
equippedwith SLAR or FLIR aswvell as UHF search and tracking radar and a FLIR sensor.
communications. It igsed by the USA in theCommunications capabilities include HF,
MPA role. VHF-FM, and UHF.

g. H-60 Blackhawk/Seahawk/Jayhawk/ u. Cheyenne Il Customs High
Pavehawk - (USA/USCS/USN/USCG/Endurance Tracker (CHET) - (USCS).The
USAF). Thisis a twin-turbine, combat assauEHET is a modified twin-turboprop, fixed-
transport helicopter, with a maximum speesing general aviation aircraft with a speed of
of 180 kts, a range of over 720 NMs, and &75 to 305 kts, a range of 1,800 to 2,200
endurance of up to 6 hours. Air Force H-60§Ms, and an endurance of 6 to 8 hours. Itis
are air refuelable and provide extended rangguipped with radar, FLIR, and VHF
and endurance. Capabilities include VHF asdmmunications. It is used by USCS to
UHF communications, plus surface searthtercept and track suspected smuggler
radar and FLIR, depending on the variardircraft.

Operated in different variants by the USA,

USN, USAF, USCG, and USCS, for surface v. Beechcraft B200/C-12 Super King Air

search, airborne tracking, and LEA(USCS). This is a twin-turboprop general

apprehension. aviation light transport aircraft with a
maximum speed of 260 kts and a range of

r. HH-65 Dolphin - (USCG). This is a over 1,600 NMs. It is equipped with VHF
twin-turbine general purpose helicopter, wittadios and used as an apprehension aircraft
a maximum speed of 165 kts, a maximuby the USCS.
range of 400 NMs, and a maximum
endurance of 4 hours. Capabilities include aw. Cessha 210 Centurion - (USCS)Yhe
surface search radar and HF, VHF, and UHKFenturion is a single-engine general aviation
communications. Deployable on high araircraft with a maximum speed of 170 kts
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and a range of up to 1,100 NMs. It is b. Medium Endurance Cutters - (USCG).
equipped with VHF communications and@hese 210 to 270-foot cutters have a maximum
used as an apprehension aircraft by thpeed of 15 to 19.5 kts and a range of 6,100 to
USCS. 9,500 NMs. They are equipped with surface
search radars and are capable of supporting a
X. RC-135 Rivet Joint (USAF). This is helicopter. They are used for maritime
a modified Boeing 707 aircraft. It is flowrsurveillance, interception, and apprehension.
by the USAF and can be used in a CD role.
c. Patrol Boats - (USCG). These patrol
y. RU-21H Guardrail V (USA). The crafts are from 82 to 110 feet long with
RU-21 is a variant of the Beechcraft Queenaximum speeds up to 26 kts and ranges
Air 100. It can be flown by the USA in a COrom 1,200 to 1,900 NMs. They are equipped
role. with maritime navigation radars and used by
the USCG for maritime surveillance,
z. RG-8A (USCG). The RG-8A is a interception, and apprehension.
single-engine, low-wing, fixed-gear motor-
glider monoplane. It is designed for day andd. Picket Ships - (USN). USN cruisers,
night covert detection, classification, andestroyers, and frigates are used as radar
surveillance of MLE targets. With its 62 foopicket ships to provide air and maritime
wingspan, specifically muffled engine and 108earch and surveillance. They typically have
gallon fuel load, the RG-8A can operat@maximum speeds in excess of 30 kts and, with
virtually undetected at altitudes above 1,0@hderway refueling and replenishing,
feet for up to 10 hours with a maximum rangedefinite range and endurance. They are
of 900 NMs at 95 kts. This two-seat aircraéiquipped with air and surface search radars
(pilot and sensor operator) has FLIR withnd are capable of supporting a helicopter. All
videotaping capabilities. The pilot also hadSN cruisers with new threat upgrade have
ANVS-6 night vision goggles. Itis equippe@ surveillance capability in excess of 220
with dual VHF, tactical VHF (secure), HINMs. Ticonderoga (Aegis) class cruisers
(secure), UHF (secure), and an all-mode IFfave a range out to 250 NMs. Destroyers

transponder. and frigates have a variety of air surveillance
radars, with range capabilities from 175 to
3. Afloat Platforms 250 NMs. Ranges vary significantly

dependent upon target size. Most are capable
Sea-based platforms operate in the air aniddata linking radar data with other ships
maritime D&M, and interception andand have UHF SATCOM as well as UHF
apprehension roles. Advantages include loh®S, VHF, and HF communications. On
endurance and mobility. Disadvantagexcasion, ships such as amphibious assault
include relatively slow speed compared &hips, amphibious assault ships (helicopter),
some smuggler craft. and tank landing ships can be used to support
air and maritime D&M missions. Certain
a. High Endurance Cutters - (USCG). ships have a system called “Outboard,” which
These 378 foot cutters have a maximum spgawvides an electronic surveillance and
of 29 kts, and a range of 14,000 NMs. Theljrection-finding capability. While used
are equipped with air and surface search radatisnarily for air and maritime surveillance,
and are capable of supporting a helicopteetection, and tracking, picket ships may also
They are used for air surveillance ange used for maritime intercept and
maritime surveillance, interception, andpprehension when a USCG law enforcement
apprehension. detachment is embarked.
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e. Modified Ocean Surveillance Ships 15,000 mean sea level, which allow radar
(MOD T-AGOS) - (USNS). These are 224-coverage out to approximately 160 NMs.
foot ocean surveillance vessels with a speB8RS cover the major drug smuggling routes
of 11 kts that have been modified for CRlong the US southern border and into the Gulf
operations. They are equipped with an aif Mexico.
search radar and are deployed in lieu of USN
combatants. They are capable of data linkingo. Joint Surveillance System (JSSMJSS
with other platforms and have extensivie a joint NORAD and FAA surveillance
communications equipment. Law enforcemeratdar system used for air traffic control and
detachments are not embarked. Their laurveillance of aircraft entering and within
operating cost and long endurance on statidorth American airspace.
make these platforms optimum for D&M
operations. c. Air Traffic Control Radar Augmentation.

This is a NORAD initiative to integrate

f. Submarines - (USN). US nuclear- existing airport surveillance radars along the
powered submarines can provide informati@outhern border of the United States into the
on bhoth sea and air traffic while remaininlORAD surveillance system.
completely covert. Capable of speeds in
excess of 20 kts, they have indefinite ranged. Relocatable Over-the-Horizon
and endurance. All have UHF SATCOMBackscatterRadar - (USN). ROTHR is a
as well as UHF LOS, VHF, and HRNavy-sponsored system capable of
communications. providing wide area detection and

surveillance of air targets up to 2,000 NMs

g. Patrol Craft - (USN). These specialfrom the site, with real-time reporting of
operations coastal PC perform D&M usintargets of interest via ADNET to appropriate
surface search radar and support interdictiagencies. There are currently twvo ROTHR
if a law enforcement detachment is embarkesites, operating in Chesapeake, Virginia, and
The 170-foot PCs have a speed of up to Bigsville, Texas. A third site is currently
kts and a range of up to 2,500 NMs. PCs glanned for installation in Puerto Rico, with
equipped with UHF SATCOM, UHF LOS operations beginning in FY 1999.

VHF, and HF communications.
e. Ground-Based Radars - (USAF, USMC,
4. Land-Based Systems ANG, and Canadian Forces).GBRs provide
primary or augment existing radar coverage and

Land-based systems may be either fixedame capable of long range searches up to 240
mobile, depending on size and missiddMs and height finding up to 95,000 feet.
requirements. Advantages may includéommunications available from the unitinclude
relative ease of operation and maintenancet#is VHF, UHF, and SATCOM.
opposed to air- or sea-borne systems, and the
ability to cover smuggling routes not easily f. Patriot Air Defense Missile System
covered by other systems. Disadvantages nitgdar - (USA). The Patriot radar system is a
include being slow or having no mobility andnulti-function, phased-array radar capable of
for some systems, shorter detection rangasveillance, IFF interrogation, and tracking
due to ground clutter. of low-, medium-, and high-altitude airborne

targets.

a. Tethered Aerostat Radar Systems.

This is a system of static, tethered balloonsy. Hawk Air Defense Missile System
that carry radar sets to an altitude of 10,00Radar - (USAR/USMC). The Hawk radar
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system consists of an agile continuous watygically man-portable systems capable of
acquisition radar (3-D) for surveillance andetecting human or vehicular traffic using
detection of airborne traffic. radar, infrared, seismic, magnetic, or pressure
sensors. In the CD role, they are employed
h. Night Vision Devices.The Departmentalong suspected smuggling routes and
of Defense fields a variety of man-portableutomatically monitored from a remote
night vision devices. These provide visusdcation.
surveillance capabilities at night, based either
on amplification of low levels of ambient light k. Caribbean Basin Radar Network.
or by thermal imaging. These devices m&BRN is a series of linked US- or HN-owned
be used by DOD personnel in support oddars throughout the Caribbean which
LEAs, or loaned to LEAs for their own useprovide air surveillance information to
NORAD, USSOUTHCOM, and
i. Ground Surveillance Radars - (USA/ participating HNs.
USMC). Typically, small, man-portable radar
sets capable of detecting vehicle and persorfael Summary
traffic to a maximum range of approximately 6
km. Used by DOD personnel in D&M support. Figures F-1 and F-2 provide a graphic
summary of the agencies employing the
j- Remote Ground Sensors (USA/ equipment listed in this appendix, as well as
USMC/USBP). Remote ground sensors areir general capabilities.
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EQUIPMENT LIST

WHO HAS AGENCIES
WHAT?

DOD LEA

SYSTEMS USA USN USAF usmcC FAA USCG USCS

*AIRBORNE**

E-3 X

P-3C X

P-3 CDU X

P-3 AEW X

P-3 SLICK X

E-2 X

S-3 X

F-14 X

F-15 X

F-16 X

F/IA-18 X X

RC-12D X

FC-12G X

U-2/TR-1 X

UAV X X X

HC-130 X X

AC-130/H X

C-130 X

OV-1D X

H-60 X X X X X

HH-65 X

CITATION X

HU-25A/B/C X

CHET X

Figure F-1. Equipment List
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EQUIPMENT LIST

WHO HAS AGENCIES
WHAT?

DOD LEA

SYSTEMS USA USN USAF usmcC FAA USCG USCS

*AIRBORNE**

SUPER KING X
AIR

CENTURION X

RC-135 X

RU-21H X

RG-8A X

**SEA
BASED**

WHEC X

WMEC X

WPB X

PICKETS

MOD-TAGOS

SUBMARINE

X | X| X X

PC

*LAND
BASED**

TARS X

JSS X

OTH-B X

ROTHR X

GBR X

PATRIOT

HAWK

NVD

GSR

X | X| X| X| X
X
X
X

RGS

Figure F-1. Equipment List (cont'd)
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EQUIPMENT CAPABILITIES
CAPABILITIES
SYSTEMS D&M INTERCEPTION APPREHENSION
LAND SEA AIR LAND SEA AIR LAND SEA
*AIRBORNE*
E-3 X X X X
P-3C X X
P-3 CDU L X X X X
P-3 AEW X X X X
P-3 SLICK X X X X
E-2 X X X X
S-3 X X
F-14 L L X X
F-15 L L X X
F-16 X L X X
F/A-18 X L X X
RC-12D X X
RC-12G X X
U-2/TR-1 X X
UAV X L X X
HC-130 X X
AC-130/H X X
C-130 L
OV-1D L X X X
H-60 X X X X X
HH-65 X X X
CITATION L X X X
HU-25A/B/C X L X X
CHET L X X X X
X = Possesses Capabilities L = Limited Capabilities

Figure F-2. Equipment Capabilities
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EQUIPMENT CAPABILITIES

CAPABILITIES

SYSTEMS D&M INTERCEPTION APPREHENSION

LAND SEA AIR LAND SEA AIR LAND SEA

*AIRBORNE*

SUPER KING X X
AIR

CENTURION X X

RC-135 L

RU-21H X

RG-8A X X

*SEA BASED*

WHEC

WMEC

WPB

X | X| X| X

PICKETS

X| X| X| X| X

MOD-TAGOS

SUBMARINE

X| X| X| X| X| X| X
x

PC

*LAND
BASED*

TARS

JSS

OTH-B

ROTHR

X| X | X| X | X

GBR

PATRIOT

x

HAWK

x

NVD X

GSR X

RGS X

X = Possesses Capabilities L = Limited Capabilities

Figure F-2. Equipment Capabilities (cont’d)
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APPENDIX G
RESOURCE MANAGEMENT

1. General interdiction to the Department of Defense,
are managed as the Joint Military Intelligence
a. Support of the NDCS must be dornerogram (JMIP), executed by the individual
strictly within the parameters of prescribealgency involved and subject to OSD JMIP
fiscal guidance. Accordingly, the out-yeasversight recommendations. Military
strategy to effectively marshall and manageersonnel funding, although tracked within
available assets to have the greatest sustaitiedCD program, is not included in the DOD
impact will require detailed objectives, plan§€D central account and continues to be
and programs. This is the inherent challenbedgeted in the Services’ military personnel
of resource management, and the applicabkcounts.
methods being utilized to accomplish this
task will be outlined in the accompanying b. The CD program is managed in a
sections. centralized fund with a single budget line that
accounts for all resources except military
b. To accomplish this broad mission witpersonnel. This centralization provides the
any assurance of success requires the sfietibility to support the evolving NDCS and
management of existing resources, rapidly changing operational priorities.
prescribed method of obtaining addition@dditionally, the process promotes the
resources to be a viable force in a dynamiequired program visibility to ensure that the
environment, and a plan to efficiently marshdllepartment of Defense’s contribution to the
and target these resources to areas where tBiByeffort remains focused.
have the most impact.
3. DOD Specifics
2. Background
To effectively establish the required
Beginning in 1991 all DOD funding, withprocedures for prioritization, procurement,
the exception of military personnel and certaand allocation of critical DOD resources, the
NSA and DIA programs, was budgeted infallowing methodology is used:
central CD transfer account. From that
account, and with a mandate to stay strictlya. Planning. Using OSD strategy
within the prescribed fiscal guidelines, thguidance and the President's NDCS, the
OCDEP&S (in consultation with theOCDEP&S prepares a planning strategy to
Chairman of the Joint Chiefs of Staff, theomplement the efforts of intelligence, LEASs,
Chiefs of Military Services, and the Directorand cooperating HNs. The strategy is
of the Defense agencies) developed prograperationally oriented, detailed enough to
proposals that sought to accomplish assigradvide the basis for resource allocation, and
objectives. is provided in the CD POM summary. The
CD POM is reviewed annually to reflect any
a. The OCDEP&S supervises thehanges in the CD effort, and is fully
identification of CD requirements andntegrated into the BPPBS.
assignment of appropriate funding lines within
the areas identified. Additionally all b. Programming. In consultation with the
intelligence-related CD activities, financed o@hairman of the Joint Chiefs of Staff, the
of DOD CD funds appropriated for drugervice Secretaries, and the Directors of the
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Defense agencies, the OCDEP&S is
responsible for submission of the CD POM
in accordance with DOD POM preparation
instructions.

submission. The Services and Defense
agencies provide cost information to the
OCDEPA&S for use in preparing the
POM. Only direct costs can be attributed

The OCDEP&S will be issued fiscal
guidance for the complete DOD CD
program. Using the NDCS as a guide,
the Drug Coordinator assigns the
Services and Defense agencies specific
objectives and fiscal guidance and then
tasks them to develop specific CD
programs. The Services and Defense
agencies, in turn, develop program

to the CD program. For example, aircraft
operations tempo costs will include fuel
and consumables directly related to hours
flown, but intermediate or depot level
maintenance (which are considered
indirect costs) cannot be included. The
Services and Defense agencies provide
estimates of indirect costs to the
OCDEP&S at the end of the fiscal year.

proposals that seek to accomplishc. Budgeting. TheOCDEP&S prepares the
assigned objectives within fiscabudget for the CD program and submits that
guidance. These proposals are submitteadget to the DOD Comptroller in accordance
to OCDEP&S for review and approvalwith applicable budget guidance. The DOD
To ensure POM submissions meet ti@&D budget is then submitted to Congress in a
strategy and objectives of the overadlingle account and coordinated as necessary
integrated concept of operations for CDgjith the Services and the Secretary of
inputs from the Services and Defendgefense. After coordinating as necessary
agencies are provided to the Joint Staffjth the DOD Comptroller and the Assistant
Assistant Secretary of Defense for C4§ecretary of Defense for C4l, the OCDEP&S
and Assistant Secretary of Defense fpresents the CD program to Congress.

Reserve Affairs for review and
deconfliction.

Defense agency inputs d. Execution. The DOD Comptroller

must be coordinated with supportettansfers CD funds to the various DOD

CINCs prior to submission.

components (Services and/or agencies) for

budget execution. All components must obtain
All international programs are coordinatethe OCDEP&S approval before making
with the Under Secretary of Defense faignificant changes or requests for transfer of
Poalicy. In accordance with DOD Directivéunds concerning programs during the execution
5111.10, th©CDEP&S selectamong or process. The following guidance applies:

amends Service proposals as necessary to

maximize achievement of DOD CD -
objectives. The results of this review are
consolidated into a comprehensive DOD
CD program and submitted to the Defense
Planning and Resources Board as the CD
POM.

The OCDEP&S is required to work
closely with the Services and Defense
agencies to ensure that programe
adjustments affecting them are discussed
and incorporated prior to POM

All CD funds transfer requests must
identify the project number, the
appropriation, the budget activity, line
item, or program element as applicable.
If transfer to a new project or previously
unapproved project is being requested,
detailed justification and funding
requirements must be provided.

In specific cases where the proposed
transfer of funds is between approved
CD projects within the same
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Resource Management

appropriation and same budget threshold reprogramming and receipt of
activity, theOCDEP&Shas 5 working appropriate funding documents.
days to disapprove the request.
Otherwise, the requesting organization e. General time frames for submission of
may proceed with the transfer imequired inputs to the CD BPPBS are
accordance with Service guidance. delineated in Figure G-1. Dates have been
desiqued to parallel as closely as possible
In those cases where the proposéite normal BPPBS process and time lines;
transfer of funds is between Servicehowever, because all departmental CD
appropriations, budget activities, linéunds are centrally managed, justified to
items, and/or research and developmédbngress under one cover, and
program elements (for projects nadubsequently appropriated into a central
previously approved or to non-COransfer account, CD BPPBS milestones
projects), th©CDEP&S must indicate must be tailored somewhat to accommodate
approval or disapproval within 1&the unique aspects of this program.
working days of receipt of the requesServices retain the responsibility for
Implementation, however, remaingnsuring that CINC requirements, as
subject to Congressionaprogramming appropriate, are included in all planning,
understandings, includingervice and/or programming, and budgeting submissions
agency approval of any required beloto OCDEP&S.

COUNTERDRUG BPPBS GENERAL TIME LINES
DATE PURPOSE
MAY Current year project execution review.
JUNE-AUG | CD plan development. Data call for development of Budget
Estimate Submission exhibits for 2 years.
SEPT CD POM developed (if POM year).
DEC Budget year Congressional Justification Book (CJB) inputs due.
FEB List of projects forwarded to Service and Defense Agencies. Call
for POM exhibits. Budget Year CJB forwarded to Congress.
MAR POM exhibits due.
APR POM forwarded to the Secretary of Defense.

Figure G-1. Counterdrug BPPBS General Time Lines
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APPENDIX H
COMMUNICATIONS SYSTEMS

1. General information within ADNET. Intelligence

sites do not exercise C2 over intelligence
Communications systems provide the assets.

means for C2 to be achieved. This appendix

describes the major systems that are used im ADNET is divided into regions to

CD operations. Additional information about facilitate information flow and data base

this topic may be found in the OSD(C4l) integrity, but not for chain of command

publication “Counterdrug Communications,”  purposes. ADNET regions define the

which is obtainable through that office,  areas where the Department of Defense

ATTN: IPSG-2. and LEA require coordination for
effective transfer of information and the
2. Multi-Agency maintenance of accurate data bases.

Communications
b. Command Management System

Multi-agency CD operations are supportde€MS). CMS provides a C4l infrastructure
through the use of communications systertssupport narcotrafficker D&M of DOD and
that include the following: DLEAs performing ground, air, and maritime

suppression operations in the source and

a. Anti-Drug Network. ADNET provides transit countries of Central and South
rapid, secure, and interoperable commarfinerica. The CMS data and imagery suite
control, and intelligence connectivityallows host country nationals to provide DOD
supporting the CD missions for both DORNd DLEA field operatives with near-real-
and non-DOD agencies. ADNET uses thigne covert photography of individuals,
Joint Visually Integrated Display System agehicles, aircraft, landing strips, processing
the primary means to exchange and displaporatories, ships, and other suspect facilities.
information over a primary backbon&his imagery can be shared immediately
provided by Defense Data Network (DDN)within country teams, among country teams,

with the regional center, and with the national

« ADNET nodes are subdivided intacCD intelligence (both DOD and DOJ)

command, operational, and intelligenceommunity. Through Defense Switched
sites. The command sites exercid¢etwork (DSN)-1, ADNET subscribers are
oversight responsibility for CDinteroperable with CM8sers, exchanging
operations and are located at maj&-mail and files on either a real-time or a store-
command headquarters. Command sit@sd-forward basis.

do not routinely input intelligence data

into or track information within the c. Federal Telecommunications System
ADNET system. Operational sites ar@=TS) 2000. FTS 2000 provides Federal
charged with C2 over intelligenceagencies having CD missions with a wide
gathering assets, D&M and/suspect variety of voice, data, and video services. FTS
target interdiction. Intkgence sites 2000 uses state-of-the-art digital, fiber optic,
are primarily involved with fusing,and networking technology to provide
analyzing, and disseminatingffective communications services.
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d. International Maritime Satellite Command System (NMCS) down to the
(INMARSAT). INMARSAT is capable of Service component commanders.
providing voice, record, data, facsimile, and
slow-scan video between ships, aircraft, andd. National Military Command
land-based stations around the worl&ystem. The NMCS is the priority
Government users are equipped wittomponent of GCCS designed to support
INMARSAT terminals that supports arthe NCA and the JCS in the exercise of
encrypted UHF communications systentheir responsibilities. The NMCS provides
secure telephone unit (I11) (STU-III), portable¢he means by which the President and the
data terminals, and an optical scanner. Secretary of Defense can receive warning
and intelligence information to formulate
3. DOD Systems accurate and timely decisions, apply
resources of the Military Departments,
The voice, data, and informatiorassign military missions, and provide
management systems used to support DOD @itection to CINCs or the commanders of
operations primarily consist of ten systems. other commands established by the NCA.

a. National Communications System e. UHF Tactical Satellite Communications.
(NCS). The NCS is an interagency grouphe principle UHF satellite capability within
responsible for the coordination of 23 Fedelthle Department of Defense resides in the Fleet
departments and agencies telecommunicati@atellite Communications. This system
assets to ensure that compatibility amrovides worldwide, high priority naval
interoperability is maintained duringcommunications between aircraft, ships,
emergencies, without compromising day-tsubmarines, and ground terminals. The only
day operations. complementary UHF military satellite

communications capability immediately

b. Defense Communications System.available to the Navy is the leased satellite
The DCS is a composite of specific DOQLEASAT) network. LEASAT is designed
communications systems and networks under provide worldwide communications
the managerial control and operationahtellite service to the Department of Defense
directions of DISA. DCS provides the longthrough the 1990’s. Air Force Satellite
haul, point-to-point, and switched networlCommunications provides UHF channelized,
telecommunications services needed to satikfyv data rate service primarily to support
C2 requirements of the Department afrategic and theater forces, and wideband
Defense and those civil agencies directthannel access to validated users. Within the
concerned with national security or othdimits of space segment resources, CD users
critical emergency requirements. may be accommodated on UHF Tactical

Satellite systems.

c. Global Command and Control
System (GCCS).GCCS provides the means f. Defense Satellite Communications
for strategic and operational direction arfslystem (DSCS). DSCS provides
technical administrative support for C2 of USonnectivity for the NCA, Chairman of the
military forces. GCCS ensures effectivdoint Chiefs of Staff, CINCs, DOD agencies,
connectivity among the NCS, the ChairmaddOS and, by resource sharing agreements,
of the Joint Chiefs of Staff, and othethe United Kingdom and the North Atlantic
components of the National MilitaryTreaty Organization. In addition to serving
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DOD components, DSCS directly supports. Other Systems
the ground mobile forces. The need to
provide DCS communications services to The following systems describe the
remote locations which are not adequatetapabilities used by various agencies that
served by other communicatiomeans is support CD operations and efforts:
met through the global DSCS, which
provides both digital and analog a. Secure Telephone Unit. STU-III
transmission paths. Telecommunicatioesables end-to-end encryption, allowing
may be established to virtually evergecure voice and data to be exchanged over
geographical area in the world in the timeon-secure commercial and DSN circuits.
required to deploy and install a
transportable earth terminal. b. Joint Maritime Information
Element (JMIE). JMIE provides the
g. Department of Defense Intelligence capability to extract commercial shipping
Information System (DODIIS). DODIIS information from participatingagencies’
consists of data bases and associatata bases into a central computerized
communications links supporting theystem for access by authorized users.
exchange of intelligence information.
c. Treasury Enforcement Communications
h. Automatic Digital Network (AUTODIN).  System (TECS Il). TECS Il is an ADP
AUTODIN is the principle worldwide long- system that provides border-related lookout
haul DOD digital network used to processnd/or suspect information to authorized
message traffic through automatic store anders.
forward between switching centers and among
a wide variety of fixed or transportable d. Customs Over-the-Horizon Enforcement
subscriber terminals. Managed by DISAYetwork (COTHEN). COTHEN is an HF
AUTODIN is used by both DOD and noneommunications system installed in all
DOD government agencies. USCS aircraft and is available to all USCS
shore unit locations. COTHEN is secured
i. Defense Switched Network. DSN through the use of voice privacy 110 or
provides users with a secure packet-switchihggh frequency cryptological device
service for data communications. It suppot®BARKHILL) encryption systems. Only the
data connectivity between DOD command$SCS shore units and USCS P-3 AEW
and non-DOD agencies. aircraft have PARKHILL capability.
COTHEN provides an excellent means of
j. Defense Data Network.DDN enables HF communications between any two
computer systems and terminals and/points.
workstations to exchange information. DDN
supports military operational systems ande. Drug Enforcement Administration
intelligence systems, as well as genet@bmmunications Network (DEACN).
purpose ADP and command-based ddieEACN is a radio communications
networks with long-haul communicatiometwork primarily designed to provide
requirements. DDN offers CD operations theng-haul coverage of the Caribbean,
capacity to transfer computer data rapidly ahiexico, and Central and South America.
at any level of classification.
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5. Transmission Media Used By  b. VHFamplitudemodulation (AM) and
the Department of Defense FM LOS radio.
and LEAs
¢. UHF AM and FM LOS radio.
Transmission media used by the
Department of Defense and LEAs include thed. UHF and super high frequency satellite
following: radio.

a. HF radio groundwave and skywave
paths.
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APPENDIX J
REPORTS AND REPORTING PROCEDURES

General * Support to foreign LEAs.

Reports and reporting procedurese Commander’s needs and assessment.
standardize the flow of information needed
to manage the CD effort. This appendix « Lessons learned.
provides information on the basic report types
and reporting procedures for naming TOIs. « Problem areas requiring assistance of a

2.

higher headquarters.
Types of Reports
* Future planned operations.

a. Summary Reports. A summary report
provides historical information of significant ¢ Exercises and/or training conducted in
activities which have occurred over a specified  high traffic areas not in support of LEA
period of time. The primary historical CD  operations.
report utilized in the Department of Defense
consists of a monthly Joint Staff requirementb. Spot Reports
for inputs from the four designated CD
CINCs. The data which comprises this reporte Spot reports are designed to inform
is provided to the CINCs from subordinate designated organizations of emergent
commanders operational reports. Additionally, activities as quickly as possible.
USTRANSCOM and United States Strategic  Information which cannot be held until
Command report monthly air activities in  the regular summary report qualifies for
support of supported commanders’ CD generation of a spot report. An example
operations. CINCs with adjacent AORs is information which relays the location
coordinate their reports to eliminate ofarecently located, high interest vessel
duplicative reporting. Inputis requiredinthe  so that operational forces may react.
following areas:

» Because spot reports commonly include
Aircraft assets by type, number of sorties,  items of significance, the information is
and hours flown. usually condensed and repeated in the
summary reports.
Ship assets applied - steaming days.
c. Ad Hoc Reports. Less formal, non-
Assets applied, such as vehicles, grouralitine reports are sometimes generated for
radars, night vision devices, anduick tactical analytical or coordination
supporting personnel. purposes and may be sent by phone calls,
operator notes, or traditional messages.
Air targets.
d. Serious Incident Reports (SIR).
Surface targets and/or vessels. Various commands require SIRs in the event
of a death or serious injury to a civilian LEA
Surface vessel boardings and results.or military member involved in CD
operations.
Support to LEAs.
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e. After-Action Reports. After-action S = JATRS
reports should be submitted as appropriate N = NORAD
in accordance with the provisions of CIJCSI 4 = JATF-E
3150.25, “Joint After-Action Reporting 5 = JATFW
System.” 6 = JF6
3. TOI Reporting Procedures » Threeletter abbreviation for the current

month based on ZULU time; and
TOI reporting procedures are asfollows:
» Three-digit serial number, starting over
a. Thefirst ADNET regional coordinator each month. If the number exceeds 999,
(defined by the Joint Staff as either JATF-S, four digits are used.
JATF-E, JATF-W, JTF-6, or NORAD)
handling atrack which meets TOI criteriawill b. Example: The sixth TOI handled by
assign aseven character alpha-numericname  JATF-W in July would be “5JUL006.”
to the track using the following procedures:
¢. Once named, this name is used in all
* Letter or number indicating theregional communications. The name doesnot change
coordinator; asthe TOI movesthrough different regions.

J-2 Joint Pub 3-07.4



APPENDIX K
COUNTERDRUG INTELLIGENCE PREPARATION
FOR OPERATIONS

1. General b. CDIPO is a five step process consisting
of operations area evaluation, terrain analysis,

a. One of the most valuable tools a planneeather analysis, threat evaluation, and threat

can use for CD operations, counterdrugtegration. CDIPO is a cyclical process with

intelligence preparation for operationall functions performedcontinuously and

(CDIPO), ties intelligence developed duringimultaneously$eeFigure K-1).

the intelligence process into actual operations.

CDIPO is an intellectual process of analyss. Operations Area Evaluation

and evaluation that is modified from

traditional military intelligence preparation of Operations area evaluation involves the

the battlespace (IPB). CDIPO modifies treessessment of the drug trafficking area with

military IPB process to identify likelyregard to the overall nature of the HN'’s

trafficking routes and most efficiently allocatpopulation, friendly forces, threat, and the

scarce resources to locate, track, aogerating environment. This evaluation will

apprehend drug traffickers. assist the CDIPO analyst in identifying what

INTELLIGENCE PREPARATION FOR OPERATION
PROCESS

Analysis

Threat Operations
Evaluation Area
Evaluation

Weather Terrain
Analysis Analysis

Evaluation

Figure K-1. Intelligence Preparation for Operation Process




Appendix K

additional information and support will bebservation and that of communications and
required to complete the CDIPO. In later stepkectronic monitoring equipment.
of the process, terrain and weather within the
area are evaluated to determine how they willb. Concealment. Concealment is
affect operations in general. Drug traffickeygrotection from air and ground observation.
expected to operate in the areas are tieor drug traffickers, it is vital to avoid
evaluated to assess their capabilities in relatidetection and interdiction by CD forces. The
to the terrain, weather, and the mission of Cibalyst determines the amount of concealment
forces. The CD “battlefield” consists of thafforded by the terrain and vegetation and
area of operations (AO) and the AOI. Thesensiders observation from both the ground
are viewed in terms of width, depth, and timand air. Drug traffickers can be expected to
move where the vegetation and terrain offer
a. The AO is the geographic area whetiee best concealment. Smuggling aircraft will
CD forces have been assigned both thee low level flight and terrain-following
authority and responsibility to conductechniques to avoid detection by radar.
operations. lItis usually the area in which the
LEA expects to conduct surveillance, c. Obstacles. Obstacles are natural or
interdiction, and/or eradication operationsnanmade features that stop, impede, or divert
The AO may coincide with the lead agencythie movement of traffickers and/or CD forces.
entire jurisdiction or just a portion of itObstacles are an important analytical factor
jurisdiction. during terrain analysis. The analyst must
determine the location of obstacles to foot,
b. The AOI extends beyond the AO. Hhorse, mule, vehicular, and air movement as
consists of areas in which information owell as what effects removing, overcoming,
smuggling may be developed or in whicbr bypassing these obstacles will have on
activity affecting the operation may occur. trafficking operations.

3. Terrain Analysis d. Key Terrain. Key terrain is area that
provides a marked advantage to the force that

Terrain analysis functions reduceccupies or controls them. The most

uncertainty regarding the effects of terrain amportant aspect of the terrain to drug

drug trafficking activities. Determining howtraffickers will be locations that facilitate

the terrain will influence drug traffickers willlogistic support and security.

assist the analyst in predicting where

smugglers will move. Terrain factors will e. Avenue of Approach (AA). AAs are

affect each mode of travel used by thenalyzed from the perspective of both the drug

traffickers differently. Therefore, each modeaffickers and CD forces. AAs are a

of transport must be independently evaluateshnceptual tool to identify the most likely

Terrain analysis in CDIPO focuses on the drageas of movement. AAs are air, maritime,

trafficking aspects of the terrain. and ground routes available for trafficking or

movement of CD forces. The factors used to

a. Observation. Observation involves theanalyze AAs are based on terrain, intelligence,

influence of the terrain on the reconnaissaraeed statistical history.

and surveillance capabilities of both drug

traffickers and CD forces. In CDIPO itrefers « Terrain factors include the following:

to visual and electronic LOS. Traffickers will

attempt to exploit the natural features of the e« Availability of alternate routes.

terrain to minimize the effectiveness of visual ~ Traffickers will seek alternate routes to
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Counterdrug Intelligence Preparation for Operations

provide them with a range of options
from which to react to the presence of
CD forces.

e¢ Availability of escape routes.
Traffickers will attempt to use routes that
provide rapid withdrawal from crossing
or stash sites. Their intent will be to
reduce their vulnerability to interdiction
during movement.

s Security. Traffickers will select routes
that provide them the greatest security.
They will normally avoid checkpoints
and areas they believe contain CD forces.

e Crossing sites. Obstacles such as
rivers and open areas with no

es Seizures of drug loads provide an
obvious indicator of trafficking activity
in a particular area or AA.

s Logistic support factors. As with
any activity involving the transportation
of personnel and materials, drug
trafficking requires a system of logistic
support. Some of the logistic support
factors that correlate to drug trafficking
are: (1) Transportation networks, such as
rivers, railroads, and public and private
roads to which the traffickers have
access; (2) Known or suspected property
(structures or land) controlled by
trafficking organizations that may
facilitate the storage and movement of
drug loads; and (3) Known or suspected

stash sites and staging areas for drug
shipments.

concealment constitute danger areas for
traffickers.

Intelligence and statistical factorg!.
incorporate known or suspected
information trafficking activity with the  The weather in an AO or AOI is analyzed
terrain. Some of these indicators include determine its effect on trafficking activity
the following: and CD operations. The analysis of terrain
and weather are inseparable because the
s Evidence of electronic surveillance environment surrounding smuggling activity
or communications equipment. requires them to be considered
Traffickers routinely use electronicsimultaneously. By incorporating the terrain-
surveillance equipment to monitor lavand weather-induced obstacles together, it
enforcement activity. Communicationshows the ease or difficulty of movement
equipment is used to coordinatthrough an area. The combined effects of
smuggling operations. Confirmedveather and terrain must be considered for
reports of traffickers using surveillanceach type of transportation and must be
and communications equipmentontinuously updated.
correlates to potential trafficking activity
within a particular area or AA. 5. Threat Evaluation

Weather Analysis

e« Visual signs of trafficking activity. ~ After analysisand evaluation of terrain and
Visual indicators of smuggling includeveather, the analyst evaluates the drug
the discovery of abandoned or stashé&@fficking forces in terms of operations,
loads, drug packing or waterproofingveapons and/or armament, equipment, tactics,
debris, and vehicle or foot tracks crossirgapabilities, and the areas in which they
the border between POEs or in otheperate.

areas where legitimate traffic is unlikely.
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a. An essential element to threate Focus attention on areas where
evaluation is the development of a drug trafficking forces must appear if they
trafficker data base. The purpose of the data have selected a particular route.
base is to build an accurate and complete
picture of the drug trafficking threat. < Identify when and where drug traffickers
Information to be placed in the data base will employ their reconnaissance,
includes organizational structure, modes of surveillance, and counter-reconnaissance
operations, and personal data on known assets.
smugglers. To develop the drug trafficker
data base, the intelligence analyst conducts a Frame drug trafficking significant events
review of the drug smuggling threat within by time and location.
an AOI. All available sources for the data
base will be included. * Information thresholds can be assigned

to each NAI. These confirm or deny that

b. As the data base is completed, it will the expected activity has occurred within
provide the analyst with a tool to assess the established time limits.
trafficking organizations, their AOs,
capabilities, and operational trends and/ore Expect events to occur within NAls
patterns. It also allows the intelligence which can be targeted by CD
analysts to make judgments about the relative reconnaissance and surveillance assets.
intensity of drug trafficking in specific areas,
the amount of support the traffickers receiveb. Event templating analyzes significant
from the local population, and potential areasug trafficking activity and expected

for future activity. smuggling events in order to provide
indicators to the traffickers’ intentions. It is
6. Threat Integration the intelligence analyst's technique to identify

the COA adopted by the drug traffickers
The final step of the CDIPO processperating in a particular geographic area. By
integrates the results of threat evaluation witbcognizing what the traffickers can do, and
the analysis developed concerning terrain atmmparing it with what they are doing, the
weather. Threat integration relates the dragalyst can predict what they will do next.
traffickers’ mode of operation, establisheBvent templating is critical to proactive CD
trends, and patterns to the terrain and weatbperations. The event templating process can
in order to predict where and when druge expanded to include actions that traffickers
traffickers will move. During threatmight take to avoid CD forces. It can also be
integration, the intelligence analyst developsed to predict changes in trafficking patterns
two important decision making aids: thand future operations.
named area of interest (NAI) and the drug
trafficking event template. < Eventtemplating enables the intelligence
collection manager to develop precise,
a. NAls are defined as locations where drug  prioritized collection requirements based
trafficking activity or the absence of activity  on probable drug trafficking behavior.
will confirm or disprove that trafficking forces ~ This process serves to maximize the
are behaving as predicted. NAls facilitate efficient employment of limited
intelligence collection and analysis for several collection assets over an extended area
reasons.
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and almost unlimited sources of
information.

Event templating provides the basis for
the final product of the CDIPO process,
the decision support template. The
decision support template is essentially
the CD intelligence estimate in graphic
form. It relates the detail of event

templates to decision points that are
significant to CD interdiction forces. It

identify those drug trafficking events
which may require decisions in support
of interdiction and show the deadline for
making those decisions. Decision points
equate time to specific points on the CD
AO. They are determined by comparing
times required to implement decisions
with the expected times of arrival of drug
traffickers at the TAI. A decision support
template will help identify the CD force
commander’s opportunities and options

does not dictate decisions, but identifies
critical events and drug smuggling
activities relative to time and location —
this information may require tactical/.
decisions. It provides a framework for
using judgment and experience to The intelligence estimate is essentially a
minimize uncertainty on the CD AO. written summary of the terrain and weather

analysis and enemy evaluation developed
The analyst previously identified thosduring the CDIPO. It provides a narrative
areas on the CD AO where significargtudy of drug trafficker capabilities,
events and trafficking activities willlimitations, and most likely COAs. While the
occur and where interdiction targets WilLDIPO process and its products provide
appear. Areas along each knowtecision making aids for the CD force
trafficking route in the AOI where drugcommander and guidance to the staff in
traffickers will appear as targets fopreparing the joint operation plan, the
interdiction are identified as target areastelligence estimate provides this essential
of interest (TAls). TAls are essentiallynformation to the organizations and personnel
locations identified as a good place wwho will execute the plan. CDIPO is the
make arrests and/or seizures. TAls ameechanism for conducting the collection and
normally areas which were designateslaluation, collation, and analysis steps of the
earlier as NAls. intelligence process; the estimate is the

primary means of accomplishing the
Following the selection of TAls, decisiordissemination of intelligence during joint CD
points are identified. Decision point®peration planning.

while ensuring timely and accurate
decisions.

Intelligence Estimate
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APPENDIX L
SECURITY CLASSIFICATIONS

1. General

a. This appendix is designed to assist
personnel in marking information used to
support the CD mission. CJCSM 3701.01,
“Classification Guide for Counterdrug
Information,” should be used in conjunction
with this appendix to determine proper CD
information classification.

b. CICSM 3701.01, “Classification Guide
for Counterdrug Information,” assists DOD
offices in properly extracting, marking,
protecting, and using DLEA information. Use
of CJCSM 3701.01 will limit the tendency
for DOD offices to incorporate DLEA
unclassified sensitive information into DOD
products which restate DLEAS unclassified
information at classifications up to SECRET.
The DOD goal is to provide information and
intelligence to DLEA at unclassified levels,
when possible. DOD components will not
upgrade classification of DLEA information
merely because it is included in a classified
DOD intelligence product.

2. Classification Systems
a. DLEA Markings

* LAWENFORCEMENT AGENCY
SENSITIVE

s |Information and material involving
DOD support to domestic DLEA are
considered FOR OFFICIAL USE ONLY
information unless the requesting LEA
requires that the information be protected
and marked as LEA SENSITIVE. To
the maximum extent possible, this
information will be transmitted via secure
means, stored in a locked container,
disseminated when the need-to-know of

shredded when no longer required.
However, the LEA SENSITIVE
information may be processed on
unclassified computers and local area
networks. Data will not be stored on a
system accessible via the Internet. The
treatment of this information within DOD
channels is not meant to prevent the
exchange of this information between
DOD units and the originating DLEA.
In the event the originating DLEA does
not have secure storage or transmission
capabilities, the information may be
transmitted over unsecure facsimile
machines and stored in locked containers.
Within DOD documents, each page,
paragraph, and section will be marked in
accordance with DOD 5200.1-R,
“Information Security Program
Regulation.”

s Information on DOD CD operations
within the United States is generally
considered as UNCLASSIFIED, but may
be marked LEA SENSITIVE, as
determined by the originating agency.

s During initial coordination with a
supported DLEA, efforts will be made
to determine if a specific CD support
operation requires protection. If an
operation involves support to a sensitive
law enforcement investigation, the
requesting law enforcement agent can
request the operation be safeguarded as
LEA SENSITIVE. When an operation

is determined to be LEA SENSITIVE,
the requesting law enforcement agent
must also provide a date after which the
information will no longer require
protection. Concept, operations, and
execute orders will indicate the name of
the law enforcement agent and a date after

the recipient has been established, and which the information will no longer
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require protection. Based on current CD
missions, DOD units will not normally
originate LEA SENSITIVE information
(with the exception of the imagery-
derived Gridded Reference Graphic).
However, DOD units will use LEA
SENSITIVE protective markings on
DOD documents that include such
information. .

e« DLEA CD operations should be
decontrolled at the determination of the
originating agency.

e« Handling Instructions. In addition to
the general guidance above and in DOD
5200.1-R, “Information Security
Program Regulation,” the following
specific guidance applies to the handling
of LEA SENSITIVE information: (1)
Determining Authority. The requesting
DLEA should determine if the sensitivity
of a CD operation requires protection as
LEA SENSITIVE; (2) Mail. LEA
SENSITIVE information should be
double wrapped and sent via first-class

accordance with instructions specified
under LEA SENSITIVE.

ee Originators of DOD reports
containing DEA information must obtain
DEA authority to release information
outside DOD and/or DLEA channels.

LAW ENFORCEMENT SENSITIVE
(LES). The term LES was initially
intended to replace both LEA
SENSITIVE and DEA SENSITIVE as
an identifier of UNCLASSIFIED CD
information. However, the interagency
manual authorizing its use was never
approved for publication and the term
LES is unauthorized. Any information
erroneously labeled LES will be
protected against unauthorized disclosure
and handled in accordance with
instructions in DOD 5200.1-R,
“Information Security Program
Regulation,” until properly redesignated
as LEA SENSITIVE and/or DEA
SENSITIVE.

mail, with no requirement for certified b. DOD Markings

or registered mail; (3) Storage. LEA
SENSITIVE information should be -
stored in a locked container, with no
requirement to use General Service
Administration-approved security
containers; and (4) Reproduction.
Copies of LEA SENSITIVE information
should be kept to a minimum.

DRUG ENFORCEMENT
ADMINISTRATION SENSITIVE

ee DEA SENSITIVE is used to identify
sensitive information provided by and
marked by the DEA. This information
is not releasable, either outside DOD
channels or to foreign governments,
without the express permission of the
DEA. It will be protected against
unauthorized disclosure and handled in

Information which requires protection
against unauthorized disclosure in the
interest of national security must be
classified with one of only three
designations: TOP SECRET, SECRET,
or CONFIDENTIAL. The markings
FOR OFFICIAL USE ONLY and
LIMITED OFFICIAL USE cannot be
used to identify classified information.

e« TOP SECRET is the designation
applied only to information the
unauthorized disclosure of which could
reasonably be expected to cause
exceptionally grave damage to the
national security. Examples include
armed hostilities against the United States
or its allies; disruption of foreign relations
vitally affecting the national security; the
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compromise of vital national defense
plans or complex cryptologic and
communications intelligence systems;
the revelation of sensitive intelligence
operations; and the disclosure of
scientific or technological developments
vital to national security.

es SECRET is the designation applied
only to information the unauthorized
disclosure of which could reasonably be
expected to cause serious damage to the
national security. Examples include
disruption of foreign relations
significantly affecting the national
security; significant impairment of a
program or policy directly related to the
national security; revelation of significant
military plans or intelligence operations;
and compromise of significant scientific
or technological developments relating
to national security.

e CONFIDENTIAL is the designation
applied only to information the
unauthorized disclosure of which could
reasonably be expected to cause damage
to the national security. Examples
include information indicating strength
of ground, air, and naval forces, or
performance characteristics, test data,
design, and production data on US
weapons systems and munitions.

Other DOD control markings

e« LIMITED DISSEMINATION
(LIMDIS). The LIMDIS caveat may be
used to enhance the security of CD
information requiring protection beyond
those measures involving access to
classified information. However,
protection is not so stringent that it
requires establishment of a special access
program. LIMDIS controls are the only
security enhancements that may be
employed to control CD information for
a specified period, other than special

access programs. (1) When additional
access controls are required to ensure the
security of CD information, original
classification authorities may use the
LIMDIS caveat. LIMDIS may be used
for DOD CD operations outside the
United States, its territories, and its
possessions. (2) CD operations will
remain classified until they are completed
or until the original classification
authority determines that it warrants
declassification.

e DISSEMINATION ANDEXTRACTION
CONTROLLED BY ORIGINATOR
(ORCON). ORCON isused with a
security classification to allow the
originator to maintain knowledge of and
control over the use of the information.
The marking is to be used only on
information that clearly identifies, or
would reasonably permit ready
identification of, an intelligence source
or method which is susceptible to
countermeasures. This marking should
not be used when information can
reasonably be protected by use of other
markings, by application of the principle
of “need-to-know,” or by standard
safeguarding procedures inherent in the
security classificationsystem. (1)
ORCON is the most restrictivearking

in CJCSM 3701.01, “Classification Guide
for Counterdrug Information.” Information
bearing this marking may not be
disseminated beyond the headquarters
elements of recipient organizations. It may
not be incorporated, in whole or in part,
into other reports or briefings other than
those by and for the recipient without
permission of the originator. It may not be
used in investigative actions without the
advance permission of, and under
conditions specified by, the originator. (2)
Agencies should establish procedures to
ensure that ORCON is applied to
particularly sensitive intelligence only.
They should also establish timely
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procedures to review requests for further
dissemination of intelligence bearing this
marking. (3) The marking may be
abbreviated as ORCON or OC.

e« CAUTION — PROPRIETARY
INFORMATION INVOLVED (PROPIN).
PROPIN isused, with or without a
security classification, to identify
information provided by a commercial
firm or private source. An expressed or
implied understanding exists that the
information will be protected as a trade
secret or proprietary data believed to have
actual or potential value. Information
bearing this marking will not be
disseminated without the permission of
the originator in any form to any
individual, organization, or foreign
government that has interests, actual or

potential, in competition with the source of
the information. The marking may be
abbreviated as PROPIN or PR.

e« REL. (AUTHORIZED FOR RELEASE
TO [name of country(ies) and/or
international organization(s)]). This
marking is used to identify intelligence
that an originator has predetermined to
be releasable, or has been released to
foreign country(ies) or international
organizations. Release must be made
through established foreign disclosure
procedures and channels. No other
foreign dissemination of the material is
authorized, in any form, without the
permission of the originator. The
marking may be abbreviated “REL
(abbreviated name of country[ies]/
international organization[s]).”
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APPENDIX M
POINTS OF CONTACT

This appendix provides points of contact information for the following agencies:
UNITED STATES

Office of National Drug Control Policy (ONDCP)
Regions/Bureau of State and Local Affairs
US Interdiction Coordinator (USIC)

DOD

Office, DOD Coordinator for Drug Enforcement Policy and Support (OCDEP&S)

Joint Staff, USACOM, USPACOM, USSOUTHCOM, USSOCOM, NORAD, FORSCOM

Joint Interagency Task Forces East, South, and West/Joint Task Force 6 (JIATF-E, S, W
and JTF-6)

Regional Air Operations Centers

Defense Logistics Agency, Counterdrug Support Offices

National Guard Bureau - Counterdrug Directorate and National Interagency Counterdrug
Institute (NICI)

National Guard Counterdrug Coordinators (CDC)

DOJ
FBI
Drug Enforcement Administration (DEA) Field Division Offices
El Paso Intelligence Center (EPIC)
US Immigration and Naturalization Service (INS)

DOS
Bureau for International Narcotics and Law Enforcement Affairs (INL)

DOTRES
US Customs Service Regional Enforcement Offices
US Customs National Aviation Center (CNAC)
DOT
US Coast Guard Area and District Law Enforcement Offices
Federal Aviation Administration (FAA)
Operation Alliance
Project North Star
CANADA

National Defence Headquarters Royal Canadian Mounted Police (RCMP)
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Office of National Drug Control Policy
750 17th St. NW
Washington, DC 20500
(202) 395-6741

Bureau of State and Local Affairs by Region

Call (202) 395-6792 and connections will be made to the desired region.

Region | Region Il Region IlI
Maine New York Delaware
Vermont New Jersey Washington, DC
Massachusetts Puerto Rico Maryland
New Hampshire Virgin Islands Pennsylvania
Rhode Island Virginia
Connecticut West Virginia
Region IV Region V Region VI
North Carolina lllinois New Mexico
South Carolina Indiana Arkansas
Georgia Michigan Texas
Florida Minnesota Oklahoma
Alabama Wisconsin Louisiana
Mississippi Ohio
Tennessee
Kentucky
Region VI Region VIII Region IX
lowa Colorado Arizona
Kansas Montana Nevada
Missouri North Dakota Hawalii
Nebraska South Dakota California
Utah
Wyoming
Region X
Alaska
Idaho
Oregon
Washington

American Samoa
Northern Mariana Islands
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Points of Contact

US Interdiction Coordinator
2100 Second St. SW
Washington, DC 20593-0001
(202) 267-6638

DOD

Deputy Assistant Secretary of Defense for Drug Enforcement Policy & Support (DEP&S)
Pentagon, Rm 2E538

Washington, DC 20318

(703) 697-5656 DSN 227-5656

Joint Staff J-3/CND

Pentagon, Rm 2B913

Washington, DC 20318-3000

(703) 695-1476/7 DSN 225-1476/7

Joint Staff J-3/WHEM

Pentagon, Rm 2B885

Washington, DC 20318-3000

(703) 695-1726 DSN 225-1726

Joint Staff J-3/PACOM

Pentagon, Rm 2B885

Washington, DC 20318-3000

(203) 695-2927 DSN 225-2927

Joint Staff J-3/SOD

Pentagon, Rm 2C840

Washington, DC 20318-3000

(703) 695-8101/2 DSN 225-8101/2

US Atlantic Command (USACOM)
ATTN: J3D

1562 Mitscher Ave, Ste 200
Norfolk, VA 23551-2448

(757) 322-7636 DSN 836-7636

US Pacific Command (USPACOM)

ATTN: J-33

Camp Smith, HI 96861-5025

(808) 477-1274/75 DSN 315-477-1274/75

US Southern Command (USSOUTHCOM)

ATTN: SCJ35

3511 NW 91st Ave.

Miami, FL 33172

(305) 437-3348 DSN 567-3348
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US Special Operations Command (USSOCOM)

ATTN: J3-OD

7701 Tampa Pt Blvd

MacDill AFB, FL 33621-5323

(813) 828-5159/5197 DSN 968-3947/5159/5197

North American Aerospace Defense Command (NORAD)
ATTN: J-30D

250 S. Peterson Blvd, Ste 116

Peterson AFB, CO 80914-3260

(719) 554-3566/6917 DSN 692-3566/6917

Forces Command (FORSCOM)

ATTN: AFOP-OD

Fort McPherson, GA 30330-6000

(404) 669-5004/5010/5955 DSN 367-5004/5010/5955

Joint Interagency Task Forces/Joint Task Forces
(JIATFS/JTFs)

Joint Interagency Task Force - East
P.O. Box 9051

Naval Air Station

Key West, FL 33040-0002

(305) 293-5610/5225 DSN 483-5610/5225
Joint Interagency Task Force - South

Unit 0612

APO AA 34001

011-507-284-7534 DSN 313-284-7534

Joint Interagency Task Force - West

Coast Guard Island

Bldg 51

Alameda, CA 94501-5100

(415) 535-5378/79/69 DSN 828-3378/79/69

Joint Task Force 6
Fort Bliss, TX 79916-0058
(915) 568-8740/8578 DSN 978-8649/8539/8598

Regional Operational Centers (ROCs)

CARIBROC

P.O. Box 9046

NAS Key West, FL 33040

(305) 293-3113 DSN 483-3113
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Points of Contact

SOUTHROC

630th RADS

APO AA 34001

011-507-284-4800 DSN 313-284-4800

HQ NORAD/J-30D

250 S. Peterson Blvd, Ste 116

Peterson AFB, CO 80914-3260

(719) 554-3065/3568 DSN 692-3065/3568

Alaskan NORAD Region (ANR/DQY)

5800 G. St, Ste 102

Elmendorf AFB, AK 99506-2130

(907) 552-5505 DSN 317-552-5505

HQ Fighter Group/Canadian NORAD Region (DO/SO SOPS)
Canadian Forces Base, BFC, North Bay

Hornell Heights, Ontario POH 1PO

(705) 474-7575 Ext 6636 DSN 628-6636

HQ CONR (DO)
501 lllinois Ave, Ste 2
Tyndall AFB, FL 32403-5548

(904) 283-2106 DSN 523-2106
Southeast Air Defense Sector (DO)

164 Alabama Ave

Tyndall AFB, FL 32403-5015

(904) 283-5576 DSN 523-5576

Western Air Defense Sector (DO)
852 Lincoln Blvd
McChord AFB, WA 98438-1317

(206) 984-4633 DSN 984-4633
Northeast Air Defense Sector (DO)

4 Otis St

Rome, NY 13441-4712

(315) 330-6303 DSN 587-6303
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Defense Logistics Agency
Counterdrug Support Offices

CDSO East CDSO West
DLAHQ, 8725 John J. Kingman Rd 222 N. Sepulveda Blvd
Ste 2533 Ste 501
Ft. Belvoir, VA 22060-6221 El Segundo, CA 90245-4320
1-800-532-9946 (310) 335-3518/3656
FAX (310) 335-3903

National Guard Bureau

Counterdrug Directorate National Interagency
NGB-CD Counterdrug Institute (NICI)
(202) 697-3848 (805) 549-3940/3978

DSN 225-3848 DSN 630-9940/9978

National Guard
Counterdrug Coordinators (CDC)

STATE DSN COMMERCIAL
Alabama 363-7473 (334) 271-7473
Alaska COMM ONLY (907) 428-3617
Arizona 853-2501 (602) 267-2501
Arkansas 962-5492 (501) 212-5492
California 466-3889 (916) 854-3889
Colorado 877-2058 (303) 397-3058
Connecticut 636-0728 (203) 493-2728
Delaware 440-7085 (302) 326-7085
District of Columbia 288-7317 (202) 433-7317
Florida 860-7438 (904) 823-0438
Georgia 925-3473 (770) 919-3473
Guam 344-8280 (671) 647-6019
Hawaii COMM ONLY (808) 737-9450
Idaho 422-6044 (208) 422-6044
llinois 555-3728 (217) 785-3728
Indiana 369-2516 (317) 247-3516
lowa 946-2606 (515) 252-4606
Kansas COMM ONLY (913) 862-0001/2
Kentucky 366-3257 (502) 564-6256
Louisiana 485-8491 (504) 278-8491
Maine 476-4316 (207) 626-4316
Maryland 496-6137 (410) 576-6135
Massachusetts 220-2420 (617) 944-0500
Michigan 623-0896 (517) 483-5896
Minnesota 825-4147 (612) 282-4147
Mississippi 637-1670 (601) 936-7670
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Points of Contact

Missouri
Montana
Nebraska
Nevada

New Hampshire
New Jersey
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania
Puerto Rico
Rhode Island
South Carolina
South Dakota
Tennessee
Texas

Utah

Vermont
Virginia

Virgin Islands
Washington
West Virginia
Wisconsin
Wyoming

Chief, Organized Crime/Drug Intelligence Section
Criminal Investigative Division

FBI

555-9952
747-3009
946-1132
830-5520
684-9356
944-0812
246-7152
974-9056
582-9322
344-5269
273-7146
940-3688
355-3938
491-8223
COMM ONLY
557-3285
583-1559
747-8723
683-0648
954-5516
766-3174
636-3350
953-2305
COMM ONLY
323-7894
366-6425
724-3540
943-5259

Federal Bureau of Investigation

9th St. and Pennsylvania Ave, NW

Washington, DC 20535

(202) 324-5742

(573) 526-9952
(406) 444-6909/6938
(402) 458-1132
(702) 677-5217/5233
(603) 228-8534
(609) 530-7038
(505) 846-7152
(518) 344-2064
(919) 664-6322
(701) 224-5269
(614) 889-7146
(405) 425-8688
(503) 945-3938
(717) 861-8224
(787) 723-7712
(401) 457-4285
(803) 748-1559
(605) 399-6723
(615) 313-0648
(512) 465-5516
(801) 576-3174
(802) 864-1350
(757) 775-9305
(809) 772-7740
(206) 512-8894
(304) 341-6424
(608) 242-3540
(307) 772-5259
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Drug Enforcement Administration
700 Army/Navy Dr
Arlington, VA 22202
(202) 307-1000

Field Division Offices

Miami Field Division
8400 N.W. 53rd St

Atlanta Field Division
Richard B. Russell Federal Bldg

75 Spring St. SW, Rm 740
Atlanta, GA 30303
(404) 331-4401

Boston Field Division

Rm G-64, JFK Federal Bldg
Boston, MA 02203

(617) 565-2800

Chicago Field Division
500 Dirksen Federal Bldg
219 S. Dearborn St
Chicago, IL 60604

(312) 353-7875

Dallas Field Division
1880 Regal Row
Dallas, TX 75235
(214) 767-7151

Denver Field Division
115 Inverness Dr, East
Denver, CO 80112
(303) 784-6300

Detroit Field Division
357 Federal Bldg
231 West Lafayette
Detroit, Ml 48226
(313) 226-7290

Houston Field Division
333 West Loop North
Ste 300

Houston, TX 77024
(713) 681-1771

Miami, FL 33166
(305) 591-4870

Newark Field Division
970 Broad St
806 Federal Office Bldg
Newark, NJ 07102
(201) 645-6060

New Orleans Division
1661 Canal St

Ste 2200

New Orleans, LA 70112
(504) 589-3894

New York Field Division
99 Tenth Ave

New York, NY 11001
(212) 337-3900

Philadelphia Field Division
10224 William J. Green
Federal Bldg, 600 Arch St
Philadelphia, PA 10019
(215) 597-9530

Phoenix Field Division
One North First St
Ste 201

Phoenix, AZ 85004
(602) 261-4866

Los Angeles Field Division
Edward Roybal Federal Bldg
255 E. Temple St

Los Angeles, CA 90012
(213) 894-2650
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Points of Contact

San Diego Field Division San Francisco Field Division
402 W. 35th St Rm 12215

National City, CA 92050 450 Golden Gate Ave

(619) 585-4200 P.O. Box 36035

San Francisco, CA 94102
(415) 556-6771

Seattle Field Division St. Louis Field Division
Ste 301 7611 Forsythe Blvd

220 West Mercer Ste 500

Seattle, WA 98119 United Missouri Bank Bldg
(206) 442-5443 St. Louis, MO 63105

(314) 425-3241

Washington Field Division
Room 2558

400 Sixth St, SW
Washington, DC 20024
(202) 724-7834

Drug Enforcement Administration
El Paso Intelligence Center (EPIC)

El Paso Intelligence Center
11339 Sergeant Sims Blvd
El Paso, TX 79908-2000
COMM: (915) 564-2000
FTS: 570-6070

US Immigration and Naturalization Service

US Immigration and Naturalization Service
Office of Enforcement

4251 St. NW

Rm 7246

Washington, DC 20536

(202) 514-3034

Department of State
Bureau for International Narcotics and Law Enforcement Affairs (INL)
2201 C St. NW
Rm 7333
Washington, DC 20520
(202) 647-9635
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US Customs Service
Special Agent in Charge (SAC)

Atlanta - SAC

1691 Phoenix Blvd, Ste 250
Atlanta, GA 30349

(770) 994-2240

Fax (770) 994-2262

Boston - SAC

10 Causeway St

Rm 722

Boston, MA 02222-1054
(617) 565-7400

Fax (617) 565-7422

Chicago - SAC

610 South Canal St
Rm 1001

Chicago, IL 60607
(312) 353-8450

Fax (312) 353-8455

Detroit - SAC

McNamara Federal Bldg
477 Michigan Ave, Rm 350
Detroit, Ml 48226-2568
(313) 226-3166

Fax (313) 226-6282

Houston - SAC

4141 N. Sam Houston Pkwy, East
Houston, TX 77032

(713) 985-0500

Fax (713) 985-0505

Miami - SAC

8075 NW 53rd St.
Scranton Bldg
Miami, FL 33166
(305) 597-6030

Fax (305) 597-6227

Baltimore - SAC

40 South Gay St
Baltimore, MD 21202
(410) 962-2620

Fax (410) 962-3469

Buffalo - SAC

111 West Huron St
Rm 416

Buffalo, NY 14202
(716) 551-4375

Fax (716) 551-4379

Denver - SAC
115 Iverness Dr, East
Ste 300
Englewood, CO 80112-5131
(303) 784-6480
Fax (303) 784-6490

El Paso - SAC
9400 Viscount Blvd
Ste 200
El Paso, TX 79925
(915) 540-5700
Fax (915) 540-5754

Los Angeles - SAC
300 South Ferry St
Rm 2037
Terminal Island, CA 90731
(310) 514-6231
Fax (310) 514-6280

New Orleans - SAC
423 Canal St
Rm 207
New Orleans, LA 70130-2336
(504) 670-2416
Fax (504) 589-2823
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Points of Contact

New York - SAC

6 World Trade Center

Rm 714

New York, NY 10048-0945
(212) 466-2900

Fax (212) 466-2903

San Diego - SAC

185 West “F” St

Ste 600

San Diego, CA 92101
(619) 557-6850 Ext. 680
Fax (619) 557-5109

San Juan - SAC

P.O. Box 9020431

San Juan, PR 00902-0431
(787) 729-6975

Fax (787) 729-6646

Tampa - SAC

2203 North Lois Ave
Ste 600

Tampa, FL 33607
(813) 348-1881

Fax (813) 348-1871

San Antonio - SAC
10127 Morocco
Ste 180
San Antonio, TX 78216
(210) 229-4561
Fax (210) 229-4582

San Francisco - SAC

1700 Montgomery St

Ste 445

San Francisco, CA 94111
(415) 705-4070 Ext. 267
Fax (415) 705-4065

Seattle - SAC
1000 2nd Ave
Ste 2300
Seattle, WA 98104
(206) 553-7531
Fax (206) 553-0826

Tucson - SAC

555 East River Rd
Tucson, AZ 85704
(520) 670-6026

Fax (520) 670-6233

US Customs Service
National Aviation Center

US Customs National Aviation Center (CNAC)

5020 South Meridian Ave
Oklahoma City, OK 73119
(405) 686-6440

Fax (405) 231-5938

Domestic Air Interdiction Coordination Center (DAICC)

P.O. Box 6363

March AFB

Riverside, CA 92518-5000
(909) 656-8000

Fax (909) 656-8085
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US Coast Guard

Operations/Law Enforcement Offices

COMDT (GOPL)

Coast Guard Headquarters
2100 2nd St. SW
Washington, DC 20593-0001
(202) 267-1890

Atlantic Area

Commander (AO)

USCG Atlantic Area

431 Crawford St
Portsmouth, VA 23704-5004
(757) 398-6336

Commander (O)

First Coast Guard District
408 Atlantic Ave

Boston, MA 02210

(617) 223-8458

Commander (O)

Fifth Coast Guard District
431 Crawford St
Portsmouth, VA 23704
(757) 398-6221

Commander (O)

Seventh Coast Guard District
Brickell Plaza Federal Bldg
Miami, FL 33130

(305) 536-5634

Commander (O)

Eighth Coast Guard District
501 Magazine St

New Orleans, LA 70130
(504) 589-3671

Commander (O)

Ninth Coast Guard District
1240 E. 9th St

Cleveland, OH 44199
(216) 522-3980

Pacific Area

Commander (PO)

USCG Pacific Area

Coast Guard Island, Bldg 51
Alameda, CA 94501-5100
(510) 437-3810

Commander (O)

Eleventh Coast Guard District
Coast Guard Island, Bldg 51
Alameda, CA 94501-5100
(510) 437-3494

Commander (O)

Thirteenth Coast Guard District
915 2nd Ave

Seattle, WA 98174

(206) 553-5860

Commander (O)
Fourteenth Coast Guard District
300 Ala Moana Blvd

Honolulu, HI 96850

(808) 541-2306

Commander (O)
Seventeenth Coast Guard
P.O. Box 3-5000

Juneau, AK 99802

(907) 463-2230
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Points of Contact

Federal Aviation Administration (FAA)

National Headquarters
800 Independence Ave
Washington, DC 20591

Mike Monroney Aeronautical Center
6500 South MacArthur
Oklahoma City, OK 73125

Mailing Address:

P.O. Box 25082

(405) 680-3784

FTS: 747-3784

Key Law Enforcement Centers and Operations

Operation Alliance

Bldg 11606

Sergeant Sims Blvd

Ft Bliss/Biggs Army Afld
El Paso, TX 79916
COMM: (915) 540-7523
FAX: (915) 540-7523
FTS: (915) 570-7523
Mailing Address:

P.O. Box 8051

El Paso, TX 97708

Project North Star
Director Enforcement/Operations
P.O. Box 400
Buffalo, NY 14225-0400
COMM: (716) 846-3053
FAX: (716) 846-3067

Three Regional Groups of Project North Star

West

USCS SAIC

909 1st Ave

Ste 4100

Seattle, WA 98174
COMM: (206) 442-7531
FAX: (206) 553-0829
FTS: 399-7531

FAX: 399-0826

Washington, Idaho, Montana,
North Dakota, Alaska,

British Columbia, Alberta,
Saskatchewan, Manitoba, Yukon

East

US Attorney, Maine

P.O. Box 1588

Portland, ME 04104
COMM: (207) 780-3257
FAX: (207) 780-3304
FTS: 833-3304

Pennsylvania, New York
Vermont, New Hampshire
Maine, Quebec, New Brunswick
Nova Scotia
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Central

Sheriff

Lake County Sheriff's Office
104 East Erie St

Painsville, OH 44077
COMM: (216) 639-5517
FAX: (216) 639-5590

Wisconsin, lllinois, Indiana,
Ohio, Michigan, Minnesota,
New York, Ontario

Canada
National Defence Headquarters Royal Canadian Mounted Police (RCMP)
MGen George R. Pearkes Bldg 1200 Vanier Pkwy, Rm G310
Ottawa, Canada K1A OK2 Ottawa, Ontario KLAOR2 Canada
(613) 996-7246 DSN 846-7246 (613) 945-6707

FAX: (613) 995-0063  DSN345-0063
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ADMINISTRATIVE INSTRUCTIONS

1. User Comments

Users in the field are highly encouraged to submit comments on this publication to the
Joint Warfighting Center, Attn: Doctrine Division, Fenwick Road, Bldg 96, Fort Monroe,
VA 23651-5000. These comments should address content (accuracy, usefulness
consistency, and organization), writing, and appearance.

2. Authorship

The lead agenand Joint Staff doctrine sponsor for this publication is the Director for
Operations (J-3).

3. Supersession

This publication supersedes Joint Pub 3-07.4, 9 August 1994, “Joint Counterdrug
Operations.”

4. Change Recommendations
a. Recommendations for urgent changes to this publication should be submitted:

TO: JOINT STAFF WASHINGTON DC//J3/CND//
INFO: JOINT STAFF WASHINGTON DC//37-JDD//

Routine changes should be submitted to the Director for Operational Plans and
Interoperability (J-7), JDD, 7000 Joint Staff Pentagon, Washington, DC 20318-7000.

b. When a Joint Staff directorate submits a proposal to the Chairman of the Joint
Chiefs of Staff that would change source document information reflected in this
publication, that directorate will include a proposed change to this publication as an
enclosure to its proposal. The Military Services and other organizations are requestec
to notify the Director, J-7, Joint Staff, when changes to source documents reflected in
this publication are initiated.

c. Record of Changes:

CHANGE  COPY DATE OF DATE POSTED
NUMBER NUMBER CHANGE ENTERED BY REMARKS
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c. Additional copies should be obtained from the Military Service assigned
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“Support of the Headquarters of Unified, Specified, and Subordinate Joint Commands.”

By Military Services:

Army: US Army AG Publication Center SL
1655 Woodson Road
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2100 2nd Street, SW
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d. Local reproduction is authorized and access to unclassified publications is
unrestricted. However, access to and reproduction authorization for classified joint
publications must be in accordance with DOD Regulation 5200.1-R.
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GLOSSARY

PART I—ABBREVIATIONS AND ACRONYMS

AA
ADNET
ADP
AEW
AEW&C
AFB
AIC
AID

AM
ANG
ANR
AO

AOI
AOR
ARNG
ARTCC

ASD(SO/LIC)

AUTODIN
AWACS

BATF
BIA
BLM
BPPBS

Cc2
c2w
C3l
C4
C4l

CA
CANR
CARIBROC
CBRN
CCGD
CD
CDIPO
CDSO
Cbhu
CHET
Cl

CIA
CINC

avenue of approach

anti-drug network

automated data processing
airborne early warning

airborne early warning and control
Air Force Base

Atlantic Intelligence Center
Agency for International Development
amplitude modulation

Air National Guard

Alaskan NORAD Region

area of operations

area of interest

area of responsibility

Army National Guard

Air Route Traffic Control Center

Assistant Secretary of Defense (Special Operations and Low

Intensity Conflict)
Automatic Digital Network
Airborne Warning and Control System

Bureau of Alcohol, Tobacco, and Firearms
Bureau of Indian Affairs
Bureau of Land Management

Bi-annual Planning, Programming, and Budget System

command and control

command and control warfare

command, control, communications, and intelligence

command, control, communications, and computers

command, control, communications, computers, and
intelligence

civil affairs

CanadiarNORAD Region

Caribbean Regional Operations Center

Caribbean Basin Radar Network

Commander, Coast Guard District

counterdrug

counterdrug intelligence preparation for operations

Counterdrug Support Office

counterdrug update

Customs High Endurance Tracker

counterintelligence

Central Intelligence Agency

commander in chief
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Glossary

CINCLANTFLT
CINCNORAD

CINCUSACOM
CISO
CJCS
cJcsi
CJCSM
CLEA
CMO
CMS
CNAC
CNC
CND
COA
COCOM
COM
CONOPS
CONR
CONUS
COTHEN
CRM

D&M
DAICC
DASD (P&HA)

DCS
DDN
DEA
DEACN
DIA
DIOoC
DISA
DLEA
DOD
DODIIS
DOl
DOJ
DOS
DOT
DSAA
DSCS
DSN

ENWGS
EO
EPIC

Commander in Chief, Atlantic Fleet

Commander in Chief, North American Aerospace Defense

Command

Commander in Chief, United States Atlantic Command
counterintelligence support officer

Chairman of the Joint Chiefs of Staff

Chairman of the Joint Chiefs of Staff Instruction
Chairman of the Joint Chiefs of Staff Manual
civilian law enforcement agency

civil-military operations

Command Management System

Customs National Aviation Center

Crime and Narcotics Center

Counternarcotics Division

course of action

combatant command (command authority)
collection operations management

concept of operations

CONUS NORAD Region

continental United States

Customs Over-the-Horizon Enforcement Network
collection requirements management

detection and monitoring
domestic air interdiction coordinator center
Deputy Assistant Secretary of Defense
(Peacekeeping and Humanitarian Affairs)
Defense Communications System
Defense Data Network
Drug Enforcement Administration
Drug Enforcement Administration Communications Network
Defense Intelligence Agency
Drug Interdiction Operations Center
Defense Information Systems Agency
drug law enforcement agency
Department of Defense
Department of Defense Intelligence Information System
Department of the Interior
Department of Justice
Department of State
Department of Transportation
Defense Security Assistance Agency
Defense Satellite Communications System
Defense Switched Network

Enhanced Naval Warfare Gaming System
executive order
El Paso Intelligence Center
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Glossary

FAA

FBI

FID

FLETC
FLIR

FM

FMFP
FORSCOM
FTS

GBR
GCCs

HA
HCA
HCL

HF
HIDTA
HNS
HUMINT

ICC

IDAD

IFF

IMET
IMINT

INL
INMARSAT
INS
INTERPOL
IPB

IRS

WG

J-2
J-3
J-4
J-5
J-6

JACC
JCET
JCS
JFC
JIATF
JIATF-E
JIATF-S
JIATF-W

Federal Aviation Administration
Federal Bureau of Investigation
foreign internal defense
Federal Law Enforcement Training Center
forward-looking infrared radar
frequency modulation
foreign military financing program
United States Army Forces Command
Federal Telecommunications System

ground-based radar
Global Command and Control System

humanitarian assistance
humanitarian and civic assistance
hydrochloride

high frequency

high intensity drug trafficking area
host-nation support

human intelligence

Intelligence Coordination Center

internal defense and development
identification, friend or foe

international military education and training
imagery intelligence

Bureau for International Narcotics and Law Enforcement Affairs

international maritime satellite
Immigration and Naturalization Service
International Criminal Police Organization
intelligence preparation of the battlespace
Internal Revenue Service

Interagency Working Group

Intelligence Directorate of a joint staff

Operations Directorate of a joint staff
Logistics Directorate of a joint staff
Plans Directorate of a joint staff

Command, Control, Communications, and Computers
Systems Directorate of a joint staff

joint air operations center

joint combined exercise for training
Joint Chiefs of Staff

joint force commander

joint interagency task force

joint interagency task force - East

joint interagency task force - South

joint interagency task force - West
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JiC
JIiICC
JICPAC
JMIE
JMIP
JOA
JOCC
JOPES
JSCP
JSPS
JSS
JTF
JTF-6
JTF-B

kt

LEA
LEASAT
LEDET
LES
LIMDIS
LNO
LOS

LP

MARINCEN
MASINT

MCA

MCIO

MLE

MOA

MOD T-AGOS
MOUT

MPA

MTT

N-Sp/CC
NAC
NAI
NBRF
NCA
NCS
NDCS
NDPB
NG
NGB

Joint Intelligence Center

joint information coordination center
Joint Intelligence Center, Pacific

Joint Maritime Information Element
Joint Military Intelligence Program

joint operations area

joint operations command center
Joint Operation Planning and Execution System
Joint Strategic Capabilities Plan
Joint Strategic Planning System
Joint Surveillance System

joint task force

Joint Task Force-6

Joint Task Force-Bravo

knot (nautical miles per hour)

law enforcement agency
leased satellite

Law Enforcement Detachment
law enforcement sensitive
limited distribution

liaison officer

line of sight

listening post

Maritime Intelligence Center

measurement and signature intelligence

military civic action

military criminal investigation organizations

maritime law enforcement

memorandum of agreement

modified tactical auxiliary general ocean surveillance
military operations in urban terrain

maritime patrol aircraft

mobile training team

NORAD/US Space Command Center
NORAD Air Center
named area of interest

Northern Border Response Force (Mexico)
National Command Authorities

National Communication System

national drug control strategy

National Drug Policy Board

National Guard

National Guard Bureau
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NICI
NIMA
NM
NMCS
NORAD
NPS
NSA
NSC

0&M
OAJCG

OASD(PA)
OCDEP&S

OCDETF
OCONUS
Ol

o]e:
ONDCP
OP

OP3
OPBAT
OPCON
OPSEC
ORCON
OSD

PA

PAO
PARKHILL
PC

PCC
PIR
POE
POM
PROC
PROPIN
PRRIS
PSYOP

RAOC
RCMP
RDA
RDO
RFI
ROE
ROTHR

National Interagency Counternarcotics Institute
National Imaging and Mapping Agency
nautical mile

National Military Command System

North American Aerospace Defense Command
National Park Service

National Security Agency

National Security Council

operation and maintenance

Operation Alliance Joint Control Group

Office of the Assistant Secretary of Defense (Public Affairs)
Office of the Coordinator for Drug Enforcement Policy and

Support

Organized Crime Drug Enforcement Task Force

outside the continental United States

Office of Intelligence

officer in charge

Office of National Drug Control Policy

observation post

Overt Peacetime Psychological Operations Program
Operation Bahamas, Turks, and Caicos

operational control

operations security

dissemination and extraction controlled by originator
Office of the Secretary of Defense

public affairs
Public Affairs Office
high frequency cryptological device
patrol craft
policy coordinating committee
priority intelligence requirements
port of entry
Program Objective Memorandum
Puerto Rican Operations Center
caution -- proprietary information involved
Puerto Rican Radar Integration System
psychological operations

regional air operations center

Royal Canadian Mounted Police

research, development, and acquisition
request for deployment order

request for information

rules of engagement

relocatable over-the-horizon backscatter radar
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SA security assistance
SAC special agent in charge
SAO security assistance organization
SAOC sector air operations center
SATCOM satellite communications
SEAL sea-air-land team
SecDef Secretary of Defense
SECSTATE Secretary of State
SECTRANS Secretary of Transportation
SIF selective identification feature
SIGINT signals intelligence
SIR serious incident report
SJA Staff Judge Advocate
SLAR side-looking airborne radar
SOCPAC Special Operations Component, United States Pacific Command
SOCSOUTH Special Operations Component,
United States Southern Command
SOF special operations forces
SOFA status-of-forces agreement
SOUTHAF Suthern Command Air Forces
SROC Southern Region Operational Center
SSB Surveillance Support Branch
STU-II secure telephone unit 1l
TACON tactical control
TACTRAGRULANT Tactical Training Group, Atlantic
TAFT technical assistance field team
TAG The Adjutant General
TAI target area of interest
TARS tethered aerostat radar system
TAT tactical analysis team
TECS I Treasury Enforcement Communications System
TIC The Interdiction Committee
TOI track of interest
TREAS Department of the Treasury
TWD Transnational Warfare Counterdrug Analysis
UAV unmanned aerial vehicles
UHF ultra high frequency
USA United States Army
USACOM United States Atlantic Command
USAF United States Air Force
USARPAC United States Army Forces, United States Pacific Command
USARSO United States Army Forces, United States Southern Command
USBP United States Border Patrol
usc United States Code
USCG United States Coast Guard
USCINCPAC Commander in Chief, United States Pacific Command
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USCINCSO
USCINCSOC

USCS

USFS

USG

USIA

usIC
USMARFORPAC

uUsmMC

USMS

USN

USNCB
USPACAF
USPACFLT
USPACOM
USSOCOM
USSOUTHCOM
USTRANSCOM

VHF

Commander in Chief, United States Southern Command
Commander in Chief, United States Special Operations
Command
United States Customs Service
United States Forest Service
United States Government
United States Information Agency
United States Interdiction Coordinator
United States Marine Component,
United States Pacific Command
United States Marine Corps
United States Marshals Service
United States Navy
United States National Central Bureau
United States Air Forces, United States Pacific Command
United States Pacific Fleet
United States Pacific Command
United States Special Operations Command
United States Southern Command
United States Transportation Command

very high frequency
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PART II—TERMS AND DEFINITIONS

airborne alert. A state of aircraft readinessir picket. An airborne early warning
wherein combat-equipped aircraft are aircraft positioned primarily to detect,
airborne and ready for immediate action. report and track approaching enemy
It is designed to reduce reaction time andaircraft or missiles and to control
to increase the survivability factor. (Joint intercepts. Also called aerial picket. (Joint
Pub 1-02) Pub 1-02)

airborne early warning. The detection of Air Route Traffic Control Center. The
enemy air or surface units by radar or otherprincipal facility exercising en route
equipment carried in an airborne vehicle control of aircraft operating under
and the transmitting of a warning to friendly instrument flight rules within its area of
units. Also called AEW. (Joint Pub 1-02) jurisdiction. Approximately 26 such
centers cover the United States and its
Air Carrier Initiative Program. Mutual  possessions. Each has a communication
assistance program with signatory capability to adjacent centers. Also called
commercial air carriers to assist in illegal ARTCC. (Joint Pub 1-02)
drug detection and detection of internal
conspiracies. (Joint Pub 1-02) air smuggling event. In counterdrug
operations, the departure of a suspected
aircraft vectoring. The directional control ~drug smuggling aircraft, an airdrop of drugs,
of in-flight aircraft through transmission of - or the arrival of a suspected drug smuggling
azimuth headings. (Joint Pub 1-02) aircraft. (Joint Pub 1-02)

air defense identification zone Airspace of airway. A control area or portion thereof
defined dimensions within which the ready established in the form of a corridor marked
identification, location, and control of with radio navigational aids. (Joint Pub
airborne vehicles are required. Also called1-02)
ADIZ. (Joint Pub 1-02)
alert force. Specified forces maintained in a
air defense operations area.An area and special degree of readiness. (Joint Pub
the airspace above it within which 1-02)
procedures are established to minimize
mutual interference between air defense aaldsource intelligence. 1. Intelligence
other operations; it may include designation products and/or organizations and activities
of one or more of the following: air defense that incorporate all sources of information,
action area, air defense identification zone,including, most frequently, human
and/or firepower umbrella. (Joint Pub 1-02) resources intelligence, imagery intelligence,
measurement and signature intelligence,
airdrop. The unloading of personnel or materiel signals intelligence, and open source data
from aircraft in flight. (Joint Pub 1-02) in the production of finished intelligence.
2. Inintelligence collection, a phrase that
airdrop platform. A base on which vehicles, indicates that in the satisfaction of
cargo, or equipment are loaded for airdropintelligence requirements, all collection,
or low-altitude extraction. (Joint Pub 1-02) processing, exploitation and reporting
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systems and resources are identified foaveat. A designator used with a
possible use and those most capable arelassification to further limit the
tasked. (Joint Pub 1-02) dissemination of restricted information.
(Joint Pub 1-02)
anticrop operation. The employment of
anticrop agents in military operations tohange of operational control.The date and
destroy the enemy’s source of selected foodime (Coordinated Universal Time) at
or industrial crops. (Joint Pub 1-02) which a force or unit is reassigned or
attached from one commander to another
area of operations. An operational area where the gaining commander will
defined by the joint force commander for exercise operational control over that
land and naval forces. Areas of operationforce or unit. Also called CHOP. (Joint
do not typically encompass the entire Pub 1-02)
operational area of the joint force
commander, but should be large enough favil affairs. The activities of a commander
component commanders to accomplishthat establish, maintain, influence, or exploit
their missions and protect their forces. relations between military forces and civil
Also called AO. (Joint Pub 1-02) authorities, both governmental and
nongovernmental, and the civilian populace
area of responsibility. 1. The geographical in a friendly, neutral, or hostile area of
area associated with a combatant commanaperations in order to facilitate military
within which a combatant commander hasoperations and consolidate operational
authority to plan and conduct operations. objectives. Civil affairs may include
2. In naval usage, a predefined area ofperformance by military forces of activities
enemy terrain for which supporting ships and functions normally the responsibility
are responsible for covering by fire on of local government. These activities may
known targets or targets of opportunity and occur prior to, during, or subsequent to
by observation. Also called AOR. (Joint other military actions. They may also
Pub 1-02) occur, if directed, in the absence of other
military operations. Also called CA. (Joint
arrival zone. In counterdrug operations, the Pub 1-02)
area in or adjacent to the United States
where smuggling concludes and domestitvil-military operations. Group of
distribution begins. By air, an airstrip; by planned activities in support of military
sea, an offload point on land, or transfer tooperations that enhance the relationship
small boats. (Joint Pub 1-02) between the military forces and civilian
authorities and population and which
campaign plan. A plan for a series of related promote the development of favorable
military operations aimed at accomplishing emotions, attitudes, or behavior in
a strategic or operational objective within neutral, friendly, or hostile groups. Also
a given time and space. (Joint Pub 1-02) called CMO. (Joint Pub 1-02)

cartel. An association of independentlandestine operation. An operation
businesses organized to control prices andgsponsored or conducted by governmental
production, eliminate competition, and departments or agencies in such a way as
reduce the cost of doing business. (Jointo assure secrecy or concealment. A
Pub 1-02) clandestine operation differs from a covert
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operations in that emphasis is placed aombatant commander. A commander in
concealment of the operation rather than onchief of one of the unified or specified
concealment of identity of sponsor. In specialcombatant commands established by the
operations, an activity may be both covert andPresident. (Joint Pub 1-02)
clandestine and may focus equally on
operational considerations and intelligenceembined. Between two or more forces or
related activities. (Joint Pub 1-02) agencies of two or more allies. (When all
allies or services are not involved, the
classified information. Official information  participating nations and services shall be
which has been determined to require, inidentified, e.g., Combined Navies.) (Joint
the interests of national security, protection Pub 1-02)
against unauthorized disclosure and which
has been so designated. (Joint Pub 1-0Zommand and control. The exercise of
authority and direction by a properly
combatant command (command designated commander over assigned and
authority). Nontransferable command attached forces in the accomplishment of
authority established by title 10 (“Armed the mission. Command and control
Forces”), United States Code, section 164 functions are performed through an
exercised only by commanders of unified arrangement of personnel, equipment,
or specified combatant commands unlesscommunications, facilities, and procedures
otherwise directed by the President or theemployed by a commander in planning,
Secretary of Defense. Combatantdirecting, coordinating, and controlling
command (command authority) cannot beforces and operations in the
delegated and is the authority of a accomplishment of the mission. Also called
combatant commander to perform thoseC2. (Joint Pub 1-02)
functions of command over assigned forces
involving organizing and employingcommand, control, communications, and
commands and forces, assigning taskscomputer systems.Integrated systems of
designating objectives, and giving doctrine, procedures, organizational
authoritative direction over all aspects of structures, personnel, equipment, facilities,
military operations, joint training, and and communications designed to support a
logistics necessary to accomplish thecommander’s exercise of command and
missions assigned to the command.control across the range of military
Combatant command (command authority) operations. Also called C4 systems. (Joint
should be exercised through the Pub 1-02)
commanders of subordinate organizations.
Normally this authority is exercised througbommunications intelligence.Technical and
subordinate joint force commanders andintelligence information derived from
Service and/or functional component foreign communications by other than the
commanders. Combatant commandintended recipients. Also called COMINT.
(command authority) provides full (Joint Pub 1-02)
authority to organize and employ
commands and forces as the combataeimmunications security. The protection
commander considers necessary toresulting from all measures designed to
accomplish assigned missions. Operationadeny unauthorized persons information of
control is inherent in combatant command value which might be derived from the
(command authority). Also called possessionand study of telecommunications,
COCOM. (Joint Pub 1-02) or to mislead unauthorized persons in their
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interpretation of the results of such an overall picture of the operation. It is
possession and study. Also calledincluded primarily for additional clarity of
COMSEC. Communications security purpose. Also called commander’s concept.
includes crypto security; transmission (Joint Pub 1-02)
security; emission security; and physical
security of communications securitgontinental United States. United States
materials and information. a. cryptosecurity territory, including the adjacent territorial
— The component of communications waters, located within North American
security that results from the provision of between Canada and Mexico. Also called
technically sound cryptosystems and theirCONUS. (Joint Pub 1-02)
proper use. b. transmission security — The
component of communications security thabntingency.An emergency involving military
results from all measures designed toforces caused by natural disasters, terrorists,
protect transmissions from interception and subversives, or by required military operations.
exploitation by means other than Due to the uncertainty of the situation,
cryptanalysis. c. emission security — The contingencies require plans, rapid response and
component of communications security that special procedures to ensure the safety and
results from all measures taken to denyreadiness of personnehstallations, and
unauthorized persons information of value equipment. (Joint Pub 1-02)
that might be derived from intercept and
analysis of compromising emanations froiwontrolled substance A drug or other substance,
crypto-equipment and telecommunications or immediate precursor included in Schedule
systems. d. physical security — The I, 1,1l IV, or V of theControlled Substances
component of communications security that Act. (Joint Pub 1-02)
results from all physical measures necessary
to safeguard classified equipment, materiabunterdrug nonoperational support.
and documents from access thereto orSupport provided to law enforcement
observation thereof by unauthorized agencies/host nations which includes loan or
persons. (Joint Pub 1-02) lease of equipment without operators, use of
facilities (such as buildings, training areas and
compartmentation. 1. Establishment and ranges), training conducted in formal schools,
management of an organization so thattransfer of excess equipment, or other support
information about the personnel, internal provided by the Services from forces not
organization, or activities of one component assigned or made available to the combatant
is made available to any other component onlycommanders. (Joint Pub 1-02)
to the extent required for the performance of
assigned duties. (Joint Pub 1-02) counterdrug operational support. Support to
host nations and drug law enforcement
concept of operations. A verbal or graphic  agencies involving military personnel and
statement, in broad outline, of a their associated equipment, provided by the
commander’s assumptions or intent in geographic combatant commanders from
regard to an operation or series of forces assigned to them or made available to
operations. The concept of operationsthem by the Services for this purpose.
frequently is embodied in campaign plans andOperations support does not include support
operation plans; in the latter case, particularlyin the form of equipment alone, nor the
when the plans cover a series of connecte¢onduct of joint law enforcement
operations to be carried out simultaneously orinvestigations with cooperating civilian law
in succession. The conceptis designed to givenforcement agencies. (Joint Pub 1-02)
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counterdrug operations. Civil or military datalink. The means of connecting one location
actions taken to reduce or eliminate illicit to another for the purpose of transmitting and
drug trafficking. (Joint Pub 1-02) receiving data. (Joint Pub 1-02)

Counterdrug Support Office. In declassification. The determination that in
counterdrug operations, offices under thethe interests of national security, classified
office of the Department of Defense information no longer requires any degree
Coordinator for Drug Enforcement Policy of protection against unauthorized
and Support responsible for processing,disclosure, coupled with removal or
tracking, and coordinating all nonoperational cancellation of the classification
support requests from drug law enforcementdesignation. (Joint Pub 1-02)
officials. Also called CDSO. (Thierm
and its definition modifies the existing ternbefense Communications System.
“Regional Logistics Support Office” and Department of Defense long-haul voice,
its definition and is approved for inclusion data, and record traffic system which
in the next edition of Joint Pub 1-02.) includes the Defense Data Network,

Defense Satellite Communications
counterinsurgency. Those military, Systems, and Defense Switched Network.
paramilitary, political, economic, Also called DCS. (Joint Pub 1-02)
psychological, and civic actions taken by a
government to defeat insurgency. (Joibtefense Data Network.Component of the
Pub 1-02) Defense Communications System used for
switching Department of Defense
counterintelligence. Information gathered and automated data processing systems. Also
activities conducted to protect against called DDN. (Joint Pub 1-02)
espionage, other intelligence activities,
sabotage, or assassinations conducted bypefense Switched NetworkComponent of
on behalf of foreign governments or elementsthe Defense Communications System that
thereof, foreign organizations or foreign handles Department of Defense voice, data,
persons, or international terrorist activities. and video communications. Also called
Also called ClI. (Joint Pub 1-02) DSN. (Joint Pub 1-02)

Country Team. The senior, in-country,doctrine. Fundamental principles by which
United States coordinating and supervisingthe military forces or elements thereof
body, headed by the Chief of the United guide their actions in support of national
States diplomatic mission, and composedobjectives. It is authoritative but requires
of the senior member of each representequdgment in application. (Joint Pub 1-02)
United States department or agency, as
desired by the Chief of the US diplomatidowngrade. To determine that classified
mission. (Joint Pub 1-02) information requires, in the interests of

national security, a lower degree of protection

Customs Over-The-Horizon Enforcement  against unauthorized disclosure than currently
Network. US Customs Service long-range provided, coupled with a changing of the
voice communications system. Also called classification designation teeflect such
COTHEN. (Joint Pub 1-02) lower degree. (Joint Pub 1-02)
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drug interdiction. The interception of illegal Golden Crescent. The heroin-producing
drugs smuggled by air, sea, or land. (Jointcountries of Afghanistan, Iran, and
Pub 1-02) Pakistan. (Joint Pub 1-02)

electronic intelligence. Technical and Golden Triangle. A remote area where the
geolocation intelligence derived from countries of Myanmar (formerly Burma),
foreign non-communications Thailand, and Laos meet. (Joint Pub 1-02)
electromagnetic radiation’s emanating from
other than nuclear detonations drandover. The passing of control authority
radioactive sources. Also called ELINT. of an aircraft from one control agency to
(Joint Pub 1-02) another control agency. Handover action

may be accomplished between control

essential chemicals. In counterdrug agencies of separate Services when
operations, compounds that are required inconducting joint operations or between
the synthetic or extraction processes of drugcontrol agencies within a single command
production, but in most cases do not becomeand control system. Handover action is
part of the drug molecule. Essential complete when the receiving controller
chemicals are used in the production ofacknowledges assumption of control
cocaine or heroin. (Joint Pub 1-02) authority. (Joint Pub 1-02)

foreign internal defense. Participation by host nation. A nation which receives the
civilian and military agencies of a forcesand/or supplies of allied nations and/
government in any of the action programs or NATO organizations to be located on, or
taken by another government to free andto operate in, or to transit through its territory.
protect its society from subversion, Also called HN. (Joint Pub 1-02)
lawlessness, and insurgency. Also called
FID. (Joint Pub 1-02) host nation assistance.See host-nation

support. (Joint Pub 1-02)

foreign military sales. That portion of United
States security assistance authorized by tiwst-nation support. Civil and/or military
Foreign Assistance Act of 1961, as assistance rendered by a nation to foreign
amended, and the Arms Export Control Act forceswithin its territory during peacetime,
of 1976, as amended. This assistance differsrises or emergencies, or war based upon
from the Military Assistance Program and agreements mutually concluded between
the International Military Education and nations. Also called HNS. (Joint Pub 1-02)
Training Program in that the recipient
provides reimbursement for defense articlasiman intelligence. A category of
and services transferred. Also called FMS.intelligence derived from information
(Joint Pub 1-02) collected and provided by human sources.

Also called HUMINT. (Joint Pub 1-02)

fusion. 1. The process whereby the nuclei of
light elements combine to form the nucledsumanitarian and civic assistance.
of a heavier element, with the release of Assistance to the local populace provided
tremendous amounts of energy. 2. Inby predominantly US forces in conjunction
intelligence usage, the process ofwith military operations and exercises.
examining all sources of intelligence and This assistance is specifically authorized
information to derive a complete bytitle 10, United States Code, section 401,
assessment of activity. (Joint Pub 1-02) and funded under separate authorities.
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Assistance provided under these provisiomgelligence summary. A specific report
is limited to (1) medical, dental, and providing a summary of items of intelligence
veterinary care provided in rural areas of aat frequent intervals. (Joint Pub 1-02)
country; (2) construction of rudimentary
surface transportation systems; (3) waliteragency coordination. Within the
drilling and construction of basic sanitation context of Department of Defense
facilities; (4) rudimentary construction and involvement, the coordination that occurs
repair of public facilities. Assistance must between elements of Department of
fulfill unit training requirements that Defense, and engaged US Government
incidentally create humanitarian benefit to agencies, nongovernmental organizations,
the local populace. Also called HCA. private voluntary organizations, and
(Joint Pub 1-02) regional and international organizations for
the purpose of accomplishing an objective.
imagery intelligence. Intelligence derived (Joint Pub 1-02)
from the exploitation of collection by visual
photography, infrared sensors, lasergternational narcotics activities. Those
electro-optics and radar sensors such asctivities outside the United States which
synthetic aperture radar wherein images ofproduce, transfer, or sell narcotics or other
objects are reproduced optically or substances controlled in accordance with Title
electronically on film, electronic display 21, “Food and Drugs” - United Statesde,
devices or other media. Also called IMINT. sections 811 and 812. (Joint Pub 1-02)
(Joint Pub 1-02)
joint. Connotes activities, operations,
intelligence. 1. The product resulting from the organizations, etc., in which elements of
collection, processing, integration, analysis,two or more Military Departments
evaluation, and interpretation of available participate. (Joint Pub 1-02)
information concerning foreign countries or
areas. 2. Information and knowledge abdoint doctrine. Fundamental principles that
an adversary obtained through observationguide the employment of forces of two or more
investigation,analysis, or understanding. Services in coordinated action toward a
(Joint Pub 1-02) common objective. It will be promulgated by
the Chairman of the Joint Chiefs of Staff, in
intelligence collection plan. A plan for  coordination with the combatant command,
gathering information from all available Services, and Joint Staff. (Joint Pub 1-02)
sources to meet an intelligence requirement.
Specifically, a logical plan for transformingoint force. A general term applied to a force
the essential elements of information into composed of significant elements, assigned
orders or requests to sources within aor attached, of two or more Military
required time limit. (Joint Pub 1-02) Departments, operating under a single joint
force commander. (Joint Pub 1-02)
intelligence estimate. The appraisal,
expressed in writing or orally, of availablgoint operations area. An area of land, sea,
intelligence relating to a specific situation and airspace, defined by a geographic
or condition with a view to determining combatant commander or subordinate
the courses of action open to the enemy ownified commander, in which a joint force
potential enemy and the order of probability commander (normally a joint task force
of their adoption. (Joint Pub 1-02) commander) conducts military operations
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to accomplish a specific mission. Joint programming in the host country. Also
operations areas are particularly useful whercalled MAAG. (Joint Pub 1-02)
operations are limited in scope and geographic
area or when operations are to be conduchdiitary Assistance Program. That portion
on the boundaries betwethreaters. Also of the US security assistance authorized by
called JOA. (Joint Pub 1-02) the Foreign Assistance Act of 1961, as
amended, which provides defense articles and
joint tactics, techniques, and procedures. services to recipients on a neimbursable
The actions and methods which implement(grant) basis. (Joint Pub 1-02)
joint doctrine and describe how forces will be
employed in joint operations. They will benilitary civic action. The use of
promulgated by the Chairman of the Joint preponderantly indigenous military forces
Chiefs of Staff, in coordination with the on projects useful to the local population
combatant commands, Services, and Joinat all levels in such fields as education,
Staff. Also called JTTP. (Joint Pub 1-02) training, public works, agriculture,
transportation, communications, health,
joint task force. A joint force that is sanitation, and others contributing to
constituted and so designated by theeconomic and social development, which
Secretary of Defense, a combatantwould also serve to improve the standing
commander, a subunified commander, orof the military forces with the population.
an existing joint task force commander. (US forces may at times advise or engage
Also called JTF. (Joint Pub 1-02) in military civic actions in overseas areas.)
Also called MCA. (Joint Pub 1-02)
laundering. In counterdrug operations, the
process of transforming drug money intoraobile training team. A team consisting of
more manageable form while concealingone or more US military or civilian
its illicit origin. Foreign bank accounts and personnel sent on temporary duty, often to
dummy corporations are used as sheltersa foreign nation, to give instruction. The
(Joint Pub 1-02) mission of the team is to train indigenous
personnel to operate, maintain, and employ
Law Enforcement Agency.Any ofanumber  weapons and support systems, or to develop
of agencies (outside the Department ofa self-training capability in a particular skill.
Defense) chartered and empowered toThe National Command Authorities may
enforce laws in the following jurisdictions: direct a team to train either military or
The United States, a state (or political civilian indigenous personnel, depending
subdivision) of the United States, a territory upon host nation requests. Also called
or possession (or political subdivision) of MTT. (Joint Pub 1-02)
the United States, or to enforce US laws
within the borders of a host nation. Alsmonitoring. 1. The act of listening, carrying
called LEA. (Joint Pub 1-02) out surveillance on, and/or recording the
emissions of one’s own or allied forces for
military assistance advisory group.A joint  the purposes of maintaining and improving
Service group, normally under the military procedural standards and security, or for
command of a commander of a unified reference, as applicable. 2. The act of
command and representing the Secretanyistening, carrying out surveillance on, and/
of Defense, which primarily administers or recording of enemy emissions for
the US military assistance planning and intelligence purposes. (Joint Pub 1-02)
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narco-terrorism. Terrorism conducted to execution of an operation. Also called
further the aims of drug traffickers. Itmay OPORD. (Joint Pub 1-02)
include assassinations, extortion,
hijackings, bombings and kidnappingperation plan. Any plan, except for the
directed against judges, prosecutors, electe&ingle Integrated Operation Plan, for the
officials or law enforcement agents, and conduct of military operations. Plans are
general disruption of a legitimate prepared by combatant commanders in
government to divert attention from drug response to requirements established by the
operations. (Joint Pub 1-02) Chairman of the Joint Chiefs of Staff and

by commanders of subordinate commands

operational control. Transferable command in response to requirements tasked by the
authority that may be exercised by establishing unified commander. Operation
commanders at any echelon at or below theplans are prepared in either a complete
level of combatant command. Operationalformat (OPLAN) or as a concept plan
control is inherent in combatant command (CONPLAN). The CONPLAN can be
(command authority). Operational control published with or without a time-phased
may be delegated and is the authority toforce and deployment data (TPFDD) file.
perform those functions of command overa. OPLAN — An operation plan for the
subordinate forces involving organizing and conduct of joint operations that can be used
employing commands and forces, assigningas a basis for development of an operation
tasks, designating objectives, and giving order (OPORD). An OPLAN identifies the
authoritative direction necessary to forces and supplies required to execute the
accomplish the mission. Operational CINC's Strategic Concept and a movement
control includes authoritative direction over schedule of these resources to the theater
all aspects of military operations and joint of operations. The forces and supplies are
training necessary to accomplish missionsidentified in TPFDD files. OPLANSs will
assigned to the command. Operationalinclude all phases of the tasked operation.
control should be exercised through the The plan is prepared with the appropriate
commanders of subordinate organizations.annexes, appendixes, and TPFDD files as
Normally this authority is exercised through described in the Joint Operation Planning
subordinate joint force commanders andand Execution System manuals containing
Service and/or functional component planning policies, procedures, and formats.
commanders. Operational control normally Also called OPLAN. b. CONPLAN —
provides full authority to organize An operation planinan abbreviated format
commands and forces and to employ thosehat would require considerable expansion
forces as the commander in operationalor alteration to convertitinto an OPLAN
control considers necessary to accomplishor OPORD. A CONPLAN contains the
assigned missions. Operational controlCINC’s Strategic Concept and those
does not, in and of itself, include annexes and appendixes deemed
authoritative direction for logistics or necessary by the combatant commander
matters of administration, discipline, to complete planning. Generally, detailed
internal organization, or unit training. support requirements are not calculated
Also called OPCON. (Joint Pub 1-02)  and TPFDD files are not prepared. Also

called CONPLAN. c. CONPLAN with

operation order. A directive issued by a TPFDD — A CONPLAN with TPFDD
commander to subordinate commandersis the same as a CONPLAN except that
for the purpose of effecting the coordinatedit requires more detailed planning for
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phased deployment of forces.  (Jointgroups, and individuals. The purpose
Pub 1-02) of psychological operations is to induce
or reinforce foreign attitudes and
Organized Crime Drug Enforcement Task  behavior favorable to the originator’s
Force. A network of 13 regional organized objectives. Also called PSYOP. (Joint
crime drug enforcement task forces designedPub 1-02)
to coordinate Federal law enforcement efforts
to combat the national and internationglublic affairs. Those public information and
organizations that cultivate, process, andcommunity relations activities directed
distribute illicit drugs. Also called OCDETF. toward the general public by the various
(Joint Pub 1-02) elements of the Department of Defense.
Also called PA. (Joint Pub 1-02)
over-the-horizon radar. A radar system that
makes use of the atmospheric reflection aratiar picket. Any ship, aircraft, or vehicle,
refraction phenomena to extend its range ofstationed at a distance from the force
detection beyond line of sight. Over-the- protected, for the purpose of increasing the
horizon radars may be either forward scatteradar detection range. (Joint Pub 1-02)
or back scatter systems. (Joint Pub 1-02)
rules of engagement.Directives issued by
Posse Comitatus Act. Prohibits search, competent military authority which
seizure, or arrest powers to US military delineate the circumstances and limitations
personnel. Amended in 1981 under Publicunder which United States forces will
Law 97-86 to permit increased Departmentinitiate and/or continue combat engagement
of Defense support of drug interdiction and with other forces encountered. Also called
other law enforcement activities. (Title 18, ROE. (Joint Pub 1-02)
“Use of Army and Air Force as Posse
Comitatus” - United States Code, Sectiagecurity assistance. Group of programs
1385) (Joint Pub 1-02) authorized by the Foreign Assistance Act
of 1961, as amended, and the Arms
precursor chemical. Compounds that are Export Control Act of 1976, as amended,
required in the synthetic or extraction or other related statutes by which the
processes of drug production, and becomédJnited States provides defense articles,
incorporated into the drug molecule. Not military training, and other defense-
used in the production of cocaine or heroin.related services, by grant, loan, credit, or
(Joint Pub 1-02) cash sales in furtherance of national
policies and objectives. Also called SA.
producer countries. In counterdrug (Joint Pub 1-02)
operations, countries where naturally
occurring plants, such as coca, cannabisseccurity assistance organization. All
poppies are cultivated for later refinement Department of Defense elements located in
into illicit drugs. (Joint Pub 1-02) a foreign country with assigned
responsibilities for carrying out security
psychological operations. Planned assistance management functions. It
operations to convey selected informationincludes military assistance advisory
and indicators to foreign audiences to groups, military missions and groups,
influence their emotions, motives, objective offices of defense and military cooperation,
reasoning, and ultimately the behavior of liaison groups, and defense attaché
foreign governments, organizations, personnel designated to perform security

GL-17



Glossary

assistance functions. Also called SAO. counterparts, and disseminated as required.
(Joint Pub 1-02) (Joint Pub 1-02)

seizures.In counterdrug operations, includesource. 1. A person, thing, or activity from
drugs and conveyances seized by lawwhich intelligence information is obtained.
enforcement authorities and drug-related2. In clandestine activities, a person (agent),
assets (monetary instruments, etc.)normally a foreign national, in the employ
confiscated based on evidence that theyof an intelligence activity for intelligence
have been derived from or used in illegal purposes. 3. In interrogation activities, any

narcotics activities. (Joint Pub 1-02) person who furnishes intelligence
information, either with or without the
sensitive compartmented information.All knowledge that the information is being

information and materials bearing special used for intelligence purposes. In this
community controls indicating restricted context, a controlled source is in the
handling within present and future employment or under the control of the
community intelligence collection intelligence activity and knows that the
programs and their end products for which information is to be used for intelligence
community systems of compartmentation purposes. An uncontrolled source is a
have been or will be formally established. voluntary contributor of information and
(These controls are over and above themay or may not know that the information
provisions of DOD 5200.1-R, Information is to be used for intelligence purposes.
Security Program Regulation.) Also called (Joint Pub 1-02)
SCI. (Joint Pub 1-02)
special agent.A person, either United States
signals intelligence. 1. A category of military or civilian, who is a specialist in
intelligence comprisingither individually ~ military security or the collection of
or in combination all communications intelligence or counterintelligence
intelligence, electronic intelligence, and information. (Joint Pub 1-02)
foreign instrumentation signals
intelligence, however transmitted. 2special intelest target. In counterdrug
Intelligence derived from communications, operations, a contact that may be outside
electronics, and foreign instrumentation initial sorting criteria but still requires
signals. Also called SIGINT. (Joint Pub special handling, such as controlled
1-02) deliveries or other unusual situations. Also
called SIT. See also suspect; track of
Silver Triangle. The South American region interest. (Joint Pub 1-02)
consisting of Peru, Bolivia, and Colombia
that is historically known to be a majospecial operations.Operations conducted by
illegal drug production area. (Joint Pub specially organized, trained, and equipped
1-02) military and paramilitary forces to achieve
military, political, economic, or
sorting. 2. In counterdrug operations, the psychological objectives by unconventional
process involved in differentiating traffic military means in hostile, denied, or
which could be involved in drug trafficking politically sensitive areas. These
from legitimate air traffic. Initial sorting operations are conducted during peacetime
criteria are established jointly by the US competition, conflict, and war,
Coast Guard and US Customs Service,jndependently or in coordination with
coordinated with Department of Defense operations or in coordination with
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operations of conventional, non special- Provisions pertaining to the status of
operations forces. Political-military visiting forces may be set forth in a separate
considerations frequently shape specialagreement, or they may form a part of a
operations, requiring clandestine, covert, more comprehensive agreement. These
or low visibility techniques and oversight provisions describe how the authorities of
at the national level. Special operationsa visiting force may control members of that
differ from conventional operations in force and the amenability of the force or its
degree of physical and political risk, members to the local law or to thelzority
operational techniques, mode of oflocalofficials. Tothe extentthat agreements
employment, independence from friendly delineate matters affecting the relations
support, and dependence on detailedbetweenamilitary force and civilian authorities
operational intelligence and indigenous and population, they may be considered as civil
assets. Also called SO. (Joint Pub 1-02).affairs agreements. Also called SOFA. (Joint
Pub 1-02)
specified command.A command that has a
broad, continuing mission, normallystimulants. Controlled drugs which make the
functional, and is established and souser feel stronger, more decisive and self-
designated by the President through thepossessed; includes cocaine and
Secretary of Defense with the advice andamphetamines. (Joint Pub 1-02)
assistance of the Chairman of the Joint
Chiefs of Staff. It normally is composed adupport. 1. The action of a force which aids,
forces from a single Military Department. protects, complements, or sustains another
Also called specified combatant command.force in accordance with a directive
(Joint Pub 1-02) requiring such action. 2. A unitwhich helps
another unit in battle. Aviation, artillery,
spot report. A concise narrative report of or naval gunfire may be used as a support
essential information covering events or for infantry. 3. A part of any unit held
conditions that may have an immediate andback at the beginning of an attack as a
significant effect on current planning and reserve. 4. An element of a command
operations that is afforded the most which assists, protects, or supplies other
expeditious means of transmission forces in combat. (Joint Pub 1-02)
consistent with requisite security. (Joint
Pub 1-02) surface smuggling event. In counterdrug
operations, the sighting of a suspected drug
standing operating procedure. A set of  smuggling vessel or arrival of a suspected
instructions covering those features of drug smuggling vessel. (Joint Pub 1-02)
operations which lend themselves to a
definite or standardized procedure withosuspect. In counterdrug operations, a track of
loss of effectiveness. The procedure isinterestwhere correlating information actually
applicable unless ordered otherwise. Alsoties the track of interest to alleged illegal drug
called SOP. (Joint Pub 1-02) operations. See also special interest target;
track of interest. (Joint Pub 1-02)
status-of-forces agreementAn agreement
which defines the legal position of dactical control. Command authority over
visiting military force deployed in the assigned or attached forces or commands,
territory of a friendly state. Agreements or military capability or forces made
delineating the status of visiting military available for tasking, that is limited to the
forces may be bilateral or multilateral. detailed and, usually, local direction and
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control of movements or maneuversack of interest. In counterdrug operations,
necessary to accomplish missions or tasksontacts that meet the initial sorting criteria
assigned. Tactical control is inherent in applicable in the area where the contacts are
operational control. Tactical control may detected. Also called TOIl. See also special
be delegated to, and exercised at any leveinterest target; suspect. (Joint Pub 1-02)
at or below the level of combatant command.
Also called TACON. (Joint Pub 1-02) transit route. A sea route which crosses open
waters normally joining two coastal routes.
task force. 1. Atemporary grouping of units, (Joint Pub 1-02)
under one commander, formed for the
purpose of carrying out a specific operatidransit zone. The path taken by either airborne
or mission. 2. Semi-permanent or seaborne smugglers. Zone can include
organization of units, under one transfer operations to another carrier (airdrop,
commander, formed for the purpose of at-sea transfer, etc.). (Joint Pub 1-02)
carrying out a continuing specific task. 3.
A component of a fleet organized by thevarning order. 1. A preliminary notice of an
commander of a task fleet or higher order or action which is to follow. 2. A crisis
authority for the accomplishment of a action planning directive issued by the
specific task or tasks. (Joint Pub 1-02) Chairman of the Joint Chiefs of Staff that
initiates the development and evaluation of
track correlation. Correlating track courses of action by a supported commander
information for identification purposes and requests that a commander’s estimate be
using all available data. (Joint Pub 1-02) submitted. 3. A planning directive that
describes the situation, allocates forces and
tracking. 1. Precise and continuous resources, establishes command relationships,
position-finding of targets by radar, optical, provides other initial planning guidance, and
or other means. (Joint Pub 1-02) initiates subordinate unit mission planning.
(Joint Pub 1-02)
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