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Executive Summary

Adequate security of information and the systems that processit is a fundamental
management responsibility. Agency officials must understand the current status of their
information security program and controls in order to make informed judgments and
investments that appropriately mitigate risks to an acceptable level.

Self-assessments provide a method for agency officias to determine the current status of
their information security programs and, where necessary, establish atarget for
improvement. This self-assessment guide utilizes an extensive questionnaire containing
specific control objectives and techniques against which an unclassified system or group
of interconnected systems can be tested and measured. The guide does not establish new
security requirements. The control objectives and techniques are abstracted directly from
long-standing requirements found in statute, policy, and guidance on security.

This document builds on the Federal IT Security Assessment Framework (Framework)
developed by NIST for the Federal Chief Information Officer (Cl1O) Council. The
Framework established the groundwork for standardizing on five levels of security status
and criteria agencies could use to determine if the five levels were adequately
implemented. This document provides guidance on applying the Framework by
identifying 17 control areas, such as those pertaining to identification and authentication
and contingency planning. In addition, the guide provides control objectives and
techniques that can be measured for each area.

The questionnaire can be used for the following purposes.

» Agency managers who know their agency’s systems and security controls can quickly
gain ageneral understanding of needed security improvements for a system (major
application or general support system), group of interconnected systems, or the entire

agency.

» The security of an agency’s system can be thoroughly evaluated using the
guestionnaire as a guide. The results of such athorough review produce areliable
measure of security effectiveness and may be used to 1) fulfill reporting
requirements; 2) prepare for audits; and 3) identify resources.

» The results of the questionnaire will assist, but not fulfill, agency budget requests as
outlined in Office of Management and Budget (OMB) Circular A-11, "Preparing and
Submitting Budget Estimates.”

It isimportant to note that the questionnaire is not intended to be an all-inclusive list of
control objectives and related techniques. Accordingly, it should be used in conjunction
with the more detailed guidance listed in Appendix B. In addition, details associated with
certain technical controls are not specifically provided due to their voluminous and
dynamic nature. Agency managers should obtain information on such controls from
other sources, such as vendors, and use that information to supplement this guide.



Consistent with OMB policy, each agency must implement and maintain a program to
adequately secure its information and system assets. An agency program must: 1) assure
that systems and applications operate effectively and provide appropriate confidentiality,
integrity, and availability; and 2) protect information commensurate with the level of risk
and magnitude of harm resulting from loss, misuse, unauthorized access, or modification.
Performing a self-assessment and mitigating any of the weaknesses found in the
assessment is one way to determine if the system and the information are adequately
secured.
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Security Self-Assessment
Guide For IT Systems

1. Introduction

A self-assessment conducted on a system (major application or general support system)
or multiple self-assessments conducted for a group of interconnected systems (internal or
external to the agency) is one method used to measure information technology (IT)
security assurance. I T security assurance is the degree of confidence one has that the
managerial, technical and operational security measures work as intended to protect the
system and the information it processes. Adequate security of these assetsisa
fundamental management responsibility. Consistent with Office of Management and
Budget (OMB) policy, each agency must implement and maintain a program to
adequately secure its information and system assets. Agency programs must: 1) assure
that systems and applications operate effectively and provide appropriate confidentiality,
integrity, and availability; and 2) protect information commensurate with the level of risk
and magnitude of harm resulting from loss, misuse, unauthorized access, or modification.

Agencies must plan for security, ensure that the appropriate officials are assigned security
responsibility, and authorize system processing prior to operations and periodically
thereafter. These management responsibilities presume that responsible agency officials
understand the risks and other factors that could negatively impact their mission goals.
Moreover, these officials must understand the current status of security programs and
controls in order to make informed judgments and investments that appropriately mitigate
risks to an acceptable level.

An important element of ensuring an organizations 1T security health is performing
routine self-assessments of the agency security program. For a self-assessment to be
effective, arisk assessment should be conducted in conjunction with or prior to the self-
assessment. A self-assessment does not eliminate the need for arisk assessment.

There are many methods and tools for agency officials to help determine the current
status of their security programs relative to existing policy. Ideally many of these
methods and tools would be implemented on an ongoing basis to systematically identify
programmatic weaknesses and where necessary, establish targets for continuing
improvement. This document provides a method to evaluate the security of unclassified
systems or groups of systems; it guides the reader in performing an IT security self-
assessment. Additionally, the document provides guidance on utilizing the results of the
system self-assessment to ascertain the status of the agency-wide security program. The
results are obtained in aform that can readily be used to determine which of the five
levels specified in the Federal IT Security Assessment Framework the agency has
achieved for each topic area covered in the questionnaire. For example, the group of
systems under review may have reached level 4 (Tested and Evaluated Procedures and
Controls) in the topic area of physical and environmental protection, but only level 3
(Implemented Procedures and Controls) in the area of logical access controls.
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1.1 Self -Assessments

This self-assessment guide utilizes an extensive questionnaire (Appendix A) containing
specific control objectives and suggested techniques against which the security of a
system or group of interconnected systems can be measured. The questionnaire can be
based primarily on an examination of relevant documentation and a rigorous examination
and test of the controls. This guide does not establish new security requirements. The
control objectives are abstracted directly from long-standing requirements found in
statute, policy, and guidance on security and privacy. However the guide is not intended
to be a comprehensive list of control objectives and related techniques. The guide should
be used in conjunction with the more detailed guidance listed in Appendix B. In
addition, specific technical controls, such as those related to individual technologies or
vendors, are not specifically provided due to their volume and dynamic nature. It should
also be noted that an agency might have additional laws, regulations, or policies that
establish specific requirements for confidentiality, integrity, or availability. Each agency
should decide if additional security controls should be added to the questionnaire and, if
S0, customize the questionnaire appropriately.

The goal of this document is to provide a standardized approach to assessing a system.
This document strives to blend the control objectives found in the many requirement and
guidance documents. To assist the reader, areference source is listed after each control
objective question listed in the questionnaire. Specific attention was made to the control
activities found in the General Accounting Office’'s (GAQO) Federa Information System
Control Audit Manua (FISCAM). FISCAM is the document GAO auditors and agency
inspector generals use when auditing an agency. When FISCAM isreferenced in the
guestionnaire, the major category initials along with the control activity number are
provided, e.g., FISCAM SP-3.1. The cross mapping of the two documents will form a
road map between the control objectives and techniques the audit community assess and
the control objectives and techniques I T security program managers and program
officials need to assess. The mapping provides a common point of reference for
individuals fulfilling differing roles in the assessment process. The mapping ensures that
both parties are reviewing the same types of controls.

The questionnaire may be used to assess the status of security controls for a system, an
interconnected group of systems, or agency-wide. These systems include information,
individual systems (e.g., mgjor applications, general support systems, mission critical
systems), or alogically related grouping of systems that support operational programs
(e.g., Air Traffic Control, Medicare, Student Aid). Assessing all security controls and all
interconnected system dependencies provides a metric of the I'T security conditions of an
agency. By using the procedures outlined in Chapter 4, the results of the assessment can
be used as input on the status of an agency’s I T security program.
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1.2 Federal IT Security Assessment Framework

The Federa IT Security Assessment Framework issued by the federal Chief Information
Officer Council in November 2000 provides atool that agencies can use to routinely
evaluate the status of their IT security programs. The document established the
groundwork for standardizing on five levels of security effectiveness and measurements
that agencies could use to determine which of the five levels are met. By utilizing the
Framework levels, an agency can prioritize agency efforts as well as use the document
over time to evaluate progress. The NIST Self-Assessment Guide builds on the
Framework by providing questions on specific areas of control, such as those pertaining
to access and service continuity, and a means of categorizing evaluation results in the
same manner as the Framework. See Appendix C for a copy of the Framework.

1.3 Audience

The control objectives and techniques presented are generic and can be applied to
organizations in private and public sectors. This document can be used by all levels of
management and by those individuals responsible for IT security at the system level and
organization level. Additionally, internal and external auditors may use the questionnaire
to guide their review of the I'T security of systems. To perform the examination and
testing required to compl ete the questionnaire, the assessor must be familiar with and able
to apply a core knowledge set of IT security basics needed to protect information and
systems. In some cases, especialy in the area of examining and testing technical

controls, assessors with specialized technical expertise will be needed to ensure that the
guestionnaire’ s answers are reliable.

1.4 Structure of this Document

Chapter 1 introduces the document and explains I T security assessments and the
relationship to other documents. Chapter 2 provides a method for determining the system
boundaries and criticality of the data. Chapter 3 describes the questionnaire. Chapter 4
provides guidance on using the completed system questionnaire(s) as input into obtaining
an assessment of an agency-wide IT security program. Appendix A contains the
guestionnaire. Appendix B lists the documents used in compiling the assessment control
objective questions. Appendix C contains a copy of the Federal 1T Security Assessment
Framework. Appendix D lists references used in developing this document.



Security Self-Assessment
Guide For IT Systems

2. System Analysis

The questionnaire is atool for completing an internal assessment of the controls in place
for amajor application or a general support system. The security of every system or
group of interconnected system(s) must be described in a security plan. The system may
consist of amajor application or be part of a general support system. The definition of
major application and general support system are contained in Appendix C. Before the
guestionnaire can be used effectively, a determination must be made as to the boundaries
of the system and the sensitivity and criticality of the information stored within,
processed by, or transmitted by the system(s). A completed general support system or
major application security plan, which is required under OMB Circular A-130, Appendix
[11, should describe the boundaries of the system and the criticality level of the data. If a
plan has not been prepared for the system, the completion of this self-assessment will ad
in developing the system security plan. Many of the control objectives addressed in the
assessment are to be described in the system security plan. The following two sections,
Section 2.1 and Section 2.2, contain excerpts from NIST Special Publication 800-18,
Guide for Developing Security Plans for Information Technology Systems, and will assist
the reader in determining the physical and logical boundaries of the system and the
criticality of the information.

2.1 System Boundaries

Defining the scope of the assessment requires an analysis of system boundaries and
organizational responsibilities. Networked systems make the boundaries much harder to
define. Many organizations have distributed client-server architectures where servers and
workstations communicate through networks. Those same networks are connected to the
Internet. A system, as defined in NIST Specia Publication 800-18, Guide for Developing
Security Plans for Information Technology Systems, is identified by defining boundaries
around a set of processes, communications, storage, and related resources. The elements
within these boundaries constitute a single system requiring a system security plan and a
security evaluation whenever a magjor modification to the system occurs. Each element of
the system must™:

Be under the same direct management control;
Have the same function or mission objective;
Have essentially the same operating characteristics and security needs; and

Reside in the same general operating environment.

1 oMB Circular A-130, Appendix |11 defines general support system or “system” in similar terms.
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All components of a system need not be physically connected (e.g., [1] agroup of stand-
alone personal computers (PCs) in an office; [2] agroup of PCs placed in employees
homes under defined telecommuting program rules; [3] a group of portable PCs provided
to employees who require mobile computing capability to perform their jobs; and [4] a
system with multiple identical configurations that are installed in locations with the same
environmental and physical controls).

An important element of the assessment will be determining the effectiveness of the
boundary controls when the system is part of a network. The boundary controls must
protect the defined system or group of systems from unauthorized intrusions. If such
boundary controls are not effective, then the security of the systems under review will
depend on the security of the other systems connected to it. In the absence of effective
boundary controls, the assessor should determine and document the adequacy of controls
related to each system that is connected to the system under review.

2.2 Senditivity Assessment

Effective use of the questionnaire presumes a comprehensive understanding of the value
of the systems and information being assessed. Value can be expressed in terms of the
degree of sensitivity or criticality of the systems and information relative to each of the
five protection categories in section 3534(a)(1)(A) of the Government Information
Security Reform provisions of the National Defense Authorization Act of 2000, i.e.,
integrity, confidentiality, availability, authenticity, and non-repudiation. The addition of
authenticity and non-repudiation as protection categories within the Reform Act was to
stress the need for these assurances as the government progresses towards a paperless
workplace. There are differing opinions on what constitutes protection categories, for
continuity within several NIST Special Publication 800 documents; authenticity, non-
repudiation, and accountability are associated with the integrity of the information.

Confidentiality - The information requires protection from unauthorized disclosure.

Integrity - The information must be protected from unauthorized, unanticipated, or
unintentional modification. Thisincludes, but is not limited to:
Authenticity — A third party must be able to verify that the content of a
message has not been changed in transit.
Non-repudiation — The origin or the receipt of a specific message must be
verifiable by athird party.
Accountability - A security goal that generates the requirement for actions of
an entity to be traced uniquely to that entity.

Availability - The information technology resource (system or data) must be available
on atimely basis to meet mission requirements or to avoid substantial 1osses.
Availability also includes ensuring that resources are used only for intended purposes.
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When determining the value, consider any laws, regulations, or policies that establish
specific requirements for integrity, confidentiality, authenticity, availability, and non-
repudiation of data and information in the system. Examples might include Presidential
Decision Directive 63, the Privacy Act, or a specific statute or regulation concerning the
information processed (e.g., tax or census information).

Consider the information processed by the system and the need for protective measures.
Relate the information processed to each of the three basic protection requirements above
(confidentiality, integrity, and availability). In addition, it is helpful to categorize the
system or group of systems by sensitivity level. Three examples of such categories for
sensitive unclassified information are described below:

High — Extremely grave injury accruesto U.S. interests if the information is
compromised; could cause loss of life, imprisonment, major financial loss, or require
legal action for correction

Medium—Serious injury accrues to U.S. interests if the information is compromised,;
could cause significant financial loss or require legal action for correction

Low —Injury accruesto U.S. interests if the information is compromised; would
cause only minor financial loss or require only administrative action for correction

For example, a system and its information may require a high degree of integrity and
availability, yet have no need for confidentiality.

Many agencies have developed their own methods of making these determinations.
Regardless of the method used, the system owner/program official is responsible for
determining the sensitivity of the system and information. The sensitivity should be
considered as each control objective question in the questionnaire is answered. When a
determination is made to either provide more rigid controls than are addressed by the
guestionnaire or not to implement the control either temporarily or permanently, thereis a
risk based decision field in the questionnaire that can be checked to indicate that a
determination was made. The determination for lesser or more stringent protection should
be made due to either the sensitivity of the data and operations affected or because there
are compensating controls that lessen the need for this particular control technique. 1t
should be noted in the comments section of the questionnaire that the system security
plan contains supporting documentation as to why the specific control has or has not been
implemented.
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3. Questionnaire Structure

The self-assessment questionnaire contains three sections: cover sheet, questions, and
notes. The questionnaire begins with a cover sheet requiring descriptive information
about the mgjor application, general support system, or group of interconnected systems
being assessed. The questionnaire provides a hierarchical approach to assessing a system
by containing critical elements and subordinate questions. The critical element level
should be determined based on the answers to the subordinate questions. The critical
elements are derived primarily from OMB Circular A-130. The subordinate questions
address the control objectives and techniques that can be implemented to meet the critical
elements. Assessors will need to carefully review the levels of subordinate control
objectives and techniques in order to determine what level has been reached for the
related critical element. The control objectives were obtained from the list of source
documents located in Appendix B. Thereis flexibility in implementing the control
objectives and techniques. It is feasible that not all control objectives and techniques may
be needed to achieve the critical element.

The questionnaire section may be customized by the organization. An organization can
add questions, require more descriptive information, and even pre-mark certain questions
if applicable. For example, many agencies may have personnel security procedures that
apply to all systems within the agency. Thelevel 1 and level 2 columnsin the
guestionnaire can be pre-marked to reflect the standard personnel proceduresin place.
Additional columns may be added to reflect the status of the control, i.e., planned action
date, non-applicable, or location of documentation. The questionnaire should not have
guestions removed or questions modified to reduce the effectiveness of the control.

After each question, there is a comment field and an initial field. The comment field can
be used to note the reference to supporting documentation that is attached to the
guestionnaire or is obtainable for that question. The initial field can be used when arisk
based decision is made concerning not to implement a control or if the control is not
applicable for the system. At the end of each set of questions, there is an area provided
for notes. This area may be used for denoting where in a system security plan specific
sections should be modified. It can be used to document the justification as to why a
control objective is not being implemented fully or why it is overly rigorous. The note
section may be a good place to mark where follow-up is needed or additional testing,
such as penetration testing or product evaluations, needs to be initiated. Additionally, the
section may reference supporting documentation on how the control objectives and
techniques were tested and a summary of findings.

3.1 Questionnaire Cover Sheet

This section provides instruction on completing the questionnaire cover shest,
standardizing on how the completed evaluation should be marked, how systems are titled,
and labeling the criticality of the system.
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3.1.1 Questionnaire Control

All completed questionnaires should be marked, handled, and controlled at the level of
sensitivity determined by organizational policy. It should be noted that the information
contained in a completed questionnaire could easily depict where the system or group of
systems is most vulnerable.

3.1.2 System | dentification

The cover page of the questionnaire begins with the name and title of the system to be
evaluated. As explained in NIST Special Publication 800-18, each major application or
genera support system should be assigned a unique name/identifier.

Assigning a unique identifier to each system helps to ensure that appropriate security
requirements are met based on the unigue requirements for the system, and that allocated
resources are appropriately applied. Further, the use of unique system identifiersis
integral to the IT system investment models and analyses established under the
regquirements of the Information Technology Management Reform Act of 1996 (also
known as the Clinger-Cohen Act). The identifiers are required by OMB Circular A-11
and used in the annual OMB budget submissions of the Exhibit 53 and 300. In light of
OMB poalicies concerning 