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NATIONAL TRAINING STANDARD
FOR
SYSTEM ADMINISTRATORS
IN
INFORMATION SYSTEMS SECURITY (INFOSEC)

SECTION
PURPOSE . .. .
APPLICABILITY. . I
RESPONSIBILITIES ... ... Il

SECTION I - PURPOSE

1. This instruction establishes the minimum training standard for the development
and implementation of training for System Administrators in the disciplines of
telecommunications and information systems (IS) security.

SECTION 1II - APPLICABILITY

2. National Security Telecommunications and Information Systems Security Directive
(NSTISSD) No. 501 establishes the requirement for federal departments and agencies to
implement training programs for INFOSEC professionals. As defined in NSTISSD 501, an
INFOSEC professional is an individual responsible for the security oversight or management of
national security systems during phases of the life cycle. That directive is being implemented in
a synergistic environment among departments and agencies which are committed to satisfying
these INFOSEC education and training requirements in the most effective and efficient manner
possible. This instruction is the continuation of a series of minimum training and education
standards being developed to assist departments and agencies in meeting their responsibilities
in these areas (NSTISSI Nos. 4011, 4012, 4013, and 4014). The definitions for words used in
this instruction are derived from the National INFOSEC Glossary, NSTISSI No. 4009. The
references pertinent to this instruction are listed in ANNEX B. Other documents which can be
used in conjunction with this document are listed in ANNEX C.

3. The body of knowledge listed in this instruction may be obtained from a variety of
sources, i.e., the National Cryptologic School, the General Services Administration (Office of
Information Security), and Government contractors, as well as from adaptations of existing
department/agency training programs, or from a combination of experience and formal training.
ANNEX A lists the minimal INFOSEC performance standard for an SA.

4.  This instruction is applicable to all departments and agencies of the U.S.
Government and their contractors responsible for the development and implementation of
training for System Administrators in the disciplines of telecommunications and IS security.

SECTION II - RESPONSIBILITIES

5. Heads of U.S. Government departments and agencies shall ensure that System
Administrators (or their equivalents) are made aware of the body of knowledge outlined in this
instruction, and that such training is provided to those requiring it at the earliest practicable
date.
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6.  The National Manager shall:

a. maintain and provide an INFOSEC training standard for System
Administrators to U.S. Government departments and agencies:

b. ensure that appropriate INFOSEC training courses for System Administrators
are developed: and

C. assist other U.S. Government departments and agencies in developing and/
or conducting INFOSEC training activities for System Administrators as requested.



ANNEX A

MINIMAL INFOSEC PERFORMANCE STANDARD FOR SYSTEM ADMINISTRATORS

Job functions

The INFOSEC functions of a System Administrator are:

(1)

0
©)

(4)
(5)

working closely with the Information Systems Security Officer (ISSO) to ensure

the Information System or network is used securely;

participating in the Information Systems Security incident reporting program;

assisting the ISSO in maintaining configuration control of the systems and
applications software;

advisingthe ISSO of security anomalies or integrity loopholes; and
administering, when applicable, user identification or authentication
mechanism(s) of the IS or network.

Terminal Objective:

Given various simulated scenarios and typical situations containing information systems
security issues, the System Administrator will be able to describe and apply the appropriate

actions to manage and administer the IS(s) in a secure manner. To be acceptable, the description

must be in accordance with applicable INFOSEC regulations, policies, and guidelines.

List of performance items under competencies

In each of the competency areas listed below, the System Administrator shall perform the
following functions:

1. GENERAL

a. Security Policy
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(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)
(18)
(19)
(20)

define local accountability policies;

explain accreditation;

discuss three agency specific security policies:

define assurance;

explain certification policies as related to local requirements;

define local e-mail privacy policies:

describe local security policies relative to electronic records management;
explain security policies relating to ethics;

describe relevant FAX security policies;

discuss the concept of information confidentiality;

identify information ownership of data held under his/her cognizance:
identify information resource owner/custodian;

define local information security policy;

describe information sensitivity in relation to local policies;

discuss integrity concepts:

describe local policies relevant to Internet security;

explain local area network (LAN) security as related to local policies;
define policies relating to marking of sensitive information;
understands fundamental concepts of multilevel security:

describe policies relevant to network security;

ANNEX A to
A-l NSTISSI 40 13



(21) define the functional requirements for operating system integrity;

(22) perform operations security (OPSEC) in conformance with local policies;

(23) explain physical security policies;

24) discuss local policies relating to secure systems operations;

5) identify appropriate security architecture for use in assigned 1S(s);

) describe security domains as applicable to local policies;

) define local policies relating to separation of duties;

) identify systems security standards policies;

) identify DoD 5200.28-STD, Trusted Computer System Evaluation Criteria
(TCSEC), or Orange Book policies:

(30) identify TEMPEST policies:

(31) define TEMPEST policies;

(32) define validation and testing policies;

(33)

(34)

(
(2
(26
(27
(28
(29

identify verification and validation process policies;
define verification and validation process policies;
(35) describe wide area network (WAN) security policies;
(36) use/implement WAN security policies:
(37) describe workstation security policies;
(38) use/implement workstation security policies; and
(39) describe zoning and zone of control policies.

Procedures

(1) practice/use facility management procedures;

(2) describe FAX security procedures;

(3) practice/use FAX security procedures;

(4)  describe housekeeping procedures;

(5)  perform housekeeping procedures;

(6) describe information states procedures;

(7)  distinguish among information states procedures;

(8) explain Internet security procedures;

(9) use Internet security procedures;

(10) explain marking of sensitive information procedures (defined in C.F.R. 32
Section 2003, National Security Information - Standard Forms, March 30,
1987);

(11) perform marking of sensitive information procedures (defined in C.F.R. 32
Section 2003, National Security Information - Standard Forms, March 30,
1987);

(12) apply multilevel security:

(13) explain the principles of network security procedures;

(14) use network security procedures;

(15) describe operating system integrity procedures;

(16) perform operating systems security procedures;

(17) assist in local security procedures:

{18) describe purpose and contents of National Computer Security Center TG-005,
Trusted Network Interpretation (TNI), or Red Book:

(19) describes secure systems operations procedures;

(20) define TEMPEST procedures;

(21) identify TEMPEST procedures;

(22) identify certified TEMPEST technical authority (CTTA);

) describe WAN security procedures;
(24) practice WAN security procedures; and
) explain zoning and zone of control procedures.

ANNEX A to
A-2 NSTISSI 40 13



Education, Training, and Awareness

(1
@)
(3)
(4)
(5
(6)
(7)
8)
©

discuss the principle elements of security training;

explain security training procedures;

explain threat in its application to education, training, and awareness;
use awareness materials as part of job;

distinguish between education, training, and awareness;

give examples of security awareness;

give examples of security education;

discuss the objectives of security inspections/reviews; and

identify different types of vulnerabilities.

Countermeasures/Safeguards

(1)
@)
(3)
(4)
(5)
(6)
(7)
(8)

Risk

1
2
3
4
5
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discuss the different levels of countermeasures/safeguards assurance;
describe e-mail privacy countermeasures/safeguards;

define Internet security:

describe what is meant by countermeasures/safeguards;

describe separation of duties;

define countermeasures/safeguards used to prevent software piracy;
define TEMPEST countermeasures/safeguards; and

explain what is meant by zoning and zone of control.

Management

explain ways to provide protection for Internet connections;
describe operating system integrity;

define TEMPEST as it relates to the risk management process:
identify different types of threat;

explain WAN security; and

explain what zoning and zone of control ratings are based on.

2.  ACCESS CONTROL

a.

Policies/Administration

(1)
@)
(3)

4
5
6

_— e T

7
8
9

use network access controls as designed;
explain compartmented/partitioned mode;
describe data access:

identify the dedicated mode of operation:
explain electronic records management;

define information ownership;

identify information resource owner/custodian;
describe separation of duties; and

define the system high mode.

Countermeasures

A~ —~ o~ e~
o Ol W
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describe use of caller ID;

give five examples of countermeasures;
define internal controls and security:
identify methods of intrusion detection;
define network firewalls; and

describe network security software.

ANNEX A to
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c. Safeguards

demonstrate the ability to use alarms, signals, and reports:
identify network security software;

describe operating system security features;

define protected distribution systems; and

describe system security safeguards.

~ e~~~
ol D w N
—_ = —

d. Mechanisms

() discuss authentication mechanisms;
(2)  describe discretionary access controls;
(3) describe mandatory access controls;
(4)  describe one-time passwords;

(5) discuss privileges; and

(6) define single sign-on.

3. ADMINISTRATIVE
a. Policies/Procedures

(1) identify basic/generic management issues:
(2) define change control policies;

(3) discuss documentation:

4) explain electronic records management;

(5) describe object reuse:

(6) define operational procedure review;

(7)  discuss policy enforcement;

(8) identify procedures;

(9) discuss security inspections; and

(10) describe local password management policy.

b. Countermeasures/Safeguards

(1) give examples of alarms, signals and reports;
(2)  define application development control:

(3)  assist in preparing assessments:

(4) identify countermeasures:

(5)  describe disaster recovery procedures:

(6) discuss disposition of classified information;

(7)  practice disposition of media and data;

{8) practice document labeling;

(9) discuss proper use of security safeguards;

(10} define separation of duties;

(11) identify storage media protection and control; and
(12) define system software controls.

4. AUDIT

a. Policies/Procedures

ANNEX A to
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(1)

@)
©)

@

use alarms, signals and reports in accordance with existing policies and
procedures;

summarize audit-related documentation;

discuss electronic records management relative to compliance with local policies
and procedures; and

describe three policies and/or procedures in which separation of duties is
appropriate or mandatory.

b. Countermeasures/Safeguards

(1)
)

C. Tools

(1)
(2)
(3)
()
(5
(6)
0

identify two countermeasures applicable to audit trail tampering; and
describe three safeguards gained through use of audit trails.

explain two major benefits of auditing;

identify three audit tools;

describe the major benefit gained through use of audit trails and logging policies:
define an error log;

explain two capabilities offered by expert security/audit tools;

identify two intrusion detection systems; and

describe the major operating system security features.

5. OPERATIONS

a. Policies/Procedures

(1)
@)
(3)
(4)
(5)
6)
(7)

)

©

(10)
(11)
(12)

describe disaster recovery policies and procedures:
use/implement disaster recovery policies and procedures;

define disaster recovery policies and procedures;

describe documentation policy and procedures:

use/implement documentation policy and procedures:

discuss object reuse policy and procedures;

describe separation of duties policies and procedures:
practice/implement separation of duties policies and procedures;
identify disposition of media and data policies and procedures;
perform disposition of media and data policies and procedures;
explain disposition of media and data policies and procedures; and
identify storage media protection/control policies and procedures.

b. Countermeasures/Safeguard

(1)

use countermeasure/safeguard alarms, signals and reports;

(2) describe countermeasures:

(3)
)
(5)

use/implement countermeasures/safeguards;
discuss countermeasure/safeguard corrective actions;
assist in performing countermeasure/safeguard corrective actions;

(6) describe safeguards; and

(7)

use/implement safeguards.

c. Management/Oversight

(1)
(2)

use/implement management/oversight change controls;
describe configuration management;

ANNEX A to
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discuss database integrity;

describe disaster recovery management/oversight:
use/implement disaster recovery management/oversight;
discuss electronic records management/oversight;
identify the key elements of information integrity;
discuss information management;

explain risk management; and

10) practice risk management.

6. CONTINGENCY
a. Continuity of Operations

(1) practice backups:

(2)  describe continuity planning:

(3)  describe disaster recovery:

(4)  describe disaster recovery plan testing: and
(5)  discuss disaster recovery planning.

b. Countermeasures/Safeguards

use alarms, signals and reports;

define information availability;

identify examples of corrective actions:
select countermeasures;

identify methods of intrusion detection; and
select appropriate safeguards.

— —

1
2

- T

3
4
5
6
c. Configuration Management

practice change controls;

explain database integrity:

practice disposition of classified info;

perform disposition of media and data;

perform electronic records management:

practice emergency destruction; and

identify storage media protection and control procedures.

(1
2
3
(4
(5
(6

—_ D o —

(7
7. PLATFORM SPECIFIC SECURITY FEATURES/PROCEDURES

To be determined by agency/service/organization 1ISSO.

ANNEX A to
A-6 NSTISSI 40 13
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ANNEX B

REFERENCES

The following references pertain to this Instruction:

a. NSTISSD 50 1, National Training Program for Information Systems Security
(INFOSEC) Professionals, dated 16 November 1992

b. NSTISSI No. 4009, National Information Systems Security (INFOSEC) Glossary,
dated June 5, 1992

c. DoD 5200.28-STD, Trusted Computer System Evaluation Criteria (TCSEC), dated
December 1985

d. C.F.R. 32 Section 2003, National Security Information - Standard Forms, dated
March 30, 1987

ANNEX B to
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ANNEX C

BIBLIOGRAPHY

1. P.L. 100-235, Computer Security Act of 1987, dated January 8, 1988

2. NSD 42, National Policy for the Security of National Security Telecommunications
and Information Systems, dated July 5, 1990

3. OMB Circular A- 130, Appendix 111, Security of Federal Automated Information
Systems, dated February 8, 1996

4. Office of Personnel Management, 5 CFR Part 930, Training Requirements for the
Computer Security Act, dated January 3, 1992

5. National Computer Security Center TG-005, Trusted Network Interpretation (TNI),
dated July 3 1, 1987
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WINDOWS NT MANAGER'S GUIDE DESIGNING THE NT ENVIRONMENT

Global Groups

Special Groups

o All listed above except Power Users.

e Server Operators - can manage domain servers.

e Account Operators - can manage user accounts and groups.
e Print Operators - can manage printers.

e Replicator - supports file replication.

Global groups maintained on a Windows NT domain may have domain user
accounts as members, and are used to administer domain users. System
administrators can effectively use global groups to sort users based on their
needs. This can be accomplished by placing the global group in the
appropriate local groups, assigning the users permissions and granting them
the rights they need to perform their jobs. As mentioned, global groups can
only have domain user accounts as members. No other groups can be
members of a global group. This is due to the fact that the system
administrator assigns permissions and grant rights to the local groups
(because the local system or domain server holds the resources) and then
makes the global groups members of the local groups.

Windows NT provides two built-in global groups each with established
permissions and rights. They are:

e Domain Admins - contains the domain administrator account by default
and is a member of the domain level Administrators local group and the
system level Administrators local group for Workstations in the domain.

e Domain Users - contains all the domain users.

Special groups are created by Windows NT for unique or specific purposes
and can not be viewed, changed, or have members added to them in the
User Manager. A users membership to a special group is determined by
how they access resources on the system. Special groups may be assigned
access permissions in some cases and may be seen when a system
administrator is assigning permissions on Windows NT objects.

The following is a list special groups and a description of their membership:
e Network - any user connected to a system via the network.
¢ Interactive - any user logged on interactively at a local system

o Everyone - any user logged on to the system (both the Network and
Interactive groups).

o Creator Owner - the user that created or took ownership of an object.

17



WINDOWS NT MANAGER'S GUIDE DESIGNING THE NT ENVIRONMENT

e System - the Windows NT operating system.

ﬁn Note |f the user were the system administrator or other user that is a member of
the Administrators group, the Administrator group would be a member of the
Creator Owner group.

The special group that system administrators must pay close attention to is
the Everyone group. As stated above, all users logged on are members of
this group. Therefore, any access permissions assigned to the Everyone
group allowing or denying access to objects is by default assigned to all
users.

For example, if a file should only be accessed by a certain group, the
system administrator could not assign permissions to that group allowing file
access and then assign permissions to the Everyone group denying file
access. Since Windows NT acts on all deny ACEs before allow ACEs, it
would stop when it found the deny ACE for the Everyone group and no one
would be allowed access including the group with permissions assigned to
allow access to the file.

Access Confrol Each file and directory object has an Access Control List (ACL) that contains
a list of Access Control Entries (ACEs). ACEs provide information regarding
access or auditing permissions to the object for a user or group of users.
Along with the file system, they protect objects from unauthorized access.

There are three different types of ACEs:
e System Audit
e Access Allowed

e Access Denied

System Audit is a system ACE used for logging security events and audit
messages. Access Allowed and Access Denied are known as discretionary
ACEs. They are prioritized by the type of access: Denied and Granted.
Deny always overrides grant access. If a user belongs to a group with
Access Denied privileges to an object, the user will be denied access
regardless of any granted access he possesses from his own user account,
or in other groups to which he is included.

Discretionary ACLs allow owners to control the access of their objects.
Controls over objects can be applied to individual users, multiple users, and
groups. They can be set by the object’s owner, a user who has an
administrator account, or any user with correct permissions to control
resources on the system. If a discretionary ACL is not specified for an
object, a default ACL is created. Default ACL file objects inherit access
controls from their parent directories.

‘\’ ) Warning Be sure to evaluate your object’s ACLs after installing’ Windows 'NT. Most
versions are shipped with file ACLs set to give Everyone Full Control
access.

18
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User Rights User authorization to perform specified actions on a system is called rights.
Rights apply to the entire system. They are usually assigned to groups or
users by the system administrator. Rights give users access to services
such as backing up files and directories, shutting down the computer,
logging on interactively or changing system times, that normal discretionary
access controls do not provide.

Due to NT's modular approach of file system management, multiple file
systems are supported. NT uses low-level drivers as a part of the NT
Executive to support each file system. This provides the ability to expand to
additional file systems as they are introduced by simply installing a new
driver.

NT 4.0 supports two file systems: NTFS and FAT.

FAT Fife System The File Allocation Table (FAT) file system is named after it's organizational
method. The FAT file system was originally designed for small disks and
simple directory structures. Its design has since evolved to support larger
disks and more powerful systems. It is most widely used for systems that
run the DOS operating system.

The FAT file system doesn't support the security features or the automatic
disk restoration utilities that NT provides. Using the FAT file system is not
recommended for volumes shared across the network. The following
configurations do require the FAT file system structure:

e Dual-boot system configurations with DOS or OS/2 volumes.

e FAT is the only file system available for formatting diskettes on
Windows NT.

e RISC-based systems must provide a FAT partition to boot system files.
NT provides a tool to secure the FAT system partition on this type of
system.

& Tip If there is no need to boot DOS, and the system is not an RISC architecture,
using FAT file systems are not recommended. 1

NTFS Fife NTFS was developed to support the Windows NT file and directory security
Systems features. It is the only file system available on NT that provides the
capability to assign permissions to individual files. The NTFS driver that
allows access to an NTFS volume is loaded in NT so unauthorized users
cannot access NTFS volumes by booting the system from a DOS diskette.

NTFS also prevents users from undeleting files or directories that have been
removed from NTFS volumes. Since NT doesn't give undeleted programs

access to work on an NTFS volume, even files that still exist on the disk are
not available. NTFS provides file system recovery where disk activities can
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Physical Security
and NTFS

be logged to enabling activities to be restored in the case of a system crash.
Chances of corrupting data, due to power or hardware failures, are small
with NTFS.

NTFS file system security is only valid if the ability to access the system
from DOS, or another operating system is eliminated. The following
precautions for physical security should be examined:

e Remove or lock floppy drives.

Require boot passwords on servers and set the BIOS to disable booting
from a floppy drive. In most cases, removing the battery disables the
BIOS lock.

¢ Do not create any DOS partition on the server.
e Lock the system in a secure location.

e Set alarms alerting you to when a server is shut down, so an intruder
can be caught during a potential attack.

‘\ Waming

A program called ntfsdos.exe is available to read files protected by Windows
NTFS. The program is run after booting a system with a DOS diskette. This
is not a security risk if the proper physical security measures are taken or
floppy drives are not available on the system.

NTFS vs. FAT

Shares

o NTFS provides extended security features not available with the FAT
file system.

o NTFS is built for speed. It uses a binary tree structure for directories to
reduce the access time needed to locate files.

e NTFS minimizes file fragmentation in large disk volumes.
e NTFS uses small cluster sizes (512 bytes) to prevent wasted disk space.

o NTFS provides the ability to selectively compress individual files and
directories or actual volumes on disks.

The Shared Directory feature in the File Manager allows sharing of files and
directories over the network. Shared object permissions can be established
for FAT or NTFS file structures. The user must be a member of the
Administrator group or Server Operator group to work with shared directory
permissions. Users are unable to access files on a system through the
network until there is a shared directory available.

Once a directory has been shared on the system, users can log on to that
system and be able to access the shared directory. To use the directory, the
user must assign the share to an unassigned drive letter. When the
directory is assigned a drive letter, the share can be accessed just like

20
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another hard disk on the system. Directory sharing can be viewed and
stopped by an Administrator or Server Operator.

Obyject File and directory permissions are the foundation of most user-controlled
Permissions Security in Windows NT. Permissions are the rules associated with a
particular object, which describe which users can access what objects, and
how they have access to the objects. Object permissions for files are only
available for files stored on NTFS volumes. File and directory permissions
are cumulative, but the No Access permission overrides all other
permissions.

The types of file access permissions are:

e No Access

e Read

e Change

e Full Control

e Special Access

For directory access the following permissions are added:
e List

e Add

e Read

Object Ownership Object ownership allows the user to change permissions on the owned
object. The user who is the creator of a file or directory is usually the owner.
Users can't give away ownership of their objects, but they can give other
users permission to take ownership. This prevents users from creating
objects and making them appear to be owned by another user.

Ownership of a file or directory can be taken by an Administrator without the
owners consent, but the Administrator can't transfer ownership to others.
Administrators cannot access private files without leaving some trails
behind, because after claiming ownership, Administrators cannot return
ownership to the original owner.

Monitoring is a continuous evaluation of system-level attributes that could
reveal system compromise. Monitoring also provides reporting and follow-
up mechanisms on attempted violations to the system. Auditing systems
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validates compliance when using monitoring procedures. In addition,
auditing is used in follow-up actions.
There are two types of security monitoring: status and event monitoring.
Status monitoring involves current states or processes of the system. Event
monitoring evaluates audit trails, which occurs after processes have finished
running. Auditing is provided to evaluate the control structure, assess risk,
determine compliance, report on exceptions and make improvements to the
system. Systems should be evaluated against the organization’s security

policies and compliant technical platforms to the security implementation
standards.

The monitoring section of a site security plan should include:
e Systems and subsystems to audit

e Tools and configuration settings

o Schedules for periodic auditing tasks

o Review and testing of audit coverage and functionality
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WINDOWS NT MANAGER'S GUIDE APPENDIX A

In order to obtain a secure system environment, effective information
security requires physical, administrative and operational policies combined
with solid security and auditing features. Together, these components can
protect systems against malicious or accidental access, damage to, or loss
of data.

DOE Computer There are two DOE Computer Security Orders: The Unclassified Computer
Security Orders Security Program DOE 1360.2B, and the Classified Computer Security
Program DOE 5639-6A-1.

NIST Ensuring your organization controls and monitors the security of your
Recommend- Systems can be achieved by implementing security policies and procedures
. that employees can follow. It is critical to document the policies in a site
ations 5o ity plan. This plan should be reviewed periodically since networks and
resources change rapidly. A small change can open up a site to a larger or
completely new risk.

® The National Institute for Standards and Technology (NIST) has defined
the following security standards which are called the Minimal Security
Functional Requirements for Multi-User Operational Systems. These
standards can be used as a baseline for developing your own security
policies and procedures:

® [dentification and authentication: identifying and validating users through
the logon process, and authorization to use systems based on this
validation.

® Access control: controlling users access to the network resources and
files by setting rights and permissions.

® Accountability and auditing: tracking and logging activities linked to
specified users on the network.

®  Object reuse: providing multiple users access to individual resources.
® Accuracy: protecting resources from errors, corruption and intrusion.

® Reliability: systems and resources are available and protected against
failure or loss.

® Data exchange: securing data transmission over the network.
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Departiment of User Warning Notice as defined by DOE classified order 5639.6A-1:

Energy WARNING: To protect the system from unauthorized use and to
ensure that the system is functioning properly, activities on this
system are monitored and recorded and subject to audit. Use of this
system is expressed consent to such monitoring and recording. Any
unauthorized access or use of this Automated Information System is
prohibited and could be subject to criminal and civil penalties.

Department of Sample banner from the Department of Justice:

Justice , , ,
This system is for the use of authonized users only. Individuals using
this computer system without authority, or in excess of their
authority, are subject to having all of their activities on this system
monitored and recorded by system personnel: /n the course of
monitoring individuals impropen)y using this system, or in the course
of system maintenance, the acfivities of authorized users may also
be monitored Anyone using this system expressly consents to such
monitoring and is advised that if such monitoring reveals possible
evidence of criminal activity, system personne/ may provide the
evidence of such monitoring to law enforcement officials.
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GLOSSARY

Access Control Entry (ACE). Entries in the ACL that provide information regarding
access or auditing permissions to objects for users or groups.

Access Control List (ACL). A list connected to each object specifying various ACEs.

Access Controls. Limits that prevent users from having total access to information
systems.

Access token. LSA checks the policy database and retrieves the user rights and other
SID information to create the token.

Account domain. Another word for trusted domain.

Backup Domain Controller (BDC). Hold a copy of the security database and user
account information in the case of failure of the PDC.

C2 level secure. A level of security for systems defined by the National Computer
Security Center (NCSC) of the United States Department of Defense in the trusted
computer system evaluation criteria document.

Discretionary access controls. Allowed and denied access control entries in an objects
access control list.

Domain. Collection of servers grouped together which share a security policy and a user
account database.

File Allocation Table (FAT). File system structure.

Hives. Data located in the four registry subtrees derived from sets of files. The files are
either data or log files.

Keys. Value entries contained in the subtrees of the NT registry.

Local Security Authority (LSA). Heart of security subsystem, which validates local and
remote logons to all types of accounts.

Logon authentication. Windows NT logon process that verifies user information and
authenticates user.

Master domain. Domain configuration consisting of multiple domains and one main
master domain.

NT Executive. Provides a set of common services that all environment subsystems can
use.

NT File System (NTFS). Windows NT file system structure.
NT Security Model. The foundation of security in the Windows NT OS.

NT sewer. Software that provides NT OS including extended networking features.
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WINDOWS NT MANAGER’S GUIDE GLOSSARY

NT workstation. Same piece of software as NT server except is limited to ten
simultaneous network connections.

Object ownership. Usually the creator of the object.

Objects. Representation of files, directories, memory, devices, system processes, or
threads in the NT operating system.

Permissions. Rules associated with an object describing which access users have.

Primary Domain Controller (PDC). Server in a domain that maintains the security and
user account databases for that domain.

Registry. Database that contains applications, hardware, device driver configuration
data, network protocols, and adapter card settings.

Resource domain. Another word for trusting domain.
Rights. See user rights.

SAM database. Contains all user and group account information. It is part of the security
subsystem which provides user validation services.

Security identifier (SID). A unique ID associated with each user account.

Security policy and procedures. An organization's statement about how it will provide
security, handle intrusions, and recover from damage caused by security breaches.

Security policy for domains. Consists of password policies and account lockout
policies.

Security Reference Monitor (SRM). Part of security subsystem responsible for
enforcement of access validation and audit generation policies required by the LSA.

Security Subsystem. The combination of the logon processes, LSA, SAM, and SRM in
the NT security model.

Sewer. The piece of hardware in a client/server environment that holds software and
hardware shared among its clients.

Shares. Sharing of files and directories over the network.

Subject. The user’s access token connected with each process the user runs.
Trusted domain. Makes accounts available for use in the trusting domain.
Trusting domain. Contains the resources the trusted domain will access.

Trusts. An administrative way to link together two domains allowing one domain’'s users
access to the other domain.

User account database. Holds account information for all users that can log into a
domain.
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User authentication. Determined by validation of the SAM database to the user logon
information.

User rights. Authorization to perform specified actions on a system.

Workgroup. A single system or multiple systems that are not connected to a domain.
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THE WORLD W DE VEB: MANAG NG SECURITY R SKS

>

vV VVVVYV

VVVVVVYV

VVVVVVVVVVYVYVVVVVVVVYVYVVYV

\2

vV V VYV \

VvV VvV

Conputer users are finding the Internet and the Wrld Wde Wb
(or Wb for short) extremely useful for browsing through
information, publishing docunments, and exchanging information.
Wb applications have becone popul ar because of the availability
of powerful personal conputers (PCs) capable of high quality
graphics, easy Internet access, and a sinple hypertext markup

| anguage (HTM.) and network protocol.

As a result, many organizations and individuals are becom ng
éb- awar e. The Web offers all kinds of information, from
research papers, to customer support and marketing information,
to club calendars and family bulletin boards. A nyriad of Wb
i ndexing and searching services allow readers to find what
they're looking for. Organi zations also use Internet protocols
to support their internal networks (often called intranets).

Although the Wb is used for other applications such as

el ectronic commerce, the primary one is Internet publishing.
This CSL Bulletin addresses general security issues related to
the use of the Wrld Wde Wb, concentrating on risk nanagement
for Wb readers and publishers.

A Wb reader is anyone who uses a Wb browser (a Wb client
application which typically supports nore than one Wb protocol)
for access to Web-based information. A Wb publisher is a person
or organi zation that uses a Wb server to provide information and
access to applications for internal or external users.

Note: Any mention of particular technologies or conmercial
products is for the purposes of explanation and illustration
only. It does not inply a reconmendation or endorsement by N ST
or the US. Departnent of Commerce.

WEB READERS

The goal of risk nanagenent is to balance expected gains against
unexpected |osses, so as to naxinize overall gain and nininize
| oss. Some readers may be using the Web just for fun, but
organi zational users have nore to lose (and gain). Some of the
gains a Wb reader mght expect are:

- a nore user-friendly interface;

- nore tinely access to infornation;

- access to nmore or previously unavailable information; and

- keeping current wth technol ogy.

Quantifying those gains can be difficult. One neasure would be
an estimate of how much nore tine would have been spent getting
the information via other neans. Potential |osses are somewhat
easier to quantify.

Losses
Sone of the nore likely losses and their causes that a Wb reader
faces are:

Damage to the system and user information from buggy software,
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virus-infected executables, trojan horse programs, enbedded
macros, and downl cadable applets (an applet is a small program
that is downl oaded and executed on-the-fly by the browser). Some
recent viruses can even erase the boot EPROW (FErasable
Programmbl e Read Only Menory) of sone PCs, rendering them
unusabl e.

Monetary or credit damage from illegitinmate conpanies or
Wéb-based scans, or by having credit card information stolen via
network sniffing or break-ins at the server.

Privacy can be conprom sed when infornmation regarding a user's

browsing activities is published or sold. The reader's Internet
address, date and time, and the nanes of the files accessed may
be recorded by the Wb server. If the Web reader fills out any
form additional information nmay be recorded as well.

Reputation can be damaged by individuals who expose information
about the reader, or who masquerade as the reader and perform
antisocial acts. For exanple, a Wb applet could cause the Wb
reader's browser to send email of the applet author's choice.

Mst threats that the Wb reader faces are not new, but the Wb
makes them potentially nore hazardous. For exanple, viruses have
been around for years, but the point-and-click Wb browser
interface nmakes it easy to instantly download and execute an
infected program  Anyone with a telephone is exposed to
telemarketing scans, but a virtual Wb storefront with fancy
graphi cs somehow seems nore trustworthy than a stranger's voice
over the tel ephone. Many conpanies collect and sell custoner
purchase information, but one wouldn't expect the act of reading
an online brochure to add one's email address to a tel emarketing
dat abase.

Threats

Wb threats stem from shortcuts in the software devel opnment
process, shortcomngs in popular operating systems, deficiencies
in the Internet protocols, and the problems inherent in nanaging
the Internet.

Buggy software is endenmic to the software devel opnent process.
Devel opers continually add new features to differentiate their
products and increase narket share. Users usually prefer to use
the latest and greatest version of any new Wb client or server.
Mich of the software is provided on a try-before-you-buy basis,
which allows people to test-drive software but provides no
warranty in the event of bugs.

Web browsers are especially hazardous because they can all ow
access to untrustworthy systens on the Internet and they often
i nvoke other applications as a side effect of their use. Some
may al so act as an FTP (file transfer protocol) client, Usenet
news (Internet-based discussion groups) client, or an email
client. Each new feature increases the risk of a dangerous bug.

| mpersonation of an individual or organization is difficult to
prevent on the Internet. Conputer user identification is wusually
meani ngful only within an organization and depends on the

policies within that organization and how well they are enforced.
An email address may or may not uniquely identify an individual,
and nmany organizations do not provide outside access to internal
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email addresses. In any case, email is usually easy to forge,
being the electronic equivalent to a postcard witten in pencil.
Al t hough secure email protocols have been proposed, none has been
wi dely inpl ermrent ed.

Wen a browser connects to a Wb server, the server gets the
Internet address of the connecting system [f it is a mlti-user
system the server cannot tell what user on the system connected.
The address of a single-user PC may not be very useful either,
since systens using dial-up TCP/IP (Transm ssion Control

Protocol /Internet Protocol) may be assigned a different address
every tine they connect.

Until recently, the agency responsible for registering nost
Internet Domain nanes only confirmed that the requested name was
uni que. It did not require proof that a nane |ike ORPHANS. ORG

was going to be used by a nonprofit organization or that WKY.COM
was an actual business entity. Consequently, an Internet user
has no dependable way of identifying and authenticating an

i ndividual or organization on the Internet.

Eavesdr oppi ng (al so known as sniffing or snooping) of network
traffic is unavoidable as long as |ocal area networks (LANs) use
broadcast protocols and the data are unencrypted and travel over
public networks. You should be at least as cautious using the
Wb for sensitive matters as you would be discussing somnething
confidential on a public or cellular telephone.

The costs associated with recovering froml osses can be ninor or

nmaj or . Users can spend days recovering from a virus infection.
Data corruption is more difficult to discover and recover from
since there nmay be no obvious synptons. | mper sonation coul d

result in anything from a forged love letter to an order for
10,000 pizzas (with anchovies).

Ri sk Control
Sone renedies exist to reduce sonme of the risks to a Wb reader.
The easiest to inplement are those based on |oss avoidance.

If you don't use the Wb, you're not exposed to its dangers.

- |If you never download executable code, your system won't be
infected by a virus.

- |If you don't buy things over the Wb, you can't be cheated.

- |If you never give out financial information (like credit
card nunbers or bank account nunbers) over the Wb, it can't
be misused or stolen.

G her renedies are based on loss control or mitigation.

- Backup your system regularly. Be sure that you can recover
your software and data in the event of a crash or virus
infestation.

- Be a careful shopper to reduce the danger of buggy software.
Buy from known sources. Don't run beta test code. Buy the
sinplest browser that gets the job done. Turn off features
you don't use. Don't download every viewer and applet you
run across.
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- |If your organization has one, test new Web applications on a
sacrificial conputer system that is isolated from the
internal network and doesn't contain any inportant data.

- Until better security nechanisns are in w despread use, if
you nust buy over the Internet, take sone precautions.
Check the identity of the vendor via another channel, e.g.,

paper mail or telephone listing. Patroni ze vendors that use
a Wb server with a secure channel between your system and
theirs.

| nper sonati on
The probl em of inpersonation is somewhat difficult to solve. An
organi zation can maintain tight controls over the hardware and
software of its intranet to make inpersonating soneone else
within the organization relatively difficult. It can also
usual ly exercise some form of discipline over its menbers to
prevent or punish transgressions. The greater Wb is part of the
Internet, which is an international system of networks. No one
has authority to prevent or punish abuses across the entire
I nternet.

A formof public key encryption can be used to identify

i ndividuals, conputer systens, and organizations. As yet, there
is no global infrastructure to support the nanagenent of the
keys. I ndi vidual organizations can still choose to inplenent
this kind of identification for their intranet, and some
commercial Wb servers and browsers inplenent a vendor-specific
form of key exchange so that Wb servers can authenticate
themsel ves to browsers.

Eavesdr oppi ng

>From a technical perspective, the sinplest renedy for
eavesdropping is to encrypt nessages and channels. However, the
use of encryption for confidentiality has the same drawbacks
associ ated with using encryption for personal identification. It
is relatively easy to inplenment wthin an organi zation, but hard
to inplement between organizations. Encryption of all network
traffic can be expensive in ternms of hardware, software, and
central processing unit (CPU) cycles.

Several commrercial Wb servers and browsers support encryption of
all Wb requests between the browser and server. Currently, nost
secure servers can only talk to browsers fromthe same vendor and
can only use keys from a limted set of key certificate
authorities. Eventual |y, nost Wb vendors wll be using Wb
servers that provide public key-based authentication of the
server and encryption of the channel between the browser and
server.

Organi zational Support for Readers
Organi zations need to provide guidance and support to their Wb
readers. An organization should have clear, workable, and
enforceable Wb usage and security policies.
Sone neasures an organization can take are:

- Buy licensed software from a trusted vendor;

- Run proactive virus checkers;
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- Distribute approved browser configuration files and trusted
viewers; and

- Educate your readers. Tell them

what's allowable usage, covering issues like private
email, Usenet posting, personal browsing, etc.;

not to download unapproved browsers, viewers, and
appl ets; and

not to configure their Wb browser to autonatically
i nvoke an application just because the Wb server
suggests it.

Particular technologies such as active forns or downl oadable
applets must be carefully exam ned and approved before being
approved for organizational use.

WEB PUBLI SHERS

Wb publishers face the same challenges as Wb readers. They
need to recognize the potential |osses from various threats and
i npl ement risk reduction neasures.

Losses
The types of losses a Wb publisher can incur are simlar to
those of a Wb reader, nanely:

Damage to their systens and networks from buggy and ni sconfi gured
server software, insecure Conmon Gateway Interface (Cd)
prograns, and untrustworthy server-side applets.

Monetary and credit damage by theft of service, nonpaynent,
credit card fraud, etc.

Privacy can be conprom sed when the organization's or its
custormers' confidential information is exposed.

Reputation can be danaged if information is changed or |ost,
confidential customer information is exposed, or service is
deni ed.

Threats

Buggy or misconfigured Wb server software can damage or all ow
damage to information or software. Security-related bugs have
been discovered in all of the popular UN X-based Wb servers.
Most of the bugs were caused by chronic UNNX/ C errors in string
handling, environment variables, and the use of the system()
call. Theoretically, since the source code was available for
nost of the servers, the errors should have been imediately
spotted by the Internet users who downl oaded the code.
Practically, however, nost users download a binary executable and
never look at the source code, or nerely give it a cursory |ook
before conpiling and installing it. Users assume that soneone
nore conscientious than thenselves has carefully studied the
code.

Most Wb servers provide sone kind of access control; they can be
configured to accept or deny connections based on Internet
address or donain nane. There are several problems with this
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method. As described above, Internet addresses and donain nanes
are a weak identification method. Also, unless you can configure

an attack conputer with various addresses, it is difficult to

tell if your configuration rules are correct or if the Wb server

author inplemented the access control algorithms correctly.

Wb servers support dozens of optional features. The nost
popul ar features are usually the best debugged, since other
peopl e have already discovered the problens. If you use

little-used or experinmental features, you are the guinea pig.

Cd prograns allow the Wb server to execute an external program

when particular URLs (Uniform Resource Locators) are accessed.

This provides a gateway to other prograns that may query a
dat abase or create on-the-fly HTM. Unfortunately, it's easy

to

create insecure Cd programs that allow an attacker to trick the

Wb server into executing other prograns. Only careful
configuration of the Wb server and Cd program and careful
review of the CE@ code, can prevent those mi stakes.

If the Wb server is broken into, it can serve as a stepping
stone to break into other networks and systens in the

or gani zat i on. The privacy of the organization and its custoners
can be violated if confidential data are kept on the Wb server.

Production systems could be damaged or brought down. |If

financial data are kept on the Wb server, they could be altered

or stolen. The reputation of the organization can be danaged
information is maliciously altered or customers are denied
servi ce.

Ri sk Contr ol
Exercise central coordination of Wb publishing in your

or gani zat i on. Establish procedures for verifying the security

and integrity of your Wb servers and their contents.

Keep it sinple. Run the Wb server on a stripped-down system

if

i.e., turn off nonessential network protocols, create the m nimm

necessary user accounts, and renmove nonessential software.

Partition your systems to limt the damage that can be done.
exanpl e:

For

- Don't put confidential data on a publicly accessible server.

- Don't run a publicly accessible server on an internal
production system or on your internal network.

- Store confidential customer data, like credit card

information, on a tightly controlled system apart from the

Wb docunents.
- If possible, store read-only data on imutable nedia.

- Don't do program devel opment on the server system Keep
conpilers off the server.

- Configure the network and internal systems such that the
server system is not trusted.

Wb

- Don't allow that system access to internal resources, such

as network filesystenms, printers, and accounts.
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Track Wb software bug reports, especially security-related ones.
Track developnents in Wb security, in the areas of encryption,
aut hentication, and paynent protocols.

Tell Wb software vendors that quality is nore inportant than
endl ess new features.

SUMMVARY
You have to protect yourself, because all other controls are
after the fact. The wuniversity may never discipline the student

who broke into your system The Federal Bureau of Investigation

may never find the noney you lost in an interstate Internet scam

You don't want to have to wait for Interpol to investigate your

case.

As the Internet and the Wrld Wde Wb evolve, you nust continue

to educate yourself and your organization as new protocols, file

formats, applications, and products are introduced.

For More Information

WWV Consortium Security Resources
http://www.w3.0rg/pub/WWW/Security/

WWV Security Frequently Asked Questions
http://www-genome.wi.mit.edu/WWW/fags/www-security-fag.html

NI ST Computer Security Resource d earinghouse

http://csrc.nist.gov/



Here are 18 easy tips that can go a long way towards making your NT network a safer
place. This list is meant to be used only as a brief reminder - it only covers a tiny part of
what you may need to think about - but it won’t hurt at all to make sure you’ve at least
considered the following items in your environment:

1. Always use NTFS disk partitions instead of FAT. NTFS offers security features, and
FAT doesn’t. It’s that simple. If you must use a FAT partition for any reason, do not
place any system files on that partition, and be careful about putting sensitive
information on that FAT partition as well - you won’t be able to set any access
permissions for files and directories on that drive. And, if it’s shared, it’s open season on
the shared tree.

2. Make sure that all of NT’s password control features have been implemented. This
includes requiring users to have strong passwords, forcing users to change their
passwords at regular intervals, and hiding the last username to login (as seen in the
logon dialog by default). NT can lock out accounts after so many bad password
attempts. Be sure to enable this setting, as it greatly impairs an intruder’s ability to
brute force guess your passwords. Force the use of strong and complex passwords --
and instruct users not to write them down anywhere unless they can be safely locked
up afterwards. Cryptography experts say that as long as MS doesn’t change the crypto
system used for the SAM database (users and passwords, et al), the best choice for
passwords lengths are between 6 and 8 characters. Without going into a ton of techno
babble, this causes possible time needed to crack the password to be extended
considerably. And we’re here to tell you, brute force guessing of passwords is one of the
most popular ways of penetrating a network today. You may also want to employ the
PASSFILT.DLL that comes with SP2 and SP3 - it forces strong password choices on
users. Learn more about this .DLL in Microsoft’s Knowledge Base article. You’ll also
find information in the README file accompanying the Service Packs.

3. It’s no secret. The default Adminstrator account is a target for most intruders. Create
a new administrator account, and take away all permissions from the existing
Administrator account. Do this by creating a new user, adding them to the
Administrators group, and duplicating all account policies and permissions granted to
the default Adminstrator account. Once finished, go back and remove all rights and
permissions from the default Administrator account. But leave it enabled, this way
intruders won’t know it’s crippled until they take the time to actually crack the account.

4 Minimize the number of users that belong to the Administrator’s group. Don’t ever
add someone to this group for the sake of convenience, and check it’s membership
routinely.

5. Enable auditing on all NT systems. Open the User Manager, and on the Policies |
Audit menu, you’ll find the account related events that may be audited. By using



Explorer (or File Manager) to view properties, you’ll be able to establish auditing on
media related objects as well.

6. Be careful about establishing NT domain trusts. Things can get out of hand quickly
on larger networks with several NT domains. Microsoft has released a Domain
Planning Guide that really helps a lot when designing your domain layouts, Check the
MS NT web site for more information on this tool.

http:/ /7www.microsoft.com/ntserver

7. Disable NetBIOS over TCP/IP network bindings where ever you can - especially on
your NICs leading to the Internet, if at all possible.

8. Block all non-essential TCP/IP ports, both inbound and outbound. In particular, at
least block UDP ports 137 and 138, and TCP port 139. This may prevent several types of
attacks from ever making their way into your network.

9. Revoke the “Access From Network” right (using User Manager) for users that don’t
need to connect to that particular NT system. Those accounts can then only be used to
logon on locally.

10. Periodically check your systems for unwanted user accounts. Delete or disable
unused accounts. When establishing temporary accounts (for vendors, contractors, etc),
be sure to set an expiration date for the account, and assign rights and permissions
carefully.

11. Display a legal notice on your systems that warn each potential user that access to
the system is restricted - authorized users only and sessions may be monitored. In some
places its against the law to monitor computer sessions - even on your own network.
With the notice, you’ll most likely be able to watch an intruder if you need to, without
any future legal recourse against you. Do this on your Web site, your FTP server, your
NT logon screens (edit the registry), and any place else that provide a means to do so.

12. Make sure your users do not leave their NT workstations turned on and
unattended. Your policies should dictate that screen savers should be activated before
leaving a workstation momentarily, and users should logoff when they aren’t going to
return in a reasonable amount of time. Additionally, depending on your environment,
you may want to have a policy mandating that systems be powered off when users
leave for the day. This is a good way of helping to prevent unwanted modem dialups
and rogue Web and FTP sites as well.

13. The Guest account is created by default with each NT installation. If you do not
need to permit Guest users on your system, remove or disable the Guest account, and
take the extra time to setup a unique user ID for each person who must access your



system temporarily. If you don’t want to delete the Guest account, preferring instead to
disable it, make certain you check it routinely to ensure it remains disabled.

14. Monitor your networks closely. A large percentage of break-ins occur on networks
that were already secure to some extent, but simply weren’t monitored closely enough.
Use a robust network monitoring package to perform this task for you -- NTManage
comes to mind here. You may want to use a realtime attack recognition system, like the
upcoming RealSecure from ISS. And, you might want some cool registry, event log, and
access control tools, like those found at Somarsoft.

15. Make sure the routers used between your untrusted bordering networks (Internet,
etc) can (and are configured to) stop source routing, IP spoofing, and ICMP redirects.
And it’s also real good to have anti-scanning features too -- all of these items go along
way towards stopping some nasty attack mechanisms.

16. Disable the Simple TCP/IP Services (if installed) using Control Panel | Services.
This stops the chargen, echo, daytime, discard, and quote of the day (qotd) services.
Any of which could be used for denial of service attacks. None of these services are
required for proper network operation - although you should be aware that a few types
of network monitors occasionally test the echo port when they cannot get a response
using ping.

17. Don’t run services you don’t actually need - more often than not, they’re neglected
and frequently become the target of attack.

18. Help raise security awareness. Hey, why not start by telling a friend to come visit
our site!

Copyright (c) 1997 MJE - Derived from the book Internet Security with Windows NT
Reproduction in any form is expressly prohibited. Link to the site!
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