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" Affordable Combat Aircraft
‘ (AGARD CP-600 Vol. I)

Executive Summary

For many years, advances in defence technology focused primarily on improving performance.
Improvements in military systems were made in order to maintain superiority over potential adversaries
and to counter potential threats, with little regard to cost. However, in recent years, increasing
technological sophistication has caused the unit cost of military systems to increase dramatically.
Initially, increasing unit cost could be accommodated because adequate military capability could be
maintained with smaller numbers of more advanced systems. However, if allowed to continue, this
trend must lead to the situation in which there are too few units to ensure they are available when and
where they are needed.

The Joint SMP/FVP Conference on “Affordable Combat Aircraft” considered the approaches necessary
to ensure that future manned combat aircraft continue to be affordable. Sessions on affordability of
procurement, combat effectiveness, affordability of ownership, and the human element, contained
papers which illustrated some of the very wide range of topics which need to be addressed. The
presentations and discussion led to the conclusion that life-cycle cost must be considered as a primary
design parameter and that, to control cost, performance goals must be defined in terms of the function
of the system rather than at the detailed technical level. Concurrent engineering and virtual
manufacturing will have an increasingly significant impact in this area. New technologies should be
introduced into systems only when they can be shown to buy their way in. Modular systems which
allow cost effective maintenance, repair and updating, and the exploitation of commonalties with
civilian equipment should also be encouraged. The investment necessary to support an on-board pilot
must be maximised. In summary, cost considerations have already resulted in major changes to our
approach to the development of manned combat aircraft. Future technological developments are
expected to permit further radical changes over the next 25 years.




Le coiit de possession des avions de combat
(AGARD CP-600 Vol. 1)

Synthése

Pendant de nombreuses années, les progrés réalisés dans le domaine des technologies de la défense ont
principalement concerné I’amélioration des performances. Les systtmes militaires étaient améliorés
pour préserver une supériorité sur des systémes adverses et pour contrer d’éventuelles menaces, sans
tenir compte des cofits. O, la sophistication technologique croissante de ces derniéres années a eu pour
effet d’augmenter de fagon spectaculaire le colit unitaire des systemes militaires. Dans un premier
temps, ce colit unitaire a pu étre absorbé, puisque les capacités militaires adéquates ont pu étre assurées
grice A un nombre restreint de systemes trés avancés. Toutefois, si cette tendance devait persister, elle
conduirait 2 une situation ol les moyens seraient trop peu nombreux pour assurer une disponibilité
minimale en temps et en lieu.

La conférence conjointe SMP/FVP sur “le coiit de possession des avions de combat” a examiné un
certain nombre d’orientations permettant d’assurer 1’acceptabilité financiere des futurs avions de
combat pilotés. Les communications présentées lors des sessions sur ’achat, I’efficacité au combat, le
cofit global de possession, et le facteur humain ont témoigné du grand éventail de sujets qui doivent étre
abordés. Les présentations et les discussions qui ont suivies ont permis de conclure que le cofit global
de possession doit étre considéré comme un parametre de calcul essentiel et que, pour controler les
cofits, les objectifs de performance doivent étre définis par la fonction remplie par le systeme, plutdt
que par rapport aux détails techniques.

La conception simultanée et la fabrication virtuelle auront de plus en plus d’impact dans ce domaine.
Les nouvelles technologies ne doivent étre intégrées aux systémes que lorsque leur rentabilité aura été
démontrée. Les systémes modulaires qui permettent de rentabiliser la maintenance, la réparation et la
rénovation, ainsi que 1’interopérabilité avec des systemes civils, doivent également étre privilégiés.
L’investissement consacré au pilote 2 bord doit étre poussé au maximum.

En résumé, les considérations de cofits ont déja provoqué des changements majeurs dans notre approche
du développement de 1’avion de combat piloté. Les développements technologiques prévus ameéneront
d’autres changements, de caractere plus radical, au cours des 25 années a venir.
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Preface

In the Spring of 1997, AGARD (NATO’s Advisory Group for Aerospace Research and Development), which was
celebrating its 45 years of dedication to the improvement of military and civilian aerospace research and
development in the NATO nations, held a major conference on “Future Acrospace Technology in the Service of
the Alliance” at the Ecole Polytechnique at Palaiseau near Paris, France. The conference comprised three main
parallel symposia, three forward-looking plenary sessions, and a presentation of the results of a two-year
visionary study entitled “Aerospace 2020”*. Each symposium was organised by two AGARD Panels, with
contributions from the Aerospace Medical Panel.

The papers presented at the conference are contained in this and three other volumes, one of them classified.
This volume contains the papers from the three plenary sessions:

¢ Future Directions in Aerospace Systems

¢ Future NATO Trends and Mission Scenarios

¢ Human Méchine Interaction in the Future

and the symposium on “Affordable Combat Aircraft”, which was organised by the ‘Flight Vehicle Integration’
and ‘Structures and Materials’ Panels (FVP and SMP). It had sessions on:

o Affordability of Procurement
e Combat Effectiveness
¢ Affordability of Ownership
e The Human Element
Vol. 2 contains the papers on “Mission Systems Technologies”

Vol. 3 contains the papers on “Sustained Hypersonic Flight”

*The results of Aerospace 2020 are contained in an Advisory Report, AR-360, “Aerospace 2020”. Vol. I is the
Summary, Vol. I contains the full text of the report, and Vol. III contains supporting papers. It is planned to issue
translations into French of volumes I and II later.
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CONSIDERATIONS FOR AFFORDABLE AEROSPACE SYSTEMS

Leland M Nicolai
Lockheed Martin Skunk Works
Dept. 72012, Bldg. 602
1011 Lockheed Way
Palmdale, California 93599, USA

The central issue facing the NATO Alliance is the affordability of aerospace systems
in the future. Since the defense budgets of all the NATO members is decreasing, it is imperative that
we get as much system effectiveness for our investment as possible. This paper will address some
considerations for reducing the cost of conducting tactical warfare. The AGARD Aerospace 2020
activity has addressed this critical concern and identified several initiatives to ameliorate the
problem. These initiatives will be noted by a % in the following text. The paper will also address
the Unmanned Tactical Aircraft as one of the truly revolutionary new concepts for reducing the cost
(both financial and human lives) of conducting tactical air warfare.

The cost of conducting and supporting tactical air warfare can be reduced by the
implementation of the following four considerations.

CONSIDERATION #1 - Fewer systems through optimum and timely deployment of
resources

1. Full theater/real time situation awareness %

The battlefield commander that has full theater/real time
situation awareness can determine the optimal deployment of his limited
resources. Over the next 25 years information will become the most im-
portant resource at the command of governments, business leaders and
military decision makers. Secure platforms with full spectrum sensors
(visual to RF) and near real time communications links will provide the
military commanders at all levels with unprecedented information on the
status of the theater.

2. Time critical targets

Some targets are time critical in that engaging the target
sooner rather than later can greatly reduce the force required to stop the
enemy. The battlefield awareness capability discussed above will be com-
bined with zero to short time—of—flight weapons to destroy time critical
taragets. For example, engaging an enemy while it is massed waiting to
attack takes a lot less force than engaging it after it has dispersed and is
overunning a town. Similary, engaging a theater ballistic missile during its
slow moving, vulnerable and high signature boost phase is more effective
than intercepting it during the high speed, terminal phase where debris can
rain down on the friendly masses.

Paper presented at the AGARD Symposium on “Future Aerospace Technology in the
Service of the Alliance”, held at the Ecole Polytechnique, Palaiseau, France,
14-17 April 1997, and published in CP-600 Vol. 1.
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Figure 1 USAF/Boeing/Lockheed Martin/TRW airborne laser aircraft

By the year 2020 a hypersonic air breathing vehicle %
could be available flying at Mach 8. Such a vehicle would be capable of
being on target within 20 minutes, at its maximum range of 2500 km. It
would have adequate payload capacity to carry a mutispectral reconnais- -
sance sensor and information package, or a warhead and fusing package.
This hypersonic vehicle could conduct several tactical missions: extended
air defense, reconnaissance, strike against hardened or buried targets,
strike against time critical targets, and space access.

Also by the year 2020, zero time—of—flight, directed energy
weapons % will be available on airborne platforms. A high power laser
aboard an airborne platform at 65000 feet could provide defense against
theater ballstic missiles and satellites. In the medium term (2010), the US
is planning to field a high powered, chemical oxygen iodine laser mounted
on a Boeing 747-400 for theater ballistic missile defense. At 45000 feet
the ABL (airborne laser) system is expected to destroy theater ballistic
missiles at 200 km during their boost phase. Figure 1 shows a sketch of
the USAF/Boeing/Lockheed Martin/TRW airborne laser aircraft which is
currently in development.

Timely movement of very large payloads

It is very unlikely that the Allies will have the luxury of
time to build up for an offensive as was the case in Desert Shield, the pre-
lude to Desert Storm. The movement of division resources is a Herculean
effort and if its not done in a timely fashion, the enemy can gain a signifi-
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cant positional advantage. Current air transport is timely but woefully in-
adequate to meet an army division’s equipment and resupply require-
ments.

Near term strategic airlift requirements for NATO will be
met by the US C-5 and C-17 transport aircraft. The US C-130J will prob-
ably fill in the medium airlift void unless the European Future Large Air-
craft (FLLA) materializes.

For the year 2020, NATO members are studying advanced
air transport concepts % capable of moving large payloads (several
hundred thousand pounds). These concepts encompass lighter—than—air
(neutrally bouyant), hybrid (partially bouyant) to very large heavier-than—
air aircraft.

CONSIDERATION #2 - Fewer systems through higher effectiveness

Current and new systems can be made more effective by increasing their lethality with
modern weapons, increasing their survivability through stealth features, ECM and standoff
weapons, and increasing their availability with all weather features and crew fatigue management.

1. More lethal (Weapons)

Increasing the lethality of new or improved weapons can
breathe new life into tired and worn out weapon systems. Weapons for the
year 2020 will feature lower cost, smaller and lighter (will impact aircraft
size), and accuracies of less than one meter. The unitary weapons will fea-
ture improved penetration through higher length—to—diameter, nose re-
shaping and hardened cases.

2. More survivable (standoff weapons, decoys and stealth %)

Stealth will continue to be a standard feature for the year
2020 combat aircraft and will work in concert with decoys (flares, chaff,
towed and powered decoys, and ECM) to increase survivability. Standoff
weapons (such as the US JASSM and the UK CASOM) w1ll permit launch
well outside the threat defenses at affordable cost.

3. More available (All WX and fatigue management %)

Modern warfare is conducted in all weather and 24 hours a
day. For example, most attack operations during Operation Desert Storm
occured at night. Both vehicle and operator must be able to operate around
the clock in all weather. Fatigue can dramatically degrade the normal hu-
man response time and accuracy rate , with the potential for catastrophic
consequences. Performance loss can be reduced with better fatigue inter-
vention strategies. Aerospace 2020 is researching both non—pharmaceuti-
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cal and pharmaceutical techniques whih can extend the duration and quali-
ty of opeerator responsiveness.

CONSIDERATION #3 — Reduced acquisistion Cost

1. Smaller vehicle

We tend to buy aircraft by the pound of empty weight. Cur-
rent US fighter/attack ajrcraft cost between $1100 and $1600 (US) per
pound of empty weight. Thus, anything that can be done to make the air-
craft smaller and reduce the empty weight will reduce the acquisition cost.
Some considerations are:

Smaller weapons

Lighter weight structure

Lighter/smaller equipment

More aero/fuel efficient technologies

2. Keep It Small and Simple (KISS) with minimum part count

The aircraft design must incorporate the features of a
manufacturing friendly design. This means that the design adheres to the
time—proven guidelines of KISS and minimum part count for reducing the
fabrication and assembly manhours.

3. Lower cost avionics

It was only a short 25 years ago that avionics was the most
expensive part of the air vehicle system (approximately one-half). The
avionics industry has responded very responsibly by driving the cost of
their avionics down (and the reliability up) until todays avionics com-
prises about 20 to 30 percent of the aircraft unit cost. Employing best \
commercial practices and benefiting from commercial learning curve j
should reduce the cost of avionics even further. ‘ (

4. Increase the use of commercial off-the—shelf (COTS) equipment

Increasing the use of COTS equipment can have a dramatic
impact. For example, a US AWACS control power supply module cost
dropped from $65K (US) as a milspec item to $27K for a new design to
$10K for a commercially available unit. Developers should insist that any
new technology or equipment must “buy its way” onto the aircraft.

5. Multirole/Modular/Joint %

The design of a multi-role combat aircraft is driven by the

]
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fact that nations of today cannot afford numerous single purpose tactical
aircraft. The universal goal is to have a single multi-role aircraft that can
perform the tactical missions of air superiority, strike, intercept, support
and recce in an acceptable fashion. The key to the successful design of a
multi-role aircraft is the agreement by the users (one for each mission
area) as to what is acceptable performance. Oft times the different users
are from different services. If the users hold firm for superior performance
in all mission areas the effort is doomed since a single affordable design
does not exist. The users must understand what level of performance is
absolutely critical for'each mission area and not ask for more.

History is sprinkled with aircraft that performed multiple
combat roles. In a few cases this design flexibility was intentional, but in
most cases it was fortuitous. An example of the latter was the US McDon-
nell F—4 Phantom. The F4A was designed for the US Navy as a fleet in-
terceptor. When external fuel was replaced with external weapons it be-
came a first class strike/interdiction aircraft, the US Air Force F—4C.
Another example was the US McDonnell F-15 Eagle. When the F-15A
was first designed in the early 1970’s for the US Air Force it was designed
for air superiority and featured a large wing (low W/S) and high thrust
(high T/W). The large wing provided ample wing stations for carrying ex-
ternal weapons. With minimal configuration changes, the F-15E could
carry a substantial external weapons load and still have the design features
to perform a high performance strike mission. The performance penalty in
converting a design from air superiority to strike/interdiction is small,
whereas the reverse incurs a large penalty.

The Tornado MRCA (multi role combat aircraft) has suc-
cessfully served the European NATO members with its multi role capabili-
ties for several decades. It remains to be seen if the near term Eurofighter
2000 (IOC: 2002) and far term Joint Strike Fighter (IOC: 2015, shown in
Figure 2) can match its flexibility.

CONSIDERATION #4 — Reduced O&S Cost

1. Reduced support manpower

Over half of the O&S cost is direct manpower and indirect
manpower support. Most of the direct manpower is assigned to service
and maintain the aircraft (ground support). Anything that can be done in
the design to reduce the manpower for unscheduled maintenance (fixing
things that break) or servicing the aircraft (moving the aircraft around the
base, weapons loading, refueling, inspection, and scheduled maintenance)
will have a big impact on O&S costs. Vehicle equipment should be made
more reliable so that it would operate for extended periods without main-
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Figure 2 Lockheed Martin candidate for the Joint Strike Fighter

tenance. Aircraft should be designed with built—in test features and easy
access to troublesome equipment.

Reduced peacetime training flights

The best way to reduce peacetime O&S is to not fly the air-
craft for training. Thus, an alternative to flying the aircraft for operator
proficiency must be found. Two considerations are:

Use synthetic environment for training % — The contribu-
tion of simulation for military training is not new. Simulation has been
employed in aviation for over 35 years in many different ways. Simula-
tions are currently divided into three broad classes: Constructive simula
tion, virtual simulation and Live simulation. It has been said that “every-
thing is simulation except actual combat”. Constructive simulations in-
volve simulated people using simulated equipment. An example is the
TAC Thunder analysis model. Virtual simulations involve real people us-
ing simulated equipment. An example is the pilot—in—the—loop flight sim-
ulator used in engineering design or in training. Live simulations involve
real people using real equipment. An example is the Red Flag style of ex-
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ercise. However, even with the simulation for the pilot proficiency, the
current aircraft themselves need to be flown to keep their systems in oper-
ating order. '

Unmanned Tactical Aircraft (Uninhabited Combat Air Ve-
hicle )% — The revolutionary feature of the UTA (or UCAV) is that during
peacetime the UTA is kept in flyable storage and not flown, and the re- -
mote operators stay proficient through synthetic environment. The ve-
hicles are designed for extended storage with minimum service required.
Thus the peacetime O&S is an order of magnitude less compared to a
manned aircraft doing a similar mission. Over 20 years this has the poten-
tial for a 70% reduction in LCC (Life Cycle Cost).

Unmanned Tactical Aircraft (Uninhabited Combat Air Vehicle) |

The Unmanned Tactical Aircraft is viewed by many as the centerpiece for affordable tactical
air warfare in the year 2020 due to its potential for a revolutionary reduction in LCC and the fact
that it embodies most of the Aerospace 2020 technology initiatives. The remainder of the paper will
discuss the UTA concept.

The definition of a UTA (or UCAV) is any uninhabited vehicle that is recoverable and
reusable with autonomous operation and man—in—-the—loop that performs tactical missions. The
man-in—-the—loop feature is very important since there is always the possibility of an unknown or
unforeseen event (inflight emergency, target not where or what it is supposed to be, hostages chained
to the target, etc). The distribution of autonomous operation (preplanned in the near term and
adaptive in the far term) versus man—in—the—loop is not known at present since the extent to which
artificial intelligence or preprogrammed logic can accommodate unknown or unforeseen events has
not been established. This automation technology is one of the enabling technologies that must
receive significant attention in the future. The man—in-the-loop is a fall-back feature that permits
a remote operator to interrupt the autonomous operation and assess the situation, make a decision
and tell the UTA what to do next.

In the case of a UTA with weapons onboard, this man—in-the-loop feature permits the
remote operator to make a rational, judgemental and moral assessment of the situation before the
automatic weapons delivery. Onboard sensors would survey the target area and the target imagery
would be data linked to the remote operator for target verification. This man—in-the—loop feature
is often described as “removing the pilots body from the vehicle but leaving his head onboard”.

The advantages of an uninhabited system over a manned system are:

1. Reduced Life Cycle Cost
a. Lower acquisition
b. Greatly reduced O&S
2. Human crew not at risk
3. Performance not tied to human frailties
4. Reduced political sensitivity
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The reduced LCC is viewed as the most important benefit in this period of reduced defense
budgets in the US. NATO’s extreme interest in UTA is motivated by a similar trend towards massive
reductions in the member countries defense budgets. This benefit comes from reductions both in
acquisition and O&S. With the elimination of the pilot from the vehicle and the relaxation of the
structural design criteria, the UTA can be made lighter, smaller and cheaper. For manned aircraft
the crew station features account for approximately 6 percent of the empty weight and 2 percent of
the unit cost. Eliminating the requirement for a crew station gives the designer more freeedom in
configuring and packaging a new UTA design. Relaxing the structural design criteria (lower factor
of safety and reducing durability requirements due to reduced design life) can reduce the structural
weight compared to a manned aircraft.

Since the UTA does not have to be flown during peacetime to maintain operator proficiency,
there is a large reduction in peacetime O&S costs by not having the maintenance and support
manpower. The problem is to have the maintenance and support personnel available during wartime
but not have to pay for them in peacetime.

Since a human pilot is not onboard the UTA, the loss of human life is not a concern. This
means of course that the UTA could be assigned missions deemed too risky for its manned
counterpart.

The UTA can be designed for environmental conditions that are unacceptable for a human
pilot. Maneuver g’s greater than the human limit of nine are a design option as well as flight durations
of days or weeks. Exposure to nuclear, biological and chemical environments would not be a major
concern for the UTA. However, exposure to chemical or biological agents could be an issue if the
UTA returns to basé in a contaminated state. It would need to be decontaminated prior to its next
mission or servicing task.

Since the crew has been eliminated from the vehicle, the political sensitivity of the UTA
mission is reduced since there is no crew to be held hostage or crew remains to recover. In an extreme
case, a country could deny ownership of a “laundered” UTA.

The class of UTA vehicles extends from more flexible and capable versions of currently
deployed UAVs to future full spectrum uninhabited aircraft. Missions for UTAs in order of
increasing complexity are as follows:

. Intelligence, surveillance and reconnaissance and battle damage assessment
. Electronic warfare

. Suppression of enemy air defenses (SEAD)

. Fixed target strike

. Theater ballistic missile and cruise missile defense

. Air defense

. Interdiction anad mobile target strike

. Close air support

. Air—to—air combat

O 00~ W b W —
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The UTA configurations designed to perform the above missions can range from very small
to very large with flight speeds from low speed to hypersonic. The elimination of the human from
the vehicle opens up the design space enormously, giving rise to revolutionary configurations,
capabilities and concepts of operation.

A Concept of Operations for a strike UTA doing a SEAD (Suppression of Enemy Air
Defenses) and fixed target strike mission is shown in Figure 3. Since the strike UTA is a
revolutionary concept, the Concept of Operations presented in this section is very preliminary and
is offered as a departure point for further discussion.

The UTA is a complement to manned aircraft, not a replacement. There are many reasons
for having a viable manned strike aircraft force. During peacetime and low tension situations, the
UTA would probably not be flown, relying on the manned aircraft to project airpower and control
situations. During wartime, the UTA would be deployed and conduct integrated tactical strike with
the manned aircraft fleet.

Since the UTA is autonomous, it does not need to fly during peacetime for the operator to
stay proficient. Thus, the UTAs are not flown during peacetime, but rather are stored in a humidity
controlled, flyable storage facility. Eliminating peacetime flying reduces the peacetime O&S costs
significantly. To ensure readiness, several UTAs would probably be taken out of storage and flown
each year for training exercises, but the total 24 unit squadron flying hours would be less than 100.

MISSION AREA: SEAD AND FIXED TARGET STRIKE
FEATURES:

INDEPENDENT OR INTEGRATED WITH MANNED STRIKE

AUTONOMOUS MISSION WITH MITL FOR AUTHORIZATIONS

GREATLY REDUCED PEACETIME O&S
— AIRCRAFT IN FLYABLE STORAGE
— MINIMAL FLYING (ANNUAL SQUADRON FLYING)
— REMOTE PILOT PROFICIENCY THRU SIMULATION
— GROUND SUPPORT CREW PROFICIENCY THRU TRAINING
DEVICES AND FEW ACTUAL FLIGHTS

SEPARATE BASING WITH HIGHLY AUTOMATED GROUND HANDLING
- (SMALL MANPOWER REQUIREMENT)

AIRCRAFT DESIGNED FOR 500 HRS STRUCTURAL LIFE AND
MAINTENANCE FREE OPERATION

Figure 3 Notional Concept of Operations
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In contrast, a 24 unit F~16 air—to—ground squadron would fly about 8300 hours each year.

Since the UTA is essentially not flown during peacetime, the number of active duty ground
crew (maintenance and support personnel) is very small. During peacetime, the ground crew would
support the few actual flights, maintain the UCAVsin flyable storage (assumed to consist of monthly
external inspections), and train reserve ground support crews. This UTA concept is very much
different than the concept for manned aircraft. Manned aircraft must be operated regularly in
peacetime in order to maintain aircrew proficiency, exercise avionics and weapon systems, and keep
the aircraft in flying condition. The active duty UTA ground crews are estimated to consist of less
than 20 people per squadron in peacetime. In contrast, the F~16 squadron requires over 240 ground
crew personnel to support the peacetime flying operations of 24 aircraft. When the UTA is deployed
during wartime, the ground support crew would be augmented by reserve crews.

The UTA system would be designed so that it can be deployed during wartime needing only
a fraction of the ground crew personnel required for a manned strike aircraft unit. The UTA airframe
and equipment are designed to a limited life ... time spent in actual wartime. A manned aircraft is
designed to something like 7000 hours (15 year lifetime with 30 hours of training per month plus
1000 hours of deployment and 500 wartime hours) whereas the UTA is designed to only the wartime
hours. Both the structural design life and the equipment life of the UTA is designed for about 500
hours. The equipment would have a design goal of operating maintenance free for 500 hours.
Scheduled maintenance (replacement of brakes, tires, batteries and POL) would be performed
during wartime, but no unscheduled maintenance. This 500 hour maintenance free operation greatly
reduces the number of ground crew personnel needed in wartime since no maintainers are needed.

In addition the UTA ground handling would be highly automated so that the active duty
ground crew plus 4 reserve unit ground crews can support the wartime operation of a 24 unit strike
UTA squadron. A ground handling concept would consist of automated ground equipment and
activities. The UTA would taxi around the airfield under its own power following a ground map and
plan (using differential GPS) under the control of a ground operator.

A conceptual design was conducted of a near term strike UTA having requirements similar
to an F-16C in order to quantify the projected LCC savings. This study permitted a one-to—one cost
comparison with a current manned strike aircraft. The UTA had an empty weight of approximately
7000 Ib and a unit cost of $7M in 1996 $ (the resulting $1000/Ib is about ten percent less than a
manned aircraft).

A 24 UTA squadron manning for peacetime is shown on Figure 4 and compared with a 24
strike F-16 squadron. The number of officers (primarily pilots or remote operators) is about the
same for the two stike squadrons, but the number of enlisted personnel doing maintenance and
support is very much less for the UTA squadron. The UTA peacetime O&S cost is an order of
magnitude less than a comparable manned squadron for this near term example..

The projected 10 year life cycle cost for a UTA squadron is shown on Figure 5 in comparison
with a strike F-16 squadron. The squadron amortized RDT&E and acquisition costs are about the
same for the two squadrons. The UTA acquisition cost includes the unit cost of $7M each plus 6
ground stations and the ground support equipment (GSE) for the automated ground handling. The
big difference is in the O&S cost which gives a greater than 50% reduction in 10 year LCC for the

]
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F-16 Annual O&S (per AFI 65-503) Strike UCAV Annual O&S (per modified AFIl 65-503)
Unit personnel (42 off./307 enl.)  $14.3M Unit personnel (30 off /32 enl.) $3.25M

Fue! for 8300 flying hours 5.0M Fuel for 100 flying hours .06M
Personnel support 9.2M Personnel support 1.31M

Depot maintenance 6.1M Training and personnel acq .63M

Training and personnel acq . 4.8M System support and mods .60M
Replenish spares 6.0M

System support and mods 3.9M

Munitions and missiles 1.1M

Total $50.4M Total $5.85M

All $in 1996 $SM

Figure 4 Strike UTA peacetime O&S cost compared to an F-16C unit

UTA. It is expected that a year 2020 UTA, "pushed” by an ambitious technology program, would
exceed this LCC savings significantly.

The technology areas critical to developing a UTA are:
Communication and control
Adaptive autonomous vehicle control systems
Man/Machine Interface — extent of autonomous operation vs man-in-the-loop
Near-real-time, secure, long range data communication
Reduced O&S
Long term storage of engine and vehicle sysstems
Automated ground handling
Extended maintenance free operation

The extent to which the UTA advantages are realized is as much a cultural challenge (how
it would be implemented) as it is a technology challenge (what can the warfighter have). Since the
impact of the UTA is a revolutionary reduction in the cost (both financial and human lives) of
conducting tactical air warfare, it is imperative that both challenges be met.
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Squadron: F-16 C/D Manned Strike

No. of Aircraft: 24
Peacetime Annual Flying Hrs: 8300
Squadron Amortized RDT&E: $60M
Squadron Acquisition Cost: ~ $381M

Strike UCAV

24

<100

$60M ($2B est. over 33 squadrons)
$310M

(24 UCAV @ $7M each,

6 ground stations

@13.7M each, $60M GSE)

Acquisition:
41%

RDT&E:

6%

Acquisition:
72%

RDT&E:
14%

0&S:
14%

Annual O&S $50.4M

Total 10 Year LCC $945M

$5.9M

$420M (all § in 1996 $M)

Figure 5 Ten year squadron Life Cycle Cost comparison
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TECHNOLOGICAL TRENDS TOWARDS

AUTONOMOUS UNMANNED COMBAT SYSTEMS

U. Krogmann ,
Bodenseewerk Geritetechnik GmbH
Postfach 10 11 55
D-88641 Uberlingen

SUMMARY

The development, procurement and utiliza-
tion of defense systems will in future be
strongly influenced by affordability. A consi-
derable potential for cost reduction is seen in
the extended use of unmanned systems. This
paper will describe important enabling
techniques and technologies as a prerequi-
site for the implementation of future autono-
mous systems with goal- and behavior-orien-
ted features. Main emphasis is being placed
on information technology with its soft-com-
puting techniques. The treatment of concep-
tional system approaches will be followed by
design considerations and then a global
methodology for the engineering of future
autonomous systems will be dealt with.

Critical experiments for technology evaluation
and validation will be mentioned together with
a brief description of the main focus in future
research.

1 INTRODUCTION

Tactical systems are implemented as Integra-
ted Mission Systems (IMS) such as e.g. air
and space defense systems. Key elements of
IMS are - among others - platforms with sen-
sors and effectors, ground based compo-
nents with communication, command and
control etc.

In technology, evolutionary progress is gene-
rally determined by the interaction between
the "Requirements Pull (RP)" and the
"Technology Push (TP)" (Fig. 1).

Yield/Cost

boundary of old
technology ~

e Expense
Transition to New Technologies offers
New Opportunities to improve YIELD / COST ratio.

SYSTEM

@ CONCEPT ALTERNATIVES

» Manned vs Unmanned

= Autonomous Systems

= Specialized vs Multi-Role AC
> Combination of Alternatives

® TRADE OFFS

= On Board vs OFF Board Means
= Cost into Platform vs Weapon System

@ Information Technology

SUPPORTING TECHNOLOGIES

@ Integrated Systems Structures and Functions
@ Micro Technology

® Multi-Functional Structures

® Communication

@ Man - Machine Interaction

Figure 1: Requirements pull vs. technology push

Paper presented at the AGARD Symposium on “Future Aerospace Technology in the
Service of the Alliance”, held at the Ecole Polytechnique, Palaiseau, France,
14-17 April 1997, and published in CP-600 Vol. 1.
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Ever increasing requirements for more and
more complex systems and their functions
activate individual key technologies within the
technological basis available or possibly to be
created. However, new technologies - such
as currently the new Information Technology
(IT) and Micro Technology (MT) - exert pres-
sure towards increased requirements for new
systems.

In the future progress primarily will be driven
by economic aspects rather than by techno-
logical advances alone. Within this context
"affordability” is of decisive importance.
Advancing Technologies are essential for
achieving unprecedented capabilities for new
systems at affordable cost. Looking at Fig. 1
(upper left) the yield/cost ratio is plotted
against the commulative expenses for old
and new technologies (e.g. Information
Technology). Considering the general per-
formance potential, the transition to new
technologies is mandatory to offer new
opportunities and improved yield/cost ratios.
Autonomous unmanned tactical systems
surely are a viable step to cope with the cost
reduction challenge and to improve cost
effectiveness in the future. ‘

It is impossible to treat all important related
techniques and technologies (see Fig. 1.e.9.)
within the scope of this paper. The key notion
,2autonomy“ is intimately connected with
advances in Information Technology. There-
fore emphasis is placed on this aspect.

2  AUTONOMOUS SYSTEMS

Autonomy is the ability to function as an
independent system, unit or element over an
extended period of time, performing a variety
of actions necessary to achieve predesig-
nated objectives while responding to stimuli
produced by integrally contained sensors.
The following characteristics are therefore
typical of an autonomous, behavior-oriented
system:

e An "environment" (real world) is allocated
to the system

o There is an interaction between the
system and the environment via input
and output information and possibly out-
put actions

e The interactions of the system are con-
centrated on performing tasks within the
environment according to a goal-directed
behavior, with the system adapting to
changes of the environment.

The interaction of the systems with the sur-
rounding world can be decomposed into the
following elements of a recognize-act-cycle
(or stimulus-response-cycle).

e Recognize the actual state of the world
and compare it with the desired state
(which corresponds to the goai of the
interaction). (MONITORING)

e Analyse the deviations of actual and
-desired state. (DIAGNOSIS)

e Think about actions to modify the state of
the world. (PLAN GENERATION)

o Decide the necessary actions to reach
the desired state. (PLAN SELECTION)

e Take the necessary actions to change
the state of the worid. (PLAN
EXECUTION)

To perform these functions, first of-all appro-
priate sensor and effector systems must be
provided, as mentioned earlier. In the case of
unmanned autonomous systems information
processing means must be incorporated that
apply machine intelligence to perform the
tasks mentioned.

|




3 ENABLING NEW INFORMATION
TECHNOLOGY

Paradigm shift to brainlike structures

The expected unprecedented advances in
computing based on the conventional archi-
tecture, where processing is performed
sequentially, do not yield the power for com-
putational and machine intelligence. This
becomes ultimately evident if we compare a
contemporary high performance computer
(Cray YMP/8) with the brain of an insect, as
represented in Fig 2. A vast amount of hard-
ware and software consuming a lot of power
is needed to build and operate the Cray-
machine, as compared to the biological brain.
What is even more impressive is the level of
capabilities achieved with the latter. To make
at least a small step towards a technical
implementation of biological intelligence, as it
is needed for autonomous systems, new
computational techniques and architectures
must be considered and introduced.
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There is a paradigmatic complementary shift
from symbolic artificial intelligence techniques
to a new paradigm, which is inspired by
modelling the conscious and unconscious,
cognitive and reflexive function of the biologi-
cal brain.

Important related computing methodologies
and technologies include inter alia fuzzy
logic, ‘neuro-computing and evolutionary and
genetic algorithms.

Fuzzy Logic

The theory of fuzzy logic provides a mathe-
matical framework to capture the uncertain-
ties associated with human cognitive pro-
cesses, such as thinking and reasoning.
Also, it provides a mathematical morphology
to emulate certain perceptual and linguistic
attributes associated with human cognition.
Fuzzy logic provides an inference morpho-
logy that enables approximate human rea-
soning capabilities for knowledge-based
systems. Fuzzy logic/fuzzy control has

developed an exact mathematical theory for
representing and processing fuzzy terms,
data and facts which are relevant in our con-
scious thinking.

Figure 2: Comparison computer and brain of an insect
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A unit based on fuzzy logic represents an
associator that maps crisp spatial or spatio-
temporal multi-variable inputs to correspond-
ing associated crisp outputs. The knowledge
which relates inputs and outputs is expressed
as fuzzy if-then rules at the form IF A THEN
B, where A and B are linguistic labels of
fuzzy sets determined by appropriate mem-
bership functions.

Fuzzy rule based systems enable endomor-
phic real world modelling. With this techno-
logy human behavior can be emulated in
particular as far as reasoning and decision
making and control is concerned taking into
account the pervasive imprecision of the real
world. Fuzzy logic strongly supports realistic
modelling and treatment of reality.

Artificial Neural Networks (ANN)

Neural Networks are derived from the idea of
imitating brain cells in silicon and intercon-
necting them to form networks with self-
organization capability and learnability. They
are modeled on the structures of the uncon-
scious mind.

Neurocomputing is-a fundamentally new kind
of information processing. In contrast to pro-
grammed computing, in the application of
neural networks the solution is learnt by the
network by mapping the mathematical
functional relations. Neural networks are
information processing structures composed
of simple processor elements (PE) and net-
worked with each other via unidirectional
connections. The "knowledge" is contained in
the variable interconnection weights. They
are adjusted during a learning or training
phase and continue to be adapted during
operational use. With this capability the ANN
represents an associator (like a fuzzy logic
unit) that maps spatial or spatio-temporal
multi-variable inputs to corresponding asso-
ciated outputs. However, in contrast to a
fuzzy-rule-based system the mapping func-

tion is learnt by the ANN. Neural Networks
are capable of acquiring, encoding, repre-
senting, storing, processing and recalling
knowledge. These are important prerequi-
sites for endomorphic real world modelling.

Genetic and Evolutionary Algorithms

Genetic and evolutionary algorithms repre-
sent optimization and machine learning
techniques, which initially were inspired by
the processes of natural selection and evolu-
tionary genetics.

To apply a genetic algorithm (GA) potential
solutions are to be coded as strings on chro-

mosomes. The GA is populated with not just

one but a population of solutions, i.e. GA
search from a population of points rather
than from a single point. By repeated itera-
tions a simulated evolution occurs and the
population of solutions improves, until a satis-
factory result is obtained. This is accom-
plished by iteratively applying the genetic
operators reproduction, crossover and muta-
tion.

Computer simulation is a viable tool to opti-
mize behavior oriented systems by utilizing
genetic or evolutionary techniques. Ever
increasing processing speed enables the
quick motion representation of events and
processes, for which nature requires millions
of years.

Conclusions

It was shown that fuzzy and artificial neural
network techniques enable the endomorphic
modelling of real world objects and scenarios.
Together with conventional algorithmic pro-
cessing, classical expert systems, probabilis-
tic reasoning techniques and evolving chaos-
theoretic approaches they enable the imple-
mentation of recognize-act cycle functions as
mentioned. Genetic and evolutionary algo-




rithms can be applied to generate and opti-
mize appropriate structures and/or parame-
ters to acquire, encode, represent, store,
process and recall knowledge. This yields
self-learning control structures for dynamical
scenarios that evolve, learn from experience
and improve automatically in uncertain envi-
ronment. Ideally, they can be mechanized by
a synergetic complementary integration of
fuzzy, neuro and genetic techniques. These
techniques support the move towards adap-
tive knowledge based systems which rely
heavily on experience rather than on the abil-
ity of experts to describe the dynamic, uncer-
tain world perfectly. This is accomplished by
consideration of the tolerances for impreci-
sion, uncertainty and partial truth to achieve
tractable, robust and low cost solutions for
complex problems.Thus, these techniques in
conjunction with appropriate system archi-
tectures provide the basis for creating beha-
vior-oriented autonomous systems.
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4 CONCEPTUAL IDEAS

System architectures

The viable architecture must represent the
organization of the systems intelligence and
capability to behave, to learn, to adapt and to
reconfigure in reaction to new situations in
order to perform in accordance with its func-
tionalities. Based on fundamentally different
philosophies regarding the organisation of
intelligence, two different architectures can
be basically considered (Fig. 3). With the well
known top-down approach as prevalently
used to date a hierarchically functional archi-
tecture resuits. It structures the system in a
series of levels or layers following the con-
cept of increasing precision with decreasing
intelligence when going from top to bottom.
Implementation is characterized by the fact
that for as many contingencies as possible
the allocated system behavior is fixed in top-
down programming. In fact, the real world is
so complex, imprecise and unpredictable that
the direct top-down programming of behav-

- ioral functions soon becomes very difficult if

almost not impossible.

Figure 3: Top-down vs. bottom-up approach
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Considerably different from the hierarchical
structure is the subsumption architecture. It is
based upon building functionality and com-
plexity from a number of simple, paraliel,
elemental behaviors. It is sometimes called
the behaviorist architecture and is based on a
buttom-up approach. In this approach, so-

called agents are implemented with the most.

simple action and behavior patterns possible
so that the resulting emergent system beha-
vior corresponds to the desired global
objective. The system is able to adapt itself to
changing situations in the environment by
learning. The specific local intelligence of the
individual agents generates a global intelli-
gent behavior of the integrated overall
system. Multi-agent systems are complex and
hard to specify in their behavior. Therefore
there is the need to endow these systems
with the ability to adapt and learn. This can
be acomplished by the application of the
technologies mentioned before.

A simplified block diagram of an autonomous
system based on such a concept of coopera-
tive Al/KB-Agents, is depicted in Fig4. The
objective is to implement as many simple
agents as possible with the associated
behavior pattern, which then make the
system act in a flexible, robust and goal-
oriented manner in its environment through
their additively complementary interaction. To
enable the generation of emergent characte-
ristics it must be ensured that the agents can
influence each other mutually. Emergent
functionality is one of the major fields of
research dedicated to behavior-oriented
systems.

Intelligent hardware/software agents will fuse
sensor information, monitor critical variables,
generate optimized plans, alert operators
through communication to problems as they
arise and recommend optimized solutions in
real time. Response agents capture -basic
data, communication (forecast and other

information) and apply optimization techno-

logy to generate new plans based on chan-
ged conditions and states.

AGENTS

Figure 4: System representation by agents




Design Considerations

Like in Engineering, it is also an indispens-
able prerequisite for an autonomous system
that it is designed, constructed and trained
according to a strict methodical approach.
Fig. 5 shows such an approach in a very
simplified form from today's technological
point of view [1].

It starts with the description of the physical
system, its application, the Iinitial environ-
ment, and the behavior requirements, with
the latter being usually informally stated in
natural language. The following behavior
analysis is one of the major tasks. This step
involves the decomposition of the target
behavior in simple behavioral components
and their interaction. Part of the specification
is the architecture of the intelligent control
system. It is the second key point during the
engineering process. With the specification
all information is available to design, imple-
ment and verify a nascent system, which is
endowed with all its hardware and software
components, however, prior to any training.

Based on a suitable training strategy the
system acquires its knowledge during a
training phase which is mandatory and pre-
requisite for appropriate behavior of the sys-
tem. Training can usually be speeded up
applying simulation including virtual reality.
Within this context environments can be used
that are much more changeable than the real
ones.

After completion of training the behavior is
assessed with respect to correctness (target
behavior), robustness (target behavior vis-a-
vis changing environment) and adaptiveness.
Based on this assessment, further iterations
during the engineering steps might become
necessary in order to make the satisfactorily
behaving system evolve from them in a step
by step sense.
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Implementation issues

Implementation issues like

¢ hardware for computational and machine
intelligence

e software technology, software generation
techniques

e autonomous control technology
e autonomous planning and routing

e integrated structures - and

functions

system

) adaptivé autonomy management

could not be treated here. It is referred to the
Literature, e.g. [2].

5 EMERGENCE OF AUTONOMOUS
SYSTEMS

The critical technologies, such as the new
paradigm information and control technolo-
gies are indeed highly developed activities,
however still mainly in universities and
industry R.a.D. branches. Thus a time inter-
val of 10 to 20 years is likely to elapse, until
applications can be expected within systems
as treated here.

Beyond the' enabling technologies further
technical issues such as

e maturity assessment

e system concepts

e critical experiments

s validation, certification techniques

e future research focus
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Figure 5: Engineering of the autonomous system

shall be emphasized, because they critically
influence the emergence of autonomous
systems. Stepping back to the first chapter
and recalling the interdependence of the
Requirements Pull and the Technology Push
it is of paramount importance for research
planners to identify applications and require-
ments indicating the indispensable need for
such systems and their capabilities. In this
context the Uninhabited Tactical Aircraft
(UTA) concept of variable autonomy currently
under investigation, offers an ideal platform
to perform critical experiments for the evalua-
tion, validation and possibly certification of
techniques and technologies.

Autonomous unmanned systems will be
designed such that they offer fully autono-
mous operation. However, provisions will be
incorporated allowing a human to monitor the
system’s operation and to intervene if
required.

industry  will

6 FINAL REMARKS

Significant changes are currently taking place
in the new IT, MT and other technological
areas as far as functional capabilities, per-
formance, characteristics and cost are con-
cerned. These changes will influence the
users of these technologies and the suppor-
ting industries as well as their technical and
organisational structures.  Organizational
structures have always reflected system
structures. The rate of change and related
realizations will exceed normal evolution and
will have great social impacts accompanying
the technological and functional advances.
Instead of spin-offs considerable spin-in
effects from commercial research and
impact military applications.
Simultaneously a global availability of com-
mercial High-Tech must be assumed.

In order to accommodate all this, the strate-
gies of users and industry must be adapted




accordingly. Looking at the interdependence
of requirements, technologies, procurement
processes and time behavior, 20 years is a
short period.

WE MUST BEGIN NOW!

LITERATURE

[1] L. Steels, D. Mc Farland
Artificial Life and autonomous robots
Tutorial 11th. European Conference
on Artificial Intelligence, Amsterdam,
1994

[2] U. Krogmann et. al.
Aerospace 2020, Vol. 3
Critical Enabling Technologies
AGARD, Paris, 1997

P1B-9



P1C-1

MILITARY IMPLICATIONS OF AUTONOMOUS UNMANNED COMBAT SYSTEMS

GENERAL JOHN W. PAULY USAF RETIRED (US)
2100 Costa del Sol, Pismo Beach, CA 93499, USA

THE PREVIOQOUS TWO PRESENTATIONS OF THIS PLENARY SESSION HAVE,
FIRSTLY, DRIVEN HOME A PERSUASIVE CASE FOR NATO MEMBERS TO GIVE
INCREASED PRIORITY TO THE DEVELOPMENT OF AN UNMANNED TACTICAL
AIRCRAFT (UTA) TO MEET FUTURE CONTINGENCIES AND, SECONDLY,
PRESENTED AN OPTIMISTIC VIEW THAT TECHNICAL CHALLENGES CAN BE MET
TO PERMIT THE DEVELOPMENT OF AN AUTONOMOUS UTA WITHIN THE TIME
FRAME IN FOCUS. THE TASK OF THIS PRESENTATION IS TO BRIEFLY
IDENTIFY THE MILITARY IMPLICATIONS OF INTRODUCING A FULLY CAPABLE
UTA INTO THE NATO FORCE STRUCTURE, TO INCLUDE AN AUTONOMOUS
VERSION. SINCE IT CONCEPTUALLY IS ASSUMED THAT THE AUTONCMOUS
VERSION WILL GROW OUT OF THE BASIC UTA AND THAT THEY WILL SHARE
THE SAME OPERATIONAL CHARACTERISTICS, THE TWO WILL BE DISCUSSED
TOGETHER WITH APPROPRIATE ADDITIVE COMMENTS ON THE AUTONOMOUS

AIRCRAFT INTERJECTED AS APPROPRIATE.

THE MOST IMPORTANT AND OVERRIDING MILITARY IMPLICATION OF
THE ULTIMATE FIELDING OF A UTA SYSTEM WILL BE THE INCREASED
CAPABILITY IT WILL PROVIDE NATO FIELD COMMANDERS IN DEALING WITH
FUTURE CONTINGENCIES- PARTICULARLY AT THE HIGHER END OF THE
SPECTRUM. AS HAS BEEN POINTED OUT EARLIER, THE UTA IS INTENDED
FOR USE AGAINST HIGH-RISK TARGETS WHICH USUALLY ARE THOSE OF
PRIME IMPORTANCE TO ANY POTENTIAL ENEMY. THE UTA WILL NOT ONLY
TAKE A SIGNIFICANT STEP TOWARD THE GOAL OF MINIMIZING CASUALTIES,
CBUT IT WILL ALSO SATISFY THE TEST OF AFFORDABILITY WHICH HAS
BECOME SO IMPORTANT THROUGHOUT THE ALLIANCE IN RECENT YEARS. THE
UTA IS EXPECTED TO PROVE ITSELF TO BE AN EXCEPTIONALLY FLEXIBLE
WEAPON AND LONG RANGE PLANNERS ENVISION ITS USE IN THE FOLLOWING
MISSION TASKS:

1. INTELLIGENCE, SURVEILLANCE, RECONNAISSANCE AND BATTLE
DAMAGE ASSESSMENT ‘

ELECTRONIC WARFARE

SUPPRESSION OF ENEMY AIR DEFENSES (SEAD)

FIXED TARGET STRIKE

THEATER BALLISTIC MISSILE AND CRUISE MISSILE DEFENSE

AIR DEFENSE

INTERDICTION AND MOBILE TARGET STRIKE

CLOSE AIR SUPPORT

AIR-TO-AIR COMBAT

O WJo U W

MOST PROPONENTS, IN SUPPORTING THE UTA, USE THE SUPPRESSION
OF ENEMY AIR DEFENSES (SEAD) MISSION AS A CLEAR EXAMPLE OF THE
NEED FOR THE UTA CAPABILITIES. 1IN ANY AIR CAMPAIGN, THE
FIRST PRIORITY MUST BE GIVEN TO NEUTRALIZING THE OPPONENT’S AIR

Paper presented at the AGARD Symposium on “Future Aerospace Technology in the
Service of the Alliance”, held at the Ecole Polytechnique, Palaiseau, France,
14-17 April 1997, and published in CP-600 Vol. 1.
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DEFENSE CAPABILITY SO THAT FRIENDLY AIR CAN CONDUCT ITS OFFENSIVE
OPERATIONS RELATIVELY UNMOLESTED. BUT AIR DEFENSES, BY THEIR
NATURE, ARE CERTAINLY HIGH-RISK TARGETS AND HISTORY HAS SHOWN
THAT IT IS THERE THAT WE HAVE SUFFERED OUR MOST WIDESPREAD LOSSES
IN THE PAST. THE ENVISIONED UTA, SUPPORTED TO A DEGREE BY OTHER
SYSTEMS, IS EXPECTED TO BE HIGHLY EFFECTIVE AGAINST SUCH TARGETS
AND WHATEVER LOSSES IT MIGHT SUSTAIN WOULD NOT RESULT IN THE
DEATH OR CAPTURE OF AN AIR CREW.

NOW THAT THE ENABLING TECHNOLOGIES ARE ADVANCING AT AN EVER-
INCREASING RATE AND WE HAVE GAINED SOME VALUABLE OPERATIONAL
EXPERIENCE WITH CURRENT UNMANNED SYSTEMS, THE ALLIANCE AS A WHOLE
APPEARS TO BE COMFORTABLE THAT UNMANNED SYSTEMS HAVE A GREAT DEAL
TO OFFER US IN THE FUTURE. IT WOULD FOLLOW, THEREFORE, THAT NOW
IS THE TIME TO LOOK FORWARD AND BEGIN THE PROCESS WHICH WOULD
LEAD TO THE ULTIMATE FIELDING OF OUT FIRST UTA. THE FIRST STEP
WOULD BE THE FORMULATION OF A GENERAL CONCEPT OF OPERATIONS,
FOLLOWED BY THE INITIATION OF LONG-RANGE OPERATIONS AND SUPPORT
PLANNING. THIS PLANNING WOULD BE NECESSARY TO ENSURE THAT THE
ENTIRE SYSTEM CAN OPERATE EFFECTIVELY IN VARIOUS CIRCUMSTANCES
AND THAT IT CAN BE PROPERLY SUPPORTED THROUGHOUT ITS LIFETIME.

AS FOR A CONCEPT OF OPERATIONS, I BELIEVE THAT THE AEROSPACE 2020
TOPICAL AREA DOCUMENT ON UNMANNED TACTICAL AIRCRAFT WOULD PROVIDE
AN EXCELLENT BEGINNING. AS FOR OPERATIONS AND SUPPORT PLANNING,

THERE ARE MANY FACTORS WHICH MUST BE CONSIDERED AND I WOULD LIKE

TO BRIEFLY COMMENT ON SCME OF THE MOST IMPORTANT.

AS FOR CONTROL OF THE UTA VEHICLE ITSELF, AS CURRENTLY
ARTICULATED, A BASIC UTA WOULD BE CONTROLLED BY AN OFFBOARD
CONTROL OPERATOR THROUGHOUT THE MISSION. AS THE BASIC UTA
MATURES AND ITS RELIABILITY AND CREDIBILITY ARE PROVEN BY
INTENSIVE OPERATIONAL TESTING, NEW STATE-OF-THE-ART FEATURES CAN
BE EXPECTED TO BE PERIODICALLY INCORPORATED TO INCREASE ITS
CAPABILITY TOWARD AUTONCMOUS OPERATION. WHEN THIS PROCESS IS5
COMPLETED IT IS EXPECTED THAT AN OFFBOARD CONTROL OPERATOR WOULD
STILL BE PROVIDED IN THE LOOP TO MONITOR THE MISSION SO AS TO BE
ABLE TO ASSIST IN CASE OF AN EMERGENCY OR AN UNSCHEDULED EVENT-
FOR EXAMPLE, RECOVERY BASE DESTROYED, DIVERSION TO ANOTHER
TARGET, DECONFLICTION, BATTLE DAMAGE, ETC. THIS MISSION CONTROL
COULD BE PROVIDED FROM THE GROUND, FROM A NAVAL VESSEL, OR FROM
AIR VEHICLES TO INCLUDE AWACS, J-STARS OR ACCOMPANYING FIGHTER
ATIRCRAFT. THE FLEXIBILITY PROVIDED BY THESE OPTIONS WOULD
CERTAINLY PROVE VALUABLE IN A FAST MOVING SITUATION. ‘

ATRSPACE MANAGEMENT OF TACTICAL AIR FORCES HAS ALWAYS
PRESENTED A DIFFICULT AND COMPLEX PROBLEM TO OPERATORS AND
PLANNERS, AND UNMANNED AIR VEHICLES HAVE COMPLICATED THE PICTURE
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EVEN MORE. SOME BASIC WORK HAS BEEN DONE WITH THE OPERATIONAL
USE OF UAV’'S IN PREVIOUS AND ON-GOING OPERATIONS; HOWEVER THE
NUMBERS HAVE BEEN LIMITED. THE ADDITION OF BOTH CONTROLLED AND
AUTONOMOUS UTA'S TO THE FORCE WILL COMPLICATE THE CHALLENGE EVEN
MORE. IT MUST BE ANTICIPATED THAT BASIC SAFETY ISSUES WILL GET
MUCH SCRUTINY, PARTICULARLY AS THEY PERTAIN TO PROXIMITY OF
FLIGHT AND THE RESPONSIVENESS OF UNMANNED VEHICLES WHEN
POTENTIALLY DANGEROUS SITUATIONS ARE ENCOUNTERED. IT IS,
THEREFORE, IMPORTANT THAT SERIOUS PROJECTIONS BE MADE EARLY-ON TO
SCOPE THE ANTICIPATED PROBLEM. WE MUST THEN WORK TOWARD A
SOLUTION WHICH WOULD PROVIDE FOR THE APPLICATION OF AN
INTERNATIONAL FORCE MADE UP OF LARGE NUMBERS OF AIRCRAFT- FIXED
WING AND ROTARY WING; SLOW MOVERS AND FAST MOVERS; MANNED AND
UNMANNED. THE GOOD NEWS IS THAT SEVERAL TECHNICAL INITIATIVES
ARE ALREADY IN MOTION IN PURSUIT OF THE “SITUATION AWARENESS”
GOALS WE MUST ATTAIN.

THE QUESTION OF FORCE MIX BETWEEN MANNED AND UNMANNED AIR
VEHICLES IS EVER PRESENT AND UNAVOIDABLE. THERE IS, AT THIS
TIME, NO FINITE ANSWER AND ANY DISCUSSION IS HIGHLY DEPENDENT
UPON WHERE THE PARTICIPANTS STAND ON THE “CULTURE CURVE.”
EVERYONE HAS BIASES AND IN THE PAST UNMANNED PROGRAMS HAVE
SUFFERED CONSIDERABLY BECAUSE OF LACKLUSTER SUPPORT. BUT THIS IS
A DIFFERENT TIME, AND WE HAVE SEEN A CONVERGENCE OF EXPANDED
TACTICAL REQUIREMENTS, SWEEPING ADVANCES IN TECHNOLOGY, AND NEW
POST-COLD-WAR PHILOSOPHIES HIGHLIGHTING AFFORDABILITY AND MINIMAL
CASUALTIES. AS A RESULT, THE CULTURE HAS BEEN CHANGING AS WE ALL
GAIN AN APPRECIATION FOR THE EXPLOSION OF CAPABILITIES WHICH
UNMANNED SYSTEMS CAN OFFER. ALL OF THIS IS A LONG WAY OF SAYING
THAT THE MANNED/UNMANNED RATIO SEEMS UNDEFINABLE AT PRESENT AND,
THEREFORE, MUST EVOLVE WITH TIME. AS A STARTER, HOWEVER, IT
APPEARS THAT, AT THIS TIME, THE CONSENSUS STANDS AT A VERY
TENTATIVE APPROXIMATION OF 20% UNMANNED AND 80% MANNED. AS TIME
GOES ON, WE MAY WELL SEE THIS BALANCE SHIFT SOMEWHAT FURTHER IN
FAVOR OF THE UTA IN THE MINDS OF THE LONG RANGE PLANNERS.

LOOKING FOR A MOMENT AT SUPPORT PLANNING, WE RECALL THAT ONE
OF THE BASIC PROVISIONS OF THE UTA CONCEPT IS THAT THE AIRCRAFT
WILL NOT BE FLOWN REGULARLY IN PEACETIME, BUT INSTEAD WILL BE
STORED IN HUMIDITY CONTROLLED, FLYABLE STORAGE FACILITIES. THIS,
OF COURSE, ENABLES THE SUBSTANTIAL SAVINGS IN MANPOWER, FUEL,
SPARE PARTS AND TRAINING HOURS WHICH RESULT IN LOW LIFE CYCLE
COSTS. ALTHOUGH THIS CONCEPT APPEARS QUITE SOUND, IT IS TOTALLY
RELIANT ON EXTREMELY EFFECTIVE MAINTENANCE PRACTICES, AS WELL AS
THE USE OF LONG LIFE MATERIALS AND SUBSYSTEMS. RECOGNIZING THIS,
IT IS EXTREMELY IMPORTANT THAT APPROPRIATE STANDARDS BE SET AT AN
EARLY DATE SO THAT THE SCIENTIFIC AND TECHNICAL WORLD WILL HAVE
TIME TO RESPOND IN TIME.
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THE AUSTERE MANPOWER REQUIREMENTS JUST NOTED CAN BE REALIZED
IN PEACETIME BY PARTIAL UTILIZATION OF RESERVE FORCES FOR GROUND
SUPPORT AND MAINTENANCE. THESE RESERVES WILL ALSO PROVIDE THE
BULK OF AUGMENTATION REQUIRED TO OPERATE IN A WARTIME FOOTING.
THE TRAINING OF THESE RESERVE GROUND SUPPORT PERSONNEL WOULD BE
ACCOMPLISHED BY THEIR ACTIVE DUTY COUNTERPARTS USING APPROVED
SYLLABUSES, ALTHOUGH SOME FORMALIZED COURSES MAY BE REQUIRED.
MISSION CONTROLLERS MUST BE PILOT QUALIFIED WITH A SPECIFIED
LEVEL OF EXPERIENCE IN TACTICAL FIGHTER OPERATIONS. MAXIMUM USE
WILL BE MADE OF SIMULATIONS TO DEVELOP THEIR ABILITY TO PROPERLY
CONTROL THEIR VEHICLE USING SIMULATED MISSION PROFILES. 1IN
ADDITION, CONSIDERABLE SCHOOLING WILL BE REQUIRED TO INSURE THEIR
DETAILED KNOWLEDGE AND UNDERSTANDING OF SUCH MATTERS AS NATIONAL
ATR TRAFFIC CONTROL PROCEDURES, RULES OF ENGAGEMENT, TACTICAL
AIRSPACE MANAGEMENT, ETC.

THE FINAL AREA WHICH MUST BE CONSIDERED IN IDENTIFYING THE
MILITARY IMPLICATIONS OF FIELDING THE FIRST UTA RELATES TO ITS
INFRASTRUCTURE REQUIREMENTS. HERE WE ARE FORTUNATE BECAUSE THE
CONCEPT OF OPERATIONS CALLS FOR THE AIR VEHICLES TO OPERATE FROM
STANDARD TACTICAL AIR BASE RUNWAYS. THUS THE NORMAL FORWARD AREA
BEDDOWN OF UTA ASSETS WOULD BE AS TENANTS ON A MANNED FIGHTER
| BASE OR THEY MAY BE ASSIGNED AS AN INTEGRAL PART OF THE HOST
| UNIT. THEREFORE, A HIGH PERCENTAGE OF THE REQUIRED
| INFRASTRUCTURE WOULD ALREADY BE AVAILABLE, EXCEPT FOR CERTAIN
SPECIALIZED EQUIPMENT AND COMMUNICATIONS WHICH WOULD BE PROVIDED

| SEPARATELY. DURING PEACETIME THE UTA VEHICLES AND EQUIPMENT

| WOULD BE STORED ON REAR AREA BASES WHERE THE FLY-AWAY STORAGE

| FACILITIES WILL BE LOCATED. HERE AGAIN, THE HOST OR PARENT UNIT
WOULD PROVIDE FOR ALL INFRASTRUCTURE REQUIREMENTS AT MINIMAL
ADDED COST. ONE CRITICAL CAUTION WHICH MUST BE RAISED REGARDING
INFRASTRUCTURE INVOLVES TRANSPORTABILITY. IT IS MOST IMPORTANT
THAT, IN THE UTA DEVELOPMENT PLANNING, FULL COGNIZANCE BE GIVEN
TO DIMENSION AND WEIGHT LIMITATIONS TO ENSURE THAT THE VEHICLE
ITSELF, ITS CONTROL HARDWARE AND ITS COMMUNICATIONS EQUIPMENT ARE
ABLE TO BE RAPIDLY TRANSPORTED BY AIRCRAFT TO FORWARD AREA
LOCATIONS AND BE BROUGHT TO OPERATIONAL READINESS STATUS RAPIDLY.

ALTHOUGH THERE MAY BE SOME MINOR MILITARY IMPLICATIONS IN
ADDITION TO THOSE ALREADY MENTIONED, IT IS APPARENT THAT THEIR
NET EFFECT WOULD GENERATE A STRONG POSITIVE POSITION IN THE
SUPPORT OF THE INITIATION OF A UTA PROGRAM AS A MATTER OF SOME
PRIORITY. THEREFORE, IT WOULD APPEAR EXTREMELY IMPORTANT THAT
THE NECESSARY EARLY PLANNING FOR THE INTRODUCTION OF THIS
EXTREMELY VALUABLE WEAPONS SYSTEM INTO THE NATO INFRASTRUCTURE
BEGIN AT AN EARLY DATE.
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ENVISIONED UTA MISSIONS

- INTELLIGENCE, SURVEILLANCE, RECONNAISSANCE
AND BATTLE DAMAGE ASSESSMENT

- ELECTRONIC WARFARE

- SUPPRESSION OF ENEMY AIR DEFENSES (SEAD)
- FIXED TARGET STRIKE

- MISSILE DEFENSE

- AIR DEFENSE

- INTERDICTION / MOBILE TARGET STRIKE
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NATO enters the 21st Century facing
unprecedented challenges and unique opportunities.
Rather than simplifying NATO’s security equation,
the demise of the Warsaw Pact and the resultant
reshaping of Europe’s geopolitical landscape have
only served to complicate NATO’s operating
environment. In particular, the threat, the character
of the players, and the emerging types of operations
and conflicts have merged with declining budgets
and dramatic changes in the nature the security
arrangements through which NATO and its
member nations operate to create whole new arrays
of challenges for security managers. This paper
forecasts some of the more significant trends which
will impact NATO through 2020 and postulates
some key technological developments that will
impact NATO member nations, regardless of the
specific scientific and technical investment
programs endorsed by NATO. These trends were
developed by the Aerospace Applications Study
Committee (AASC) of NATO’s Advisory Group
for Acrospace Research and Development
(AGARD) and reflect that group’s best judgement
on which developments will have the greatest
impact on the Alliance’s ability to meet its security
goals. The effort was intended to help guide the
Aecrospace 2020 effort and provide the current
generation of military planners a useful context for
thinking about the future. To this end, the AASC
brought over 450 years of combined experience in
military operations and the application of
technology to security issues. This paper
summarizes the trends identified by applying that
experience through several meetings over a two
year time period. It lists the key trends and
scenarios expected to shape military thinking and
future operations, with special emphasis on the
technological aspects of the geopolitical, industrial,
operational, and scientific developments that will
occur, regardless of specific NATO plans, policies,
or activities.

The paper will outline a number of trends, discuss
specific scenario situations that could be faced by
- the Alliance, and then focus on seven areas that
were judged to have the greatest potential for
impacting the battlespace of the future. These

trends provide a reference point for scientists and

planners as they review the Aerospace 2020

presentations on military needs, promising

technologies, and recommendations for future

programs. While the paper will provide some

implications for each trend, the discussion is by no

means exhaustive. If anything, the pace of change

in technological development will continue with

corresponding implications for military planners.

Major trends expected to impact technology and

the security equation of 2020 are:

o Increasing impact and importance of
information systems

e Proliferation and portability of technology

e Cost effectiveness of offensive systems over
defensive capabilities

e Increasing lethality of the combat environment

e Time compression in the application of
military force

e Availability of synthetic environments to assist
all aspects of planning, training, decision
making, and system acquisition

o Distribution of organizations and abilities to
cope with the proliferation of technology

Basic assumptions

The primary purpose of the Alliance will continue
to be to provide military security for its member
nations. This and the following assumptions form
the foundation upon which the AASC based its
discussions:

e NATO must remain prepared to act in
direct defence of its member states.

e NATO must remain prepared to take action
against threats to vital interests of the
Alliance outside the NATO area. Such
operations may range from large-scale war
to low intensity conflicts to counter-
terrorist activity.

e FEthical constraints that exist within NATO
regarding the conduct of violent conflict
and warfare will not diminish and, in fact,
are likely to increase. Potential opponents,
however, may not respect or practice the
same constraints.
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e NATO membership may expand in the
coming decades. Such expansion will
require the integration of new national
forces and infrastructures.

In addition to remaining a strong and independent
alliance, NATO will continue to work closely with
the United Nations in its efforts to resolve
international’ conflicts by diplomatic and/or
military means. The UN will continue to support
military forces involved in a number of operations
around the world. As today, NATO may serve as
the primary contractor with operations conducted
under full NATO command or as a contributor to
forces under UN command.

Geopolitical Trends

New membership and the potential requirement to
conduct non-traditional missions with non-NATO
nations who do not share the same technological,
organizational, or command and control approach
were considered to be key challenges facing the
Alliance in the next quarter century.

New Threats. For the near term, the AASC saw
little future to the centuries old paradigm of massed
opposing armies facing each other across
traditional boundaries. Instead, several relatively
new stressing factors were identified which
complicate the task of providing security for the
Alliance, identifying enemies, or preparing for
military operations.

In an increasing number of cases, ethnic bonding
and religious affiliations will cross and obscure
national boundaries. The former Yugoslavia is
only the most obvious example of this phenomena.
Rwanda, Somalia, and Kurdish -activity in the
Middle East show the volatility of the ethnic
dimension and portend increasingly violent conflict
outside of the traditional model of nations fighting
nations.

Religious fundamentalism - which can lead to the
belief in a single religion intolerant of any other -
will also be increasingly responsible for tensions
within nations. =~ When separated from civil
authority and nurtured against a background of
tolerance, such movements contribute to both
security and stability. But when religious leaders
preach intolerance and violence against opponents,
militant fundamentalism can threaten the peace and
stability of a region. Such movements are

incompatible with Western democratic thought
which is based on the right of an individual to
decide independently and hold contrary views. An

intolerant religious leadership which dominates
govemnment institutions and seeks to eliminate all
opposition can create major frictions with its
neighbors and across the international community.

North-South Tensions. There is a clear and
growing difference between wealthy nations in the
Northern hemisphere with high per capita income,
advanced education levels, and lower birth rates,
versus poor nations in the Southern hemisphere
which have low incomes, limited education, and
high birth rates. These differences create a
potential source of North-South tension made
worse by differing interests and priorities which are
increasingly difficult to bridge in the global
community. In addition, the differences in income
create a magnet for migration, with large numbers
of refugees and immigrants attempting to move to
the richer nations thereby creating a potentially
dissatisfied and destabilizing force.

Unfortunately, the largest population growth is and
will continue to be in the poorest nations. This
means an ever increasing internal competition for a
fixed or shrinking set of resources in nations that
already have inadequate national infrastructure and
insufficient economic resources to bear the burden.
Adding to the problem is that many of the
governments of these poorer nations are focused on
the survival of the leadership, rather than on
benefiting the population. This creates growing
discontent in an environment that is already
characterized by explosive urbanization, millions of
people living in conditions with limited social,
political, or physical support infrastructures, and
concurrent destruction of traditional supporting
family, societal, and economic systems. Scenarios
envisioned by the AASC included those addressing
threats to the borders and Southern tier of NATO,
based on intensification of the ethnic, religious, and
immigration trends discussed above, and the
potential for urban environments to breed terrorism
and national sentiments that are anti-Northem in
focus.

Value Systems. Differences in culturally
embedded values and attitudes have always been an
important factor in warfare. While NATO policies
are continuously adjusted to reflect more restrictive
definitions of tolerable risk-of-loss and unintended
harm, it is becoming increasingly apparent that
such restraint is not universally supported or
practised. In fact, it is now reasonable to assume
that future adversaries may try to maximise the
advantages they can gain through "asymmetries of
conscience;" that is, the willingness to pursue
means which NATO Nations find unacceptable.




Some asymmetries of conscience are based on
cthical standards; some include practical
considerations. For example, despite the great costs
involved, NATO has strict requirements for the
safe storage and handling of the systems it
develops and accepts. Some opponents, however,
may be more interested in less expensive systems
that can be used immediately, rather than in quality
systems which are safe.

Other examples of constraints which the West finds
necessary and imposes upon itself range from
environmental considerations to the wuse of
chemical and biological weapons. Although, in
many cases, international treaties have been signed
acknowledging  agreements to  restraining
principles, many nations have not joined in these
treaties, and even some that have signed do not
appear to take them seriously.

Thus, NATO is faced with defending itself against
tactics and weapons which it finds unacceptable to
use. To prevent such asymmetries of conscience
from providing a decisive military advantage
against the Alliance, it becomes even more
important to fully exploit the advantages NATO
has with respect to its financial resources,
technology, and its ability to organise effectively.

An additional impact of these asymmetries of
conscience is the requirement for NATO to
continuously examine its deterrent posture. This is
particularly important for future adversaries that
include factions with fundamentally different belief
systems then those associated with current western
democracies. Deterrence in the classical sense
results when a potential adversary understands that
attacks against NATO personnel or territory will
result in sure retaliation and unacceptable
consequences for the attacker. For terrorists and
other groups, this deterrence formula may prove
ineffective, since martyrdom may be seen as
enhancing the cause, rather than detracting from it,
and “unacceptable consequences” may not be
understood in western frames of reference.
Compounding the problem is that such
organizations may not present a recognizable target
after an attack. Because the time, location, and
means of terrorist attack may be unpredictable and
the perpetrators unknown, the how, where, when,
and against whom to respond is often unclear.
There are many recent examples that illustrate that
respect for life in other cultures and within terrorist
organizations may be very different from western
values. The result is that NATO will need to
examine its deterrence formulas and possibly to
develop a new set of equations to deal with these
threats.
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Organized Crime. For good reason, organized
crime has been outside the focus of most westermn
military forces. In the next century, however,
organized crime in some nations may wield as
much power and influence as the official
government in the countries in which they operate.
Even today, Colombia, where the drug cartels exert
immense influence and power, and parts of the
Former Soviet Union, where organized criminal
organizations have created an unofficial economy
by protecting business concermns in cooperation
with corrupt government officials, demonstrate the
potential security problems associated with such
organizations. Drug cartels, crime organizations,
and terrorists will pose an increasing challenge to
NATO in the next 25 years. The availability of
nuclear, biological, and chemical (NBC) weapon
technology and the potential breakdown in
effective government control over weapons of mass
destruction that could occur in some parts of the
former Soviet Union, means that such groups
might achieve a portable NBC capability in the
future. To counter this threat, NATO nations may
call upon all resources, military and otherwise, to
help prevent the movement of NBC materials
across national borders and the threat of such
weapons against their citizens. Effective control
will require 24 hour surveillance by personnel and
equipment/sensors capable of detecting, tracking,
and intercepting such materials.

Organizational Entities.

United Nations. While it is likely that the UN’s
Security Council will grow to include new
permanent members.in the next 25 years, the UN’
itself is expected to continue to maintain standing
military forces involved in a number of operations
around the world. NATO nations will need to
liaison with these forces, either in an alliance
activity (as in Bosnia) or as member nations
involved with specific UN activities. To meet its
requirements, the UN forces will have to be
equipped for rapid and flexible employment
worldwide. Unfortunately, the  slow,
methodological decision-making process of the UN
will make the timely employment of these forces
problematical, and likely that NATO and UN
forces will overlap in areas of NATO interest.

NATO. In the next 25 years, NATO will grow in
numbers, requiring special attention to command
and control - requirements and the necessity to

“integrate new partners which may not share the

same levels of technical or organizational
sophistication. At the same time, NATO military
forces may become smaller in size due to budget



P2-4

pressures, while reorienting and enlarging their area
of interest to take into account the new members
and NATO’s broad range of security interests.
Further, the role of NATO could evolve from that
of traditional collective defence to a full range of
operations other than war, such as peace support
operations on NATO borders as well as
humanitarian operations in concert with non-
traditional allies.

Western European Union (WEU). The WEU is
envisioned to become more active and influential.
It is anticipated that in the timeframe of this study,
it will achieve a significant military capability that
would enable it to act independently from NATO if
desired. Like NATO, the role of the WEU will
evolve from that of Western European collective
defence to humanitarian operations in concert with
new allies such as eastern European nations.

Economic Factors.

It is expected that national defence budgets will
continue to decrease as a percentage of national
spending. The resources will continue to be spent,
but investment will focus on social and national
infrastructure ~ issues  requiring  continuing
reorientation and consolidation of defence industry.
Cost will take on increasing importance in a
military system’s cost effectiveness equation.

New world economic and military powers are
expected to appear in the Far East. Further, this
geographic area is expected to experience the
greatest growth in economic power due to its large,
educated population base, natural resources, and
growing industrial manufacturing ~capability.
China already is a primary military power in that
region and is expected to rival Japan in economic
power.

With the growth of worldwide industrialization,
competition for markets will intensify. This will
be particularly true in the defence area as more
producers will compete for a stable market. As the
health of Western industry is difficult to separate
from the world economy, there will be growing
pressure from multi-national industries on westemn
governments to liberalize export rules.  The
inevitable result will be the proliferation of high-
technology equipment to rogue nations. World-
wide competition for markets will intensify,
increasing the possibility of international economic
warfare which could spill over into military
competition.

Proliferation and Portability of Technology.

The cost of computer technology and systems will
continue to decrease with important consequences
for future warfare. This trend means that systems
that have been developed at great cost by one
organisation, such as a Ministry of Defence, will be
copied very cheaply and proliferated among
possible opponents, including less developed
countries and terrorist groups.

An example of this situation is the Global
Positioning System (GPS), which was developed at
great expense, but is now available commercially
for so little cost that most small boats are now
fitted with the system. In fact, GPS transponders
are being used by some public transport systems to
check the location of buses and tell passengers
where they are. Such systems are equally useful to
possible enemies developing cheap versions of
cruise missiles, or in guerilla warfare, in
identifying the exact location of opponents’
weaponry or command centres.

Another aspect of the same problem is that
commercial computer and communications
technology, which does not require a complex
procurement process, often provides capabilities
that can be used immediately by enemy forces,
while the military requirements and standards of
the NATO nations enforce a much longer
development cycle. The result is that an agile
enemy, using systems available in the market
place, could actually stay ahead of NATO
capabilities in some technology areas. An example
of this was the initial development by the British
Army of a prototype command and control system
using commercial hardware and software, which
took far fewer resources than the system finally
developed to military standards, but was perfectly
adequate for the majority of tasks.

A third problem is that a full range of weapons
systems, as well as computers and other
communications systems are available from former
Warsaw Pact, and particularly Soviet Union,
countries. In addition, engineers and scientists
from these countries, including those who have
worked on nuclear, biological and chemica