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Environmental Factors in Electronic Warfare
Related to Aerospace Systems

(AGARD CP-573)

Executive Summary

An in-depth knowledge of the characteristics of the propagation medium and how they should/could be
modified is essential in order to obtain more efficient sensors for aerospace systems. During the
symposium the effects of environmental factors on the different disciplines relating to EW were widely
analyzed, and all relevant aspects were considered including among others:

— The effect of interference in the ionosphere on various satellite systems, and the propagation
mechanisms affecting countermeasures against EO and laser systems.

— The layering of appropriate paints as a means of protecting airbase structures in more than one
band, as well as camouflage as a measure against radar sensors.

— The disruptive potential of high-power microwaves, and the exploitation of SMART munitions.

Considering the problem of reduction of aircraft signature, evidence was provided that it is now
possible to achieve this by an accurate definition of the mission profile. Finally, several solutions were
offered to protect aircraft during peace-keeping operations, i.e. an active self protection laser system
against optical seeker head missiles.




Les facteurs d’environnement en guerre
électronique relatifs aux systémes aérospatiaux

(AGARD CP-573)

Synthese

L’amélioration de I’efficacité des senseurs des systemes aérospatiaux passe par ’acquisition de
connaissances tres completes concernant les caractéristiques du milieu de propagation, ainsi que par la
définition des modifications qu’il serait faisable et souhaitable d’y apporter. Les effets des facteurs
d’environnement sur les différentes disciplines se rapportant a la guerre électronique EW ont été
largement analysés lors du symposium et tous les aspects connexes ont été examinés, y compris:

— les effets des perturbations ionosphériques sur les différents systemes satellite, et les
mécanismes de propagation ayant un impact sur les contremesures contre les systemes électro-
optiques et laser;

— D’application de couches de peinture appropriées comme moyen de protection des structures
implantées sur les bases aériennes sur plusieurs bandes de fréquences, ainsi que le camouflage
en tant que mesure de protection contre les senseurs radar;

— le potentiel perturbateur des micro-ondes de grande puissance et I’exploitation de munitions
intelligentes SMART.

Concernant le probléeme de la réduction de la signature radar il a été soutenu qu’il est désormais
possible d’y parvenir par la définition précise du profil de la mission. Enfin, différentes solutions ont
été proposées pour la protection des aéronefs lors des opérations de maintien de la paix, le probléme
posé étant celui de I’auto-protection active d’un systeme laser contre les missiles a tétes chercheuses
optiques.
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Theme

Environmental factors have to be considered in all kinds of electronic warfare (EW) scenarios and with respect to the
EW-performance of military systems in any part of the electromagnetic wave spectrum. Political changes have led or lead to
appropriate modifications of EW-scenarios, and continuous progress is being achieved in EW-analysis and system
technologies in the entire spectrum, from optical to extremely low frequencies.

Relevant environmental aspects of aerospace sensor technology include characteristics of the sensor near-field, or site effects,
and the propagation path with natural or anthropogenic obstacles and attenuating elements in the atmosphere, such as
obscurants and scatter elements (including chaff). An appropriate selection of frequencies and EW-performance is
interrelated. Some propagation properties may be influenced by artificial modification. The adaptivity and thus the
survivability of systems is of paramount importance; they depend on the prompt recognition of and reaction to EW-related
changes in such environmental conditions. Electronic/optical counter-measures and counter-countermeasures (including, for
example, camouflage, terrain masking, and emission control) as well as electronic support measures (including, for example,
direction-finding) are to be considered. Examples of typical objectives may be high jamming efficiency, or on the other hand,
good anti-jamming performance with low probability of exploitation (detection and interception).

With particular emphasis on aerospace systems, this symposium was therefore proposed to address recent progress and
predicted future advancement in the areas mentioned; it offered the possibility to present and discuss new EW-concepts and
related environmental effects. Characteristics and vulnerability of present-day and particularly future airborne and surface-
support systems in surveillance, communications, command and control and navigation are taken into account. Attention was
directed at adaptation of aerospace systems and mitigation of their vulnerability.

The symposium covered the following topics:

— Survey of threat and EW scenarios for aerospace systems.

~— Relevant environmental effects with respect to aerospace systems in the applicable portions in the entire spectrum
from optical/infrared frequencies to the ELF range.

— Environmental control (including artificial modification of propagation media).
— Aerospace system aspects.

— Advances in environment-oriented EW-analysis and modelling as related to aerospace systems.

— Environmental aspects of emerging EW-concepts and future outlook with the focus on aerospace systems.




Theme

Les facteurs d’environnement doivent étre pris en compte dans tous les différents scénarios de guerre électronique (EW),
ainsi que pour les performances EW des systémes militaires dans tout le spectre des ondes €lectromagnétiques. Les scénarios
EW ont été, et seront modifiés pour tenir compte de changements d’ordre politique. Des progres sont réalisés en permanence
dans le domaine de I’analyse EW et les technologies systeémes dans tout le spectre de fréquences, de I’optique jusqu’aux trés
basses fréquences.

Les aspects d’environnement relevant des technologies des senseurs aérospatiaux comprennent les caractéristiques du champ
proche des senseurs, ou les effets de site, ainsi que les trajets de propagation avec obstacles naturels et anthropocentriques et
les effets atténuants de I’atmosphere, tels que les obscurcissants et les éléments de diffusion (y compris les chaffs).

La corrélation est faite entre un certain nombre de fréquences représentatives et les performances du systtme EW. Certaines
caractéristiques de propagation peuvent étre influencées par des modifications artificielles. 1."adaptation, et donc les capacités
de survie des systtmes sont d’une importance capitale; I'obtention de ces qualités passe par la détection rapide des
modifications. Les contre-mesures et les contre-contre-mesures électroniques/optiques (y compris, par exemple, le
camouflage, le masquage du terrain et le contrdle des émissions), ainsi que les aides électroniques (y compris, par exemple, la
goniométrie) doivent étre prises en considération. Parmi les exemples des buts recherchés figurent le brouillage a hautes
performances ou, inversement, 1’antibrouillage performant  faible probabilité d’exploitation (détection et interception).

Ce symposium, qui a concerné particulierement les systemes aérospatiaux, a donc été proposé, afin d’examiner les progres
récents et les avancées prévues dans les domaines en question; il a permis la présentation et la discussion des nouveaux
concepts EW et des effets d’environnement connexes. Le symposium a tenu compte des caractéristiques et de la vulnérabilité
des systdmes, aéroportés et ceux servant au support logistique, en surveillance, en commandement et controle et en
navigation. Une attention particuliere a été portée sur I'adaptation des systémes aérospatiaux et l'atténuation de leur
vulnérabilité.

Le symposium a traité des sujets suivants:
tour d’horizon de la menace et des scénarios pour systémes EW

— les effets d’environnement par rapport aux systtmes aérospatiaux dans les secteurs applicables de I'ensemble du
spectre, de I’optique/infrarouge jusqu’aux fréquences mégamétriques

— le contrdle de I’environnement (y compris la modification artificielle des moyens de propagation)
— les aspects systemes aérospatiaux
— les progres réalisés en analyse et modélisation EW de I’environnement du point de vue des systemes aérospatiaux

— les aspects d’environnement des nouveaux concepts d’EW et les perspectives d’avenir, surtout en ce qui concerne
des systemes aérospatiaux.
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Preface

Electronic Warfare (EW) Systems must operate in hostile environments in which the propagation medium can be modified by
natural events and hostile action. The efficiency of sensors is dependent upon their ability to operate in all conditions
requiring knowledge of the characteristics of the propagation medium. EW by definition covers a large number of disciplines
and the theme of this symposium concerning the Environmental Factors reflected the same wide field of interests; particular
attention was directed at Aerospace Systems and their essential surface support.

The meeting commenced with a lead session on Electronic Warfare and Aerospace Environment. Subsequent sessions
addressed recent progress and possible future advancement in Environmental Effects and Control, Aspects of Radio-
Frequency Systems, Aspects of Electro-Optical Systems, EW-Analysis, Simulation and Modelling, and concluded with a
review session on Emerging EW-Concepts.

Forty-three papers were presented during the symposium; it was attended by more than 150 participants. In addition, the
meeting represented a forum for fruitful discussions; this and the wide variety of disciplines may have provided the trigger
for alternative solutions to known problems.

Gratefully acknowledged are the cooperation and assistance of all who have contributed to the success of the meeting, in
particular the members of the Technical Programme Committee, authors, and session chairmen, and the AGARD staff led by
Lt. Col. G. Del] Duca.

Special thanks are offered to our Italian hosts for the local arrangements at Pratica di Mare and for the excellent support
provided during the meeting.

H.J. Albrecht G. Wyman
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Editors’ Summary

The symposium commenced with a lead session on Electronic Warfare and Aerospace Environment. Subsequent sessions
addressed recent progress and possible future advancement in Environmental Effects and Control, Aspects of Radio-
Frequency Systems, Aspects of Electro-Optical Systems, EW-Analysis, Simulation and Modelling, and concluded with a
review session on Emerging EW-Concepts.

The keynote paper was directed towards the progress made in the area of signal processing in the military context coupled
with the aspirations of the users. The paper contains detail of signal processing in the millimeter and optical fields with an
indication of the benefits which can accrue. The treatment of uncertainty, inherent in any sensor system, and the increase in
the order of correlation leads potentially to higher confidence in the identification of signals.

The lead session continued with a review paper addressing the ionospheric environment and its impact on EW-systems. The
paper provided detail of the physics involved and highlighted areas of the globe at which large scintillation effects can be
present. Evidence of interference to various satellite systems used for communications, navigation, and surveillance was
provided. The implication of exploiting various properties of the ionosphere were also given together with the limitations
imposed on the modulation schemes. The second review paper represented the equivalent foundation for IR, UV and Optical
bands by providing detail of the various propagation and background mechanisms relevant to countermeasures against
electro-optical and laser systems. The paper included a discussion of background target signature, battle effects, sensor
specifications, relevant signal processing, atmospheric transmittance and scattering, as well as presently available modelling
tools. In addition, aspects of warning systems and target acquisition were dealt with.

Session Il devoted to “Environmental Effects and Control” contained papers ranging from the effects of specific paints on the
signature of aircraft to the prediction of antenna coupling. The paint aspects were particularly relevant to viewing the
structure in more than one band simultaneously and considered the results of composites formed by layering different paints.
Also represented were smoke effects on electro-optical systems. Examples of interference with RF navigation, surveillance
and communication, with military EHF satellite communications, and possibilities of adaptive interference cancellation were
given. Results of injecting antiphase signals were presented and the potential to encompass multiple sources was postulated.
Several papers mentioned the impact of scintillation through the ionosphere whilst accessing satellites which consolidated the
information given in the relevant review paper. Some extreme examples for the global positioning system (GPS) were cited.
In addition, papers concerned the prediction of the shipboard environment, and camouflage measures on airbases against
millimeter-wave radar sensors; here experimental results referred to hardened shelters.

Sessions IIIA and IIIB dealt with “Aspects of Radio Frequency Systems”. Following a review on LPI radar (low probability
of intercept) and a paper on electronic countermeasures (ECM) with synthetic aperture radar (SAR), digital RF memories
were discussed together with the considerable benefits that the reduced necessary power brings on the system. The equipment
was also part of systems which were addressed in other papers. Two ESM systems (electronic support measures) and their
limitations were described. Two papers treated the disruptive potential of high power microwaves (HPM) and the significance
of the modulation imposed in the case of guided missiles and other smart munitions. The selection of the excitation was
mainly based on the interior resonances of the structure. The presentation inverted the analysis to harden the missiles.
Another contribution concerned noise limitations with millimeter-wave seekers. Satellite systems were again discussed and in
particular the global positioning system (GPS), where users should investigate the wider context of use and the region of
deployment before establishing the error bounds for implementation.

Session 1V, entitled “Aspects of Electro-Optical Systems” began with a paper describing the benefits of incorporating the
seeker heads in any simulation. In this fashion the temporal reactions within the control loop and other characteristics of
countermeasure effectiveness can be tested. In addressing the laser detectors, a novel means of measuring the angle of arrival
was demonstrated which is essential if any narrow-beam counter is to be effective. The improved angular information allows
the deployment of countermeasures to be optimized. A further presentation concerned missile plume experiments with the
analysis of several motors using a spectroradiometer in the band 240 to 290 nm. Additional papers dealt with an active self-
protection laser system for aircraft against missiles with optical seeker heads, and aspects of modelling an IR/UV scene in an
electronic warfare scenario.




Session V covered “EW-Analysis, Simulation and Modelling”. Concerning simulation, a number of papers reported on its
fiscal benefits but with the caveat that some restricted flight trials will be necessary. The amount of realism which can now be
injected is considerable, as was demonstrated from a recording. This trend is likely to continue with the increase in
processing power available and thus the users can anticipate enhanced images for training. Papers dealt with a wide field
within the subjects of this session, such as electro-optical and infrared countermeasures (EOCM, IRCM), performance of IR
seekers, jamming and interception predictions of HF communications systems. Other subjects were detection of
communication, navigation and identification signals, EW-related radar performance in operational environment, validation
of EW-systems, and EW simulation integrated in an operative support centre.

Session VI — “Emerging EW-Concepts” — was an attempt to predict the relevant concepts in the near future. The review
paper on camouflage of air vehicles provided evidence that reduction of object signatures is possible with the closer co-
operation between engineers to discuss the various properties required to meet the aerodynamic and electronic systems.
Emphasis was placed on defining the mission profile to determine which stealth concept is paramount during the various
phases. Adaptive techniques were again discussed in relationship to jamming efficiency bringing together the digital RF
memory and the antenna arrays but requiring ‘a fast onboard processor. Trial results of overflying weapon sensors with a
towed decoy were also presented and clearly showed the benefits of the countermeasures. In the IR and optical systems, the
trend towards finer resolution on the seekers leads to a higher degree of refinement for the countermeasures. Several ideas
were offered as potential counters with the prospect that they may be required to protect the aircraft in earnest as IR seekers
proliferate and aircraft on peace keeping missions are subject to attack.

Forty-three papers were presented during the symposium; it was attended by more than 150 participants. In addition, the
meeting represented a forum for fruitful discussions; this and the wide variation of disciplines may have provided the trigger
for alternative solutions to known problems.

H.J. Albrecht G. Wyman
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FUTURE MILITARY ELECTRONIC WARFARE -
Where Will Modern Signal Processing Take Us?

Peter C J Hill
Ray C Saull

School of Electrical Engineering & Science
Cranfield University, RMCS
Shrivenham, Swindon, Wilts, SN6 8LA, UK

Tel: ++ 44 01793 785208
Fax: ++44 01793 782146

SUMMARY

Military electronic warfare (EW) is well recognised as a facilitating
force multiplier in deciding the outcome of a conflict situation. Its
operation depends very largely now on smart electronic signal
processing. Modern developments in the fields of digital signal
processing (DSP) algorithms, devices and systems and also in
processing optical signals have been fast and a number of novel
paradigms have emerged which will possibly have important
repercussions in the EW arena. Selected cases are described
together with research examples to show the progress and
applicability of the new techniques. The main purpose of the
paper is to focus on those hot signal processing developments
which the EW community should be encouraged to monitor very
closely.

1 INTRODUCTION & THEME

Recent military history from 1904 through World War 2 to the
Persian Gulf Desert Storm operation has shown in no uncertain
way that the use of electronic warfare (EW) techniques has been
a decisive force multiplier for controlling the tactical battlespace
and thus determining the outcome of the war. This multiplier is
now preeminently based on the denial of battle information to the
enemy whilst retaining and controlling it for friendly use. An
example of the intensity of potential information warfare is
demonstrated by Desert Storm military info-traffic. At its peak,
the Allied Communications network managed more than 30,000
radio frequencies, 700,000 telephone calls and 150,000 messages
per day and also some 500,00 photographs were received from
defence satellite systems, U2/TR-1 platforms, AWACS(E-3s), Air
Force JSTARS and miscellaneous UAVs during the course of the
conflict [1]; moreover, the enemy was radar blinded with up to
2000 ARM missiles launched early on and their C3 centres taken
out with smart weapons in the first few hours of the war.
Needless to say, much of this technology depended on recent
advances in electronic digital signal processing - hardware,
algorithms and software. And we must not forget the propaganda
battle carried out by both sides through the use of global television
in order to dominate the perception of war.

So what of the future for EW and allied non-lethal technologies?
We argue that information warfare will become pre-eminent and
the interplay between 'safe kill' and 'hard kill' a cardinal factor in
deciding the outcome.. It is generally agreed now that the
battlefield will be digitised and 'all-knowing' through the use of
multisensor/multimedia combination linked together through an
information highway (infobahn) network. There would be less
dependence on traditional land-based platforms such as tanks and

much more on robotics and autonomous vehicles with smart and
intelligent weapon systems operating from land, sea and air.
Electronic protection of these assets would be of paramount
importance and the use therefore of modern signal processing
would be absolutely vital here. Any side gaining a tactical
advantage in the use of modern signal processing technology
would have the edge in quickly in determining the outcome of the
conflict and this is the main theme of our paper.

We start by considering future threats and countermeasures in
electronic information warfare as applied to C3/C4I and also smart
weapons systems such as precision guided munitions focusing on
emerging technology and techniques relevant to communications
and non-communications EW. The potential use of 'hot' signal
processing solutions which are emerging from the R&D
laboratories will be described through one or two examples in the
EW game and the talk will end with systems considerations and
some final remarks on the way ahead.

2. THREATS & COUNTERMEASURES - THE EW GAME

EW is a surprise-element facilitator and force multiplier but not a
battle winner as such. We need to have an advantage in areas such
as,

>

L] Strategic (pre-conflict) data collection
L Monitoring & control of the battlespace
L Overall digitisation of the battlefield

o Operation of C3/C4I networks

L Prevention of fratricide - forces & platforms
L Intercept of comms & non-comms signals
L Self-jamming protection of C31 systems

L Protection of weapon systems & platforms
L Defeat of enemy weapon systems

° Reduction in EA/EPM (development) cycle times
and finally and perhaps more importantly,

L Integration of all C2 and weapon platform assets

Paper presented at the AGARD SPP Symposium on “Environmental Factors in Electronic Warfare Related to
Aerospace Systems” held in Pratica di Mare AFB (Rome) Italy, from 8-11 May 1995, and published in CP-573.
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The key to dominating these areas is now recognised to be secure
information handling through electronic data acquisition, signal
processing, data fusion and final decision action suitably protected
by the use of EW techniques, both EA(ECM) and EPM(ECCM).

An additional and growing threat here is not surprisingly that a
fully digitised battlefield will result in an infoglut (information
overload) and consequent network saturation operating from the
level of integrated C3 systems right down to the future 'cyber-
soldier in the field! The solution to this data saturation syndrome
is some form of dimensionality reduction at critical points in the
chain and this will jointly depend on digital signal processing
(DSP) techniques and also human computer interface (HCI)
considerations. Does the General really want to observe in full the
solders/pilots' view of the battlefield in real-time when they both
operate in 'cyberspace' (and do either of them wish to reveal their
electronic signatures)?

Data will have to be enormously compressed and selectively
filtered for presentation and this requires rather intelligent signal
processing. If this is not done, there will be observational
confusion, ambiguous decisions and lack of trust which, in the final
event, would lead the military to abandon 'high-tech’ methods and
revert instead to today's well-tested 'manual’ methods.

An important feature of this information wargame scenario is the
rapidly closing time gap between the EA and responsive EPM
cycle as acted out in the theatre of smart weapons,
countermeasures and counter-countermeasures. With the advent
of fast-acting adaptive DSP techniques the technology edge will
effectively disappear (Fig 1).

Finally, three lessons from Desert Storm stand out [2], viz, the IR
GW missile is the greatest threat of the late 1990s; the RF
countermeasures developed post-Vietnam experience actually

work; and lastly, stealth if widely introduced, will 'force the re-
writing of the RF EW handbook’. So what place signal processing
in all this?

3. EMERGING SIGNAL PROCESSING TECHNOLOGY
FOR EW

Solid state technology is still running with Moore's Law
(processor speed doubles every 4 years) and there appears to be
no limit until 0.1pm line widths are reached at the quantum bound.
Microprocessor chips are emerging with 1200 MIPS and
architectures moving from 64-bit to 128-bit databuses. Moreover
1Gb DRAMs are on the horizon with input/output bandwidths
around 400 MHz; in other words performance is similar to
available 4Mb/16Mb chips, but capacity 100 times greater.
Estimated SPEC int/fp 92 figures are now in the region 300-600
for 64-bit chips with almost 10 million gates consuming around
30-50W. By the turn of the century SPEC int figures will reach
2000 and all key computer components will have vastly improved
with typical systems having 7 Gb disk stores and 800 MIP
processors, Fig 2 [3].

Generic DSP systems will offer comparable performance and
dedicated chips such as neural processors will be 'off the shelf. By
the year 2000 computing will begin to go photonic rather than
solely electronic and processor components could then be bussed
by optical connections. Display technologies will be similarly
advancing with techniques such as wide-angle view colour LCDs
emerging.

The important EW-related electronic technologies and techniques
can be summarised as

L4 Available electronic & photonic complexity
L] Continued VHSIC and VLSIC technology

(] Improved memory - capacity, speed & power
L Adaptability and reconfigurability

® Smart, assisted and intelligent processing

L] Fast DSP devices & systems

° Robust algorithmic engineering

L] Improved display technology

L Multisensor data fusion

L] Parallel computer architectures

] Smart software & development tools
L] Re-emergence of analogue techniques.

Applied to EW engineering, signal processing solutions and
systems will be complexity and cost driven rather than purely
technology led - just about any DSP 'silver bullet' should be
possible in principle and automatically fine tuned in the field if
necessary. We anticipate that these emerging technologies will
strongly impact on many key areas in EW including, for example,
battlefield automation, signal detection & intercept, responsive
jamming, spoofing & platform protection, satellite remote sensing,
weapon control & guidance and indeed the whole field of
communications, radar, and laser EW systems.

4. THE HOT SIGNAL PROCESSING TECHNOLOGIES
Application to EW

There is no generally agreed taxonomy for these hot technologies,
but judging by the active research fields and their concomitant
publication intensities, the following areas could perhaps provide
EW winners in the future:

L4 Artificial neural networks (ANNs)

° Fuzzy logic systems (FLS)

L4 Genetic algorithms (GA)

L Higher order statistics (HOS)

L Wavelet transform processing (WT)

L4 Chaotic signal processing

® Speech & video coding

L] Optical signal processing & switching

o Processing of optical signals




Let us examine these topics in turn and attempt to see where the
techniques could be applied to enhancing EW engineering
components and systems through various research investigations
which have been carried out at RMCS and beyond.

4.1 Artificial neural networks

Artificial neural networks (ANNs) are becoming increasingly
popular as a means for processing information. One of the main
reasons for this is that their learning abilities for self-organisation
make it possible to solve problems whilst avoiding the need to
design complex algorithms [4]. An ANN derives its own internal
representation of the input data by showing it the required
input/output mapping over many training cycles - with or without
supervision depending on the network type. Two pre-eminent
ANN architectures are the (supervised) multilevel perceptron
(MLP) and the (unsupervised) Kohonen self-organising
topological map (SOTM), Fig 3. In microprocessor systems there
is a clear separation of memory and processing units whilst in
ANNSs memory and processing capability are distributed across the
neurons. Each neuron consists of a number of inputs, each
associated with a weight (memory) and typically the product of
inputs and weights is summed, passed through a squashing
function to limit the output range, and sent on to the next layer of
neuron(s). There are various learning paradigms.

The main thrust of applied ANN research is in the area of pattern
recognition techniques applied to speech, vision, robotics and Al
applications motivated by the desire to emulate biological neural
networks with parallel neural net hardware classifiers. Such
classifiers often outperform the classical Bayes approach and
provide a selection of practical characteristics with trade offs in
(memory) complexity, computation, training times, and adaptation
requirements. There are very many uses in EW for such classifiers
in both the ESM and EPM areas and also in weapon target
recognition for GW systems, precision munitions and the like.

At RMCS we have been involved in various ANN EW signal
processing investigations over the past ten years. An early study
into automatic digital modulation recognition showed that, given
suitable waveform moments, an MLP trained with back
propagation performed quite as well as schemes based on
multivariate analysis of variance (enhanced principal component
analysis) and certainly outperformed existing competition for low
SNR channels. Again using an MLP network there was a
successful investigation into finger printing naval harbour radars;
this required a modified training technique and also a method for
circumventing the problem of very limited available input data.

The digital rf memory (DRFM) is now a most useful technology
for radar platform protection (Fig 4) and, apart from its ECM use
it can also be employed as an rf simulator for both simple and
coded pulses across a wide spectrum; a 2-bit DRFM is normally
sufficient for storing and replicating most currently used radar

signals. We tackled the problem of using an ANN processor on a
virtual radar threat platform to determine whether or not the return
signals had been DRFM processed or were purely skin echoes;
results showed we could get down to 3 bits with reasonable
confidence in a modest noise environment.

A current doctoral study is investigating the application of various
ANN schemes for estimating the direction of arrival (DOA) of
radio waves at an antenna array. These schemes have been based
on MLP, least-squares assisted ANNS, learning vector quantisation
(LVQ) - SOTMs, and also radial basis functions (RBF) applied to
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both linear and circular arrays. Best results to date give <1°
resolution down to 6 dB SNRs using LVQ or RBF ANNs with
small circular arrays.

In a more recent project we are investigating the use of multiple
Kohonen networks (SOTMs) for classifying earth land cover from
remotely sensed satellite data; good texture and contour analysis
prior to ANN processing is vital. The initial study used SAR
image data but better performance is now being obtained from
multi-spectral data analysis and even sub-pixel resolution has been
reported in the literature. The military have interest in merging
multiple-IR and visible band imagery together with terrain
elevation data to achieve mission rehearsal simulation tools.

At RMCS we are also involved with an ANN image processing
study in moving object recognition currently extending the
research by combining with ANN acoustic signatures through
techniques such as data fusion for the final decision process.
Additionally ANNs have been used for digital image compression
where SOTM processing with image sub-blocks can achieve 10-
20:1 compression or better with Huffman coding.

Quite evidently, ANN signal processing has ubiquitous application
in the EW arena and we have thrown up only a few examples here.

4.2 Fuzzy systems

Computers are excellent at executing highly structured,
mathematically-based algorithms, but it is difficult for them to
mimic the subtleties of human knowledge and judgement. The
solution to this problem is fuzzy logic where specific system input
values are mapped onto fuzzy sets with associated 'set-
membership' values thus performing non linear mappings similar
to an ANN processor [5]. Subject to certain restrictions it can be
shown that the weights of an ANN are identical to confidence
levels for the truth of individual rules in the corresponding fuzzy
rule base. This correspondence becomes important for stability
and learning convergence in certain types of fuzzy controller - vital

for robust and safety critical applications.

The research thrust is currently with 'neurofuzzy systems' where
the neural network can set up and improve rules in the fuzzy logic
components (Fig 5) so that the system can modify its behaviour in
response to variations in environmental conditions. In EW such
a smart processor would be most useful in situations where
background EA is used as a countermeasure to confuse friendly
sensors, for target designations/recognisers, data fusion & decision
systems and possibly also adaptive multimode airborne radars, to
mention just a few examples. Progress in this area should be
watched very closely by the EW community.

4.3 Genetic algorithms

Genetic algorithms (GAs) are search procedures, operating in the
'soft computing' area, which are based on the mechanics of natural
selection and genetics [6]. GA processes resolve the Bellman
‘curse of dimensionality’ problem and create robust solutions to
optimisation and search. Compared with traditional methods they
work with a coding of the parameter set, not the parameters
themselves; the search is from a population of points, not a single
point; GAs use pay off information objectively and also
probabilistic transition rules - not deterministics.

In the GA process there is a basic execution cycle which involves
selecting candidate solutions according to fitness for reproduction
followed by a random mating process through a 'crossover' partial
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exchange procedure to produce offspring solutions and mutations.
The performance of the new population is then evaluated,
eliminating the weaker performers, and the entire process is then
iterated. There must be some means to ensure the problem space
is comprehensively searched and the population variation properly
developed with the three idealised genetic operators of
reproduction, crossover and mutation leading to a blind search
which avoids analytical gradient techniques.

GAs are extremely flexible with I/O representing a wide variety of
phenomena including combinatorial optimisation (e.g. fusion),
image processing, software design and system learning. There is
evidently great potential here for EW application in areas which
require efficient domain independent search heuristics. For
example, in the EW game of countermeasure (CM) versus
countercountermeasure (CCM) the evolution of ideal CM/CCM
solutions might nicely evolve using the GA approach. A more
specific possible application here is to synthesise code generators
to achieve certain desirable sequence properties such as bounded
correlation metrics or interference suppression. At RMCS we
intend to feasibility research such areas; we already have some

experience in the application of GAs to soft control problems.
Additionally the possibility exists of using GAs to adaptively
optimise rules in neurofuzzy systems operating in varying
environmental conditions as previously stated. Moreover, there is
no reason why GA methods cannot be used to 'fine tune' existing
solutions in a wide spectrum of optimisation problems. This is a
young subject with enormous (gene!) potential.

4.4  Higher order statistical processing

Higher order moments (HOMs) and associated spectra (HOS)
provide a correlation-based signal processing framework for
studying non-gaussian processes and nonlinear systems without
the limitation of phase blindness. HOM processing extends
processing beyond second order correlation, power spectral
density functions, least squares and eigendecomposition
techniques. The techniques extract information due to deviations
from gaussianity, recover signal phase characteristics, detect and
quantify non-linearities in time series and provide high SNR
domain detection, parameter estimation, signal classification and
even reconstruction; importantly also, such processing suppresses
gaussian noise in systems with unknown spectral characteristics
[7]. HOS 'polyspectra’ - bispectrum, trispectrum, and beyond -
can detect and characterise the type of system nonlinearity from its
output data alone.

Undoubtedly HOM processing offers great potential for EW
particularly in the ESM/SIGINT area concerned with intercept
operations; there may also be application to ELINT and radar
pulse sorting but this has yet to be proved. Currently at RMCS we
are studying the use of triple correlation techniques for detecting
covert direct sequence spread spectrum (DS/SS) signals and
estimating their generating functions in the presence of
background noise and homomorphic interference such as CDMA
channels (Fig 6); early results are encouraging. We have also used
HOMs for preprocessing antenna data to enable an adaptive
layered network, such as an MLP ANN, to estimate signal
direction of arrival (Fig 7). Third order moments work well with
circular arrays and compete well with HR techniques such as
MUSIC, but considerable dimensionality reduction is required for
input to the ANN and here we used principal component analysis
(PCA). In such problems, an alternative to using PCA would be
to somehow focus on high value HOM components selected from
say a Volterra expansion of the complex array signals.

HOM/HOS signal processing is a very fertile area for further EW
signal processing research.

4.5  Wavelet transform processing

The wavelet transform (WT) provides a time-scale (time-
frequency) analysis of continuous and discrete signals with
application to areas such as data compression, image processing
and time-frequency spectral estimation [8]. The WT is a direct
alternative to the short-time Fourier transform (STFT) and in a
sense circumvents the Gabor uncertainty principle so that the
analysis resolution is not solely controlied by the window function
(Fig 8). The wavelet basis functions are all scaled versions of a
common 'mother wavelet' whereas the basis functions of the STFT
are all windowed sinusoids. The discrete WT can be conveniently
implemented as successive sub-band decomposition using a digital
filter bank tree.

The WT can perform better in some situations than the STFT, in
particular for extracting signal information from a non-stationary
process, but there is a distinct increase in complexity of
interpretation of the results. Wavelets may offer advantage for
signal intercept analysis in rapidly time-varying dense signal
environments but this has yet to be researched. One area where
WT processing has potential application is in 'pyramidal’ video
source encoding - this is a compression technique where users
with various link and/or display channel capacities can access
video frames accordingly from a single digital source. This could
be a useful video format for conveying tactical military imagery
through a hierarchical tree structure from high grade to lower
grade users.

In general however, it is not yet clear what real advantage WT
processing has over more conventional spectral analysis techniques
so that application to EW areas such as Doppler radar processing
for example, is somewhat uncertain for the time being.

4.6  Chaotic signal processing

Central to the idea of 'chaos' is the realisation that even very simple
non-linearities in time series can lead to extremely complex
behaviour where an apparently random process is taking place and
exhibiting a near-white or coloured power spectrum. There is thus
an element of unpredictability or chaos which turns out to be very
sensitive to initial conditions and wordlength accuracy of the
discretely mapped variables involved. Nevertheless, chaotic
sequences can be predicted with some certainty over short
timescales providing we have knowledge of the underlying
dynamical system. A typical two-dimensional system is the Hénon
map (Fig 9 shows one of the two sequences) which, as a 2D plot,
would give a 'strange attractor' fractal type of image.

As with conventional autoregressive and moving average (ARMA)
linear processing, chaotic time series estimation or prediction
requires a suitable parametric model of the chaos generator. This
can be estimated using a correlation technique based on a RBF
approach [9]. Application to comms EW would include detection
of weak signals in chaotic 'noise’ such as multipath interference
and, in radar and sonar, it may be possible to enhance SNRs and
use the RBF technique for tracking. The process may also be
useful for low grade cryptographic codes. At RMCS we have
used chaotic sequences, inter alia, as DS/SS chip code reference
signals in an investigation to enhance LPI performance against
delay-and-multiply intercept receivers but, compared with other
novel techniques explored, the results were a little disappointing.




There is certainly promise here and more work needs to be done
on combining the new techniques with conventional (ARMA)
methods so as to gain the best of both worlds.

4.7 Speech and video coding

This is now primarily civil rather than military led technology
driven by the goal of achieving high definition multimedia services
both at home and in the office [10].

In audio data compression the motivation is to achieve CD-quality
digital audio broadcasting (DAB) and in land mobile radio to
maximise the bandwidth efficiency (b/s/Hz) through smart speech
coding. From the early 64 kb/s PCM systems there were
successful ADM and ADPCM derivatives running at 16-32 kb/s
but with the military concentrating more on linear predictive
techniques such as LPC-10. Sub-band SBC/ATC coding has also
been developed but comms EW planners should perhaps note that
the choice for the pan European GSM cellular system was RPE-
LTP (regular pulse excited - long term prediction) at 13 kb/s. The
competition is with the half-rate code excited (CELP) codec at 6.5
kb/s which can get down to 4 kb/s (Fig 10). Coding delay and
chip power are important selection criteria. Because redundancy
is squeezed out in these codecs FEC channel coding is necessary
through BCH, RS or convolutional codecs combined using
interleaving and concatenation as necessary.

Speech recognition is an EW related technology which could be
important for battlefield voiceprints for say C2; in development
hidden Markov modelling (HMMs) is currently the most
successful algorithm. Before year 2000 topic-specific, speaker
independent recognition of large vocabulary will be available for
specific highly structured applications. There will also be major
advances in language modelling and, important to the military,
voice C2 facilities will be available as software options on most
PCs by 1996/97 in niche applications.

In video coding the main civil drivers seem to be the need to
provide video on disk, digital terrestrial TV broadcasting and
video-on-demand services. The goal is to bring down digital data
rates to analogue bandwidths so that compression factors of
around 8-20:1 are required. The standard basis codec is the
MPEG (Motion Pictures Expert Group) algorithm which is
applicable to a variety of video services. The basic MPEG model
(there are two variations) is a coding loop involving a DCT
variable length encoder with frame memory and motion estimator.
Such systems are compatible with packet video streams as in B-
ISDN and its progression to ATM circuits.

Much of this video compression technology will be relevant to
battlefield information systems where overall communication
channel capabilities will be at a premium, and where burst
switching for EPM reasons is likely to be prevalent. There is also
likely to be application to those precision guided munitions where
fast video capture and processing is a cardinal component.

4.8 Optical signal processing and switching

Developments in production technology have brought about
commercial integrated optical components for computing and also
telecommunications switching [11]. The main benefits of photonic
computing/signal processing accrue from the ability of optics to
provide high-speed, high-bandwidth processing, parallel
architectures/processing, and importantly, no interactions/crosstalk
between intersecting beams. Integrated optics can provide
efficient structures for complex signal calculations such as matrix
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multiplication and array processing, vector correlation and
convolution and similar functions. Implementation of such
operations using integrated optics together with optical fibres,
configured as a systolic system, produces a compact and low
power processing solution.

Electrical-optical interactions are used in computation . The
acousto-optical effect can be used to mix (multiply) signals at a
detector and a T-junction guide can effect addition between two
beams as can a simple photodiode. Other guided-wave structures
support logic-gate operations for all-optical signal processing. In
telecommunications, nonlinear optical components in the form of
parallel directional couplers have application to space/time division
switching exchanges and will be offering an aggregate digital rate
at an amazing 1 terabit/sec (10" b/s) - a useful device in EW
communications surveillance when densities reach up to 20,000
channels/sec!

Important aspects of processing of optical signals in areas such as
EO & IR EW are dealt with below.

4.9  Processing of optical signals

The detection of optical (visual, IR, UV) signals is, to a large
extent, still equivalent to the crystal video detector of the early
days of RF systems, that is an amplitude detector. However, the
optical threat, laser beam riding missiles, laser designators, LIDAR
and LADAR as well as directed energy weapons, is upon us and
there is a need to extract more information about the signal.

This information is best obtained by processing the signal while it
is still photonic rather than after its conversion to electronic form
by the detection process. The additional information available is
the colour, spatial coherence, temporal coherence and also the
polarisation of the signal. Work at RMCS has been concerned
with the construction of temporal coherence filters to enable the
detection of laser radiation in a high ambient illuminated
background. The work was based on the use of a Fresnel Biprism
with an optical delay on one side (Fig 11). Any process which
produces interference by division of the wavefront thus allowing
a delay to be inserted in one half of the wavefront will work.

Other research has been concerned with the measurement of the
polarisation state of incoming IR radiation. When IR is emitted at
any angle other than normal to the surface the radiation will have
a polarisation signature which can be employed to distinguish man-
made flat surfaces from naturally occurring ones. When surfaces
are smooth and curved then the curvature can also be estimated by
these techniques.

A general term for optical processing of the above type is Optical
Transform Image Modulation (OTIM) and this holds out much
promise for processing of optical signals and maybe signals at
other frequencies as well.

5. CONCLUSIONS & FINAL REMARKS

There have recently been a number of important growth areas
emerging in the signal processing arena - these include both
electronic DSP & photonics and also optical processing of signals.
On-going rapid developments in these fields will have enormous
repercussions in the EW arena. In particular, there are a number
of hot signal processing techniques, currently being researched,
which will play a special part in future EW engineering and may
even change the very nature of the EW game itself. In this
respect, in the paper we have focused first, on the advantages of
using statistical processing methods such as neurofuzzy systems
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and higher order moments, together with novel ideas in chaotic
and also wavelet transform processing; and second, pre-detector
processing of optical signals to extract information normally lost
in a simple detection process.

The motivation behind the paper is quite simple, viz; there are a
number of smart signal processing developments currently active
in the R&D laboratories which are potentially applicable to solving
future EW engineering problems. The electronic warfare
community should closely monitor these activities to ensure that
they do not fall on the wrong side of the electronic and
information technology edge in the foreseeable future.

April 1995 PCIJH/RCS
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1. SUMMARY

The ionosphere is a factor in all RF systems that involve links
between ground/air and space at or above 100 km altitude, and
frequencies up to at least 4 GHz. Ionospheric scintillation can
cause message errors in satellite communication links and
reduced availability of satellites for GPS navigation.
Tonospheric range errors can result in loss of accuracy or
resolution in surveillance from space, or ground-based
surveillance of space objects. The determination of whether
the ionosphere will generate significant system degradation
involves both environmental and system parameters.
Environmental parameters include: earih-space weather, time
of day, season, time of the solar activity cycle, and region of
operation.  System parameters include: frequency, noise
thresholds, and performance requirements such as accuracy,
resolution, or data rate. Mitigation, if possible, must be
adapted to the function and specific mission of the aerospace
system. Two-frequency GPS navigation incorporates
ionospheric measurement for range error mitigation. However,
single-frequency GPS must depend on statistical models or ad-
junct differential techniques. Ionospheric scintillation, through
loss of lock, or reduced signal margins, can reduce availability
of satellites for maintaining GPS navigation integrity. GPS
navigation systems can be designed to monitor signal quality
and employ adjunct inertial systems over intervals when GPS
availability is compromised. In communication, for some
systems, special equipment and signal formats can reduce
message errors. Local measurement-warning systems can also
be used to monitor onset and location of ionospheric
disturbances, and identify satellite links that remain clear.
When linked to a scintillation model, such warning systems can
provide regional capability to identify "windows" for good
operation of both surveillance and communication. Similarly,
measuring systems that monitor ionospheric range error may
be linked to region-adapted ionospheric models for surveillance
correction. For systems with a wider mission, corrections
outside the reach of a local monitor are required. These may
be obtained from global networks of ionospheric sensors
providing real-time input to global ionosphere and space weath-
er models.

2. INTRODUCTION

The ionosphere is a major region of the earth-space
environment, forming a layer of slightly ionized gas extending
between 100 and 1000 km altitude. The most densely ionized
region, typically between 300 and 400 km altitude, can
produce important effects on radio frequency (RF) signals that
traverse it, potentially impacting many aerospace electronic
systems. The ionosphere exhibits temporal and regional
variability in many ways analogous to tropospheric weather.
Actually the ionosphere belongs to the regime of "space
weather”, being driven both by interaction from the lower
atmosphere and from the space and interplanetary environment.
The equatorial and polar ionospheric regions in particular
exhibit disturbances and high values of ionization that tend to
have the greatest impact on aerospace RF systems, Figure 1.
Operators of radar surveillance, satellite navigation, and
satellite communication systems traversing from the earth/air
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Figure 1. Global view of ionospheric regions that most
effect RF Navigation, Surveillance and Communication.
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to space environment need to assess and monitor ionospheric
effects, just as a fighter pilot needs to consider tropospheric
weather. The degree of any system impacts is highly
dependent on individual system design and mission.
Tonospheric effects may be overlooked or misjudged since the
great variability of their character and occurrence can result in
significant impacts at one time or region and none at another.

Any important ionospheric degradation of acrospace RF system
function needs to be promptly detected, differentiated from
other problem sources such as jamming or system failures, and
mitigated if possible. Thus, when ionospheric degradation is
recognized, some form of mitigation should be initiated.
However, it has been noted that after such recognition has
taken place, serious ionospheric impacts are often subsequently
ignored by operators, because the source is "known". This
inappropriate procedural change has two major negative
consequences. First, the operators, in ignoring a known
ionospheric effect, fail to record the magnitude and likelihood
of occurrence of system degradation, information that is needed
for system planning and mitigation development. Second, in
ignoring an out-of-specification condition caused by the
ionosphere, operators will eventually allow the ionosphere to
mask the onset of system failures or jamming. Ultimately, sys-
tem outage during a critical mission could result. Correction
can be accomplished by operator training in identifying and
logging ionospheric effects, and provision of ionospheric
weather bulletins from forecasting centers. In future, operators
of critical aerospace RF systems may be provided with
ionospheric weather briefings prior to a mission, just as pilots
are briefed on tropospheric weather.

3. TYPES OF IONOSPHERIC EFFECTS

The more important ionospheric effects on trans-ionospheric
RF surveillance at typical system frequencies are [1]: signal
delay, raypath refraction and Faraday rotation of linearly
polarized signals due to ijonospheric electron content; rapid
changes in signal delay (phase) and signal fades and
enhancements [2] due to ionospheric scintillation, and partial
signal reflection, (either from irregularities at 95 to 125 km
altitude [3] or enhanced backscatter from 400-1000 km [4]).
The potential impact of any effect depends on the specific sys-
tem design and mission, since that defines signal interaction
with the ionosphere. The major ionospheric effects, their
translation into systems effects, and their potential impacts are
shown in Table 1. Some of the effects due to ionospheric total
electron content and ionospheric irregularities in aerospace
systems applications will be discussed below to illustrate the
interaction of the ionosphere with RF systems.

3.1 Scintillation

Ionospheric "scintillation" results from the RF signal being
disrupted in traversing a region of turbulence in the ionosphere
[5]. Scintillation is observed as rapid changes in RF signal
phase and amplitude, which may be perceived as extra "noise"
in the system. However, scintillation has significant behaviors
quite distinct from random noise phenomena. The ionospheric
structures in the RF path as well as the relative velocity of the
traverse through the structures control scintillation
characteristics. For example, low velocity traverses through
strong scattering structures can produce deep and sustained
fades causing data loss in satellite communication links, or loss
of signal lock for a GPS navigation satellite. High velocity
traverses will have shorter sustained fades, but higher phase or

fade rates that may cause loss of lock. The high frequency
components of scintillation may effectively raise amplitude and
phase noise levels in surveillance radars, reducing target dis-
crimination and phase-coherent integration for imaging.

Table 1. The major ionospheric effects, their translation into
systems effects, and their potential impacts.

Iono. Radio (RF)  Systems Potential
Effect Effect Effect Degradation of:
Total Signal delay = Range error  Target location
electron Refraction Angle error  Target location
content Dispersion Pulse distorts Range resolution
(TEC) Faraday Signal Coverage
rotation loss
(polarization  fading)
Amplitude Fades & Signal fades Comm thruput

scintillation enhancements Target fades Target update

Phase Rapid changes Rapid range- GPS lock

scintillation in rate changes Tracking
signal delay =~ Phase noise  Imaging

Clutter Partial signal Anomalous  Detection

reflection signal returns Tracking

Ionospheric scintillation often is associated with particular
ionospheric regions or boundaries (as discussed below) or with
the onset of turbulence conditions. In either case, an RF
system may experience nearly a step function onset of scintilla-
tion. Figure 2 [6] shows this effect observed by a surveillance
radar in the northern mid-latitudes, while Figure 3 [7] shows
an onset experienced by GPS near the equator. This particular
scintillation sequence produced fades that reduced the signal
level below GPS acquisition levels. This observation took
place at a magnetically active period near the minimum of
solar activity. Although no loss of lock took place in this
instance, ionization levels and turbulence structures are
typically much greater in the several years near the maximum
of the solar activity cycle. Thus, equatorial GPS loss of lock
events may be likely in magnetic storms near solar maximum.
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22:31 (START)
RCS (dBsm)
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92:061
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a

TIME, seconds

Figure 2. Severe scintillation observed by the Fylingdales
U.K. radar as track crossed a "scintillation boundary” {6].
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Figure 3. Tucuman, Argentina GPS observation showing
jonospheric scintillation turn-on in a few seconds, with a
peak-to-peak swing of 10 dB, increasing to = 20 dB [7].
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The spatial extent of scintillation occurrence is of significance
to its effect on an RF system. Near the equator, scintillation
is known to typically be associated with north-south aligned
jonospheric features that span the magnetic equator and extend
ten degrees or more on either side [8]. Figure 4 shows an
observation of GPS satellite signals scintillating only when the
signal path is within such a feature (shown as a dark region on
the optical all-sky "fisheye" image in the figure). Until
recently it was thought that the limited width of these
jonospheric features implied that equatorial scintillation would
only be an issue for small portions of the sky. However,
observations during the hours subsequent to the data in Figure
3 revealed that nearly all GPS signal paths were simultaneously
affected [7], Figure 11. The lower elevation angle observation
geometry, coupled with the fact that the structures causing
scintillation have a significant vertical extent can explain this
occurrence. In Figure 5 we see that there is a "venetian-blind
effect”, when many structures are present, that can cause most
signal paths to experience scintillation. (Exceptions are near
overhead, and due north or south.) The observations in Figure
4 would be consistent with raypaths above 60 degrees elevation
in Figure 5. This wide-area occurrence of equatorial scintil-

PLASMA DEPLETIONS AND SCINTILLATION
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Figure 4. Concurrence of GPS scintillation with passage of raypath through large-scale equatorial plasma depletion containing

turbulence; note #2 stops scintillating on exiting depletion.
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Figure 5. "Venetian-Blind" effect of equatorial plasma depletion ionospheric turbulence structures on trans-ionospheric RF
signals. Shows east-west cross-section of structures. Overhead, north and south paths may avoid turbulence.

lation suggests that, at least at solar maximum, some systems
may experience reduced availability of GPS satellites to
support GPS integrity processing requirements [7].

3.2 Total Electron Content

Tonospheric total electron content, (which is defined as the
integrated quantity of electrons contained in a 1 m? cross-
section column along the raypath traversing the ionosphere,
and measured in "TEC units" of 1x10' electrons/m?) produces
signal delay and refraction that causes range and angle errors
that apply to surveillance and GPS navigation. Due to the
longer path length in the ionosphere, the range and angle
errors are about three times greater at low elevation angles,
where surveillance acquisition is often performed, than at
zenith. This geometry may be seen in Figure 5. (Off-zenith
or "slant” TEC measurements are usually geometrically scaled
down to the equivalent TEC that would have been seen looking
directly up from below the point where the raypath penetrates
the ionosphere. These values are referred to as "equivalent
vertical TEC".) The signal delay caused by TEC is also
frequency dependent; this frequency dispersion can cause pulse
distortion in wideband radars [9] with negative impact on range
resolution. Table 2 summarizes and compares some of these
TEC-related effects for radars at UHF and L-band frequencies.
Diurnal and short-term TEC variations, as discussed below,
often differ significantly from statistical model predictions,
resulting in reduced accuracy for systems that use simplified
correction models, such as GPS single-frequency navigation.

4. ENVIRONMENTAL VARIABILITY

The ionospheric effects described above show great temporal
and geographic variation. Temporal variations include general
cyclical effects with diurnal, seasonal, or solar cycle periods.
Around the equinox periods, diurnal cycles are generally less
predictable. Magnetic storms, infrequent and unpredictable
occurrences lasting a few hours or more than a day, can cause

high TEC values and gradients as well as scintillation effects
where normally none occur. Other, very small scale
disturbances (1 to 3 TEC units) may occur and pass through
view at any time. Figure 6 shows an example of typical diur-

Table 2. Comparison of effects of ionospheric total electron
content on radars at UHF and L-band frequencies.

UHF FREQUENCY: 430 MHz
BAND WIDTH: 1 MHz
ELEVATION ANGLE: 5 DEG.
SATELLITE ALTITUDE: 850 KM
TEC RANGE ANGLE TRACK DSPRN
VALUE ERROR ERROR ERROR ERROR

(TECu) (m) (mrad) (m) (nsec)
5 30 0.05 286 0.5
10 61 0.09 572 0.9

40 244 0.38 2286 3.8
80 488 0.75 4569 7.6
120 732 1.13 6851 11.3

L-BAND FREQUENCY: 1250 MHz
BAND WIDTH: 200 MHz
ELEVATION ANGLE: 5 DEG.
SATELLITE ALTITUDE: 850 KM
TEC RANGE ANGLE TRACK DSPRN
VALUE ERROR ERROR ERROR ERROR

(TECu) (m) (mrad) (m) (nsec)
5 4 0.01 34 3.8
10 7 0.01 68 7.7
40 29 0.04 271 30.8
80 58 0.09 541 61.6
120 87 0.13 812 92.4
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Figure 6. Example of typical diurnal TEC cycles in the
middle latitudes, solar maximum and solar minimum.

nal TEC cycles in the middle latitudes, from maximum and
minimum solar activity periods. (The accompanying scale
shows the corresponding range errors at UHF and L-band.)
Figure 7 [10] shows seasonal variation of TEC near solar
maximum. Each frame represents about ten days of data. The
equinox periods show less consistent cycles, the winter shows
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usually regular cycles with strong diurnal peaks, and the
summer shows much flatter behavior. Variations caused by
magnetic storms are evident in frames numbered: 280, 307,
319, and 032. Frame 32 is expanded in Figure 8. The storm
effect over several days is seen in the multiple levels at about
noon. Figure 9 shows a very infrequent, but interesting,
disturbance caused by the passage of the moon’s shadow
during an annular eclipse (this is contrasted with a normal day
two weeks earlier) [6].

There are also very significant variations in ionospheric
behavior in neighboring "regions" of the ionosphere. Figure
10 [11] shows a general diagram of these regions. Scintillation
and TEC disturbances occur more frequently in the auroral re-
gion, and occur during certain seasons or times ir the polar
and equatorial latitudes, but occur very seldom in the mid-
latitudes. Diurnal TEC behavior is generally well-behaved in
the mid-latitudes (Figure 7), shows highest values and is less
regular in the equatorial latitudes and is lowest on average but
most disturbed poleward of mid-latitudes, [12]. The "trough”,
a wide region of reduced density in the ionosphere, varies
daily in its location, extent and profile and typically- has high
TEC gradients and associated sharp latitudinal scintillation
boundaries, [10] as in Figure 2. The magnetic storm that
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Figure 7. TEC seasonal variation, Shetland Islands, March 1991 - February 1992, (7 to 10 days of data per plot), [10].
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Figure 8. Expanded frame from Figure 7, showing effect
of magnetic storm and the ionospheric trough region [10}.

occurred during the period shown in Figure 8 moved the
trough into the field of view of that station, giving a sharp
vertical signature.

5. SYSTEM VARIABILITY

The operation geometry of an aerospace system may cause it
to move, or simply to look, from one ionospheric region where
a particular effect is not significant, to another region where
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Figure 9. TEC disturbance caused by passage of the
moon’s shadow during an annnular eclipse, contrasted with
a normal day, [6].

the effect is very significant. Figure 5 shows, for example,
that at 5 degrees elevation the point where a signal path from
a ground based radar penetrates the ionosphere is more than
1500 km away in great circle distance from the radar site.
This wide coverage for the region of Figure 3 is shown in
Figure 11. Even in the mid-latitudes the "look-direction"
variation within such a wide area produces significant variation
in TEC seen by GPS, which looks like a "storm” period even
for a single day of data, as in Figure 12, "all data" frame.
However, when this data is separated into narrow bands of
latitude and time-corrected [19], fairly regular diurnal profiles
emerge - with peak values that increase toward lower latitudes,
as would be expected, Figure 12 - remaining frames.
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Figure 10. Geographic regions of the ionosphere [11].

Many of the design and operation parameters of aerospace
systems that traverse the ionosphere have great influence on
the extent to which ionospheric effects play a role in system
performance. Systems such as satellite navigation, ground-
based radar, space-based radar, and satellite communications
will be developed with different values for parameters such as
frequency, bandwidth, sample rate, signal format, and
detection threshold. Similarly operational settings such as
whether the system works from a stationary or a moving plat-
form, is used in near vertical or near-horizon geometry, or
covers a wide or small area, all act as filters or translators for
any ionospheric effects. Table 3 illustrates how ionospheric
range error due to TEC varies with system frequency and
elevation angle, as well as latitude and solar cycle. This shows
largest values below L-band, near the equatorial latitudes, and
at low elevations.

Table 3. Examples of Variation in Ionospheric Range Error
with Frequency, Region and Solar Cycle, (Typical daily peak
values - vertical).

High Elevation Low Elevation

Solar Cycle Max Min Max Min
Latitude Mid Equator Mid Mid Equator Mid
TEC Units 75 150 20 225 450 60

----- RANGE ERROR (meters) - - - - -
VHF 150 MHz 1343 2687 358 4030 8060 1075
UHF 500 MHz 121 242 32 363 725 97
L 1500 MHz 13 27 4 40 81 11
S 4000MHz 1.9 3 05 57 113 15
X 8000 MHz 05 09 01 1.4 28 04
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Figure 11. Geographic region covered in the observations
of Figure 3, showing 1 hour of satellites’ tracks, with
onsets of scintillation (hash marks).

The bandwidth of a system affects whether frequency
dispersion of ionospheric effects (as noted above for
surveillance radars) will influence the system. Narrower band-
width systems are less affected but there is potential to lose
signal lock if the system cannot track rapid ionospheric phase
variations. This can occur for some configurations of GPS
receivers, for example. Detection thresholds influence the
amount of data lost due to ionospheric fading or the quantity
of erroneous bits introduced by enhancements. The rate of
scintillation or the slope of a TEC gradient (the range rate)
introduced by the ionosphere s a function of the velocity of the
signal raypath through the ionosphere. The components of this
velocity include the motions of the system segments above and
below the ionosphere, as well as drift of the ionospheric
structures themselves. Only in the case of a ground station
locking on a geostationary satellite are these rates entirely
governed by the ionosphere. GPS ground stations can
experience multipath errors from the antenna environment that
are comparable to the ionospheric errors [13], but techniques
exist to mitigate this [14]. As a final point, the altitude of the
system segments is also important, since the major
contributions to ionospheric effects come from the 250-450 km
altitude range, but some level of effects exists between 100 and
1000 km.

6. MITIGATION OF IONOSPHERIC EFFECTS

Mitigation of ionospheric effects must consider and adapt to the
function, mission and specifications of the individual system.
It may be possible to measure or model and correct for the
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effect. Another approach is to design the system to have:
capability to overcome the effect. It may also be preferable to
"work around" the effect operationally, for example by using
adjunct systems. This approach often requires being able to
detect or predict the conditions that must be avoided. Table 4
lists some typical function, mission, and specification
examples.

Table 4. Examples of system function, mission and
specification which should be examined in seeking to
mitigate ionospheric effects.

Function Mission Specification

What does system  Why does it do How well must it

do? this? do it?

Measure: Track satellite Range accuracy
range Update orbit Position accuracy
doppler Image space object Dwell time
radar cross section Resolve space Resolution
spatial pattern: objects Data rate

amplitude Identify space
phase object

Detect signal Image ground

Acquire signal Detect ground

Recover information targets
Detect aircraft
Navigate
Communicate

GPS navigation receivers measure range to several satellites,
which, combined with known time and orbital information,
allows calculation of receiver location. For precise range
measurement leading to higher position accuracy, a second
signal is received at a different frequency to allow
measurement and correction of ionospheric range error. The
(less expensive) single-frequency receivers cannot directly
measure the ionospheric errors and thus must use other
mitigation approaches [15]. A simple correction model which
uses parameters downlinked from the satellite will correct for
about 50% of the error, statistically [16]. A "work-around"
differential-GPS (DGPS) approach obtains the difference
between the true and measured position at a known site and
transmits the correction to navigators via a separate link.
DGPS provides the most accurate GPS positioning within the
range where the navigator’s ionospheric errors are essentially
the same as those at the reference station. This range is
expanded in some concepts by regional monitoring and
modeling via a correction algorithm [17]. Techniques to use
single-frequency receivers to measure the ionosphere exist, but
usually depend on assumptions such as consistency of the
ionospheric elevation profile [18]. A new technique developed
by Phillips Laboratory (PL) to calibrate two-frequency
receivers [19] is being extended to test application to single-
frequency. Figure 13 shows a comparison of simulated single-
frequency TEC measurements to two-frequency results. These
initial tests suggest the technique will have practical value for
improving DGPS and WAAS performance.

As noted above, ionospheric scintillation may reduce
availability of satellites for maintaining GPS navigation
integrity, particularly in the equatorial regions at solar
maximum. To mitigate such effects, GPS navigation systems
can be designed to monitor signal quality and alter internal
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Figure 12. Latitude separation of single-station GPS TEC data from Austin, TX.
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Figure 13, Comparison of simulated GPS single-frequency
TEC measurements (derived using a new technique based
on ionospheric self-calibration) to GPS two-frequency TEC
results.

bandwidths to sustain lock. Another approach is to employ
adjunct inertial systems over intervals when GPS availability is
compromised. Individual system tests would be needed to
determine the anticipated degree of impact on availability for
known ionospheric conditions, and the extent of any
degradation in navigation accuracy during use of an adjunct
system.

For satellite communication systems scintillation is the major
ionospheric effect. Some form of time, frequency or space
diversity may be used to overcome scintillation. Also, if the
system has sufficient power and antenna gain, this can reduce
or eliminate any loss from scintillation fading. Use of coding
and interleaving can add time diversity to the link and
overcome periodic fades.  Message throughput can be
improved 20-30% without coding to 90-100% with coding
[20]. Procedures that format messages in short blocks with
error-detection capability, and repeat the blocks, have been
shown to significantly reduce error rates [21]. These mitiga-
tion techniques could be used continuously on a link, but the
lower throughput that results from such use makes it desirable
to employ them only when required. Such scheduling requires
knowledge of when and where scintillation is occurring or
likely to occur.

PL has developed a Remote Access Scintillation Warning
System (RASWS) that monitors scintillation conditions on
satellite transmissions and can identify satellite paths that
remain clear. At present this research instrument is being used
in proof-of-concept studies for initial scintillation warning, [5].
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There is also a climatological scintillation model (the
"WBMOD" model [22]) that can provide the probability of
scintillation occurrence for given conditions and time at any
location. Current PL development efforts are directed to
adapting RASWS to incorporate GPS and drive WBMOD to
provide wide-area, local scintillation monitoring and warning.
Such an enhanced system could identify the onset and location
of ionospheric disturbances, identify regional boundaries and
identify satellite links that remain clear. Current PL research
efforts focus on identifying the physical trigger mechanisms for
scintillation so that its onset and development may be inferred
from real-time global ionosphere models. Clearly, these
advances in scintillation warning will also benefit surveillance
and navigation systems.

Surveillance systems currently require correction for
ionospheric range errors in such missions as satellite tracking.
The wide area of coverage of ground-based radars (1500 km
radius for 5 degree elevation) typically reaches into adjacent
ionospheric regions. This means that simple mitigation
approaches have limited accuracy, particularly for radar sites
outside the central mid-latitudes. For example, mitigation that
depends solely on GPS range error measurement [23] will be
most effective near-vertical but accuracy will degrade off-
vertical due to GPS’ wide geographic spacing. This can be
seen in Figure 11, where nearly two entire quadrants of the
region receive no updates for more than an hour.

Many systems employ monthly climatological forecasts from
an ionospheric model [24] referenced by radar measurements
of ionospheric errors using "sphere-like” targets. The model
provides a good statistical estimate of variations within the
coverage region, to interpolate between limited radar updates.
However, such models also suffer from reduced accuracy as
they are applied near or in the more dynamic ionosphere
regions such as the trough. Figure 14 shows an example of a

Figure 14. Example of a sky map of the impact of the
ionospheric trough region on range error corrections from a
model. In the middle of the trough the correction is too
great by a factor of > 2.4.




sky map of the impact of the ionospheric trough region on
range error corrections from a model. In the middle of the
trough the correction is too great by a factor of > 2.4. Figure
15 shows a comparison of one model’s climatological
predictions to GPS measurements at solar maximum near the
north of the mid-latitudes, [10]. Model accuracy can be seen
to be quite variable. Accuracy can be enhanced by increased
quantity of updates, providing better geographic and temporal
reference. Although these updates help, they cannot make a
climatological model accurately reflect regional variations.
Figure 16 [6] gives an example of this application.
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Figure 15. Comparison of the Bent model’s climatological
predictions of ionospheric TEC vs GPS measurements at
solar maximum at a northern mid-latitude site, [10].

New measuring systems that monitor ionospheric range error
are being developed by the USAF [6]. These measurements
may be linked to region-adapted ionospheric models for
improved surveillance correction, providing good mitigation in
local region of the monitors. For systems with a wider mis-
sion, corrections outside the reach of a local monitor are
required. Correction of ionospheric range errors over such
wide areas requires a global-scale model that can account for
the special character of each region. When provided with real-
time inputs from global networks of ionospheric sensors such
models can deliver good mitigation to horizon and at
ionospheric region boundaries. The Parameterized Real-time
Ionospheric Specification Model (PRISM), developed at PL,
has these capabilities and is scheduled to become operational
during 1995 at the USAF 50th Weather Squadron, in
Colorado.

7. CONCLUSIONS

The ionosphere is a factor in all RF systems that involve links
between ground/air and space at or above 100 km altitude, and
frequencies up to at least 4 GHz. The variation of the
ionosphere and its interaction with each system’s function and
mission must be clearly examined to determine if degradation
can occur.  Any important ionospheric degradation of
acrospace RF system function needs to be promptly detected,
differentiated from other problem sources such as jamming or
system failures, and mitigated if possible. Several mitigation
schemes are now in use. Two-frequency GPS navigation
incorporates ionospheric measurement. Single-frequency GPS
uses statistical models or adjunct differential techniques for
mitigation. In communication, special equipment and signal
formats can reduce message errors. Ground-based surveillance
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Figure 16. Ionospheric range error correction scale factors
calculated by the COBRA DANE radar vs scale factors
derived from on-site GPS TEC measurements, [6].

radars mitigate some of the ionospheric errors using
climatological models updated by radar measurements.
Mitigation improvement efforts are using improved
measurement techniques (GPS) and modeling. Local
measurement-warning systems can also be used to measure and
correct range errors. They can also monitor the onset and
location of ionospheric disturbances, to identify paths that
remain clear for surveillance and satellite communication. To
improve accuracy, such systems must be coupled to local
ionospheric models. Corrections outside the reach of a local
model may be obtained from global networks of ionospheric
sensors providing real-time input to global ionosphere and
space weather models. Whenever ionospheric impacts on
system performance are found to occur, operators must assure
that these are clearly differentiated from occurrence of system
failures or jamming, and carefully recorded to support system
planning and mitigation development. To aid such activity it
may be appropriate for operators of certain critical aerospace
systems to be provided with special training and regular
ionospheric weather briefings.
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