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1.0  INTRODUCTION 

The MULTIRAD complex at Williams AFB, AZ houses a GCI trainer on Air 
Intercept Trainer (AIT) several pilot training devices, an Automated 
Threat Engagement System (ATES) and an Instructional Support System (ISS) 
all within a TEMFEST facility. Thus, integrated training exercises can be 
^formed, controlled and monitored in a dedicated security environment^ 
The next two stages of MULTIRAD development are the interim and the 
Idvanced M^LTlS* Interim MULTIRAD with long haul network (LHN) and 
extensions of SIMNET protocol will be used for the training utility 

Valuation (TRUE). An extension of "f^*??™*™ ^^ 
(DIS) protocol will be introduced for advanced MULTIRAD. 

2.0 OBJECTIVE ( 

This plan provides security rationale and requirements for extension of 
the MbilRAD development program into multi-site exercises over a LHN 

using DIS protocol. 

3.0 APPROACH 

3.1 Description of Plan 

The nlan is the result of a review of the documents listed in paragraph 
3 2 S well as discussions and analysis of the security of data^within an 
automated information system and AIS networks as they apply to the 
MULTIRAD program. This work was performed in October and November of 1991 

at Loral Defense Systems - Akron, Ohio. 
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3.2 Applicable Documents 

„~ „ /   •  ^  ufiiarv «irandard (draft) Protocol Data Units for Entity i CT-PD-QO-^ (revised) .  Mxliary itanaara ^u.i.a.^'-/   __       —  - — 
jg.!l!?i (.L *J~   Tr,t:er,ctioi^Lll^^r1hnt^ Int.ra^ve Emulation, 

September 20, 1991 

Draft 19 Sep 91 T.»I- T MUT/TIRA" w^rvorte Researrn and Development, Section 

C with Appendices A and B 

««it- Wanek and Newman Systems and Technologies for the United States 
S Force ArmstrongLaboratories, Pr.ft-Int.rim HPLTIRM Network Design 

^purification. June 25, 1991 

Bolt Beranek and Newman Systems and Technologies for the United States 
Mr Force Armstrong Laboratories, NetwnrV Interface TTmt Detail ed Desxgn 

Sppr.i fieation. June 25, 1991 

NSA r^™«m  Svst— ^Htv. Pm^nrts and Servil Catalogue July, 

1991 

DoD   5220  22-M      ™„.i-^«1    Sec»^   *«™»1   ^   Safejniardinr   M.asslfled 
£LSf January,   1991.     Chapter 8     "Automated Informatxon Systems 

NCSC-TG-002,  Version 1    Tm.ted Product Fv,1 nations    A Guirie for Vendors 

22 June 1990 

Specification NSA No,. 89-5  Perfnuance and Intnrf^ S^rlfl cation for 
TSTCfi/KC-194 Tnmk Encr^pt-i nn Device 18 January 1909 

Cooper, James Arlin ^y—  "* Communication* Security Strategies for 

the 90's McGraw Hill, 1989 

NCSC-TG-005, Version 1 Tmcten Network Interpretation,, 31 July 1987 

DoD 5200.28-STD  Department of Defense Tr^ren System Counter" System 

TV*!nation Criteria December 1985 

CSC-STD-004-85   ^^ ^    Patio.nl o Fohind CSC-STD-003-85 Computer 

Security Requirements 
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4.0 ANALYSIS 

4.1 SECURITY RATIONALE 

4.1.1.  Classification of LHN data 

Simulations within the MULTIRAD environment are simulations of real world 
Simulations wiunu c" „„.„,..„  missile parameters, stealth 
classified systems. ^SSJT^SSld with position and event data, 
characteristics, and IFF doctrines c r    claSsification of 

can yield overall weapon ^^//^Xys been the bottom line when 
overall weapon system n

eff ^f ^"^^weapon systems. Individual 
determining security levels for Air^Force ^P £ ^CLASSIFIED or 
subsystem characteristics alone may be ectiveness usually 
CONFIDENTIAL but the of overall system w F 

requires a classification of SECRET. 

-  '■,,,- ,- e ^r^^ferred without the accompanying appearance and If positional data is «-^f erred wit S£CRET>  since any of the 
event data, an exercise ^^ ~ ° may be operated using operational 
weapon systems ma MOLTIRAD exercxse y * compiiation of 
doctrine and tactical expertise it is likely MOLTIRAD network 

positional data ^^^^^S^^^« «. forbidden and 
will be rendered SECRET unless ^ctlc specific locations, 

in order to provide an effective -polstern «,; LHN ^* ~£*^ 
transmitting TOP SECRET data between multiple sites, 
some type of encryption must be introduced. 

4.1.2.  The interim and advanced MULTIRAD network exercises must operate in a 

dedicated security environment. 

Paragraph 8-206 of ^M-^^g^gft ^^SoSX 

^e-r^ed ÄÄ^tSi 
dedicated mode will be required to meet the C2, or *S^ security 

criteria specified in DoD 5200.28-STD. . - - in icated.. means that 
mode trusted systems are not required  . . - -1 J need-to- 

data available through that access route. 
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4.1     SECURITY RATIONALE     (conf) 

4-1'2 i?Tlower clearance ind.vidu?i or multiple needs-to know are given access 
to any of the data within the MULTIRAD system, the system xs no longer 
consSered dedicated. After January, 1992 the requirement to "sure the 
consiaerea aeui . of   the   system   mandates   that   a   C2   or 

Shff^std sa;s«rfppProvirLtf b. obtained for each and every AIS 
deSc. i^ne MUSSAD syste. and for each and every AIS device at the 
aevxce   in ./ i   „„cess   is   an unknown but  for  the 

should be examined again. 

•  i „ vv,Q ^t-priu MULTIRAD network environment must 
"        To alleviate security risks the .^terim ^^ MULTIRAD exercise 

satisfy the ^"** W™'£™£ level w"h the same need-to-know 
must all operate at the same ^»"^ 0

le™J^t flows between sites 
when the LHN links are actxv.t£ Mso f^J^ boundaries at each 
must be encrypted before it leaves C°™*1\ ' to be usefui  to 
site. If this approach is taken ™>*£™£^ Pr°u'ure development, 
those   sites  ^^^^'^%££l'.   can   then  attempt   to 

Z£^FJLX^"*Z*^^ locally dedicated, 

however, because of their local networks. 

4.1.3.  The security for the MULTIRAD LHN should be administered and controlled 

from a centralized facility. 

The MULTIRAD facility at Williams ^- ^ ^£l£r ^uri^on 
auditing, logging and control ^^J^^XTo^e MULTIRAD 
the MULTIRAD LHN. It ha..been ^^^^^ star topology [2] 
system. Using a central network security contx g 
(MULTIRAD facility at the »««r remote sites at ttoj««t of 

will simplify the network security process ^«^£f controller can 

« should he noted that this »eans ^« ^r^ .i«-^l ^^ 

i£f Srnc^f 80r:/r entitles £ th7 propos d «™ network 
are located at Sli», this should h, a vorkabXe solutron. 

„.ether one exercise or triple ««£•• ™ ~'£?» ^""SSl ^ 
central  network  security  controller  at  »ill« 
authenticating, auditing and monitoring every exercise. 
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.2  SECURITY REQUIREMENTS FOR THE LHN 

i.  „.-, -F/M- ir=; security advantages.  The central 
A star network topology was chose/« f «^^^ cont

§
rol of, all the 

^r-rlc -^^^^^„^l^cross the network. Data which is to be 
interfaces and all <*e <iata »»^ d to the B1 level before it leaves the 
transmitted between sites must be «xc^rp be treated 
protection of the security envi— at ac   te. ^ ^  devices ^ be 

SÄ ^.r«SSL^ S"^ each of the remote sites. (See Eigure 

1 MULTIRAD NETWORK) 

va«t,ol <= and assignment of a 2 Hz update rate to the 3K to 
With multiple voice chf*f * f1* ^f^ network must be able to pass at least 
10K bit DIS «^^^^^"^S'devices which satisfy such a bandwidth. 
1.5 Kbits per second • ^re ""Z^™ ed trunk lines must be able to handle the 
Encryption devxces and the to«J protocol for the 69 entitxes 
volume of data required to support: t*» * ^^.^ _194A encryption devices 
proposed. For example, the capabilities or i^/ ' I544 Mbits per 
Interfacing with Tl trunk lines are specified to ^HficMimB of digital 

^c%FltKo^£^ aT^ired'other approved encryption devices 

are available. [3] 

irit_ manaeer will establish network policy and The central network security manager 
control mechanisms. He must verify or approve. 

level of the data in the system. 

2.   The trunk line penetration of the security shield at  ^ 

each site. 

3    The protect!»» „echanisas at each site for securing the 

The LHN start up, 
authentication and access procedures 

6. 

The LHN sign-off and shut down procedures. 

The audit techniques which are selected to monitor the 

access to, and use of, the LHN. 
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5.0 CONCLUSIONS 

1    To meet the requirements for security of TRUE, three encrypted 
1.   To meet trie reH       «tablished one from Williams to each of 

duplex ch-nnels m^t be **g*g™;  , ^^ ^^ 
the three remote sites.  ^ee "6ul = 

9    Extended MULTIRAD exercises must be conducted in a dedicated 
2-   JecurJty environment (i.e. all sites must be cleared to the same 

secuSty level in order to obtain access to the data on the 

network). 

3. 

security environment. 

ThP security for the MULTIRAD LHN should be administered and 
"•   controlled /romtbe MULTIRAD facility at Willi-s AFB, AZ. 

6 0 REFERENCED DOCUMENTS 

Cooper, James Arlin Poster „T* Communi ~,H n^ S^rlry Strategies,^ 

t-.he 90's McGraw Hill, 1989 

NSA  ^r_ i ■■ -,-— —   ^^r' ^ Sprvices Cata3^July' 
1991 

[2] 

[3] 
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FIGURE   1 MULT I RAD NETWORK 
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