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Department of Defense Directive

SUBJECT: DoD Operations Security Program

REFERENCES: (a) DoD Directive 5130.2, "Director of Policy
Review," June 16, 1977

(b) DoD Directive 5105.42, "Defense Investiga-
tive Service (DIS)," July 19, 1978

(c) DoD Directive 5400.7, "DoD Freedom of Informa-
tion Act Program," March 24, 1980

(d) JCS Pub 18, "Operations Security,"
December 15, 1982

(e) DoD Directive 5220.22, "DoD Industrial Security
Program," December 8, 1980

(f) DoD 5220.22-R, "Industrial Security Regulation,"
January 1983, authorized by reference (e)

A. PURPOSE

This Directive establishes the DoD operations security (OPSEC)
program, provides policy, and assigns responsibilities.

B. APPLICABILITY

1. This Directive applies to the Office of the Secretary
of Defense, the Military Departments, the Organization of the
Joint Chiefs of Staff, the Unified and Specified Commands, and
the Defense Agencies (hereafter referred to collectively as
"DoD Components").

2. The DoD OPSEC program shall be applied to DoD contractors
participating in the DoD Industrial Security Program when the DoD
Component concerned has determined that such measures are essential
for the adequate protection of classified information with respect
to a specific classified contract.

C. DEFINITION

Operations Security. The process of denying adversaries infor-
mation about friendly capabilities and intentions by identifying,
controlling, and protecting indicators associated with pldnning and
conducting military operations and other activities.
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I). POLICY

1. It is the policy of the Department of Defense that each DoD Component
shall establish an OPSEC program. This program shall ensure the protection of
DoD programs, operations, and activities, balancing mission effectiveness if
essential secrecy is not preserved against costs of maintaining essential
secrecy.

2. DoD mission effectiveness depends on keeping classified information
secret.

a. The necessary condition for maintaining essential secrecy is protec-
tion of classified materials. However, such protection is not always adequate
because adversaries monitor open sources and detectable activities to derive
indicators of U.S. intentions, capabilities, and current activities. Although
unclassified, the information thus gained has intelligence value and is used
to prepare estimates about uncertainties and unknowns If accurate, these
estimates may have the same effect as the direct compromise of classified
information.

b. The sufficient condition for essential secrecy is therefore use of
OPSEC, supported as necessary by military deception, to deny indicators to
adversaries.

E. RESPONSIBILITIES

1. The Deputy Under Secretary of Defense for Policy (DUSD(P)) under
authority established in DoD Directive 5130.2 (reference (a)), shall:

a. Establish policies for the conduct of the DoD OPSEC program.

b. Provide for oversight of DoD Components' OPSEC programs.

c. As requested, coordinate relations of DoD Components .ith
other governmental agencies on OPSEC matters.

d. As requested, coordinate OPSEC matters affecting more than
one Dof Component.

2. Heads of DoD Components shall:

a. Establish an OPSEC program. At a minimum this program shall in-
clude OPSEC training, OPSEC surveys as appropriate, and use of OPSEC in plan-
ning.

b. Provide support for OPSEC programs of other DoD Components as
necessary.

c. Provide management, review, and inspection of their OPSEC programs.

d. Recommend to the DUSD(P) changes to pol icies, procedures, or
practices of the DoD OPSEC program.
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e.De te rmi it UPSEC metasu~res are requ ired ofI a IDoI con tra ct or t or
pertormance of a c lassitfied corit ract . It so, ensure that suth mear'sures are
incorporated spec ifi callyv into thle reque:;t for prop~osal ind resul taut (,ont ract
documentis in suftti ci ent dettail to enable cost reiiiihirsement of and programl
compliance by the contractor.

t.Provide details ot OPSE~C measures as determined in paragraph F~.2.e.
above , to the cognizant se cur ity ofIi ce of the Defense Invest iga tivye Service
(refereuice (hb) ) for man[a geeifet , revijew , and i nspec tion at contractor f acilit i es

not located our milii arv instal lations.

g. Provide assistance to the Defense Invest igat ive Servi 'e to ensuIre
adequacy of inrdust rialI secur ity inspection efforts, rclIatring to OPSýt measures'

as, del inedf in paragraph E .2.v , e oe

h. Ensure that measures taken to implement the DoD OPSEC program are
in compliance with the Freedom of Information Act (reference (c)).

3. Thle Joint Chiefs o f Staff-, in addition to the tasks specified in) sub-
section E.2.-, above, shvall:

a. Maintain authority, direction, and control of the JCS OPSEC program
(reference (d)).

b. Establish OPSEC requirements and procedures for the Unified arid
Specified Commands.

c. Establ ishi OPSEC requl 'renents for Doll Components,- as appropriate for
use in preparationl oI strategic plans and joint logistic pilanls.

d. Publish OPSEC document-s for use by the Unified and Specified Com-
inands and other DoD Components in their OPSEC programs.

e. Determine OPSEC requirements necessary for effective military
operations that must be implemented by non-DoD agencies.

4. The Director, Defense InvestigativeService, in addition to the tasks
sp)ecific(] in subsection E.2., above, shall:

a. Inspect DoD contractors, in con junction with representat ives of
the Dol) Component if request-ed by the ComponentL, for comp I i ance with corit rac-
tua t ly iuic(orporatedi OPSEC measures (paragraph E.2.e. , abiove ) dunring scheduled
security inrspectionis performed under lDol Directivye 52120.212 arid Do!) 5220. 22-R
(references ( e) anrd ( f )) or as reques ted byr Doi) Componenit s. Un m i l it a rv
install1at ions such inrspert ions will be performed onlIy when requiested by the
i ns t allIa t i o c omniander.

1). CoordIinate Do!) Component visits to cont ractors as part of estail-
1 isheil i ondust r ia OPSEC p rog rams.

C . Request ass istance as necessary f roml the appropriate 1o)o Component
to coniduict inrispec tions as requi red by pa rag raphi E .4i. a., abhove.

(I. Inicorporate UP-SEC concepts', phlannirng pridfe ,aid suirvey gnuidiroe
in )IS t r;jiunrig coisarid pert inent DI)S directives;.
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5. The Director, Nat ional Security A•emy/Chief, Central Security Servi e

in addition to the tasks specif ied in subsecti on E.2., above, shall collaborate
With the heads of the DoD Compornents ill providing COM/SEC support for OPSEC"
surveys.

F. EFFECTIVE DATE ANL" IMPLEMENTATION

This Directive is effective immediately. Forwa id one copy of i fl 1 melitIn
doclumnents to the Deputy Under Secretary of Def ense for Policy within 110 I)ays,

,I' I / '/ .

PATTI, TI4AVFR

Deputy Secretary of Defense
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